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BACKGROUND 

The need for EHR has been recognised 

It has been accepted by the health community that patients across the European Union would be better 
served if their health information could be recorded electronically in the form of an electronic health record 
(EHR) that would be easily accessible for purposes of caring for the health of the patient. Although most 
countries in the EU are, at various stages, in the process of developing such systems, a major barrier to 
progress has been the issue of protection of personal privacy of the citizen/patient. 

The threats to data privacy are not fully understood 

While most patients and health providers would welcome the prospect of a ubiquitous electronic health 
record, the threats of leakage of personal information are, for the most part, disguised, with breaches that 
are not immediately apparent, and consequences that may remain hidden for longer. 

These problems have been recognised by most parties, and for this reason the Article 29 Data Protection 
Working Party (hereafter referred to as the ‘Working Party’) has produced Working Document on the 
processing of personal data relating to health in electronic health records (EHR) to which these comments 
apply.  

Although most parties introducing systems for storing and communicating health records claim to follow the 
EU Directive 95/46/EC on data privacy (hereafter referred to as the ‘Directive’), most systems are not in 
conformity with the Directive, and in fact, are illegal. There are many common misconceptions that lead to 
the creation of systems with dubious protection accompanied by claims of conformity to the EU Directives.  

There are many unfortunate misconceptions 

A secure network does not protect privacy 

In attempting to satisfy data privacy guidelines there is often confusion between protection of privacy 
and security of a network. There is a common belief that if a network is secure, the privacy of a 
patients’ data is secure. Systems must indeed be a priori secure to be used for processing of personal 
data, but if adequate protective access management, in conformity with the EU Directive, is not in 
place, network security only serves to delay the damage, because most threats emanate from within a 
system rather than from without 

Limiting access to personal data on an EHR does not protect privacy 

Another misconception is that if access to a patients’ record is limited to a small circle of those ‘who 
have need to know’, then privacy is protected. This is not the case. To be in conformity with the EU 
Directive only those personally given access to particular data for a particular task may access 
personally identifiable data, all others should not – unless the data is stored without personal 
identification. 

An EHR is not simply part of an expanded inter-clinic network 

There are several pioneering networks that have been set up as examples of sharing medical data and 
providing some limited ubiquity to a patient’s health data. These systems essentially work by creating a 
secure network of clinics and hospitals sharing patients’ data between them. Some have even tried 
this across national borders. This is simply an inadequate attempt to expand existing systems, while 
introducing increased access management control of the data. Creating such ever-expanding 
networks simply exacerbates the problems of privacy and security: The larger and more manifold the 
interlocking networks the greater the threats to privacy and security. Because the weakest link defines 
the security of the entire system – any weakness inherent within any part of the complex system 
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proliferates to a much wider domain. Bringing networks of data together creates an unmanageable 
monster, especially if the internationally mobile patient or practitioner is to be served. A patient’s EHR 
must not be confused with expanding networks of data – it must stand alone by itself, controlled by the 
data subject. Each practitioner or clinic may and must keep their own copies of data they create, but 
this need not, and should not, be part of a huge data base of data! 

WHAT ARE THE MINIMUM REQUIREMENTS FOR AN OPTIMISATION OF THE EHR THROUGH IT? 
Based on the EU Directive, and the outcomes of the Article 29 Working Document, the following Minimum 
Requirements can be defined for a system that protects patients’ privacy and can be practically 
implemented: 

• IT-systems should not interfere with the routine work of health professionals, i.e. there should be no 
increase of administrative work. IT systems should ideally remain invisible. 

• IT-systems should enable the aggregation of personal health information disseminated at many 
health care locations.  

• IT-systems ideally should permit handling the whole health information about a person at any place 
in the world as if it were all in a single doctor’s office, without the need of any knowledge of location 
and without requiring performance of any additional administrative work. 

• Health information should be stored only in anonymous form. In this way the individual need not 
fear any violation of protection of the privacy of his data. 

• It should be possible to correlate all the anonymously stored health data together to create 
anonymous Virtual Electronic Health Records.  

To achieve high acceptance: 

• IT-systems for Health should not require, in fact, should explicitly exclude any human management 
of the access rights to the personal health data other than by the concerned person herself. All 
other forms of protection that involve a privacy policy that depend on administrative workers 
promising or swearing not to divulge information, casts doubt on the entire system!  

In order to conform to laws on data privacy protection: 

• IT-storage systems for health data should not be centralised, but should, on the contrary, be 
distributed; moreover, it should not be possible, even for health professionals, once having been 
granted access, to have unlimited and uncontrolled access to private health data. 

To compromise on any of the above conditions is to compromise the privacy of the citizen. 

IT experts may protest that a system satisfying the above conditions will be too complex and cannot be 
created. Nonetheless, this author considers it paramount that these requirements be met without 
compromises, otherwise the introduction of an EHR may be the thin wedge that ultimately prises open and 
destroys the privacy of citizens.  

Conformity of the Minimum Requirements on the recommendations of the Working Party  
Some of the key recommendations of the Working Party are analyzed with respect to conformity with the 
Minimum Requirements presented above: 

1. Respecting self determination 

Conformity to 1b and 1c: 

If data can only be accessed with the express authorization of the patient (dedicated opt-in), 1b) 
and 1c) are respected  
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3. Authorization for accessing EHR in order to read and write in EHR 

Conformity to 3b 

If the patient can change the access rights at any time and from any place, 3b) is respected 

Conformity to 3c 

To contribute to trust in EHR from the point of view of Health Professionals, the data should not be 
introduced by anyone in the system but should be transferred transferred automatically from the 
original source of the data as non-repudiable, trustable data. No Health Professional should take 
any medical decision based on data whose authenticity and original integrity he is unsure about. 
On the other hand, no Health Professionals should deposit a copy of his data in a place where it is 
not absolutely sure that the data remains untampered.  

4. Use of EHR for other purposes 

Conformity to 4: 

The use of EHR for purposes other than medical treatment (e.g. statistics, scientific research) will 
be possible if the medical data is stored anonymously at the source of creation; this would 
theoretically allow the aggregation of all of a patient’s data without possibility of identifying the 
patient or the health professional. 

Indeed, this feature would permit analytical and statistical research work of a population, and e-
surveillance, for example for detection of outbreak of contagious diseases in regions or countries 
without jeopardizing a patient’s privacy. 

 

CONCLUSIONS 
The conclusions of this report are summarized: 

• Data privacy of the citizen/patient should not be jeopardized because of compromises vis-à-vis the EU 
Directive 95/46/EC or difficulties meeting the recommendations of the Article 29 Working Party.  

• The Minimum Requirements outlined in this report are in conformity with both the Directive and the 
Article 29 Working Party recommendations, and could serve as a practical guideline for the creation of 
EHR-like systems.  

• Existing networks should NOT be expanded or linked together to form large distributed databases of 
patients’ medical records, rather EHR technology should be developed solely for patients to control 
access to their medical records and share these, one-to-one, with their medical doctor during a visit.  

• The facilities for storage of medical data collected at premises of health providers should be utilized for 
that purpose alone and not as a backbone for basing patients’ EHR systems.  

• All transfers of medical data to third parties should be effected anonymously; i.e. no access by third 
parties to identifiable medical records on an EHR should be possible!   
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