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Response to the Working Document on the Processing of Personal Data Relating to 
Health in Electronic Health Records as prepared by the European Data Protection 
Working Party 
 
 
Introduction 
 
The Patient and Citizens Task Force of EHTEL is a unique group within the European 
eHealth community consisting of individuals who are patients in their own right or who 
represent patient groups but who are also highly qualified from a strategic, technical and 
managerial perspective within health and medical informatics. At the highest level, it has two 
main aims: to influence other stakeholders in the ICT and healthcare areas and to empower 
other patient groups. 
 
The Task Force welcomes the opportunity to be able to offer its comments on the Working 
Document published by the European Data Protection Working Party (DPWP). The Task 
Force is pleased to note that, in a number of instances, the issues raised and discussed by 
the DPWP reflect those produced in our Position Paper on the Electronic Health Record 
(EHR) published in September 2006 (see annex). 
 
Many of the issues raised by the Working Party are concerned with the legal position of the 
EHR in relation to data protection. While these are recognised as important matters, the 
patient perspective is also concerned with issues of service delivery, dignity and respect. 
Accordingly, from the patient’s point of view, it is important that legal requirements do not 
become so complex as to interfere with the patients right to receive prompt and effective 
health care. To this end we would advocate a formal representation of patients as part of the 
membership of the Working Group. 
 
It is also important that, when considering a complex system such as that for the design and 
implementation of the EHR that issues are not considered in isolation. It is possible to see 
weaknesses in areas that, when considered on their own, may not be deemed as satisfactory 
controls but that when combined may provide an appropriate level of protection. In the Task 
Force’s view, there is merit in viewing the issues surrounding data protection from a “whole 
system” perspective. 
 
With these general points in mind, the Task Force offers the following comments on the 
Working Document: 
 

1. Consent 
 
While recognising the legal concerns made in this section of the document, there 
should be the option for the patient to give explicit consent to the sharing of their 
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medical record. This provides an opportunity for the patient to be informed and 
educated about the way in which information is shared and helps to support the 
principle that the patient should be master of his or her record (see below). As a Task 
Force, we believe that it is better for patients to be involved in the management of 
their medical records (to a greater or lesser degree) than to rely on a “a framework of 
special regulations” managed by national authorities from which they are remote and 
over which they have little control. 
 
In our view, the vast majority of patients understand that their records need to be 
shared for effective medical care but should be afforded the respect of their informed 
consent being sought. Our position paper summarises this as follows: “Patients 
should give their consent to the sharing of their personal information although this 
should be a simple and straightforward process supplemented by regular reviews. 
This process should also contain a facility for patients to be informed about the uses 
to which their information is to be put.” 
 
A key point here is that consent on its own may not be considered totally satisfactory 
but when combined with role-based security and other techniques, the system and 
situation becomes more acceptable. To this end, it may be that with the principle of 
patient being the master of his or her file firmly embedded in it, the proposed 
Framework of Special Regulations for the EHR may be an effective way forward. 
 
Finally we agree that the withholding of consent may have a detrimental effect on 
their care but this should made clear at the time of seeking consent as part of the 
process to inform. This leaves the choice with the patient. 
 

2. Vital Interests 
 

We agree with the view of the DPWP that “vital interest” in this context would need to 
be for life-saving treatment only. 
 

3. Preventive medicine etc 
 

Again, we agree with the view that the development of the EHR simply justified on the 
grounds that it improves the provision of healthcare in a general sense is not 
sufficient. As a side issue relating to “the management of healthcare services” we 
have proposed that all administrative and managerial staff who have access to 
personal medical information as an exceptional and necessary part of their 
employment (medical secretaries, clinical coders) should sign formal confidentiality 
agreements. 
 

Framework of Special Regulations 
 
4. Agreeing to an EHR 

 
In effect, the DPWP is advocating a system of implied patient consent for the 
development and use of the EHR. We believe that this runs counter to the need for 
patient involvement and refer to our comments regarding to explicit consent above. 
We are, however, in agreement with the concept of explicit opt-in for sensitive 
medical conditions although would see this as additional to the general consent 
described above. Our Position Paper states in this regard, “Thus, it would seem 
sensible to implement procedures whereby patients indicate their consent in a simple 
and straightforward manner albeit with regular reviews to ensure that the position 
remains the same particularly where the patient is diagnosed subsequently with a 
serious medical condition.  “ 
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The Task Force is in agreement with the DPWP that the patient should have the right 
to prevent a particular category of medical professional seeing a particular category 
of his or her data. 
 

5. Identification and Authentication.  
 

The Task Force is in agreement with the suggestion of the use of strong 
authentication techniques as this represents a significant improvement over the 
situation in many areas at the moment. We believe that standards should be 
investigated and deployed across the EU that focuses on making the link between ID 
and authentication on an individual rather than on the organisation they represent. 
We recognise that, on occasions, medical professionals may wish to allow medical 
secretaries and other trusted staff to use their ID’s but would not support this practice 
unless there is a method to ensure that support staff are accountable for their actions. 
 

6. Access to the EHR 
 

The Task Force is in general agreement with the proposed rules for access to the 
EHR by HCPs and other authorised personnel (providing these have signed 
appropriate confidentiality agreements). In regard to patient access, if the patient 
mastery principle is to pertain, then it is essential that the patients have free and 
unfettered access to their own records. To this end we would wish to see regulations 
that ensure that all relevant information is entered into the official record and that 
prevents the maintenance of parallel/informal records. It is also vital that they have 
the right to seek the removal or amendment of inaccurate information and to be able 
to add to the record if they wish. 
 
Use of the medical record for the purposes for statistical and research purposes must 
be subject to stringent rules and must only be granted after patient consent has been 
given. 
 

7. Design of an EHR System 
 

The Task Force notes the comments of the DPWP with regard to the different models 
for the development of the EHR, particularly regarding the patient controlled option. In 
this regard, it is important to note that most patients are unlikely to want day-to-day 
control of their EHR. The principle is one of “mastery” rather than ownership. That 
health authorities/HCPs or whoever can act as hosts is acceptable, but mastery of the 
record acknowledges that its use has to involve the patient at key decision points 
within a context of dignity and respect. 
 

8. Categories of Data Stored 
 

We would like to see further clarification of the term “relevant” and particularly to what 
extent “social” and other factors are to be included. This section also raises the 
question of how a provision for data to be stored for the “minimum amount of time 
necessary” squares with the growing model of the birth-to-death summary record. 
 

9. International Transfer of Data 
 

The Task Force agree with the principles outlined in this section 
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10. EHR Security 
 

The Task Force agree with the principles outlined in this section 
 

11. Transparency 
 

Transparency of information and of the way in which the EHR is managed is a key 
tenet of our work. Accordingly, The Task Force agree with the principles outlined in 
this section 
 

12. Liability and Control 
 

The Task Force agree with the principles outlined in this section 
 

 
 
 
 
 
 
 
 
 
 
On behalf of 
EHTEL Patient and Citizens Task Force: 

 
Marc Lange 
Secretary General 
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Annex: Position Paper on the Electronic Health Record 
 

As a final contribution to the debate on the EHR the Task Force would like to reproduce its 
summary position in relation to this important area in the hope that this will inform and 
contribute to this ongoing work. The whole document is available on request at 
info@ehtel.org.  
 
“A Summary of ETHEL Patient & Consumer Task Force (PCTF) Position (for the EHR 
in general) 
 
In summary our position in relation to the electronic health record is as follows: 
 

� The patient has the right to expect that his or her privacy is respected and protected 
and that the EHR is handled with due regard to professional duties of confidentiality 

 
� Controls for the reinforcement of privacy should not be weakened for the purposes of 

reducing costs 
 

� The patient should be considered to be the master of the Electronic Health Record 
 

� Patients should give their consent to the sharing of their personal information 
although this should be a simple and straightforward process supplemented by 
regular reviews. This process should also contain a facility for patients to be informed 
about the uses to which their information is to be put. 

 
� The patient should retain the right (with recognised authority) to intervene if they are 

concerned abuses of privilege by others when sharing information. 
 

� The right to opt out from having information shared should be available although 
individuals doing so should recognise that it could have a detrimental effect on their 
healthcare. 

 
� Such an opt out should not be used as a method for denying individuals the right to 

treatment or care 
 

� Technical innovations should be explored to handle specific situations where the 
patient may wish to have information withheld from certain organisations or 
individuals. 

 
� The EHR should include electronic communications (eg emails where permitted) as 

part of the record 
 

� The use of innovative methods of recording consultations should be investigated. 
 

� The EHR should only be accessible by healthcare professionals who are under a duty 
of confidentiality. 

 
� Managers and administrative staff should only have access to personal medical 

information on an exception basis and only after they have signed an appropriate 
confidentiality agreement. 

 
� The systems processing and transmitting the EHR should be the subject of formal 

testing and accreditation in order to ensure their integrity. 
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� Patients should have unfettered access to their records and provided with assistance 
to understand them. The provision of a summary record should be considered. 

 
� In certain cases (albeit with regard to strict limitations) the clinician should have the 

right to veto access where access to the information might have a harmful effect on 
the patient. 

 
• All electronic communications and records about a  patient’s health, medical care or 

personal information should be prepared and handled in a confidential and discreet 
manner. 

 
• The provision of a log-book showing who has accessed the EHR and what actions 

they have taken is considered to be an essential safeguard. 
 

• Every eHealth system should have an associated security policy that clearly 
describes how the confidentiality, integrity and availability of records will be 
preserved. This should be freely available for patients to access. System 
administrators should not have the right to access personal medical data. 

 
 
 

• As part of the development process, system specifications should be produced which 
explain (in an easily understood form) how the system works and what measures 
have been taken to protect the patient. 

 
� National healthcare authorities across the European Union should work to formalise 

and harmonise guidelines relating the use and processing of the EHR. 
 

� These fundamental rights should apply to legal representatives of patients when the 
patients are unable to act for themselves.” 

 
 
 
 
 
 
EHTEL Patient and Citizens Task Force 
September 2007 

 


