
Working Document on the processing of personal data relating to health 
in electronic health records (EHR) – Department of Health (England) 
comments 
 
1. Thank you for the opportunity to comment on this document which we 

found very helpful in identifying many of the issues involved in developing 
and implementing an EHR. As you may know the health service in 
England is already well advanced in its plans for implementing an EHR 
service. In this context the Working Party’s reflections on a suitable legal 
framework in Part III of the document are particularly helpful. I have 
included details of England’s plans in this respect in Appendix A to this 
submission which you may find useful. I will return to some more detailed 
comments on Part III below. 

 
EHR Background in England 
 
2. In England EHRs will be created at two levels: a Summary Care Record 

(SCR) accessible across England; a Detailed Care Record (DCR) 
accessible within a locally determined health community which could 
encompass primary and secondary care providers within a specified 
geographical area e.g. London. In both instances access to the EHR will 
be subject to stringent confidentiality and security controls. I have included 
some details on these in the appended information. The SCR will primarily 
support ‘out-of- hours’ and accident and emergency care and will 
eventually provide a ‘cradle to grave’ record of significant health 
information. The DCR will support more routine health interventions and 
will eventually replace organisationally based record systems such as 
those of hospitals and GP practices.  

 
3. Patients will be given a number of tools to enable them to control access 

to both levels of EHRs. These include the ability to  
a. prevent the SCR being created at all, and/or 
b. limit access to the SCR and all DCRs subject to a public interest 

override.  
 

4. See Appendix A for more details. 
 
Part II, Section 4 – Explicit Consent 
 
5. The Working Document’s conclusions on the meaning of consent raise 

considerable difficulties for us, not so much in terms of interpreting the 
Directive, but because consent to disclosing confidential medical 
information is a fundamental requirement of English common law. The 
prospect of two different interpretations of what consent means in England 
will, at the least, be very confusing and could be dangerous to health care 
provision.  
 

6. We completely agree with the conclusion in para.(aa) that “Any consent 
given under the threat of non-treatment or lower quality treatment … 
cannot be considered to be ‘free’”.  However we would place a different 



emphasis on the meaning of ‘under threat’ than perhaps is implied in the 
Working Document. In England a patient has a legal right to refuse to 
disclose medical information (or allow access to an EHR) to support their 
care. We must be able to give effect to this right. We would not therefore 
consider an explanation given to a patient about the risks involved in 
providing care on the basis of incomplete information, to be a ‘threat’. This 
is an essential part of informing the patient so that they can take a decision 
based on an understanding of the risks involved. In our view this is in line 
with the conclusions in paragraph (cc) on properly informing patients. This 
may therefore result in “lower quality treatment” but consent will 
nevertheless have been ‘freely ’ given. 
 

7. In England the Common Law of Confidentiality must be satisfied in 
addition to any Directive requirements. This requires that confidential 
health information can only be disclosed with the consent of the patient 
concerned unless there is a legal obligation to do so or, exceptionally, an 
overriding public interest. Consent, whether implied or explicit, will 
therefore always be a consideration, regardless of Data Protection 
Directive requirements, where the processing of medical information 
involves disclosures from, or accesses to, an EHR.   

 
8. In England competent patients can refuse to share medical information 

even though this may have a detrimental impact on the care that they 
receive. In such circumstances clinicians in England would be obliged to 
provide the best care they could in the light of the limited information 
available to them. In extreme circumstances it is conceivable that this 
might mean no care is given at all.  

 
9. We also believe that the paragraph (bb) conclusions on the meaning of 

‘specific consent’ will have limited impact within this jurisdiction. The 
recording of relevant medical data is a legal and professional obligation in 
England. The ‘general agreement’ of patients to the collection of medical 
data will not therefore be required and their consent, or other common law 
authority, will be necessary for each disclosure/access outside of the care 
team which recorded the information.   

 
Part II, Section 6 – processing of medical data by health professionals 
 
10. We are not clear on the helpfulness of the distinction drawn in paragraph 

(b) between information that is ‘required’ for medical purposes as opposed 
to information that is ‘useful’. We consider that this will be a matter for 
health professionals and their professional bodies to determine in 
conjunction with their patients. Given that ‘medical purpose’ includes 
‘preventative medicine’ it seems to us that this encompasses a large 
amount of information including, potentially, family medical and social 
histories as well as genetic histories where known. 

 
11. We agree with the conclusion in paragraph (c) that the “relationship of 

confidentiality excludes all third parties, even other health care 
professionals …” unless the patient has consented to such disclosures. In 



this context though we would point out that the delivery of modern health 
care is largely a team based function often involving many different health 
professions and, in England at least, crossing organisational boundaries 
e.g. diagnostic testing provided to primary care services or care provision 
shared across primary and secondary settings. In such circumstances we 
would not consider these care teams to be ‘3rd parties’. 

 
12. We wholeheartedly agree with the conclusions in paragraph (e) that EHRs 

require the introduction of stringent security and confidentiality controls 
beyond those provided by health practitioners’ obligations of 
confidentiality. We have enclosed evidence of the measures that England 
is implementing in this respect in Appendix A for information.  

 
Part III – Reflections on a suitable legal framework for EHR systems 
 
13. We found this section to be a helpful guide to the requirements which 

should be considered in implementing an EHR. However we considered a 
number of the conclusions to be unnecessarily prescriptive. 

 
14. You will see from information in appendix A that in England Detailed Care 

Records encompass all NHS health services, including primary and 
secondary care providers, and in many instances will span a health 
community rather than a single health organisation. DCRs will therefore 
satisfy the criteria to be designated as an EHR system as well as the 
national Summary Care Record. The conclusion in paragraph 1(d) that a 
patient might be able to completely withdraw from EHRs would therefore 
cause considerable difficulty. As previously explained we consider that 
health professionals are under legal and professional duties to record 
information. Where care is provided, information must be recorded and we 
do not agree that patients should be able to determine the means of, or 
media for, such recording. 

 
15. We also have some difficulty with the conclusion in paragraph 3(b) that 

patients must be able to indicate, by means of some form of electronic 
proof, agreement to accesses to their records. In England, patients have 
no suitable existing universal tokens (whether electronic or otherwise) and 
we have considered and rejected imposing an obligation on patients to 
provide a password. We consider that requiring passwords would have 
seriously detrimental effects for many vulnerable patients’ health if they 
were unable to remember it. This would be exacerbated for those in 
regular contact with services who may be required to change passwords 
frequently. We have therefore provided a comprehensive alerting facility 
where overrides are used or consent based accesses made. 

 
16. Paragraph 11(b)) concludes that “a single special institution must be made 

responsible towards the data subjects for the proper handling of access 
requests.” While we recognise the advantages in such an organisational 
solution there are also disadvantages and we see no reason why the 
Working Party needs to be prescriptive on this issue. Members should be 



able to put in place arrangements which suit their individual circumstances 
as long as they meet their Directive obligations. 

 
Conclusion 
 
17. Subject to our comments above we welcome this Working Document as 

helpful clarification to the interpretation of the Directive in respect of EHRs. 
The Department of Health in England already has much experience in 
grappling with these issues through developing and implementing its NHS 
Care Records Service. We have provided some background material on 
the approach that we are taking in implementing EHRs in England. We 
would welcome an opportunity to share our experience in more detail with 
the Working Party if this would be helpful.    

 
 
Phil Walker 
Head of Information Governance 
Digital and Health Information Policy Unit 
NHS Connecting For Health 
Department of Health 
England 



Appendix A 

England approach to EHRs 
There is no single UK approach to implementing an EHR – there are separate 
approaches for each of England, Wales, Scotland, and Northern Ireland.  This note 
describes, in simple terms, what is intended to be effected through the National 
Programme for IT (NPfIT) for England.  It does not seek to address the solutions for 
the other home countries, though it is intended that the solutions should be ‘inter-
operable’ 

The NPfIT Programme 
The programme of work in NPfIT includes the following1: 
1  NHS Care Records Service - providing electronic healthcare records for every 

patient in England. The service is at the centre of all the new systems and services 
and will deliver healthcare records whenever and wherever they are needed. 

2  Choose and Book - the electronic booking service. Patients who need to be 
referred to a specialist for certain conditions will have a choice of at least four 
hospitals or clinics at a place, date, and time that suits them. 

3  Electronic Prescription Service (EPS) - allows a patient’s prescription to be sent 
electronically from their GP to the pharmacy. This makes prescribing and 
dispensing safer and more convenient for patients. 

4  National Network for the NHS (N3) - network services and broadband 
connections to link IT systems and NHS organisations in England. It makes sure 
information can be shared reliably and securely. 

5  Picture Archiving and Communication Systems (PACS) - images such as X-
rays and scans are available at the touch of a button. These new systems can make 
diagnosis much faster. 

6  IT Supporting GPs - the Quality Management and Analysis System (QMAS) 
gives GP practices and primary care trusts access to independent evidence and 
feedback on the care they give to patients. A system for GP-to-GP record transfer 
means GPs can transfer health records safely and efficiently when a patient 
changes practice. 

7  NHSmail - an email and directory service secure enough to allow clinical 
information to be exchanged. 

The NHS Care Records Service (NCRS) 
NCRS is the key component in the EHR context, but itself consists of a number of 
different parts: 

o The Summary Care Record 
At first, the Summary Care Record will contain basic information from the 
record held by a patient’s GP such as date of birth and address, details of 
allergies, current prescriptions and bad reactions to medicines. Subsequently, 
each time the patient uses an NHS service, more information about the 
patient’s current health problems, care they receive and the health care 

                                                 
1 Much of this text is from the patient leaflet, Better information, better health, available at 
http://www.connectingforhealth.nhs.uk/resources/brochures/brochure2007.pdf  

http://www.connectingforhealth.nhs.uk/resources/brochures/brochure2007.pdf
http://www.connectingforhealth.nhs.uk/resources/brochures/brochure2007.pdf


professionals providing treatment, may be added to it.  Summary Care 
Records will be particularly useful for emergency care out-of-hours. 

o Detailed Care Records 
Detailed records contain information about the patient’s medical care exist 
now in a variety of places, for example, at their GP surgery or at hospitals 
where they have received treatment.  
NHS organisations which normally work together in a local area - such as 
hospitals, clinics and GPs – are gradually being linked electronically. These 
are described as Detailed Records. Depending on where the patient receives 
care, they may have more than one linked record.  So instead of having 
separate records in all the different places where the patient may receive care, 
staff caring for them will have ready access to the information they need. 

o HealthSpace 
HealthSpace is a secure NHS web service for people aged 16 or over who live 
in England.  HealthSpace provides patients with a secure place on the internet 
where they can store their personal health information like their height, 
weight, blood pressure, blood sugar levels and cholesterol levels. HealthSpace 
also has a calendar and address book facility and allows patients to search a 
database of contact details for NHS organisations in England.   
In time, HealthSpace will enable patients to view their Summary Care Record 
online and to add information to the Summary Care Record such as needs for 
wheelchair access or a translator. 

o Secondary Uses Service (SUS) 
This service provides a central hub for the collection of data reporting, 
including medical activity, within the NHS, replacing early disparate systems 
needed to support the planning, operation, and monitoring of a national health 
service.  While the core data-set includes identifiable patient data so that 
information from different sources can be linked, data extracted is normally 
extracted only in anonymised or robustly pseudonymised form.  Where 
identifiable data is needed for operational reasons (perhaps for linking with 
specific local data-sets), then such use is either cover by specific legal 
requirements or exemptions, or approved by a formal review body. 

In summary, there is not a single EHR, but rather a comprehensive information 
system to provide better healthcare in both scheduled and unscheduled care setting, as 
well as to involve the public more fully in their care. 

Information Governance  

What is Information Governance? 
Governance can be defined as the action of developing and managing consistent, 
cohesive policies, processes and decision rights for a given area of responsibility.  
Information Governance for the NHS is therefore concerned with the ways and means 
that the NHS handles information about patients (and employees), in particular 
personal and sensitive information.  NHS IG has to provide a framework to enable 
personal information to be dealt with legally, securely, efficiently and effectively, 
through bringing together all the requirements, standards and best practice that apply 
to the handling of personal information 
Information Governance is a holistic approach to data protection issues, using a 
variety of techniques covering: 



• Security 
• Confidentiality 
• Data Integrity 
• Data Quality 

 

Information Governance Architecture
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The range of IG Controls 
The controls surrounding this system are manifold, but include: 

o System Security - The NHS Care Records Service will use the strongest 
national and international security measures for handling patient information. 
These measures make sure that the information is stored safely, stays private 
and is accessed appropriately.  Patient clinical details are held separately from 
demographic information, so that risks of identification and of viewing 
sensitive information are reduced. 

o Access Controls - anyone who has access to clinical care records: 

o must be involved in the patient’s care – through a control called 
‘legitimate relationships’ which tracks which care teams or individuals 
are currently providing care; 

o must have an NHS smartcard, with a chip and a passcode – which has 
only been issued through a careful authorisation process; 

o will only see information appropriate to the job they are doing (for 
example, a receptionist will only see the relevant information needed 
to process an appointment, and will not need to see the full clinical 
records); and 



o will automatically have their details recorded in an audit trail- who 
they are and what they did (the patient can ask to see this); 

o unusual accesses or circumstances will trigger a ‘privacy alert’ which 
will be investigated by privacy officers 

o Patient Choice - Patients are supported through a range of choices, including 

o whether they have a Summary Care Record or not (one is provided by 
default); 

o whether the Summary Care Record that is stored centrally is made 
automatically made available to staff who treat them, or whether it is 
only available with the patient’s consent or where the law supports 
access (e.g. to protect others); 

o whether some of the information is further restricted through being 
held in a ‘sealed envelope’ which is only available with the patient’s 
consent or where the law supports access (e.g. to protect others) – the 
patient may further ‘seal and lock’ information so that it is never 
available outside the originating clinician or care team. 

o Public Information - this is being provided through normal care settings and 
local public information campaigns – some examples of the materials being 
used are attached/provided.  These are frequently reviewed and updated where 
necessary.  In particular, the programme is supported by the Care Record 
Guarantee to protect patients’ interests. 

The provision of such systems greatly enhances our ability to protect patient 
confidentiality over paper records; we can provide a greater range of choices and 
facilities to the patient; and further we can introduce new safer, more effective, and 
more responsive services to the public. 

Specific IG Controls 
The specification for the NHS Care Record Service, which is being implemented as 
part of the National Programme for IT in the NHS, includes comprehensive coverage 
of security and confidentiality measures to be put in place.  These address the control 
of users and the data to which they have access, as below: 

o Role-Based Access Control ensures that each user is registered with a set of 
access rights specific to their role within an organisation.  For instance, a 
doctor, a nurse and a receptionist will each have access to different functions.  
Access is implemented through a smart card and an associated Personal 
Identification Number (PIN).  Each transaction (including read access to a 
record) is then logged against the individual user. 

o Legitimate Relationships identify links between patients and those currently 
supporting their treatment.  A legitimate relationship is created, for instance, 
by a registration with a General Practice, or by a referral to a clinical team for 
a particular condition in a hospital. 

o Patient Choice includes the right to ask for their information not to be shared 
and the record of a patient's dissent prevents patient-identifiable information 
from being available across organisational boundaries unless it is part of a 
direct clinical communication such as a referral. 



o Sealed Envelopes will allow patients to "seal" parts of their record, which 
cannot then be seen by anyone outside the organisation treating them for that 
specific condition. 

o Alerts and Audit Trails – audit trails, covering both access and updates, are 
included as standard in all NCRS systems, together with mechanisms for 
reporting and monitoring use.  Certain actions where there may be risk of 
abuse will generate ‘privacy alerts’ to privacy officers which will be 
investigated to ensure that the use was appropriate, and disciplinary action 
taken if not. 

The focus for CFH to support implementation is on setting standards and giving 
organisations the tools to achieve these standards.  The goal is to help organisations 
and individuals to be consistent in the way they handle personal information and to 
avoid duplication of effort 



Comparison with Article 29 WP131 Recommendations  
 
1 Respecting self 

determination 
NCRS provides a number of patient choices to protect 
their confidentiality and allow them to choose how to 
participate in the benefits of NCRS 

2 Identification and 
authentication of 
patients and health 
care professionals 

NHS staff are authenticated using the accepted national 
eGIF Level-3 standard in order to receive a SmartCard; 
patients accessing their records through HealthSpace are 
required to identify themselves at the GP practice, using 
eGIF Level-2 standard, use of SmartCards for members of 
the public is not considered viable at present. 

3 Authorization for 
accessing EHR in 
order to read and 
write in EHR 

a) This is managed through both role-based access 
controls (RBAC) and the management of tokens, 
known as ‘legitimate relationships’ (LRs) to identify 
when an individual or care team is involved in the 
treatment of a patient; 

b) Patients can choose not to have a Summary Care 
Record, or to have one that is restricted in its 
availability.  Further they will be able to restrict 
specific items of information as described above.  The 
suggested requirement for proof of patient agreement 
seems excessive in comparison to the established 
norms for patient consent to treatment (other than 
surgery).  However, there are a number of checks, 
including ‘alerts’ and monitoring of usage, to ensure 
that ‘patient consent’ is not abused. 

c) Patients may access their summary record (view only) 
through HealthSpace, but may additionally record 
their own data – this facility will develop over time 

4 Use of EHR for 
other purposes 

Wherever possible, use of medical detail outside of patient 
treatment will be subject to anonymisation or secure 
pseudonymisation.  This is specified within contracts with 
suppliers, and is being used within the Secondary Uses 
Service (see above) 

5 Organisational 
structure of an EHR 
system 

This is described above and does not reflect the 
categorisation given in the WP131 document, being a 
blend of options identified.  We believe that this is likely 
to be true for most countries, where a structure will be 
developed based on existing infrastructure and developing 
needs, so that this section will not actually prove helpful. 

6 Categories of data 
stored in EHR and 
modes of their 
presentation 

a) We note that the NCRS model does not fit with the 
interpretation of a single ‘health file’ as expressed here.  
However, the relevance of data to particular components is 
definitely valid and needs to be considered within systems 
design, for legal and operational reasons, but as medicine 
understanding develops it is clear that almost any health-



related information may prove relevant to a diagnosis or 
understanding of the development of a disease.  Certainly 
this is the view of our clinical colleagues, but clearly much 
of this information is most appropriately stored ‘close to 
treatment’, which is the gist of the argument here, though 
it is difficult to be prescriptive, given the possible 
complexities of an EHR architecture (see 5 above)  
b) This functionality is provided through our use of RBAC 
roles and business functions which ensure that a user only 
has access to data and functionality which is appropriate to 
their job and healthcare activity. 
c) There are mandatory flows within the NHS, but as a 
result of the Caldicott review in 1997, these have been 
identified and the data requirements reviewed in the light 
of the EU Directive requirements 

7 International 
transfer of medical 
records 

The NCRS meets these requirements and goes further in 
requiring that healthcare data is processed only in England 

8 Data security As indicated above, we seek to apply industry best 
practice to ensure that only authorised users have access, 
and further that authorised users only use the records for 
legitimate purposes.  The requires both protective and 
monitoring activities to be maintained. We are particularly 
conscious of the need to ensure user motivation to support 
security rather than acting to undermine it.  Clinical 
engagement has been a key factor of the Programme and 
all users are made aware of their responsibilities when 
issued with a SmartCard. 
The list of privacy-enhancing technologies is useful, and 
the NCRS uses all of these approaches.  However, it is 
necessary to monitor for new threats and develop and 
refine approaches for countering these threats – it is 
unlikely that a legal framework would be sufficiently 
adaptable to meet evolving needs, though guidance on best 
practice would certainly help establish and improve 
appropriate controls. 

9 Transparency There will be public information campaigns in local areas 
as the Programme is rolled out across the country.  An 8-
week waiting period has been imposed between the 
provision of the information before any processing takes 
place to ensure that the public have full opportunity to 
gather more information and make an informed decision 
about whether or not to have a Summary Care Record, and 
how they would like their data to be used. 
We also undertake through the Care Record Guarantee to 
provide patients with a list of users who have accessed 
their records. 



10 Liability issues We are not convinced that an EHR introduces any 
fundamentally new risks in terms of data quality or 
liability from failure to access or adequately consult 
available records from a professional viewpoint, as an 
electronic record should be better able to provide relevant 
data than a metre-high stack of medical files. 
There may be new issues over the increase in patient 
choice and the position of a practitioner where a patient 
has refused access to their records, though clinicians have 
historically often had to cope with lost or partial paper 
medical files. 
Certainly the use of electronic records has generally raised 
the question of what information needs to be recorded and 
how it is presented when the medical record becomes 
more than a simple aide-memoire for the individual 
concerned, but this is not a factor of EHRs per se, but of 
improving care and the use of new technologies.  

11 Control 
mechanisms for 
processing data in 
EHR 

a) Special Arbitration Procedure – by having a suitable 
range of patient choices, we do not believe that any new 
areas requiring arbitration should appear, but will naturally 
review this as experience develops 
b) Subject Access Requests – we do not feel that a single 
institution is necessarily the right approach, though would 
agree that a ‘single point of access’ is appropriate, so that 
individuals do not have to seek information separately 
from all parties involved.  In England, we are seeking to 
support this right through the patient’s GP, where we feel 
that there can be more support for the patient’s needs 
rather than through a central bureaucracy. 
c) Access information to data subject - We agree and 
support this as a beneficial arrangement supporting 
transparency 
d)  Auditing of Access protocols - We agree and support 
this as a necessary aspect of ensuring that the controls are 
meaningful and actually effective 
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