
Estonian views on Interoperability in Europe 

Introduction 
Information systems of EU Member States and EU institutions form a large and 
complex information system (the European Information System). This system in 
general, and the interoperability of its parts in particular, must be governed and 
designed in a way that benefits EU citizens, businesses and the civil society. This 
document describes the principles and organisation of such a system. 

Principles 
 The European Information System consists of the information systems of 

the Member States and EU institutions. 
 Responsibility for cybersecurity, which lies with the Member States, also 

entails responsibility for IT-architecture, including interoperability. 
Therefore, domestic control, freedom of choice and flexibility are required 
to take responsibility.  

 The information systems of Member States and EU institutions 
communicate using a small number of secure protocols. These protocols 
should provide the following: 

o Transparency: a user (i.e. a citizen or a company) has the right to 
know what information about them moves across national 
boundaries; 

o Security: the integrity and confidentiality of information exchanged 
must be guaranteed; and  

o Access control: parties exchanging information must be able to 
identify each other so access to data and services can be controlled. 

 Any communication between parties crossing state or institution 
boundaries must build on top of the means of communication of the 
organisational sub-level. For example, should a department of a tax 
authority in one Member State wish to communicate with a department of 
a tax authority in another Member State, they must extend the means of 
communication used by both tax authorities. These in turn must extend the 
communication methods in place between these Member States. 

 Documentation on all services provided should be publicly available to 
facilitate transparency and ease of integration. 

 The user can refuse to provide information to any part of the European 
Information System he/she or it has previously provided to some other 
part of the European Information System, provided they authorize that 
information to be reused (observance of the once-only principle). 

Organisation 
In order to apply these principles, the following must be in place: 

 Documentation, promotion and development of the stated principles;  



 Creation and implementation of a coherent architecture of the European 
Information System; 

 Implementation and operation of software and standards supporting the 
stated principles; and 

 Transparency, security and identity mechanisms of the communication 
protocols used, by providing standards, documentation and guidance to 
the participants of the system as well as performing ongoing maintenance 
and information security related tasks. 

 

 
* EI – EU institutions 


