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1. INTRODUCTION

1.1. Purpose

The purpose of this document is to communicate major features and changes in this release of the
Internal Market Information System. It also documents system requirements, known problems and
workarounds.

1.2. Scope

This document describes the Internal Market Information System version 1.0, to be used for the IMI
pilot project on the recognition of Professional Qualifications.

1.3. Overview

IMI is a general system capable of supporting the exchange of information, which is needed in order
to make internal market legislation work smoothly. It allows fast, structured, traceable exchange of
information among competent authorities in different member states, supporting all official EU
languages.

IMI supports also the administrative co-operation requirements of Directive 2005/36/EC on the
Recognition of Professional Qualifications.

The application is hosted in the Data Centre of European Commission, and accessible through the
Internet. A secure communication protocol (HTTPS) is used to encrypt the data in transit on the
network.

2. ABOUT THIS RELEASE

Release 1.0 includes all the functionalities needed for the pilot phase of IMI, that will focus on the
recognition of Professional Qualifications for 4 pilot professions.

3. COMPATIBILITY AND SUPPORTED PLATFORMS

3.1. Web browsers

IMI 1.0 has been designed to avoid any platform-specific feature: as such, it is expected to work on
most recent web browsers. However, it was clearly not possible to execute extensive tests on all
possible platforms, and with all possible configurations.

For this reason, IMI has been fully tested on the browsers most used in Public Administrations, as
well as in the general IT market, while it was developed so that it should work (but is not supported)
on most mainstream browsers.

The following table explains this in detail:

IMI has been fully tested and is fully supported

Mozilla Firefox version 2 on Windows XP with service pack 2
Internet Explorer version 6 on Windows XP with service pack 2
Internet Explorer version 7 on Windows Vista Enterprise

Mozilla Firefox version 2 on Linux (Ubuntu distribution)
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IMI SHOULD WORK, but HAS NOT BEEN TESTED and IS NOT SUPPORTED

Internet Explorer 5.5
Mozilla Firefox 1.x
Netscape Navigator 9.x
Apple Safari 3.1

Opera 9.26

IMI DOES NOT WORK

Internet Explorer 5.0 and older versions
Netscape Communicator 4.x and older versions

Lynx and other text-only browsers

3.2. Screen resolution and colour depth

To make the best use of all the features of IMI user interface, it is suggested to use a screen resolution
of 1024 * 768 pixels (or higher) and a colour depth of 65K colours (or higher). IMI can be used also
at a screen resolution of 800 * 600 pixels and with only 256 colours.

The browser features to increase and decrease font size are supported and work correctly in IMI.
These features can be accessed as follow:

e Mouzilla Firefox: View=> Text size => Increase / Decrease

e Internet Explorer: View=> Text size => Larger / Smaller
3.3. Remote control software

IMI works fairly well also when the browser is running on a remote machine, and it is accessed using
a remote control software.

IMI has been tested with the "Remote Desktop Connection" available in Windows operating systems,
and with Real VNC, an open-source remote control software which is the "de facto" standard in Linux
environments. Please note, however, that the use of a remote control software, while it may be useful
for some specific cases, generally degrades the application performance.

3.4. System requirements

IMI is a web application, and as such most of its logic is executed on the web server. However, part
of the user interface requires processing power on the local computer. In general, any computer that
can run a recent version of Internet Explorer or Mozilla Firefox can be used to access IMI.

In more specific terms, recommended system requirements to use IMI can be considered equal to the
minimum  system  requirements to  execute  Windows  Vista, as reported in
http://www.microsoft.com/windows/products/windowsvista/editions/systemrequirements.mspx

o 1 GHz 32-bit (x86) or 64-bit (x64) processor

e 512 MB of system memory
Other hardware requirements, like disk space, do not apply to IMI that stores its data on the server.

Linux operating systems have normally lower hardware requirements, so a Linux computer will be
able to execute IMI even with a less powerful hardware configuration.
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3.5. Network requirements

IMI interface has been designed to minimise the quantity of data exchanged between the local
computer and the server, limiting graphics and unnecessary screen elements; for this reason, it does
not pose a heavy load on the network speed. However, to experience a reasonably fast response time
in IMI, an Internet broadband connection is needed, capable of a minimum bit rate of 512 kbit/sec.

In most large organizations where Internet connection is provided through the internal local-area
network, the connection speed will satisfy the above requirement.

3.6. Browser options

A very restrictive setting of browser options can limit the functionality of IMI. Specifically, if
JavaScript support is turned off in the browser options, some IMI functionalities will not be available.
A similar result is obtained if IMI is added to the list of "restricted sites" in Internet Explorer. Popup
blockers, on the other hand, do not give problems since IMI does not use pop-up windows.

In general, IMI works fine with default settings or with most commonly used browser settings, since
it does not rely on specific browser features. More details are reported below.

3.6.1. Internet Explorer

IMI has been tested using the default settings of Internet Explorer 7 installed on Windows Vista
Enterprise.

IMI works correctly if the security settings of the browser are set to any of the three security zones:
"Internet”, "Local intranet" or "Trusted sites". To access the security settings, select "Tools — Intenet
options" from the menu bar, and then select the tab "Security", as in the images below.

@ M- Internet Explorer provided by (=& =]

@U « [ ] nttp//applicationservers.cc.cec.eu.intB084/imia/ 41 ] % | [ Live Search £~

v |@mr [ -8 - =

European Commission
Internal Market Information System

EUROPA > European Commission > Internal Market > IM|

Intemet Options

Generd | Security | Privacy | Content | Connections | Programs [ Advanced|

Select a zone to view or change security settings.
Username

@ & / O
Password = - 4
jInternst Local intranet  Trusted sites  Restricted
Lagin sites
Internet
. N . " Sites
Privacy statement This z0ne is for Tnternst websites,

except those listed in trusted and
restricted zones.

Security level for this zone
fllowed levels for this zans: Medium to High
Medium-high
- Appropriats for most websites
[ -Prompts before downloading potentially unsafe
content
- Unsigned ActiveXt cantrals will nat be dawnloaded

[] Enable Protectad Mode (requires restarting Tnternet Explaorer)

Reset all zones to default level

|

y F s .
(T3 € Internet | Protected Mode: OFf #100% -
R Ul

IMI working in "Internet" security mode
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& IMI - Internet Explorer provided by

@\_/’ A |g http://applicationservers.cc.cec.ew.int:8084/imia/

"‘f|'x||LWESEarrh 2~

B

W (@ |_|

! European Commission - -
. Internal Market Information System

EUROPA > European Commission > Internal Market > IMI

Home List requestsk Create Request Search for Competent authority  Admini

wWelcome Sandro D'Elia
Authority : European Commissian

1M1 pilot version for Competent Authority registration
Please click on one of the menu items below to carry out an action in IMI

= List requests
! ~action list
All requests sent and received by my authority
‘Requests for which I am the Coordinator
“Requests of other authorities
Search all requests
‘Create Request
Search for Competent Authority
= gdministration
. “Manage my authority's data
Manage my autharity's users
“Manage other authorities' data
. Register new Campetent Authority
= Translations
~-List Translations

Internet Options

Contact | Search on EUROPA

==

| General | Security ‘Prlvacy I Content | Connections I Programs | Advantedi

Select a zone to view or change security settings.

Trusted sites  Restricted
sites

Internet

Local intranet
- .
This zone is for all websites that are

found on your intranet,

Security level For this 2one
Allowed levels For this zone: All
Medium-low
- Appropriate for websites on your local network,
{intranet)
) - Most content will be run without prompting you
- Unsigned ActiveX controls will not be downloaded
- Same as Medium level without prompts

Enable Protected Mode (requires restarting Inbernet Explorer)

Custorn level... Default level

Reset all zones to default level L.

m

Local intranet | Protected Mode: Off H100% ~
EN U o

IMI working in "Local intranet" security mode

& IMI- Internet Explorer provided by

(=1

[

@\J > |@ http://applicationservers.cc.cec.ew.int:8084/imia/

T oo |@m

[ 4 | x| [ Live Seorch

o -

- ~ e = |i:h Page v (CF Tools = =

European Commission
Internal Market Information System

EUROPA = European Commission > Internal Market > IMI

Home List requestsk Create Request Search for Competent Authority

vWelcome Sandro D'Elia
Authority : European Commission

1M1 pilot version for Competent authority registration
Please click on one of the menu items below to carry out an action in IML

B-List requests
. ~Action list
-4l requests sent and received by my authority
(-Requests for which I am the Coordinator
Requests of other authorities
Search all requests
reate Request
~~Search for Competent &uthority
2 administration
Manage my authority's data
Manage my authority's users
Manage other authorities' data
Register new Competent Authority
ranslations
List Translations

tant legal notice

English {en)

Internet Options

R )

Admini ‘ General | Security |anacy’ I Content | Connections | Programs | Advan:edl

Select a zone to view or change security settings,

@ & v O

Internet  Local intranst Restricted
sites

s
" ” This 20ne contains websikes that you ak
W trust not to damage your computer or

wour files,
You have websites in this zone,

Security level For this zone
Allowed levels For this zone: Al

Medium
- Prompts before dowrloading potentially unsafe

=) conkent

- Unsigned Activel cantrols will nat be downlaaded

[7] Enable Protected Mods (requires restarting Internet Explorer)
Custorn level... Default level

Reset all zones to default level

m

S TERP

Trusted sites | Protected Mode: Off #,100%
EN (R

=

o

IMI running in "Trusted sites" security mode
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It is possible that specific browser settings prevent IMI from working properly. The single most
important setting is the "Active scripting ": it is known that disabling this setting (as in the figure

below) will not allow IMI to run:

Internet Options

|j-;_ej@_@_|l

Security Settings - Internet Zone I
Settings
=0 Scripting - t
" Active scripting
pboard access
) Enable
@ Prompk
= .ﬂlt_llow status bar updates wia script
@ Disable
) Enable
= | Allav websites to prompt for information using scripted wind:
@ Disable L4
) Enable
=P Crvimkima aF Taus annlaks ik
i Il . 3
*Takes effect after wou reskart Internet Explarer
Resek custom settings
Resetto:  [agium-high (default v| | Resst. |
oK ] l Cancel ‘

Disabling scripting in Internet Explorer

In case of problems, it is suggested to reset the security settings for the different zones defined in
Internet Explorer (Internet, Local intranet, Trusted sites, Restricted sites) to the default level, and to
add IMI to the list of TRUSTED SITES, as in the example below.

Internet Options

| General | Security |Privacy l Contert | Connections | Programs [ Advanced|

o] Trusted sites @ |

! # ou can add and remove websites From this zone. All websites in I
" this zone will use the zone's security settings.
Select a zone ta view or change security settings, |
2 o - P
q ‘@?r Add this website to the zone:
Internet  Localintranet  Trusted sites  Restricted A
sites
Trusted sites 2
9‘» This zone contains websites that you Sites hitps:ffwebgate. ec.europa.eu Hemre
v trust nok ko damage your computer or
your files,
¥ou have websites in this zone.
Security level For this zone
Allowed levels For this zone: Al (VIR equire server verification (hitps:) For all stes in this zone:
Medium
- Prompts befare downloading potentially unsafe
=] cantent Close
- Unsigned ActiveX controls will not be downloaded
[Tl Enable Pratected Made {requires restarting Internet Explorer)
Default lewvel
Reset all zones to default level
0K | Cancel Apphy
TR T AT T TR T I TS S T T AT
Adding IMI to the trusted sites in Internet Explorer
. . . " . . " e .
Please note that if IMI is added to the list of "Restricted sites" it will not work properly.
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The "Protected mode" of Internet Explorer 7, available only on some configurations, will have no
effect on IMI execution because IMI does not manipulate files or registry keys on the local machine.

3.6.2. Mozilla Firefox

IMI has been tested With Mozilla Firefox version 2.0.x on Windows and on Linux (Ubuntu); no
significant difference in the browser behaviour among the two different platforms has been found.

IMI works properly with the default Mozilla settings, and also with more restrictive configuration.
However, the "Accept cookies from sites" and "Enable Javascript" settings have to be left in the
default status (checked) for IMI to work properly. The settings can be found under "Tools - Options"

as in the examples below.

@|jj®%ij

_n,-',-j

b=

Main Tabs Content  Feeds  Privacy Security Advanced

X|

[+ Block pop-up windows

¥ Load images automatically

Exceptions...

Exceptions...

Il

Advanced
¥ Enable Java
 Fonts & Colors
Default font: | Times New Roman j Size: I 16 'I Advanced...

Colors...

 File Types

Configure how Firefox handles certain types of files

Manage...

AL

0K I Cancel Help

Correct setting for the "Enable Javascript" flag in Firefox

IMI Release Notes - Internal Market Information System
Document Version 1.100 dated 5/02/2008

Page 8



W O @& X @ 9%

Main Tabs Content  Feeds  Privacy Security Advanced

History
¥ Remember visited pages for the last I 1 days.

I~ Remember what I enter in forms and the search bar
I” Remember what I've downloaded

¥ Accept cookies from sites Exceptions...
Keep until: | I close Firefox Show Cookies

Private Data

¥ Always clear my private data when I close Firefox Settings...

™ Ask me before clearing private data Clear Now

OK I Cancel Help

Correct setting for the "Accept cookies from sites " flag in Firefox

As with Internet Explorer, also in Mozilla most of the different browser settings have no effect on
IMI, and can be set to any preferred value.

Mozilla works perfectly with IMI also in the "portable" version, which does not require installation
and can be executed from an USB key or a CD. Portable Firefox can be downloaded from
http://portableapps.com/apps/internet/firefox_portable

4. INSTALLATION/VERSION INFORMATION

IMI runs on the web server, and no local installation is needed.

To check which is the IMI version currently in execution, please select the "About" menu item in the
IMI application menu.

5. CHANGES/NEW FEATURES

Version 1.1 is the first full version of IMI application, including all the functionalities for the
information exchange among Competent Authorities.

6. KNOWN ERRORS, PROBLEMATIC FEATURES AND LIMITATIONS

There are a few known limitations that will be solved in future releases

— The application language cannot be changed during the execution of tasks that require several

steps, like the creation of a new request. In this case, the application goes back to the main menu.

— After the application has been idle for the number of minutes defined in the application server
configuration (currently 15 minutes), the session is closed without warning and the user has to
login again.
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