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Preface

The Privacy Impact Assessment (PIA) Framework through its guidance, structure and elements,
provides Radio Frequency ldentification (RFID) Application Operators with a signiftoahto guide
their i mpl ementation of the PIA requirement a
Recommendation.

A PIAis a practical privacy and data protection risgol that helps evaluate how well principles of
privacy have been implementedhe design phase of a systeribuilt in" rather than "bolted on."

While the privacy principles underlying PIAs are common to many regional and international
instruments on privacy, the PIA itself must be tailored to examine privacy in the systepieaseimted,
thus a PIA is focused on the objectives and functions of the type of system under review.

Our objective in developing the PIA Framework is that it both responds to the PIA provisions of the
Recommendation and is deployable and manageabléhése executing the PIAs as well as those
reviewing them.

The PIA Framework, as the Recommendation it is based on, provides for private sector and regulatory
components with respective yet interdependent roles and responsibilities. Thus to serve it thepos

PIA process must result in outcomes that both meet the needs of regulators while being operationally
efficient and encouraging RFID Operators, regardless of their size and sector, to conduct PIAs. The
PIA tool should be seen as an incentive for aigations to deploy privaefyiendly Applications to
reassure the relevant stakeholders either that their RFID Applications have no privacy implications or
that the proper measures and controls are in place when implications for privacy and data protection
do exist. Conversely, it should not impose a burden that would limit European competitiveness or
innovation related to the technology.

The PIA Framework is just what st name implies a Framework that sets the parameters for
conducting PIA Reports for epific Applications, or for establishing PIA Templates to be used by an
industry.The level of documentation required in the PIA Report will necessarily vary depending on the
privacy implications of the specific RFID Application under review, taking ictmant its nature,
characteristics and the mitigating measures in place. This PIA Framework recognises that a
commitment to responsible use of RFID technology is not at odds with maintaining and increasing the
levels of competitiveness of European industsya whole. Mechanisms for reporting PIAs to the
competent authorities need to be proportionate and operationally efficient, in particular for those types
of RFID Supply Chain Systems and Applications which by their nature strictly operate in business to
business environments and do not implicate privacy. The high volume of PIA Reports of supply chain
systems and Applications might undermine the capacity of the competent data protection authorities to
review the PIAs of RFID Applications that do implicptevacy.

Based on the above and notwithstanding the fact that the draft PIA Framework addresses all kinds of
RFID Applications, further consideration is needed to balance the administrative burden of the level of
detail of PIA Reports against the real paoy and data protection impacts of these Applications.

Finally, the draft PIA Framework allows for the development of sesgecific Emplates to help RFID
Operators with the operational aspects of conducting PIAs of their specific RFID Applications.



1. Introduction

The European Commissiofitlfe Commissiof) issued a Recommendation dated 12 May 2009 on the
implementation oprivacy and data protectigrinciples inApplicatiors supported bfRadio Frequency
Identification (RFID Recommendatid). In that Recommendationthe Commission established a
requirement for the endorsement by the Article 29 Data Protection Working Party of an mdustry
prepared framework fadPersonal Dataand Privacy impact assessments of RFID Applicatiofiiese
assessments acemmonly referred to gsrivacy impact assessmenor PIAs. This RFID Application

PIA Framework (the FrameworK) addresses that requirement.

The benefits otonducting PIAdor RFID Applicationsare numerousThese include helping the RFID
Application perator

1 To establish and maintain compliance witivacy and data protectidaws and regulations

1 To manage risks to iwrgansationand to users of the RFID Applicatighoth privacy and data
protection compliancerelated and from thetand point of public perception and consumer
confidencg, and

1 To providepublic benefits of RFID Applicationghile integrating privacy by desigat the early
stages othe specification or development process

The PIA process as defined in Section 2 is based jrivacy and data protectioisk management
approach, focussing mainly on timplementation of the EU RFID Recommendatamd consistent
with the EU legal framework argkst practices.

The PIA process is designed tmcover theprivacy risks associated withan RFID Application
("privacy and data protectionmpacts) and evaluate the steps taken to address those Tibkse
impacts (if any) could vary significantly, depending on the presence or lack of personal information
processing by th&FID Application.The PIA Framework provides guidance to RFID Operators on the
measuresadequateo mitigate any likely data protection or privacy impact in an efficient, effective and
proportionate manner

Finally, the PIA Framework is sufficiently general to be applicdblall RFID Applications, while
allowing for particularities and specificities to be addressé&eetoral or Application type level.

The PIA Framework is part of the context of other information assurance, data management, and
operational standards thatovide good data governance tools for RFID and other applicafiAs.
Templates can provide guidance relevant to their industry, sector or application type

1.1 Purpose

The purpose of the Framework is to provide guidance to RFID Application Operators for conducting
PIAs on RFIDApplications as caled for in the Recommendatioand to define the common structure
and content of the PlAanalysis andReports that result fronsuch PIAs In addition, because many
RFID Application Operators within particular seconay be onsidering the same or simil&FID
Applications, the Framework provides a basis for the developofeRIA Templatesfor particular



Applicatiors or industrysectorsPIA Templates camssist thee sectors teonduct PIAs and prodec

the resulting PIA Reports for thesémilar RFID Applicationsmore efficiently. Because common
RFID Applications may be offered in a number Member States the Framework is designed to
harmoniserequirements for RFID Application Operators consistent with local laws, regulatiests

practicesandotherbinding agreements.

The Framework addresses thcess forconducting PIAsof RFID Applicatiors before deployment
and specifies the scope of resulting PIA Regbrt

The objectives of the RFID Application PIA are to:

A Identify theprivacy and data protectiomplications if any, of the RFID Applicationincluding
whether the RFID Application could be used to monitolratividual

A Indicate whether the RFID Application Operator has taken appropriate technical and
organisatioal measuresincluding establishing controls and measuredridividuals,to ensue
the protection of personal data and privacy

A Document the technical armganisatioal measures implementéor the appropriate protection
of personal data and privaaycluding measures in place to mitigate identified privany data
protectionimpacts

A Document the overall analysis arebult in a PIA Report that can be submitted to the competent
authorities such as data protection authoritiesfore deployment.

The executionand reportingwhere appropriatef PIAs are in addition to other obligations that the
RFID Application Operators may have under specific applicable laws, regulations, and other binding
agreements.

1.2 Applicability

The Framework identifies theteps ofthe PIA process and theommon eémentsand structuref PIA
Reports to belevelopedoy RFID Application Operators. The Framewanay be used directly for PIA
Reportsandmayalso be used for the creation of PTamplates specific to indugtsectorsApplication
types, or other commonaés Further, the Framework includes mitigation measures to prevent the
occurrencef potential thieatsasdefined in the PIA Bport or in the Templates, if applicable.

1.3 Key Concepts

There are a number of kegonceptsused in the Framework thatarrant descriptionRFID is a
technology approach using electromagnetic waves to communicate with RFID Tags, with the
possibility of reading the unique identification numbers of the RFID Tags or perhaps other information
stored in themRFID Tags are genmlly small and can take many forms, but are often composed of

! The concept of mutual or multiple recognition across entities and sectors for the deployment of previously vetted

RFID applications should be explored.
Point 5 a) of the European Commission Recommendation of May 2009 on the implementation ofgpiiveata
protection principles in applications supported by rddéguency identification C(2009) 3200 final.
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electronic memory that is readable and perhaps writable, and antBfitBeReadersare used to read
the information on RFID Tags.

RFID Applications process informatiomlevelopedthrough theinteractionof RFID Tags and RFID
Readers. SuchApplicatiors are supported by backnd systems and networked communication
infrastructures, and are operated by one or R Application Operators If an RFID Application
Operatormakes determination®lated to the processing pérsonal datats rolewould besimilar to
that of the Data Controller as defined in Directive 95/46/ECvamald be described abke natural or
legal person, public authority, agency, or any other body, which, alone oryjeitth others,
determines the purposes and means of operating an RFID Application.

In the context of RFID technologthe followingtaxonomyapplies

A APIA is a process whereby a conscious and systematic effort is made totlasgeissicy and
data pro¢ctionimpactsof options that may be open in regardrielD Applications.

A The Framework identifies the objectives of RFID Application PIAs, the components of RFID
Applications to be considered during PIAs, and the common structure and content of RFID
Application PIA Repors.

A PIA Reports documentPIAs based on theFramework. Proprietary and security sensitive
informationmay be removed froniPlA Repors beforethe Reports argrovided externallye.g.,
to thecompetent authoriti¢ss long as the farmation is not specifically pertinetd privacyand
data protectiommplications

A PIA Templates may be developed based on tlfeamework to provide industrbased,
Application-based, or other specifiormatsfor PIAs and resulting PIReports.

These andther termssuch asJserandIndividual, are also described in Appendix B: Glossary. Terms
from Directive 95/46/EC related to data protection are incorporated by reference.

1.4 Internal Procedures

(a) RFID Application Operatorshouldhave their own internal procedures to support the execution of
PIAs, such as the following:

A Schedulingof the PIAprocesssothat there is sufficiertime to make any needed adjustments to
the RFID Application and tosubmitthe PIA Reportto the competent authags at least six
weeks before deployment

A Internal review of the PIA process f(icluding the initial analysisland PIA Repors for
consistency with other documentation related to the RFID Application, such as system
documentationproduct documentation, and examples of product packagmRFID Tag
implementation The internal review should provide a feedback loop to address any impacts
collected after the Application is implemented and to accommodate results from prior PIAS.



A Compilation of supportingartefacts (that may includeresults of security reviews;ontrols
designsand copies of noticésas evidence that the RFID Application Operator fufdled all
of theobligationsset inthe PIA Report.

A Determination ofthe persms andbr functions within therganisationwho have the authority
for relevant actionsluring the PIA process (e.g., completion of the Riifial analysisand PIA
Report, signing the PIA Report, maintaining applicable documents, arskepayatiorof duties
for these functions)

A Provision ofcriteria for how to evaluate and documemttether theApplicationis readyor not
ready for deploymergonsistent with the Framework and any relevant Péfplate.

A Documentatioraboutwhen a new or revised PIReport is warrantedCriteria should include
significantchanges in the RFID Applicatipsuch as material changes in the purposes, types of
information processed, uses of the information, or controls emplogdding of a period of
regular reviewor responding tosubstantive or significaninternal or external stakeholder
feedback or inquiryor significant changes in technology with privacy and data protection
implicationsfor the RFID Application at stak&laterial changes that waliharrowthe scope of
collectionor use would not triggeper sethe need for a revised PIA

(b) Throughout the lifetime of the RFID Applicatipmnewor revisedPlA Reportwould be warranted
if the RFID Application changes in level as described in Se@iar7.

1.5 Classificationcriteria of RFID Applications

When conducting a PIA process based on this Framework, RFID Applications can be classified and
assigned a level according to the follownrgeria

A Level 0. The RFID Application des not process personal datae RFID Tag Information does
not contain personal data and tagged items are intended to be possessed onlysey e
RFID Application does not link RFID Tag Information to personal data.

A Level 1.The RFID Application does not process personal.dBt@ged items under the RFID
Application are intended to be possessed by Individuals. However, the RFID Tag Information
does not contain personal data and the RFID Application does not link RFID Tag Information to
personal data.

A Level 2. The RFID Applicaibn processes personal data. The RFID Tag Information does not
contain personal data, but th@@licationlinks non-personal RFID Tag Information with persons
or personal data. Additional consideratianay be necessary when tigplication processes
sensitive personal data (e.g., medical or biometric information).

A Level 3.The RFID Application processes personal data and the RFID Tag Information contains
personal data. Additionatonsiderationsmay be necessary when tigplication processes
sensitivepersonal data (e.g., medical or biometric information).

The following tablesummarisefiow Applicatiors should beategorisedccording to these levels. The
definitions provide the complete guidance. By answering all three questions for arABgliBation,
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the table shows the relevant level of the giv¥gplication For example, if pallets are tagged, and the
tags contain no personal information {No") but the Applicationlinks to personal data (2Yes'),
then the Application should be desgged Level 2.

1. 3.
2.
Does the Tag Are Item level tags
contain Doesthe RFID Application intended to be possesse!
personal data? link to personal data? by individuals? Level
No No No 0
No No Yes 1




2. The PIA Process

To provide for a common approach to the PIA procg®ess the wide range BIFID Applications, the
Framework identifies the common elements of PIA Analysis and Reports. The Framework will provide
consistency of PIA Reports submitted by RFApplication Operators to the competent authorities and
will support the analysis of PIA Reports apnfl the resolutions reached by the RFID Application
Operators.

2.1 Initial Analysis

The very first step of a PIA process is to determine whether aRBpart is required. To this end, the
RFID Application Operator needs to answer the followow questions:

1 Does the RFID Application process personal data?

1 Does the RFID Tainformationcontain personal da?a

1 Does the RFID Applicatioiink RFID Tag Information to personal data?
1 Are tagged items intended to be possessdddiyiduals?

The RFID Operator wilbuild its initial assessment based @bevantfactors outlined in Part Aelow,
with particular attention to points 2.3.3 to 2.3.6daocument the assessment in accordance with
internal procedures.

- If the answeto all the above questions isld", the RFID Applicationis a "level 0"Application
in accordance with Section 1.5 aghgesnot requirefurther analysior a PIAReport

- If the answer to at leasine of the above questions ¥€s", RFID Applications Operators should
proceedoy drafting a PIA Report according tiee next steps of this Framework.

2.2 PIA ReportStructureand Content

As previously noted, the Framewofticuses onwhat is needed toreatesuitable PIA Reports that
reflect the facts about RFID Applications that hgwévacy and data protectiomplications. PIA
Reports musthereforea) be easy to understanoly both technicabndnon technical audiencei) be
written in a clearand accurate manneand c) provide suficient information so that the competent
authorities can understand the analysedormedby, and have confidence in the actions taken by, the
RFID Application Operators.

It should be noted thdhe levelslisted in this Frameworkn Section2.3.7 may vary depending on the
industry applyingparticularRFID technologyfor specificuses For example, a healthcafgplication

could potentially encompass a considerably different use of personal data than that of a retalil
Application Depending on the nature of tiFID Applicatiors, especially theevels of the RFID
Applicationaccording to SectioB.3.7, thelevels ofdetail of PIA Repors may vary.

A PIA Reportshouldcontain four parts according to this Framework:



A Part A. RFID ApplicationDescriptionand Eope
A Part B. RFID Application Governing Practices
A Part C. Accountability

A Part D. Analysis and Resolution.

The following Sections describe the expected content of each of tmse, whichtogether form the
PIA Report. However, flexibility in the PIA Report formigtallowed toaccount foRFID Applications
with varying levels of privacyand personaldataimplications.For examplemere checkliss may be
appropriate foRFID ApplicationOperatorsising RFID Applicationshat present lovevelsof privacy
andpersonaldata implicationswhereas more robust procesmay be necessary f&FID Application
Operatorsdealingwith more complexRFID Applicationsthat involve higher levelsof privacy and
personaldata implications This Framework provides guidance to RFApplication Operatorsin
accordance with thlevek assigned tothe RFID Applicatiors.

PIA Templates should be developed that keep in mind the different audiences that will need to use or
evaluate thdemplate including internal operators, reviewers, and approvers, and external stakeholders
like competent authorities.

2.3 PartA: RFID Application Description and Scope

The section covers the description of the RFID Application such as setting up the Application, clarity of
entities engaged with the Application, Application design, and collection and use of ldataection
will help guidethe privacy impact assessment process in Sectidds B

This Section of the PIA Report should provide information about the RFID Application including the
core RFID technology, RFID Tags, RFID Readeead rangesfrequenciesas well asbackend
systemsand communicationnfrastructure to the extent that these interface with fhr@cessing of
information by theRFID Application It should include facts about the information collected, derived,
used, transferred or otherwise processed by the RFID Apphc¢dhelndividuals (if any) related to the
information processed in connection with the RFID Application (whether they are identified,
identifiable, or not), and thE&sersof the information processed by the RFID Application (including
other parties whaccess the information, RFID Application or RFID Tags, or have the information
from the RFID Tags transferred to them).

The objective isd describe the RFIDApplication including the business context in which it will
operate Special attention should bplaced on theRFID Ap p | i ¢ purpose ard sthe flovof
information among its components and with other parBasticular attention should paidto:

A Whether thénformation in RFID Tagsontairs personal datas defined iDirective 95/46EC.

A Whetherthe information in RFID Tagsmay belinked to personal data to which the RFID
ApplicationOperatoror otherUserhas access

A The scale ofhe RFIDApplication (local, national, European, international)
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231 RFID Application Operator

In the PIA Reportthe RFID Application Operator should beidentified and should includehe
following information:

A Legal entity name(s)
A Primary function(s) (i.e., related to the RFID Application)
A Location(s)(e.g.,headquarters of the RFID Application Operator)
A Point(s)of contactwith contact information.
23.2 Other Parties and Users of the RFID Application

Other legal entities providing processiog behalf of the RFID Application Operatam, operating as
joint RFID ApplicationOperatorsshould also be identifiechd described in the same manngne PIA
Reportshould include the following informatidhat is relevant to the RFIBpplicatior

A Legal entity name(s)

A Primary function(s) (i.e., related to the RFID Application)
A Location(3 (e.g, Headquarters)

A Point(s)of contactwith contact information

The PIA Report should also describe tiyges ofUsersof the RFID Application The items noted here
will vary depending on the industry sec®)in whichthe RFID Applications applied

2.33 RFID Application Description

Next, the RFID Application should be describedror that purposethe following information should
be included:

A RFID Application name

A Purposés), includingspecific uses of the RFID technology as part of the RFID Applicasind
indicating thebenefits of using RFID as compared withnRFID methods (if applicable)

A RFID Application descriptionincluding a description of the technology uged)., the core RFID
technology, RFID Tags, RFID Readers, read ranges or read freqyencies

A Indication ofthe geographicascope of the RFIBApplication
A Type of information processed

A Stage of development of tiRFID Application and planned deployment date.

11



2.34 Individuals and Usersinteracting with the RFID Application

The PIA Report shoulddentify the types oindividuals interacting orotherwiseinvolved with the
RFID Applicationandwhether the location dhdividualsor Userswill be monitored through the RFID
Application

It should consider the following types bidividualsand whether they are identified, identifiable, or
not, and if identified or identifiable to what level (e.g., name, identification number, pseudonym,
location, home address):

A Individual.

A Household

A Person who possessarRFID Tag(e.g., on antem owned or otherwise possessed)
2.35 Presenceof Personal Datain the RFID Application

The PIA Reportshouldindicate ifthe RFID Application processes personal data, in accordance with
the definition contained in Directive 95/48C, and the basis for the processing under the Directive if
applicable.The Reporshoulddocument efforts talesignthe Applicationso as tdawfully procesghe
minimum amount of personal data thahecessary and proportionafde RFID Application Operat
should also specify the purpose for which personal data is processed by the RFID Application.

The RFID Application under review should consider whether any offdhewing categories of
personal datare applicablélisted in alphabetical ordeandnot intended to bexhaustivé

A Behavioural

Biometric*

Contact information

Criminal history

Demographic

Education and other credentials
Employmenirelated

Family or social network
Financial

Genetic¢

> > > > > > > > > D>

Healthr
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Lifestyle
Personal communications
Photographs orideo

Political opiniong

Religious beliefs
Sexual lifef

A

A

A

A

A Racial or ethnic origih
A

A

A Transactions and purchases
A

Vehicle identification

- For each category of personal datainvolved, the PIA Report should indicateshether the
information in the RFID Tag alone or in the RFID Application as a whole is identified, identifiable,
or not to anIndividual a product instance, or some other object in the RFID Application.

- For eachcategory ofpersonal datadentified an indication as tthe source of the informatian
the RFID Application ag whole or in the RFID Tag alonshould be included~or example, it
should be noted if the information is assigned by the RFID Applicapimvidedby the RFID
Application Opeatoror by another party, derived by the RFID Application,otinerwiseprovided
by an Individual or Use. The neansand methodsisedto collector derivethe informationshould
be identified as well.

Onceit hasbeendetermined that persondéta is processed by the RFIp@ication, the nature of the
processinghould be indicatenh the PIAReportas follows

A The categories giersonal datthatcould potentially bgrocessedy the RFIDApplication
A Thecategories opersonal data stored RFID Tags related tathe RFID Application

Special attention should be paid to the processing of sensitive personalsdstayed aboveyhich is
only allowed under the strict conditions of Directive 93E®Band implementing national legislation.

23.6 RFID Application Data Flows

The PIA Report should providedhnartof the dataflows of personal data @f other information that

will be associated with personaltalan the RFID Application andther directlyrelatedApplications

The chart shouldn particular show whether personal data processed by the Rpiication if any,

i's linked to other information pr oc e sosgansgionsy st
or other UsersThis will allow the RFID Application Operator to @emine the applicability ofurther
subparts of the Framework.

13



237 RFID Application Classification

On the basis of the information providedSections2.3.1 to 2.3.6.the PIA Reportshould identify the
level of theRFID Application according to theassification provided isectionl.5.

Based on the overall description of the Application, the assignment of levels to the RFID Application
will help to place particular attention on specific subparts of the PIA Report. The level of detall
involved inthe PIA Report may increase with each particular level depending on the particulars of the
RFID Application.

2.4 PartB: RFID Application GoverningPractices

Given the description of the Application and the nature of data processing in Part A, Réesigned to
address data protection, privacy, and security features built into the Application to minimize potential
risks related to the deployment of the Application. These mitigation measures address managemer
practices by the RFID Application Opergtaaccess by authead or unauthosed parties, lawful
processing of personal information, security features, internal and external data transfers, and individua
access and control rightShe PIA Report or Template may provide further detail regardovgraing
practices relevant to their industryApplication.

The practices described in this part are ancillary to the existing European Union data protection
regulatory framework and are not intended to replace it or modify its scope. The complétisnpait
(together with Part C) will enable an RFID Application Operator to assess whether an RFID Application
involves privacy implications and Part D will help determine whether those implications are mitigated
when considering the governing practiced ather controls in place

Part Bapplies toan RFID Application classified as either Level 1, Level @&, Level 3 irrespective of
whether theRFID Applicationprocesses personal data or not. The determination about whether personal
dataareprocessed anot by theRFID Applicationis made in accordance wiBartA, in whichthe RFID
Applicationis describedThe level assigned to tHRFID Applicationis relevant, as the amount of detalil
neededo complete thipartwill dependon the level referred to iBection2.3.7.

This part of the PIA Report should be used to document facts af@uhe features and controls in place
to protect and govern the use of the REAPplicatiorny (b) the componentof the RFID Application
such as RFID Tags and baekd systemsand (c) the associated informatigorocessed in the RFID
Application, with particular emphasis ocachievingappropriatelevels of privacy andthe protection of
personal datdased on aisk management approadhany of the components of the RFID Application
adhere to a specific set establishegbrivacy and data protecti®tandards or guidelines, that fact should
alsobe indicated as part of the PIA Report.

24.1 Individual Accessand Control
(@) Individual Access

The PIA Report should descriibe RFID Application Operat& policies onaccess to information
processed by theFID Applicationrelated tgpersonal datasuch as

1 Confirmation as to whether persontaareprocessed,

14



1 The purposes of therocessingndthe categories gfersonabatainvolved,

1 Recipients to whonpersonaldata are disclosed, andhe right to object to lte processing of
personal datar withdraw consenand

1 Rectification or erasure of incomplete or inaccuradesonaldata.(SeeSection2.5.2 of the PIA
Framework.

(b) Individual Control

While conducting PIA&, RFID Application Operatos shouldconsiderthe measures dhdividual control
relevant tathe RFID Applicatiors. Classifying theRFID Applicatiors at the appropriate lev@Will help
RFID ApplicationOperators determirthe specific hdividualcontrols needed.

In the PIA Report, RFID Application Operatabkouldevaluate Parts A, Band Cof the Framework to
determine whether RFIDrags provided tolndividuals represent a likely privacynplication or

negatively affecthe protection of personal data, asftbulddocument in the Resolution sectid?aftD)

the controls institu@and the actionmdividuals can take to mitigate thaegpacts(if any).

Depending on the PIA analysis of the likely threat to privacy or protection offdafRFD Application
Operators in Retail, any deactivation or removethod should be made available free of charge, either
immediately or at a later stage, without amgluction or termination of the legal obligations of the
retailer or manufacturer towards the consumer.

242 SystemProtection

System Protection(for the backend systems and communication infrastruciareo far as they are
relevant tothe RFID Applicaion), with respectto the appropriate protection of privacy and personal
data, should also be documented in tBectionof the PIA Report. For complex systeras higher
levels according toSection2.3.7, this Sectionshould be decomposed individually to address major
componentsThefollowing components should be addressed:

A Description of relevant informatiosecuritypoliciesand proceduresincluding any references to
information security standards or guidelines

A Accesscontrds related tahetype of personal datandfunctionality of the systems
A Controls in place to prevent identificatidndiataarepersonally identifiable but not identified.
A Confidentiality of thepersonal datan the systems and in the comnzation infrastructure
A Retentionand disposabf thepersonal data
2.4.3 RFID Tag Protection

RFID Tag Protection controlsrelated toprivacy and personal daskould bandicatedin this Section
Factsabout the following should be addressktthey are required or otherwise warranted for the RFID
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Tag itself. This Sectionis particularly relevant té&RFID Applicationsthat useRFID Tagscontaining
personal dataandthereforeadditionalor differentmeasuresnayneed to be observed.

Based on a risknanagement approaahregard to the protection personal datssuch protection may
not be required or warranted if the RFID Tag is not possessedlbgiaiual and does not involve the
linkage of personal data. These protection costratlude the following:

A Access control to functionality and information, including authentication of readers, writers, and
underlying processes, and authorization to act upon the RFID Tag

A Confidentiality of the information (e.g., througmcryption of tie full RFID Tag orof selective
fields).

A Integrity of the information

A Retention of the informatioafter the initial collectior{e.g., duration of retentioproceduregor
eliminating the data at the end the retention periodr for erasingthe information in théRFID
Tag,procedures foselective field retention or deletipn

A Tamper resistance of the RFID Tag itself

A Deactivation or removal, if required or otherwise provided.
2.4.4 Accessand Transfers to Other Parties
The PIA Report shouldddress thé&ransfer and access by othpartiesand Userf the personatiata
processed by the RFID Application. The following components should be considered and documented
in the PIA Report:

A Name or type of othararty ¢ies)

A Location of otheparty(-ies) identified inSection2.3.2 to whom the information is transferred or
from where information is accessed

A Method(s) of transfer or access
A Purpose(s) for transfer or access
2.4.5 Adequacyof Transfers Outside theEuropean Economic Area EEA)

This Sectionshould indicate theebal frameworkserving as the basfer the transfer of personal data
processed by the RFIBpplication. Thismayinclude, for example, contractual clausdésterminations
of theadequacy of data protection lawsnsentand aher techniques tlegitimisetheacces®r transfer.

25 Part C: Accountability

Again, given the description of the Application and the nature of data processing in Part A, Part C is
designed to address data protection, privacy, and security featlatsd tothe Application to
minimize potential riskéinked to the deployment ahe Application, in the area aiccountability This
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section is intended taddress externawareness regarding RFID Applications, andupportoverall
accountability andcompliance by the RFID Application Operator with the PIA Report andr othe
requirements that may applithe PIA Report or Template may provide further detail regarding
accountabilityissuegelevant to their industry or application.

This Sectionof the PA Report should address the business operations and regulatory compliance
processes managed by the RFID Application Operttshould describéow Individuals are notified
about use of an RFID Application, and how thewy interactwith the RFID Applicabn Operator
regarding the RFID Application.

251 Transparency and information
2.5.11 Published Information Policy

The PIA Report should describe timformationpolicy providedregardingthe RFID Application. More
specifically, itshould indicate if thenformationpolicy includes the following elements

A Identity and address of tiRFID ApplicationOperator
A Purpose of th&RFID Application

A Data processed by thRFID Application, in particular if personal dag@eprocessed, and wether
the locatios of RFID Tags will be monitored

A Likely privacyand data protectiompacts, if any, relating to the use RFID Tags in theRFID
Application and the measures thadividuals can take to mitigate these impacts

2512 Notice

The PIA Report should indicate how Individuals are notifiedn a concise, accurate and easy to
understand manneof the presence &@FID Readersthe identity of theRFID ApplicationOperator and

a point of contact fotndividuals to obtain thénformationpolicy. For RFID Applications used in the
retail tradesector the PIA Report should alsadicatehow Individuals are notified of the presence of
RFID Tags placed on or embedded in products.

2.51.3 Other Stakeholders

A summary of the PIAReport or information on the initial analysis should be made available to the
relevant stakeholders or its representatives interacting or otherwise involved by thépifitiation,
in accordance with applicable law

252 Redress Methods

The PIA Reportshould describe the followingedress Methods and if and how they are made
available:

A RFID Application Operator accountddlegal entity (-ies) (may be one for each jurisdiction or
operating area)
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A Point(s) of contacof the designatperson orffice responsible for reviewing the assessments
and the continued appropriateness of the technical and organisational meelsiieestothe
protection of personal data and privacy

A Inquiry methods (e.g., methods through which the RFID Application Operatobenegached to
ask a question, make a request, file a complaint, or exercise a right)

A Methods to object to processirg,exerciseaccessights to personal daf@ncluding deletig and
correctingpersonabatg, to revoke consent, or to change contraoild ather choicesegardingthe
processingf personal dataf required or otherwise provided

A Other redress methad$ required or otherwise provided
253 Regulatory Compliance

In addition,Regulatory Compliancespecific to the industry and Memb8tatgs) in which the RFID
Application will be usedshould bendicatedin this Section For example, the RFID Operator should
verify that the RFID Application is compliant with Directive 95/46/EC @nckctive 2009/136/EGf
applicable.

254 PIA Report Initiation and Updates

The PIA Report should indicate whether this is a new or revised PIA, along with any changes made
from prior PIAs, in accordanagith internalprocedures documentéa Section 1.4

2.6 PartD: Analysis and Resolution

This Sectionof the PIA Report shoulahdicate thebusiness, compliance, or legal determinatiorade
regardingthe RFID Application. The facts entered about the RFID ApplicatioRarts A, B, and C
should be considered to make a determination as to the overall piivpagtand compliance of the
RFID Application.

The RFID Application Operator shouldusethe categoriebelow to indicatethe privacy and data
protection implication®f the RFID Applcation

A Ready for deploymen. The RFID Applicationas describednd possiblymitigatedprovides for
suitable practices, controls, and accountability

A Not ready for deployment The RFID Applicationis not approved for operations in its current
state. A specific corrective action plan will be developed, and a new privacy impact assessment
will be performed and documented to determine if Application has reached aapprovable
State.

RFID Applicatiors with high levels of privacgnd personal daienplications and which are lacking
adequateontrols and protectionshould be rated dsot ready for deploymerit
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The resolution (i.e., whether the RFID Application resady for deployment or not readyrfo
deploymentand, if ready for deploymentat what level it operates) should be associated with the
following information:

A Nameof thepersonsigning the resolutian
A Title of theperson
A Date d the resolution.

The internal approvaprocessincludingcriteria such as next steps, timing, aeduiredsigratures
should be documented in the Internal Procedures described in Section 1.4.

The signed PIA Repothat contains an approved resoluti@xcluding proprietary information not
pertinent tothe PIA shouldbe made availabldo the competent authogtat least 6 weeks before
deployment This report is provided without prejudice to the obligations set forth in the Directive
95/46/EC for data controllers, most notably the independent obligatiorotify the competent
authority as described in section IX of Directive 95/46/EC

3. Final Provision

The PIA Framework wiltake effecino later tharé monthsafter publication andendorsementybthe
Artice 29Data ProtectioWorking Party.For RFID Applications in place before the PIA Framework
takes effectthe PIA Framework will apply only when the conditicar® metfor documenting a new
or revised PIANn accordance witlsection 1.4b) of the PIA Framework
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concerning the processing of personal data and the protection of privacy in the electronic
communications sector (Directive on privacy and electronic communicati@féicial Journal
of the Eurpean Communities, 31 July 2002201/37 available &
http://eurlex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L.:2002:201:0037:0047:EN:PDF
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Appendix B: Glossary

A number of terms are used in the Framework related to the concepisanfy and data protectipn
and to theApplication of RFID technology in a wide range of contexts. For the purposes of this
Framework, the definitions set out in Directive 95/46/EC should apply regapdivacy and data
protection

The following definitions relate to RFID technology and Application and are relevant to the
Framework:

Deactivation. Any process that stops interactions nfRFID Tagwith its environment which d&s
not require the active involvement of the consumer.

Individual . A natural person who interacts with or is otherwise involveith one or more
components of an RFID Application (e.g., baakd system, communications infrastructure, RFID
Tag), but who does not operate an RFApplication or exercise one of its functiors this respect,
an Individual is different from aUser An Individual may not be directly involved with the
functionality of the RFID Application, but ratheéor example may merely possess an item that has
an RFID Tag.

Information Security . Preservation of the confidentiality, integrity and availability of infation.

Monitor . Carryingout anactivity for the purpose of detecting, observing, copying or recording the
location, movement, activitiesr state of amndividual

Personal Data Any information relating to an identifiedr ddentifiable natural persoii"data
subject); an identifiable person is one who can be identified, directly or indirectly, in particular by
reference to an identification number or to one or more factors specific to his physical, physiological,
mental, economic, cultural or sociaermtity.

RFID Application. An Application that processes data through the use of tags and readers, and
which is supported by a ba@nd system and a networked communication infrastructure.

RFID Application Operator. The natural or legal person, public auttyy agency, or any other
body, which, alone or jointly with others, determines the purposes and means of operating an
Application, including controllers of personal data using an RA[iplication.

Radio Frequency ldentification (RFID). The use of electrnagnetic radiating waves or reactive

field coupling in the radio frequency portion of the spectrum to communicatdrmnogr tag through

a variety of modulation and encoding schemes to uniquely read the identity of a radio frequency tag
or other data sted on it.

RFID Reader. A fixed or mobile data capture and identification device using a radio frequency
electromagnetic wave or reactive field coupling to stimulate and effect a modulated data response
from a tag or group of tags.
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RFID Tag. Either a RFIDdevice having the ability to produce a radio signal or a RFID device which
re-couples, baclscatters or reflects (depending on the type of device) and modulates a carrier signal
received from a reader or writer.

RFID Tag Information or information on the RFID Tag. Theinformationcontained in an RFID
Tagand transmitted when the RFIIxg is queried by an RFIReader.

User. Specifically, an RFID Application Usei.e, a person (or other entity, such as a legal entity)
who directly interacts with one or more components of an RFID Application (e.g-ebdcgystem,
communications infrastructure, RFID Tag) for the purposes of operating an RFID Application or
exercising on@r more of its functions.
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AppendixC: The PIA Process

Linkage to personal data or
possession of the items by
individuals

YES

Continue to Part B

RFID Application (Part A)
The section covers the description of the
RFID Application such as setting up the
Application, clarity of entities engaged
with the Application, the Application
design, and collection and use of data.
This section will help guide the privacy
impact assessment process in Sections
B-D.

Governing Practices
(Part B)

Given the description of the Application
and the nature of data processing
included in Part A, the RFID Operator
should outline the potential risks and
indicate in accordance with Part B the
mitigation measures against those
risks.

Does the RFID Application as
described in Parts A through C
provide for suitable practices,
controls and  accountability,
depending on the level of the
RFID Application?

YES

Resolution - Ready for
deployment
Sign and make the PIA report
available to competent Authority
at least 6 weeks in advance of
deployment

Analysis and Resolution

(Part D)
This Section of the PIA Report should
indicate the business, compliance, or
legal determinations made regarding
the RFID Application. The facts entered
about the RFID Application in Parts A, B,
and C should be considered to make a
determination as to the overall privacy
impact and compliance of the RFID
Application.
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Accountability (Part C)
This section is intended to
ensure awareness regarding
RFID Applications by individuals,
stakeholders, and regulators,
and ensuring accountability and
compliance with the PIA Report
and other regulatory requirements
that may apply. The PIA Report or
Templates may provide further detail
or open-ended inquiries regarding
accountability.

The PIA Process







