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[bookmark: _DV_M10][bookmark: _DV_M22][bookmark: _Toc257825026][bookmark: _Toc237739101][bookmark: _Toc238023624][bookmark: _Toc248807567][bookmark: _Toc248991621]Preface
The Privacy Impact Assessment (PIA) Framework through its guidance, structure and elements, provides Radio Frequency Identification (RFID) Application Operators with a significant tool to guide their implementation of the PIA requirement as spelled out in the European Commission’s RFID Recommendation. 
A PIA is a practical privacy and data protection risk tool that helps evaluate how well principles of privacy have been implemented in the design phase of a system – "built in" rather than "bolted on." 
While the privacy principles underlying PIAs are common to many regional and international instruments on privacy, the PIA itself must be tailored to examine privacy in the system as implemented, thus a PIA is focused on the objectives and functions of the type of system under review. 
Our objective in developing the PIA Framework is that it both responds to the PIA provisions of the Recommendation and is deployable and manageable for those executing the PIAs as well as those reviewing them.
The PIA Framework, as the Recommendation it is based on, provides for private sector and regulatory components with respective yet interdependent roles and responsibilities. Thus to serve its purpose, the PIA process must result in outcomes that both meet the needs of regulators while being operationally efficient and encouraging RFID Operators, regardless of their size and sector, to conduct PIAs. The PIA tool should be seen as an incentive for organisations to deploy privacy-friendly Applications to reassure the relevant stakeholders either that their RFID Applications have no privacy implications or that the proper measures and controls are in place when implications for privacy and data protection do exist. Conversely, it should not impose a burden that would limit European competitiveness or innovation related to the technology.
The PIA Framework is just what its name implies - a Framework that sets the parameters for conducting PIA Reports for specific Applications, or for establishing PIA Templates to be used by an industry. The level of documentation required in the PIA Report will necessarily vary depending on the privacy implications of the specific RFID Application under review, taking into account its nature, characteristics and the mitigating measures in place. This PIA Framework recognises that a commitment to responsible use of RFID technology is not at odds with maintaining and increasing the levels of competitiveness of European industry as a whole. Mechanisms for reporting PIAs to the competent authorities need to be proportionate and operationally efficient, in particular for those types of RFID Supply Chain Systems and Applications which by their nature strictly operate in business to business environments and do not implicate privacy. The high volume of PIA Reports of supply chain systems and Applications might undermine the capacity of the competent data protection authorities to review the PIAs of RFID Applications that do implicate privacy.
Based on the above and notwithstanding the fact that the draft PIA Framework addresses all kinds of RFID Applications, further consideration is needed to balance the administrative burden of the level of detail of PIA Reports against the real privacy and data protection impacts of these Applications.
Finally, the draft PIA Framework allows for the development of sector-specific Templates to help RFID Operators with the operational aspects of conducting PIAs of their specific RFID Applications.
[bookmark: _Toc257825027]1. 	Introduction
[bookmark: _DV_M23][bookmark: _DV_M24][bookmark: _DV_C22][bookmark: _DV_M26][bookmark: _DV_M27][bookmark: _DV_M28]The European Commission ("the Commission") issued a Recommendation dated 12 May 2009 on the implementation of privacy and data protection principles in Applications supported by Radio Frequency Identification ("RFID Recommendation"). In that Recommendation, the Commission established a requirement for the endorsement by the Article 29 Data Protection Working Party of an industry-prepared framework for Personal Data and Privacy impact assessments of RFID Applications. These assessments are commonly referred to as privacy impact assessments, or PIAs. This RFID Application PIA Framework ("the Framework") addresses that requirement.
[bookmark: _DV_M29][bookmark: _DV_M30]The benefits of conducting PIAs for RFID Applications are numerous. These include helping the RFID Application Operator:
[bookmark: _DV_M31][bookmark: _DV_C31]To establish and maintain compliance with privacy and data protection laws and regulations,
To manage risks to its organisation and to users of the RFID Application (both privacy and data protection compliance-related and from the stand point of public perception and consumer confidence), and 
[bookmark: _DV_M32]To provide public benefits of RFID Applications while integrating privacy by design at the early stages of the specification or development process.
[bookmark: _DV_M33][bookmark: _Toc237739102][bookmark: _Toc238023625][bookmark: _Toc248807568]The PIA process as defined in Section 2 is based on a privacy and data protection risk management approach, focussing mainly on the implementation of the EU RFID Recommendation and consistent with the EU legal framework and best practices.
The PIA process is designed to uncover the privacy risks associated with an RFID Application ("privacy and data protection impacts") and evaluate the steps taken to address those risks. These impacts (if any) could vary significantly, depending on the presence or lack of personal information processing by the RFID Application. The PIA Framework provides guidance to RFID Operators on the measures adequate to mitigate any likely data protection or privacy impact in an efficient, effective and proportionate manner.
Finally, the PIA Framework is sufficiently general to be applicable to all RFID Applications, while allowing for particularities and specificities to be addressed at Sectoral or Application type level.
[bookmark: _Toc248991622] The PIA Framework is part of the context of other information assurance, data management, and operational standards that provide good data governance tools for RFID and other applications. PIA Templates can provide guidance relevant to their industry, sector or application type. 
[bookmark: _Toc257825028]1.1 	Purpose
The purpose of the Framework is to provide guidance to RFID Application Operators for conducting PIAs on RFID Applications, as called for in the Recommendation, and to define the common structure and content of the PIA analysis and Reports that result from such PIAs. In addition, because many RFID Application Operators within particular sectors may be considering the same or similar RFID Applications, the Framework provides a basis for the development of PIA Templates for particular Applications or industry sectors. PIA Templates can assist these sectors to conduct PIAs and produce the resulting PIA Reports for these similar RFID Applications more efficiently[footnoteRef:2]. Because common RFID Applications may be offered in a number of Member States, the Framework is designed to harmonise requirements for RFID Application Operators consistent with local laws, regulations, best practices and other binding agreements. [2:  	The concept of mutual or multiple recognition across entities and sectors for the deployment of previously vetted RFID applications should be explored. ] 

[bookmark: _DV_M34][bookmark: _DV_M35][bookmark: _DV_M36][bookmark: _DV_M37][bookmark: _DV_M38][bookmark: _DV_M39][bookmark: _DV_M40][bookmark: _DV_M41][bookmark: _DV_M42][bookmark: _DV_M43][bookmark: _DV_M44][bookmark: _DV_M45][bookmark: _DV_M46]The Framework addresses the process for conducting PIAs of RFID Applications before deployment and specifies the scope of resulting PIA Reports.[footnoteRef:3] [3:  	Point 5 a) of the European Commission Recommendation of May 2009 on the implementation of privacy and data protection principles in applications supported by radio-frequency identification C(2009) 3200 final.] 

The objectives of the RFID Application PIA are to:
Identify the privacy and data protection implications, if any, of the RFID Application, including whether the RFID Application could be used to monitor an Individual.
Indicate whether the RFID Application Operator has taken appropriate technical and organisational measures, including establishing controls and measures for Individuals, to ensure the protection of personal data and privacy.
Document the technical and organisational measures implemented for the appropriate protection of personal data and privacy including measures in place to mitigate identified privacy and data protection impacts. 
Document the overall analysis and result in a PIA Report that can be submitted to the competent authorities, such as data protection authorities, before deployment.
[bookmark: _DV_M47][bookmark: _DV_M48]The execution and reporting, where appropriate, of PIAs are in addition to other obligations that the RFID Application Operators may have under specific applicable laws, regulations, and other binding agreements.
[bookmark: _DV_M49][bookmark: _Toc237739103][bookmark: _Toc238023626][bookmark: _Toc248807569][bookmark: _Toc248991623][bookmark: _Toc257825029]1.2 	Applicability
[bookmark: _DV_M50][bookmark: _DV_M51][bookmark: _Toc237739104]The Framework identifies the steps of the PIA process and the common elements and structure of PIA Reports to be developed by RFID Application Operators. The Framework may be used directly for PIA Reports and may also be used for the creation of PIA Templates specific to industry sectors, Application types, or other commonalities. Further, the Framework includes mitigation measures to prevent the occurrence of potential threats as defined in the PIA Report or in the Templates, if applicable.
[bookmark: _DV_M52][bookmark: _Toc238023627][bookmark: _Toc248807570][bookmark: _Toc248991624][bookmark: _Toc257825030][bookmark: _DV_C56]1.3 	Key Concepts
[bookmark: _DV_M53]There are a number of key concepts used in the Framework that warrant description. RFID is a technology approach using electromagnetic waves to communicate with RFID Tags, with the possibility of reading the unique identification numbers of the RFID Tags or perhaps other information stored in them. RFID Tags are generally small and can take many forms, but are often composed of electronic memory that is readable and perhaps writable, and antennae. RFID Readers are used to read the information on RFID Tags. 
[bookmark: _DV_M54][bookmark: _DV_M55][bookmark: _DV_C58][bookmark: _DV_M56][bookmark: _DV_M57][bookmark: _DV_C62][bookmark: _DV_M58]RFID Applications process information developed through the interaction of RFID Tags and RFID Readers. Such Applications are supported by back-end systems and networked communication infrastructures, and are operated by one or more RFID Application Operators. If an RFID Application Operator makes determinations related to the processing of personal data, its role would be similar to that of the Data Controller as defined in Directive 95/46/EC and would be described as the natural or legal person, public authority, agency, or any other body, which, alone or jointly with others, determines the purposes and means of operating an RFID Application. 
[bookmark: _DV_M59]In the context of RFID technology, the following taxonomy applies: 
A PIA is a process whereby a conscious and systematic effort is made to assess the privacy and data protection impacts of options that may be open in regard to RFID Applications. 
[bookmark: _DV_M60][bookmark: _DV_C64][bookmark: _DV_M61][bookmark: _DV_M62]The Framework identifies the objectives of RFID Application PIAs, the components of RFID Applications to be considered during PIAs, and the common structure and content of RFID Application PIA Reports. 
[bookmark: _DV_C66][bookmark: _DV_M63][bookmark: _DV_C68][bookmark: _DV_M64]PIA Reports document PIAs based on the Framework. Proprietary and security sensitive information may be removed from PIA Reports before the Reports are provided externally (e.g., to the competent authorities) as long as the information is not specifically pertinent to privacy and data protection implications.
[bookmark: _DV_M66][bookmark: _DV_C70][bookmark: _DV_M67][bookmark: _DV_C72][bookmark: _DV_M68]PIA Templates may be developed based on the Framework to provide industry-based, Application-based, or other specific formats for PIAs and resulting PIA Reports.
[bookmark: _DV_M69]These and other terms, such as User and Individual, are also described in Appendix B: Glossary. Terms from Directive 95/46/EC related to data protection are incorporated by reference. 
[bookmark: _Toc248807571][bookmark: _Toc248991625][bookmark: _Toc257825031]1.4 	Internal Procedures
(a) RFID Application Operators should have their own internal procedures to support the execution of PIAs, such as the following: 
Scheduling of the PIA process so that there is sufficient time to make any needed adjustments to the RFID Application and to submit the PIA Report to the competent authorities at least six weeks before deployment.
Internal review of the PIA process (including the initial analysis) and PIA Reports for consistency with other documentation related to the RFID Application, such as system documentation, product documentation, and examples of product packaging and RFID Tag implementation. The internal review should provide a feedback loop to address any impacts collected after the Application is implemented and to accommodate results from prior PIAs.
Compilation of supporting artefacts (that may include results of security reviews, controls designs and copies of notices) as evidence that the RFID Application Operator has fulfilled all of the obligations set in the PIA Report.
Determination of the persons and/or functions within the organisation who have the authority for relevant actions during the PIA process (e.g., completion of the PIA initial analysis and PIA Report, signing the PIA Report, maintaining applicable documents, and any separation of duties for these functions).
Provision of criteria for how to evaluate and document whether the Application is ready or not ready for deployment consistent with the Framework and any relevant PIA Template.
Documentation about when a new or revised PIA Report is warranted. Criteria should include significant changes in the RFID Application, such as material changes in the purposes, types of information processed, uses of the information, or controls employed, defining of a period of regular review or responding to substantive or significant internal or external stakeholder feedback or inquiry or significant changes in technology with privacy and data protection implications for the RFID Application at stake. Material changes that would narrow the scope of collection or use would not trigger per se the need for a revised PIA. 
[bookmark: _DV_M70][bookmark: _Toc237739105][bookmark: _Toc238023628](b) Throughout the lifetime of the RFID Application, a new or revised PIA Report would be warranted if the RFID Application changes in level as described in Section 2.3.7.
[bookmark: _Toc248807572][bookmark: _Toc248991626][bookmark: _Toc257825032]1.5 	Classification criteria of RFID Applications
When conducting a PIA process based on this Framework, RFID Applications can be classified and assigned a level according to the following criteria:
Level 0. The RFID Application does not process personal data. The RFID Tag Information does not contain personal data and tagged items are intended to be possessed only by the User. The RFID Application does not link RFID Tag Information to personal data. 
Level 1.	The RFID Application does not process personal data. Tagged items under the RFID Application are intended to be possessed by Individuals. However, the RFID Tag Information does not contain personal data and the RFID Application does not link RFID Tag Information to personal data.
Level 2. The RFID Application processes personal data. The RFID Tag Information does not contain personal data, but the Application links non-personal RFID Tag Information with persons or personal data. Additional considerations may be necessary when the Application processes sensitive personal data (e.g., medical or biometric information).
Level 3. The RFID Application processes personal data and the RFID Tag Information contains personal data. Additional considerations may be necessary when the Application processes sensitive personal data (e.g., medical or biometric information).
The following table summarises how Applications should be categorised according to these levels. The definitions provide the complete guidance. By answering all three questions for an RFID Application, the table shows the relevant level of the given Application. For example, if pallets are tagged, and the tags contain no personal information (1. "No") but the Application links to personal data (2. "Yes"), then the Application should be designated Level 2. 
	1. 
Does the Tag contain personal data?
	2. 
Does the RFID Application link to personal data?
	3. 
Are Item level tags intended to be possessed by individuals?
	Level

	No
	No
	No
	0

	No
	No
	Yes
	1

	No
	                       Yes
	
	2

	Yes
	
	
	3



[bookmark: _Toc248807573][bookmark: _Toc248991627][bookmark: _Toc257825033]
2. 	The PIA Process
To provide for a common approach to the PIA process across the wide range of RFID Applications, the Framework identifies the common elements of PIA Analysis and Reports. The Framework will provide consistency of PIA Reports submitted by RFID Application Operators to the competent authorities and will support the analysis of PIA Reports and of the resolutions reached by the RFID Application Operators.
[bookmark: _Toc248807574][bookmark: _Toc248991628][bookmark: _Toc257825034]2.1 	Initial Analysis 
The very first step of a PIA process is to determine whether a PIA Report is required. To this end, the RFID Application Operator needs to answer the following four questions:
Does the RFID Application process personal data?
Does the RFID Tag Information contain personal data?
Does the RFID Application link RFID Tag Information to personal data?
Are tagged items intended to be possessed by Individuals?
The RFID Operator will build its initial assessment based on relevant factors outlined in Part A below, with particular attention to points 2.3.3 to 2.3.6, and document the assessment in accordance with internal procedures.
If the answer to all the above questions is "No", the RFID Application is a "level 0" Application in accordance with Section 1.5 and does not require further analysis or a PIA Report.
If the answer to at least one of the above questions is "Yes", RFID Applications Operators should proceed by drafting a PIA Report according to the next steps of this Framework.
[bookmark: _Toc248807575][bookmark: _Toc248991629][bookmark: _Toc257825035][bookmark: _DV_M72]2.2 	PIA Report Structure and Content 
[bookmark: _DV_M73][bookmark: _DV_M74][bookmark: _DV_M75][bookmark: _DV_M76][bookmark: _DV_C87][bookmark: _DV_M77][bookmark: _DV_M78]As previously noted, the Framework focuses on what is needed to create suitable PIA Reports that reflect the facts about RFID Applications that have privacy and data protection implications. PIA Reports must therefore a) be easy to understand by both technical and non technical audiences, b) be written in a clear and accurate manner and c) provide sufficient information so that the competent authorities can understand the analyses performed by, and have confidence in the actions taken by, the RFID Application Operators.
[bookmark: _DV_M79][bookmark: _DV_M80][bookmark: _DV_M81][bookmark: _DV_M82][bookmark: _DV_C99][bookmark: _DV_M83][bookmark: _DV_M84][bookmark: _DV_M85][bookmark: _DV_M86][bookmark: _DV_M87][bookmark: _DV_M88]It should be noted that the levels listed in this Framework in Section 2.3.7 may vary depending on the industry applying particular RFID technology for specific uses. For example, a healthcare Application could potentially encompass a considerably different use of personal data than that of a retail Application. Depending on the nature of the RFID Applications, especially the levels of the RFID Application according to Section 2.3.7, the levels of detail of PIA Reports may vary. 
[bookmark: _DV_M89][bookmark: _DV_M90][bookmark: _DV_M91]A PIA Report should contain four parts according to this Framework:
[bookmark: _DV_M92][bookmark: _DV_M93]Part A.  RFID Application Description and Scope
[bookmark: _DV_M94][bookmark: _DV_M95]Part B.  RFID Application Governing Practices
[bookmark: _DV_M96][bookmark: _DV_M97]Part C.  Accountability
[bookmark: _DV_M98][bookmark: _DV_M99]Part D.  Analysis and Resolution.
[bookmark: _DV_M100][bookmark: _DV_M101][bookmark: _DV_C122][bookmark: _DV_M102][bookmark: _Toc237739106][bookmark: _DV_C143][bookmark: _Toc237168362][bookmark: _Toc238023629][bookmark: _Toc248807576][bookmark: _Toc248991630]The following Sections describe the expected content of each of these parts, which together form the PIA Report. However, flexibility in the PIA Report format is allowed to account for RFID Applications with varying levels of privacy and personal data implications. For example, mere checklists may be appropriate for RFID Application Operators using RFID Applications that present low levels of privacy and personal data implications, whereas more robust processes may be necessary for RFID Application Operators dealing with more complex RFID Applications that involve higher levels of privacy and personal data implications. This Framework provides guidance to RFID Application Operators in accordance with the levels assigned to the RFID Applications. 
PIA Templates should be developed that keep in mind the different audiences that will need to use or evaluate the Template, including internal operators, reviewers, and approvers, and external stakeholders like competent authorities.
[bookmark: _Toc257825036]2.3 	Part A:  RFID Application Description and Scope
[bookmark: _DV_M103]The section covers the description of the RFID Application such as setting up the Application, clarity of entities engaged with the Application, Application design, and collection and use of data. This section will help guide the privacy impact assessment process in Sections B-D. 
[bookmark: _DV_C144][bookmark: _DV_M104]This Section of the PIA Report should provide information about the RFID Application including the core RFID technology, RFID Tags, RFID Readers, read ranges, frequencies as well as back-end systems and communication infrastructure, to the extent that these interface with the processing of information by the RFID Application. It should include facts about the information collected, derived, used, transferred or otherwise processed by the RFID Application, the Individuals (if any) related to the information processed in connection with the RFID Application (whether they are identified, identifiable, or not), and the Users of the information processed by the RFID Application (including other parties who access the information, RFID Application or RFID Tags, or have the information from the RFID Tags transferred to them).
The objective is to describe the RFID Application, including the business context in which it will operate. Special attention should be placed on the RFID Application’s purpose and the flow of information among its components and with other parties. Particular attention should be paid to:
Whether the information in RFID Tags contains personal data as defined in Directive 95/46/EC.
Whether the information in RFID Tags may be linked to personal data to which the RFID Application Operator or other User has access.
The scale of the RFID Application (local, national, European, international).
[bookmark: _DV_C145][bookmark: _Toc248807577][bookmark: _Toc248991631][bookmark: _Toc257825037]2.3.1 	RFID Application Operator
[bookmark: _DV_M105][bookmark: _DV_M106][bookmark: _DV_M107]In the PIA Report, the RFID Application Operator should be identified, and should include the following information:
[bookmark: _DV_M108]Legal entity name(s).
[bookmark: _DV_M109]Primary function(s) (i.e., related to the RFID Application).
[bookmark: _DV_M110]Location(s) (e.g., headquarters of the RFID Application Operator).
[bookmark: _DV_M111]Point(s) of contact with contact information.
[bookmark: _DV_C152][bookmark: _Toc248807578][bookmark: _Toc248991632][bookmark: _Toc257825038]2.3.2 	Other Parties and Users of the RFID Application
[bookmark: _DV_M113]Other legal entities providing processing on behalf of the RFID Application Operator, or operating as joint RFID Application Operators, should also be identified and described in the same manner. The PIA Report should include the following information that is relevant to the RFID Application:
[bookmark: _DV_M114]Legal entity name(s).
[bookmark: _DV_M115]Primary function(s) (i.e., related to the RFID Application).
[bookmark: _DV_M116]Location(s) (e.g., Headquarters).
[bookmark: _DV_M117]Point(s) of contact with contact information.
[bookmark: _DV_X244][bookmark: _DV_C158][bookmark: _DV_C159][bookmark: _DV_X246][bookmark: _DV_C160][bookmark: _DV_C161]The PIA Report should also describe the types of Users of the RFID Application. The items noted here will vary depending on the industry sector(s) in which the RFID Application is applied.
[bookmark: _DV_C170][bookmark: _Toc248807579][bookmark: _Toc248991633][bookmark: _Toc257825039]2.3.3 	RFID Application Description
[bookmark: _DV_M126][bookmark: _DV_M127][bookmark: _DV_M128]Next, the RFID Application should be described. For that purpose, the following information should be included:
[bookmark: _DV_M129][bookmark: _DV_M130]RFID Application name.
[bookmark: _DV_M131][bookmark: _DV_M132][bookmark: _DV_C177]Purpose(s), including specific uses of the RFID technology as part of the RFID Application, and indicating the benefits of using RFID as compared with non-RFID methods (if applicable).
[bookmark: _DV_M134][bookmark: _DV_C179]RFID Application description, including a description of the technology used (e.g., the core RFID technology, RFID Tags, RFID Readers, read ranges or read frequencies).
[bookmark: _DV_C182]Indication of the geographical scope of the RFID Application.
Type of information processed.
Stage of development of the RFID Application and planned deployment date.
[bookmark: _Toc248807580][bookmark: _Toc248991634][bookmark: _Toc257825040]2.3.4 	Individuals and Users Interacting with the RFID Application
The PIA Report should identify the types of Individuals interacting or otherwise involved with the RFID Application and whether the location of Individuals or Users will be monitored through the RFID Application.
It should consider the following types of Individuals and whether they are identified, identifiable, or not, and if identified or identifiable to what level (e.g., name, identification number, pseudonym, location, home address):
Individual.
Household.
Person who possesses an RFID Tag (e.g., on an item owned or otherwise possessed).
[bookmark: _Toc248807581][bookmark: _Toc248991635][bookmark: _Toc257825041]2.3.5 	Presence of Personal Data in the RFID Application
The PIA Report should indicate if the RFID Application processes personal data, in accordance with the definition contained in Directive 95/46/EC, and the basis for the processing under the Directive if applicable. The Report should document efforts to design the Application so as to lawfully process the minimum amount of personal data that is necessary and proportionate. The RFID Application Operator should also specify the purpose for which personal data is processed by the RFID Application. 
The RFID Application under review should consider whether any of the following categories of personal data are applicable (listed in alphabetical order and not intended to be exhaustive): 
Behavioural
Biometric*
Contact information
Criminal history
Demographic
Education and other credentials
Employment-related
Family or social network
Financial
Genetic*
Health*
Lifestyle
Personal communications
Photographs or video
Political opinions*
Racial or ethnic origin*
Religious beliefs*
Sexual life*
Transactions and purchases
Vehicle identification
For each category of personal data involved, the PIA Report should indicate whether the information in the RFID Tag alone or in the RFID Application as a whole is identified, identifiable, or not, to an Individual, a product instance, or some other object in the RFID Application. 
[bookmark: _DV_M135][bookmark: _DV_M136][bookmark: _DV_M137][bookmark: _DV_M138][bookmark: _DV_M139][bookmark: _DV_M140][bookmark: _DV_M141][bookmark: _DV_M142][bookmark: _DV_M143][bookmark: _DV_M144][bookmark: _DV_M145][bookmark: _DV_M146][bookmark: _DV_M147][bookmark: _DV_M148][bookmark: _DV_M149][bookmark: _DV_M150][bookmark: _DV_M151][bookmark: _DV_M152][bookmark: _DV_M153][bookmark: _DV_M154][bookmark: _DV_M155][bookmark: _DV_M156][bookmark: _DV_M157][bookmark: _DV_M158][bookmark: _DV_M159][bookmark: _DV_M160][bookmark: _DV_C225][bookmark: _DV_M161][bookmark: _DV_C227][bookmark: _DV_M162][bookmark: _DV_M163][bookmark: _DV_M165][bookmark: _DV_M166]For each category of personal data identified, an indication as to the source of the information in the RFID Application as a whole or in the RFID Tag alone should be included. For example, it should be noted if the information is assigned by the RFID Application, provided by the RFID Application Operator or by another party, derived by the RFID Application, or otherwise provided by an Individual or User. The means and methods used to collect or derive the information should be identified as well.
Once it has been determined that personal data is processed by the RFID Application, the nature of the processing should be indicated in the PIA Report as follows:
The categories of personal data that could potentially be processed by the RFID Application.
[bookmark: _DV_M167][bookmark: _DV_M168][bookmark: _DV_M169][bookmark: _DV_M170][bookmark: _DV_M171][bookmark: _DV_M172][bookmark: _DV_M173][bookmark: _DV_M174][bookmark: _DV_M175][bookmark: _DV_M176][bookmark: _DV_M177][bookmark: _DV_M178][bookmark: _DV_M179][bookmark: _DV_M180]The categories of personal data stored in RFID Tags related to the RFID Application.
[bookmark: _Toc248807582][bookmark: _Toc248991636]Special attention should be paid to the processing of sensitive personal data, as starred above, which is only allowed under the strict conditions of Directive 95/46/EC and implementing national legislation.
[bookmark: _Toc257825042]2.3.6 	RFID Application Data Flows
The PIA Report should provide a chart of the data flows of personal data or of other information that will be associated with personal data in the RFID Application and other directly related Applications. The chart should, in particular, show whether personal data processed by the RFID Application, if any, is linked to other information processing systems within the RFID Application Operator’s organisation or other Users. This will allow the RFID Application Operator to determine the applicability of further subparts of the Framework.
[bookmark: _Toc248807583][bookmark: _Toc248991637][bookmark: _Toc257825043]2.3.7 	RFID Application Classification
On the basis of the information provided in Sections 2.3.1 to 2.3.6., the PIA Report should identify the level of the RFID Application according to the classification provided in Section 1.5.
Based on the overall description of the Application, the assignment of levels to the RFID Application will help to place particular attention on specific subparts of the PIA Report. The level of detail involved in the PIA Report may increase with each particular level depending on the particulars of the RFID Application. 
[bookmark: _Toc237739107][bookmark: _Toc237168363][bookmark: _Toc238023630][bookmark: _Toc248807584][bookmark: _Toc248991638][bookmark: _Toc257825044]2.4 	Part B:  RFID Application Governing Practices
[bookmark: _DV_M189]Given the description of the Application and the nature of data processing in Part A, Part B is designed to address data protection, privacy, and security features built into the Application to minimize potential risks related to the deployment of the Application. These mitigation measures address management practices by the RFID Application Operator, access by authorised or unauthorised parties, lawful processing of personal information, security features, internal and external data transfers, and individual access and control rights. The PIA Report or Template may provide further detail regarding governing practices relevant to their industry or Application.
The practices described in this part are ancillary to the existing European Union data protection regulatory framework and are not intended to replace it or modify its scope. The completion of this part (together with Part C) will enable an RFID Application Operator to assess whether an RFID Application involves privacy implications and Part D will help determine whether those implications are mitigated when considering the governing practices and other controls in place.
Part B applies to an RFID Application classified as either Level 1, Level 2, or Level 3, irrespective of whether the RFID Application processes personal data or not. The determination about whether personal data are processed or not by the RFID Application is made in accordance with Part A, in which the RFID Application is described. The level assigned to the RFID Application is relevant, as the amount of detail needed to complete this part will depend on the level referred to in Section 2.3.7. 
[bookmark: _DV_M190][bookmark: _DV_C264][bookmark: _DV_M191][bookmark: _DV_M192][bookmark: _DV_C266][bookmark: _DV_M193][bookmark: _DV_M194][bookmark: _DV_M195]This part of the PIA Report should be used to document facts about: (a) the features and controls in place to protect and govern the use of the RFID Application; (b) the components of the RFID Application, such as RFID Tags and back-end systems; and (c) the associated information processed in the RFID Application, with particular emphasis on achieving appropriate levels of privacy and the protection of personal data based on a risk management approach. If any of the components of the RFID Application adhere to a specific set of established privacy and data protection standards or guidelines, that fact should also be indicated as part of the PIA Report.
[bookmark: _Toc248807585][bookmark: _Toc248991639][bookmark: _Toc257825045]2.4.1 	Individual Access and Control
(a) Individual Access
The PIA Report should describe the RFID Application Operator’s policies on access to information processed by the RFID Application related to personal data, such as:
Confirmation as to whether personal data are processed,
The purposes of the processing and the categories of personal data involved,
Recipients to whom personal data are disclosed, and the right to object to the processing of personal data or withdraw consent, and
Rectification or erasure of incomplete or inaccurate personal data. (See Section 2.5.2. of the PIA Framework).
(b) Individual Control 
While conducting PIAs, RFID Application Operators should consider the measures of Individual control relevant to the RFID Applications. Classifying the RFID Applications at the appropriate levels will help RFID Application Operators determine the specific Individual controls needed.
[bookmark: _DV_M222][bookmark: _DV_M181][bookmark: _DV_M182][bookmark: _DV_M183][bookmark: _DV_M184][bookmark: _DV_M185][bookmark: _DV_M186][bookmark: _DV_M187][bookmark: _Toc248807586][bookmark: _Toc248991640]In the PIA Report, RFID Application Operators should evaluate Parts A, B, and C of the Framework to determine whether RFID Tags provided to Individuals represent a likely privacy implication or negatively affect the protection of personal data, and should document in the Resolution section (Part D) the controls instituted and the actions Individuals can take to mitigate these impacts (if any). 
Depending on the PIA analysis of the likely threat to privacy or protection of data, for RFD Application Operators in Retail, any deactivation or removal method should be made available free of charge, either immediately or at a later stage, without any reduction or termination of the legal obligations of the retailer or manufacturer towards the consumer.
[bookmark: _Toc257825046]2.4.2 	System Protection
[bookmark: _DV_C271][bookmark: _DV_X311][bookmark: _DV_C272][bookmark: _DV_C273][bookmark: _DV_X313][bookmark: _DV_C274]System Protection (for the back-end systems and communication infrastructure in so far as they are relevant to the RFID Application), with respect to the appropriate protection of privacy and personal data, should also be documented in this Section of the PIA Report. For complex systems at higher levels according to Section 2.3.7, this Section should be decomposed individually to address major components. The following components should be addressed:
[bookmark: _DV_C275]Description of relevant information security policies and procedures, including any references to information security standards or guidelines.
Access controls related to the type of personal data and functionality of the systems.
Controls in place to prevent identification if data are personally identifiable but not identified.
Confidentiality of the personal data in the systems and in the communication infrastructure.
Retention and disposal of the personal data.
[bookmark: _Toc248807587][bookmark: _Toc248991641][bookmark: _Toc257825047]2.4.3 	RFID Tag Protection
[bookmark: _DV_M196][bookmark: _DV_C288][bookmark: _DV_M197][bookmark: _DV_C289]RFID Tag Protection controls related to privacy and personal data should be indicated in this Section. Facts about the following should be addressed if they are required or otherwise warranted for the RFID Tag itself. This Section is particularly relevant to RFID Applications that use RFID Tags containing personal data, and therefore additional or different measures may need to be observed.
[bookmark: _DV_M198]Based on a risk management approach in regard to the protection of personal data, such protection may not be required or warranted if the RFID Tag is not possessed by an Individual and does not involve the linkage of personal data. These protection controls include the following:
[bookmark: _DV_M199][bookmark: _DV_M200]Access control to functionality and information, including authentication of readers, writers, and underlying processes, and authorization to act upon the RFID Tag.
Confidentiality of the information (e.g., through encryption of the full RFID Tag or of selective fields).
[bookmark: _DV_M201]Integrity of the information.
[bookmark: _DV_M202][bookmark: _DV_M203]Retention of the information after the initial collection (e.g., duration of retention, procedures for eliminating the data at the end of the retention period or for erasing the information in the RFID Tag, procedures for selective field retention or deletion).
Tamper resistance of the RFID Tag itself.
[bookmark: _DV_M204][bookmark: _DV_M205][bookmark: _DV_M206][bookmark: _DV_M207][bookmark: _DV_M209][bookmark: _DV_M210][bookmark: _DV_M211][bookmark: _DV_M212][bookmark: _DV_M213][bookmark: _DV_M214][bookmark: _Toc248807588][bookmark: _Toc248991642]Deactivation or removal, if required or otherwise provided.
[bookmark: _Toc257825048]2.4.4 	Access and Transfers to Other Parties
The PIA Report should address the transfer and access by other parties and Users of the personal data processed by the RFID Application. The following components should be considered and documented in the PIA Report:
Name or type of other party (-ies).
Location of other party (-ies) identified in Section 2.3.2 to whom the information is transferred or from where information is accessed.
Method(s) of transfer or access.
Purpose(s) for transfer or access.
[bookmark: _Toc248807589][bookmark: _Toc248991643][bookmark: _Toc257825049]2.4.5 	Adequacy of Transfers Outside the European Economic Area (EEA)
This Section should indicate the legal framework serving as the basis for the transfer of personal data processed by the RFID Application. This may include, for example, contractual clauses, determinations of the adequacy of data protection laws, consent, and other techniques to legitimise the access or transfer. 
[bookmark: _DV_M215][bookmark: _DV_M216][bookmark: _DV_M217][bookmark: _DV_M218][bookmark: _DV_M219][bookmark: _DV_M220][bookmark: _DV_M221][bookmark: _Toc237739108][bookmark: _Toc237168364][bookmark: _Toc238023631][bookmark: _Toc248807590][bookmark: _Toc248991644][bookmark: _Toc257825050]2.5 	Part C:  Accountability
[bookmark: _DV_M223]Again, given the description of the Application and the nature of data processing in Part A, Part C is designed to address data protection, privacy, and security features related to the Application to minimize potential risks linked to the deployment of the Application, in the area of accountability. This section is intended to address external awareness regarding RFID Applications, and to support overall accountability and compliance by the RFID Application Operator with the PIA Report and other requirements that may apply. The PIA Report or Template may provide further detail regarding accountability issues relevant to their industry or application. 
This Section of the PIA Report should address the business operations and regulatory compliance processes managed by the RFID Application Operator. It should describe how Individuals are notified about use of an RFID Application, and how they may interact with the RFID Application Operator regarding the RFID Application. 
[bookmark: _Toc248807591][bookmark: _Toc248991645][bookmark: _Toc257825051]2.5.1	Transparency and information
[bookmark: _Toc248807592][bookmark: _Toc257825052]2.5.1.1 	Published Information Policy
The PIA Report should describe the information policy provided regarding the RFID Application. More specifically, it should indicate if the information policy includes the following elements:
Identity and address of the RFID Application Operator.
Purpose of the RFID Application.
Data processed by the RFID Application, in particular if personal data are processed, and whether the locations of RFID Tags will be monitored.
Likely privacy and data protection impacts, if any, relating to the use of RFID Tags in the RFID Application and the measures that Individuals can take to mitigate these impacts.
[bookmark: _Toc248807593][bookmark: _Toc257825053]2.5.1.2 	Notice
The PIA Report should indicate how Individuals are notified in a concise, accurate and easy to understand manner, of the presence of RFID Readers, the identity of the RFID Application Operator, and a point of contact for Individuals to obtain the information policy. For RFID Applications used in the retail trade sector, the PIA Report should also indicate how Individuals are notified of the presence of RFID Tags placed on or embedded in products.
[bookmark: _Toc248807594][bookmark: _Toc257825054]2.5.1.3 	Other Stakeholders 
A summary of the PIA Report or information on the initial analysis should be made available to the relevant stakeholders or its representatives interacting or otherwise involved by the RFID Application, in accordance with applicable law.
[bookmark: _DV_M225][bookmark: _Toc248807595][bookmark: _Toc248991646][bookmark: _Toc257825055][bookmark: _DV_C336]2.5.2 	Redress Methods
[bookmark: _DV_M226]The PIA Report should describe the following Redress Methods, and if and how they are made available:
[bookmark: _DV_M227]RFID Application Operator accountable legal entity (-ies) (may be one for each jurisdiction or operating area).
[bookmark: _DV_M228]Point(s) of contact of the designated person or office responsible for reviewing the assessments and the continued appropriateness of the technical and organisational measures related to the protection of personal data and privacy.
[bookmark: _DV_M229]Inquiry methods (e.g., methods through which the RFID Application Operator may be reached to ask a question, make a request, file a complaint, or exercise a right).
[bookmark: _DV_M230][bookmark: _DV_C338][bookmark: _DV_M231][bookmark: _DV_C340][bookmark: _DV_M232]Methods to object to processing, to exercise access rights to personal data (including deleting and correcting personal data), to revoke consent, or to change controls and other choices regarding the processing of personal data, if required or otherwise provided.
[bookmark: _DV_M233][bookmark: _DV_C341][bookmark: _DV_M234] Other redress methods, if required or otherwise provided.
[bookmark: _DV_M235][bookmark: _Toc248807596][bookmark: _Toc248991647][bookmark: _Toc257825056]2.5.3 	Regulatory Compliance
[bookmark: _DV_C343]In addition, Regulatory Compliance specific to the industry and Member State(s) in which the RFID Application will be used, should be indicated in this Section. For example, the RFID Operator should verify that the RFID Application is compliant with Directive 95/46/EC and Directive 2009/136/EC if applicable. 
[bookmark: _Toc248807597][bookmark: _Toc248991648][bookmark: _Toc257825057][bookmark: _Toc238023632]2.5.4 	PIA Report Initiation and Updates
The PIA Report should indicate whether this is a new or revised PIA, along with any changes made from prior PIAs, in accordance with internal procedures documented in Section 1.4. 
[bookmark: _Toc237739109][bookmark: _Toc237168365][bookmark: _Toc248807598][bookmark: _Toc248991649][bookmark: _Toc257825058]2.6 	Part D:  Analysis and Resolution
[bookmark: _DV_M237]This Section of the PIA Report should indicate the business, compliance, or legal determinations made regarding the RFID Application. The facts entered about the RFID Application in Parts A, B, and C should be considered to make a determination as to the overall privacy impact and compliance of the RFID Application. 
[bookmark: _DV_M238]The RFID Application Operator should use the categories below to indicate the privacy and data protection implications of the RFID Application:
[bookmark: _DV_M239]Ready for deployment. The RFID Application as described and possibly mitigated provides for suitable practices, controls, and accountability.
[bookmark: _DV_M240]Not ready for deployment. The RFID Application is not approved for operations in its current state. A specific corrective action plan will be developed, and a new privacy impact assessment will be performed and documented to determine if the Application has reached an approvable state.
[bookmark: _DV_M241]RFID Applications with high levels of privacy and personal data implications, and which are lacking adequate controls and protections, should be rated as "not ready for deployment."
[bookmark: _DV_M242][bookmark: _DV_M243][bookmark: _DV_M244][bookmark: _DV_M245][bookmark: _DV_M246][bookmark: _DV_M247][bookmark: _DV_M248][bookmark: _DV_M249][bookmark: _DV_M250][bookmark: _DV_M251][bookmark: _DV_M252][bookmark: _DV_M253][bookmark: _DV_M254][bookmark: _DV_M255][bookmark: _DV_M256][bookmark: _DV_M257]The resolution (i.e., whether the RFID Application is ready for deployment or not ready for deployment and, if ready for deployment, at what level it operates) should be associated with the following information:
[bookmark: _DV_M258]Name of the person signing the resolution.
[bookmark: _DV_M259]Title of the person.
[bookmark: _DV_M260]Date of the resolution.
[bookmark: _DV_M261]The internal approval process, including criteria such as next steps, timing, and required signatures, should be documented in the Internal Procedures described in Section 1.4. 
The signed PIA Report that contains an approved resolution, excluding proprietary information not pertinent to the PIA, should be made available to the competent authority at least 6 weeks before deployment. This report is provided without prejudice to the obligations set forth in the Directive 95/46/EC for data controllers, most notably the independent obligation to notify the competent authority as described in section IX of Directive 95/46/EC.
[bookmark: _DV_M262][bookmark: _Toc257825059][bookmark: _Toc237739110][bookmark: _Toc238023633][bookmark: _Toc248807599]3. 	Final Provision
The PIA Framework will take effect no later than 6 months after publication and endorsement by the Artice 29 Data Protection Working Party. For RFID Applications in place before the PIA Framework takes effect, the PIA Framework will apply only when the conditions are met for documenting a new or revised PIA in accordance with Section 1.4 (b) of the PIA Framework. 
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Appendix B: Glossary
[bookmark: _DV_M273]A number of terms are used in the Framework related to the concepts of privacy and data protection, and to the Application of RFID technology in a wide range of contexts. For the purposes of this Framework, the definitions set out in Directive 95/46/EC should apply regarding privacy and data protection. 
The following definitions relate to RFID technology and its Application, and are relevant to the Framework:
[bookmark: _DV_M274]Deactivation. Any process that stops interactions of an RFID Tag with its environment which does not require the active involvement of the consumer.
Individual. A natural person who interacts with or is otherwise involved with one or more components of an RFID Application (e.g., back-end system, communications infrastructure, RFID Tag), but who does not operate an RFID Application or exercise one of its functions. In this respect, an Individual is different from a User. An Individual may not be directly involved with the functionality of the RFID Application, but rather, for example, may merely possess an item that has an RFID Tag.
Information Security. Preservation of the confidentiality, integrity and availability of information.
[bookmark: _DV_M275]Monitor. Carrying out an activity for the purpose of detecting, observing, copying or recording the location, movement, activities, or state of an Individual.
Personal Data. Any information relating to an identified or identifiable natural person ("data subject"); an identifiable person is one who can be identified, directly or indirectly, in particular by reference to an identification number or to one or more factors specific to his physical, physiological, mental, economic, cultural or social identity.
[bookmark: _DV_M276]RFID Application. An Application that processes data through the use of tags and readers, and which is supported by a back-end system and a networked communication infrastructure.
[bookmark: _DV_M277]RFID Application Operator. The natural or legal person, public authority, agency, or any other body, which, alone or jointly with others, determines the purposes and means of operating an Application, including controllers of personal data using an RFID Application.
[bookmark: _DV_M278][bookmark: _DV_M279][bookmark: _DV_M280]Radio Frequency Identification (RFID). The use of electromagnetic radiating waves or reactive field coupling in the radio frequency portion of the spectrum to communicate to or from a tag through a variety of modulation and encoding schemes to uniquely read the identity of a radio frequency tag or other data stored on it.
RFID Reader. A fixed or mobile data capture and identification device using a radio frequency electromagnetic wave or reactive field coupling to stimulate and effect a modulated data response from a tag or group of tags.

[bookmark: _DV_M281]RFID Tag. Either a RFID device having the ability to produce a radio signal or a RFID device which re-couples, back-scatters or reflects (depending on the type of device) and modulates a carrier signal received from a reader or writer.
RFID Tag Information or information on the RFID Tag. The information contained in an RFID Tag and transmitted when the RFID Tag is queried by an RFID Reader.
User. Specifically, an RFID Application User, i.e., a person (or other entity, such as a legal entity) who directly interacts with one or more components of an RFID Application (e.g., back-end system, communications infrastructure, RFID Tag) for the purposes of operating an RFID Application or exercising one or more of its functions. 
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