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United against cybercime
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NICC

• Dutch National Infrastructure against Cyber Crime
– public-private partnership programme 2006-2009

• Critical infrastructure and other major sectors
– financial, energy, drinking water, rail, nuclear, 

main ports, municipal administration, ...
• National police, intelligence service, GovCERT.nl
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NICC

• Many sectors linked
increasing # by day

• International links
– EuroSCSIE
– Meridian MPCSIE
– …
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NICC

• TRUST – based
– information sharing using Traffic Light Protocol

• within specific sector meetings
• across sectors (thematic)

– Mifare chip vulnerabilities
– SCADA/Process Control 
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SCADA/PCS incident/vulnerability
sharing (work-in-progress)
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SCADA/PCS incident/vulnerability
sharing (work-in-progress)

• Step 1
– standard incident registration form
– anonymous incident registration process
– incident information distribution process

• Prepared for incident database, trend analysis and 
international sharing
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Questions?
Eric Luiijf

T +31 70 3740312
E annemarie.zielstra@ictu.nl

alt: eric.luiijf@tno.nl
w: www.samentegencybercrime.nl

Den Haag


