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Structure of ENISA commentsStructure of ENISA commentsStructure of ENISA comments

• 10 comments for 10 recommendations;

• 1 comment for Key findings;

General comment:

ENISA agrees in general with the suggested recommendations. 
The study describes well the problems, the suggested solutions 
are not detailed.
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#1 More structured RM approach#1 More structured RM approach#1 More structured RM approach

R1: Emergency Preparedness

R5: Inter-Infrastructure Dependency

R3: Mutual aid agreements

to be merged in a more structured
RISK MANAGEMENT APPROACH

Foster research on:

• RMRA methods to address large dependable systems

• governance of e-communication systems
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#2 - Trusted Computing and EU#2 #2 -- Trusted Computing and EU

R6: Supply Chain Integrity and Trusted Operation

1. asset oriented approach to identify asset specific security levels

2. no mention of the public discussion on Trusted Computing 
(FLOSS, DRM and the delicate role of EU and MS)
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#3 Standardization#3 Standardization#3 Standardization

R7: Unified European Voice in Standards

→ we think industry remains the leading driver of standardisation

Main stress on a role for EU&MS to foster:

• cooperation between industry and MS e.g. in the preparatory 
activities, requirements capture phase, planning, gap analysis

• information sharing and involvement of all stakeholders 
(ICT Security Standard Roadmap portal by ENISA/ITU/NISSG)

It is stressed the need for a direct participation of MS in standardisation.
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http://www.itu.int/ITU-T/studygroups/com17/ict/

Part 1: ICT Standards Development Organizations and Their Work

Part 2: Approved ICT Security Standards

Part 3: Security standards under development

Part 4: Future needs and proposed new security standards

Part 5: Best practices

#3 Standardization/2#3 Standardization/2#3 Standardization/2

http://www.itu.int/itu-t/studygroups/com17/ict/part01.html
http://www.itu.int/itu-t/studygroups/com17/ict/part04.html
http://www.itu.int/itu-t/studygroups/com17/ict/part03.html
http://www.itu.int/itu-t/studygroups/com17/ict/part02.html
http://www.itu.int/itu-t/studygroups/com17/ict/part05.html


www.enisa.europa.eu

R2: Priority Communications on Public Networks

• EU & MS to work with Standardization Bodies to collect requirements
• EU & MS to fund research on PC models → powerful driver to have 

them on next generation networks

ENISA agrees with the urgency of this recommendation:

achieving priority on future networks will be more challenging

→ opportunity to do it from the very beginning
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R4: Critical Infrastructure Information Sharing

Private Sector Service Providers and Government Authorities "must 
be willing to share information for the common good". 

→ major aspect missing:    motivation

monetary or regulatory
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R4: Critical Infrastructure Information Sharing/2
Star topology not appropriate but we do believe that an element of 
European coordination is necessary.

“Next Steps" discuss information sharing only within or between MS, 
but do not mention how this would be coordinated in Europe.

ENISA is working on information sharing within two projects as 
requested by the European Commission:

1. Examining the feasibility of a data collection framework;
2. Examining the feasibility of an EU-wide information sharing 

and alert system.
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R8: Interoperability Testing
Presence of SME’s and measures to guarantee an open governance 
for the envisaged N2N testing framework

R9: Vigorous Ownership of Partnering Health

“Partnering Health” misleading
Motivation of partners to work together → why and how 

R10: European Expert Best Practices
More details of how EU&MS could encourage the use of Best Practices 

(Repository - Incentives because of the implementation costs? Create 
a catalog? Fostering research?)
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