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•June 30, 2008 

All agency infrastructures (network backbones) must be using IPv6 and 
agency networks must interface with this infrastructure.

http://www.whitehouse.gov/omb/memoranda/fy2005/m05-22.pdf

EXECUTIVE OFFICE OF THE PRESIDENT 

OFFICE OF MANAGEMENT AND BUDGET 

WASHINGTON, D.C. 20503 

M-05-22 

August 2, 2005 

MEMORANDUM FOR THE CHIEF INFORMATION OFFICERS 

FROM: Karen S. Evans 

SUBJECT: Transition Planning for Internet Protocol Version 6 (IPv6)

OMB Mandate

Generated by Foxit PDF Creator © Foxit Software
http://www.foxitsoftware.com   For evaluation only.



Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential www.juniper.net 3

Generated by Foxit PDF Creator © Foxit Software
http://www.foxitsoftware.com   For evaluation only.



Copyright © 2007 Juniper Networks, Inc. Proprietary and Confidential www.juniper.net 4

Security Considerations

§ Policy
• Blocking v6 until you’re ready

• Disabling/blocking v6 tunnels

• Addressing

• Autoconfiguration/DHCPv6

• NAT

• IPv6 uRPF

§ Training

§ Testing

§ IPS and Network management lagging

§ SeND
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Entirely new uses

§ Smart buildings
• IPv6 based sensors (for temperature, humidity, smoke, light, water systems, etc)

§ RFID (Radio Frequency Identification) 
• All over the place (every product at Walmart, all shipped boxes, cargo transportation, in dogs, 

cows, books, you name it)

§ Cars and planes will have moving embedded networks

§ Mobility and Adhoc Networking

§ Military groups all over the world are planning systems that can use the 
powerful new features of IPv6 in all kinds of clever ways (NCW).
Leveraging IP to the war fighter.

§ And many other yet to be foreseen potential uses

§ Enabling the NGN of applications
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DREN’s Vendor scorecard

§ Looked in DNS to see if 
there were AAAA records 
for www, MX, and DNS.

§ Quick sampling of major 
computer and network 
companies showed no 
public facing IPv6.

§ 6 months ago, and then 
today.

Jan 2008June 2007
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History of IPv6 at Juniper

§ Hardware designed to support IPv6
• Enabled in JUNOS 5.1 software in Nov 2001

• Mainline!

§ JUNOSe support since May 2003

§ ScreenOS support since June 2004
• Technology release

• Mainlined in ScreenOS 5.4 July 2006

§ CTP (EoIP) support since Feb 2007

§ OAC (wireless supplicant) support May 2007
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IPv6 at Juniper

§ Strong, feature rich, v6 solutions
§ Early implementer with lots of v6 customer examples
§ DREN, ESNet, NASA, I2, GEANT, NTT, Japan GigaNet
§ Thought leader

• Federal focused transition documents
• Active IETF v6 leader
• Long time Moonv6 participant
• UNH IOL IPv6 member
• Command Information lab contributor
• Lockheed Martin transition lab Pilot partner

§ NIST Special Publication 500-267 (Draft)

§ Continue to participate and develop v6 solutions as 
Government expands meaning of “IPv6 Compliant”
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