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@ the beginning

„Big picture“ of the 
WAN infrastructure 
of the federation 
layer

Vorführender
Präsentationsnotizen
An example of the deficits even of co-operation is the net infrastructure of the German authorities. Federation, countries and municipalities operate numerous different communications networks. Many of them developed over the years around individual specialised tasks. Altogether spend federation, countries and municipalities 2.4 billion euro per year on these nets. 

A stocktaking of the communications networks at the beginning of 2007 resulted in that the different nets are predominantly connected with one another. Straight ones in important basic questions like the security of the nets or the mutual accessibility of authorities are they not co-ordinated with one another. 

Individual authorities and/or real estate properties are attached up to six different nets, which are not redundant among themselves. Losses cannot be compensated thereby.

But even with existing connexions between the nets address translation would have to be inserted, in order to make communication possible.

�



@ the beginning

two projects with the aim to setup new modern 

secure networks 

for the federal-governement started in 2007 (NdB), 

and states and communities started in 2006 (DOI)

One key element of this architecture proposal was 

the use of IPv6 to get rid of NAT and the multiple 

uses of private IPv4 address spaces. 

Vorführender
Präsentationsnotizen
As a result the German government started two projects with the aim to setup new modern secure networks for the federal-governement and countries.

The initiative “Aktionsplan Deutschland online” with a number of projects has been initiated to improve the position of the German public administration in the European eGovernment comparison. DOI is one of them.

The projects started in 2006 (DOI, state layer) and 2007 (NdB, federal layer) with the gathering of actual state for a representative number of the existing public administration networks and what requirements for the network and IT infrastructure they will have. Another focus area of the projects was the development of a high level architecture for the network infrastructure. One key element of this architecture proposal was the use of IPv6 to get rid of the widely used technologies like Network Address Translation (NAT) and the multiple uses of private IPv4 address spaces. 

there is a real need for a holistic address concept for efficiency, performance, security, costs and other reasons.  

A necessary review on the need for new addresses for the next years must consider the actual trends and the allow for the planning of a modern, substantially more mobile, flexible and high performance eGovernment infrastructure.



challenge: 
federal System of Germany

Q.: David Liuzzo

Vorführender
Präsentationsnotizen
germany as a federal state Bund with 16 german states ( Bundeslaender) and every state (Bundesland) is substructured in administrative divisions (in German: Kreise / Landkreise and also kreisfreie Staedte). These are further subdivided in municipalities or municipal associations. Every part has its own public administration and constitutional task and they are independent. So it is aprogress that the The Ministry of the interior as a representor of the federation of the sixteen federal states and municipals of Germany, opposite RIPE NCC to request Adressspace and to to compile an address conception. We are a new RIPE NCC member and going to be a LIR. 



since April. 



http://dict.leo.org/ende?lp=ende&p=thMx..&search=challenge


RIPE NCC Policy for IPv6

- Hierarchical routing / routing 

aggregation

- Only PI space for a LIR

- LIR give PA assignements

- This policy was not designed 

for governments with a federal 

system and will need some 

technical and political decisions



Technical Proposals to fulfil the Rules of 
RIPE NCC Policy
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- One LIR with a 

autonomous system (AS) 

- Is needing an agreement of 

all the other network 

owners (federal / state and 

community layer)



Wish-Architecture
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Vorführender
Präsentationsnotizen
DOI is acting as the central aggregation point to the Internet





IT Security / BSI

- We have to sensitize the security market for this 

task and the special requirements of governments

- We have to fulfill the requirments of the BSI

- We will need BSI conform security products

- Certified Firewalls

- Hardware and software encryption

- Stable IPv6 solutions

- An holistic migration concept, also for the operation

Vorführender
Präsentationsnotizen
Wir müssen den Aktienmarkt für diese Aufgabe und die speziellen Anforderungen von Regierungen sensibilisieren, die wir die requirments des BSIs erfüllen müssen�Wir benötigen BSI uns anpassen Sicherheit Produkte�Zugelassene Brandmauern�Hardware- und Software-Verschlüsselung�Beständige Lösungen IPv6�Ein holistisches Migration Konzept, auch für den Betrieb



Thank you 
for 

your attention!
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