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Workshop on Combatting Spam, 15 November, Brussels
Raising consumer awareness
Ladies and Gentlemen,

First of all I would like to thank the DG Infosoc for inviting me to this workshop as a representative for BEUC, the European Consumers Organisation and although my words are the views of my own organisation Consumentenbond, I am confident that most of my words are shared views within the European Consumer Movement. 
There are not many topics which consumers, industry and governments commonly identify as a huge problem and at the same time seem to be so helpless in solving.

Despite a lot of different national and international attempts no cure has been found yet to effectively control Spam and this workshop may well help binging up part of the problem.

Let us remember the main reasons why the avalanche is still moving forward. There are …

· low transmission costs for electronic mail via Internet

· profits even at very low respond rates

· easy disguising or forging by fraudulent or criminal senders

· very low chance to take effective legal measures against senders of unsolicited mails sending from abroad

· lack of harmonised common international laws for direct marketing and privacy protection

Spam is a serious problem for consumers. Although many see it as mainly a problem for businesses as the individual would not suffer any real economic damage. We think this view is totally wrong. 

A large part of the EU-Commission’s estimated economic damage of 2.5 Billion Euros caused by spam are working hours of employees to get rid of their daily spam mails. Of course it’s more difficult to calculate the damage when individuals are doing the same thing at home. 
But I think this should be calculated at the same rate because people’s leisure time at home is not any less valuable then the hours they spend in the office. This means that the actual damage to society as a whole is much higher. Furthermore the cost of system security for end-users is fairly high.
But the effect of spam on consumers is not limited to the time needed to delete mails.
In fact one could say it’s impossible to really differentiate between damage to consumers and damage to businesses. Consumers are simply a very decisive player within the economic circle.

In the Tans Atlantic Consumer Dialogue survey of last year more than half of the 20 .000 participants said that they were very reluctant in e-shopping because they fear an increase of spam-mails. 
The loss in revenues which companies suffer in the E-commerce sector because of the spam related reluctance of consumers must be gigantic. And this damage is not even calculated in the EU-Commission’s 2,5 billion € estimate. 

Further damages to consumers, business and government administration are  caused by computer viruses and worms coming in via spam mails. 

Server overload or even server breakdown triggered through mass e-mails harms  Internet providers but will ultimately be charged to consumers through increased end consumer prices.
Now what should an effective framework for combating spam look like?

I think there is a fairly broad consent that we need a multiple approach with a toolkit consisting of technical, educational, regulatory and enforcement measures. But there are differences when it comes to priorities and the very details of measures needed to effectively control spam.  

Consumers are limited in their means to combat spam but knowledge among consumers is of crucial importance. This stretches from keeping e-mail addresses secret to knowing what the technical possibilities are to automatically find mail addresses on the internet. And from never replying to a spam-mail to having software in place that protects the automated confirmation of the use of an e-mailadress when receiving e-mail.
Let me sum up what the different parties involved in the process should do in order to combat spam as effectively as possible:

Consumers can;
· reduce posting on publicly websites

· create multiple e-mail addresses, use aliases 

· limit disclosure of e-mail address when filling out online forms

· use filter software  

· complain and report spam to enforcement agencies 

Consumer organisations can;
· give advice on how spam works and how consumers can avoid to become a victim of massive spam

· educate internet users on spam and the use of filter software and similar means at home

· raise awareness among consumers about their rights and how to enforce them

· Raise awareness among internet service providers about the quality of their filtering software
· Further enhance the use of free spam-filters by internet service providers by incorporating spam-filters in testing and publications

· Complain and report spam to enforcement agencies
Governments and International Governmental Organisations can:


· Strengthen the legal situation introducing opt-in solutions and establishing effective sanctions and strong enforcement mechanisms

· Cooperate in bilateral and multilateral forums to harmonize existing regulation on the highest possible standard 

· Create platforms for cross-border complaints on spam 

· Establish an international enforcement network which is able to react quickly to cross-border complaints imposing tough sanctions on violators

· Impose pressure on countries not willing to cooperate and tolerating spammers 
· Create  public blacklists  of spam servers

· Raise awareness among users, isp’s and business on how to combat spam

Companies and business associations can: 

· Cooperate with enforcement agencies

· Close open-relay servers

· Engage in self-regulatory approaches

· Develop new technologies to fight spam
· And last but not least Raise awareness among users, isp’s and business on how to combat spam

Technical approaches as well as consumer advice and self-regulation are incomplete and won’t solve the problem. What remains crucial is the harmonisation of anti-spam laws and an improved enforcement cooperation.
The question of opt-in or opt-out is remains relevant in the fight against spam. I think it is a key point in the debate. Just to remind you: In the TACD survey more than 80 percent of the participants called for a clear opt-in approach. US participants voted in the same manner as EU participants. This speaks for itself.

If spam is send from all over the world but enforcement can only work for national senders the system will fail. It is weighing consumer’s rights to privacy against the companies’ interest to market products on a global scale which is needed. 
I believe there is no right of businesses to annoy any individual unless the individual has explicitly authorized to receive commercial messages. Any half-hearted approach trying to distinguish between legitimate spammers and illegitimate spammers weakens the fight against spam. 

Opt-in facilitates enforcement as it is easier to determine and prove whether a spam mail is illegal or not. The sender has to prove the prior consent of the recipient. On the other hand opt-out as well as do-not-email lists can help spammers to verify addresses. 

In terms of enforcement I think that current developments with the setting up of a form of enforcement corporation within the EU may well be a step forward in combating Spam within Europe. It is clear to us that the effectiveness of enforcement of the legislation about is prominent in ending the disease that threatens consumers, business and society as a whole in using the internet freely and confidently  

The combat against spam should focus on preserving or re-establishing (as the case may be) consumers trust in the internet. Failing to reach this goal is the most serious risk we are facing in the context of spam. 

Thank you for your attention.

