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My commrents:

Question 1. Is there currently a problemof net neutrality and the openness of
the internet in Europe? If so, illustrate with concrete exanples. Were are the
bottl enecks, if any? Is the problemsuch that it cannot be solved by the

exi sting degree of conpetition in fixed and nobil e access markets?

The aut hor here as a senior specialist in comunication protocols, signalling,
wai ting queue analysis, networking architectures and perfornmance features was
al ready waiting 20 years that the question rai ses about NN since the occurrence
of IP/internet follow ng hype - out of(agreed) inpressive multinmedia (Browser
based) Wb on the top - and post-hypes - also inpressive increased physica
bitwi se(!) transmni ssion speeds fromwhere the Internet overwhel med its probl ens
so far - and a very strange, destructive so called Internet econony!

The introductional answer is: There was never a NNl And no openness!
(The author here wonders, why and how it took so long to raise officially the
di scussi on here.)

This comes fromfollow ng: (bidirectional and symmetric) “IP’ was never

desi gned for networking, nmeaning operational nodes (traditional “routers”,

| atest called “switches” waiting queue free) between, nor as a “net”working
service to share links incl. local |oops/access: 1.) It was originally designed
to sinple (and therefore released frommlitary research), closed(!!) peer-to-
peer “hosts” connecting(/”Inter”-networking) - really with nothing between(!) -
and “subnetworki ng” (conpare e.g. LANs, others) behind(!) so called hosts for
other kind of stations there. (Froma bird eyes” view the overcrossing |inks
appear like a “net”.) 2.) It is “connectionless(!)”, meaning no(!) automated

end-to-end-control and no steering at all in packet forwarding/relaying
operations, although a “connection oriented” |ayer option (TCP) above(!)
i ntroduced. 3.) Working on a so called socket mechanism APl like, in end

stations (for context switching there), it has e.g. no(!) channels
(physical/virtual/logical) for traffic separation, saying the nmultiplexing
function is mssing! (In aggregated flows this causes the passionate, for al
suffering “burstiness” phenonema. 4.) It is uncapable of nodal “fast Code

Swi tching” (, although each data packet carries in the header formwhere it
comes fromand goes to). 5.) It is, was und renains actually an

explicit& nplicit closed control |oop(/”feedback”) based a(!)synchronous packet
(re!-)transm ssion (w ndowed Ack/Nak, ReceiveNot Ready, etc.) schene (applied
queui ng theory), giving in principle poor or none at all tine
characteristics/guarantees. (In the authors feeling, an inplicit “open” |oop
technol ogy of reduced or none feedbacks fits better for carrying voice, TV,
etc. packet streans - so far on the way already) 6.) And other many m ssing
protocol characteristics for transparent, independent service sourcing, etc.
One of the effects is, that freely routed heavy traffic | oad connections
naturally sucks bandwi dth and switch resources, and then applications with only
a few packets are deferred - you ny call “discrimnated”

And with the extension, the traffic shaping had reached a | evel of
drops/ di scards of unpleasant packets, which - with protocol conpetence - can be
regarded as trenendous causing retransm ssion as detected | ost and so causing
further del ays.

Nevertheless, IP/internet is there (plus further enrichnents), will remain,
spreads - and | use it too - as a new and sonmehow uni versal mnedi um (plus
alternatively plain old nmedia out of good reasons!).



or-Ing. Dipl.-nform. VWOIfgang P. Riegelmayer

Actually (and sinple spoken - or you may call it a paradigmshift): to work and
give automaticly sufficient perfornmance achi evenents, an | P stacked

net (working) (ref. OSI nodel) requires s.th. below, s.th. on top and s.th

besi de (see here later) - if an nostly nanually (closed!) operational effort
for steering efficient flows of traffic data, sonetimes called network
managenent, shoul d not expl ode, neutralizing benefits.

Question 2: How might problens arise in future? Could these energe in other
parts of the internet value chain? Wiat would the causes be?

Relying only on IP and ignoring fundanentals of conmmuni cati on engineering, it

had cone so far that e.g. layer 2 (ref. OSI nodel: “frame” retransni ssion
etc.) below with contribution to any QS and of big inmportance for nost
reliable (direct) access and internodal |inks, was lost (, and what the author

here honestly has to regret; only on Fibre based comunication it is a good
guestion whether to leave it out). But others recognized their opportunity to
build complete Internet access services on Layer 2 e.g. with the so called PPP
(Poi nt-to-Point Protocol) standard, giving also way for nore “at hone”

net wor ked stations.

On the other hand and al so others, as detected unefficiency of |P based gl obal
public Internet for reliable, conplete transm ssion and the nentioned | oss of

| ayer 2 protocol (and services), canme the introduction of (overhead pregnant)
“I'P-in-1P", also giving way for encryption within and/or “VPN' (Virtual Private
Net wor k) solutions for conpanies - and a good business (so far).

Bei ng aware of all these principle restrictions and weaknesses and their
overcone, sone (network operator/carrier, service provider (lISPs), “system
houses”, outsourcer, infrastructure vendors/manufacturers) made their fortune
and gai ned significant market power, boosted by a flowting away conpetence of
users (private, conpanies), what is actually happening in the cable (or air
interface) and what for production processes in/of a “net”work” (, called
“intelligence” if well done for capacity and other automatic treatments). As
consequences, a industry concentration effect took place, farer going than a
consol i dation, ongoing - and this with respect to an introduced de(!)regul at ed,
wel coned conpetitive narket.

And, of course, there is a potential abuse behind (see below), hazards and
t hr eads.

Question 3: Is the (current) regulatory franework capable of dealing with the
i ssues identified, including in relation to nonitoring/assessnent and
subsequent enforcenent ?

In my opinion not enough

As indicated, there are on the way already “open” |oop technol ogies of reduced
or none feedbacks fits better for carrying such high volune streans |ike
packetized voice, TV, etc., actually coning very close “digital broadcast”

nmedi a.

Together with regulated(!) traffic | oad/ bandwi dth separati on and subscri ber
informed differentati on schenes, nethodol ogy and tools (see below), such new
categories (or unidirectional classes) can be brought in (or vice versus!); the
sanme enabling for new forns of data services |like nost sensitive netering data
transm ssion/switching. Dto. enabling for so called “virtual circuit, “elLine”
etc., conparable with old plan “Leased Lines” and rather sinilar performance

i ndi cators.
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This is not only a main issue of to be defined m ni mum service quality set,
al t hough service paraneters and sonme val ues are used (see below); actually it
is a fram ng/encapsul ati on nmet hod and approach on any(!) layer (and protocol)!

Question 4: To what extent is traffic nanagenent necessary from an operators
point of view? Howis it carried out in practice? Wiat technol ogies are used to
carry out such traffic nmanagenent?

The practical task was/is/continues to distinguish out of different
requirenents e.g. less tine-critical traffic plus(!) fighting (expected)
randonm y nad sonehow regul ar and di sruptive congestion, affecting overal
efficient functioning.

The key is the “Label Switching”, where data packets are tagged like with
aggregatabl e identifiers in an fram ng/encapsulating forn(at) and form ng
virtual channels like so called (conceptional) “flows” (of sane tag), resulting
in a certain degree of delay free nodal forwarding (as already introduced) plus
further nechanism Basicly there are two enabling “fl ow concepts”: differentia
services (diffserv), out of the “mx” of nulti-service-traffic, and integrated
services (intserv) with reservation capability e.g. critical, constant
paraneters, both conbi nabl e (depending on the network structure), this with
hi gh consequences for network operating: Because not all packets can “flow’ and
never same fast, saying, intended “broadband” is not a conmon sol ution
(Actually it nmakes it wonder).

But the evolution in the “IP world” canme unfortunately other: froma TOS (Type
of Service) field as Label, it nmade its way to COS (O ass of Service) and

i ntroduced performance val ues (of unknown/unclear origin) and ending up in a
mai nstreamas “priority”, very doubtful (see below)! Here it had cone to a
devel opnent stop(/dead end street), specially mnded to those who had faith in
this and relying to market dominant vendors. (In other continents it ist much
different.)

From the appropriate “channel formation”, also the inportant effective
support/safeguarding (s. ENISA report) for safety&security was not very nuch
left. But in found its way into CIIP (Critical Informati on&Protection)
standards |i ke TESTA (where the author here was involved in the initiation and
devel opnent) and in operation e.g. EU Comni ssion, EM SA, Schengener |nfo
System etc. Please also note, that Label Switching is integral part of IPV6 (,
al t hough not very much wanted by Internet service providers because of a fading
away business with naturally limted (resource!) of fixed address and dynarmc
ones from donai n nanme services).

In the meantine the Label Switching technology exists nowin 3 forns as spread:
e VLAN Stacking (Layer 1,5) for LAN infrastructures ( incl. Bridging
mechani sm), but al so newest offers for so called Metro-Ethernets/Access
and Transport Providers
e Dto. SAN (Storage Area Networks) with ,Switched G gaBit Ethernet® and
relatives in the ,d oud®
e MPLS (Layer 3,5) routed networks, specially nmnded for IP (and associ ated
“Rout i ng” - processes/ prot ocol s)
e And proceeded G eneralized) MPLS (Layer 0,5) of Optical Network Switching
(ASQN), SDH transm ssion techni ques and ot hers , Fram ng/ Encapsul ati ng
Met hods” in the Backhaul (/Backbone) incl. access concentration
It is the strategic determnation with platformcharacteristic for bandw dth
dynami cs sustainability, ,Safety&Security related* needs of application
transport, so called VPNs creations and econonic efficiency & accountability in
the nost inportant task, in which area which form (respectively also in
conbination is possible) is nade use of and at |east whose pl anni ng and
operation responsibility: WAN up to global area, short distance and i nhouse
provi ded, Data Center supplied and specially nmentioned ,C oud Conputing“,
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»Virtualization® and ,Enterprise Bus“/SQOA Mainfram ng as well as processing
joints (,Gids").

Question 5: To what extent will net neutrality concerns be allayed by the
provi sion of transparent information to end users, which distinguishes between
managed services on the one hand and services offering access to the public
internet on a 'best efforts' basis, on the other?

See ny answer question 14.

But, ny statenent here is referring to the outlines before - and this is the
real regulation issue

Who owns/commands the | abels and has at ones disposal as well as arrange these
incl. their commtted denotation, owns the “power and future of the networks”.

Perhaps for an Universal Service directive fromthe EU wi de ONPs (Open! Network
Provi sions) a franework can be deducted (, where the author here was invol ved;
but this was many, many years ago.)

Question 6: Should the principles governing traffic managenment be the sane for
fi xed and nobil e networks?

In cellular “nobile networks” it differs very much reasoning the hard(!)
channel structures of the air interfaces. (E g. promnised(?) speed is only an
upper limt, hardly to reach.)

Sone renarks:

Regardi ng UMIS(/ GSM 3.0), for the background an IM5 (“IP" MiltiMedia Subsysten)
was designed by 3GPP (and pushed by ETSI so far. But the author here has heavy
constraints, because in theory and practise it has not up to now proofed to

work under load - due to to many functional entities. (The author here counted
up to 18(!), independently frominfrastructural nodal sw tches, routers, etc.)

Regardi ng WLAN, 802.p(riority) see nmy conments bel ow.

Regarding WMax, there is a very far going, new and sophisticated “bandw dth”
operating nodel (conpare ny conments in question 14) behind, really worth to be
eval uated for NG\

Question 7: What other forns of prioritisation are taking place? Do content and
application providers also try to prioritise their services? If so, how - and
how does this prioritisation affect other players in the value chain?

Qoviously everything with “priority” is a msleading expression, brought into
the wrong context and an ongoi ng m sunderstanding out of this (; in conjunction
wi th Label Switching some say: old fashioned(?) |IP/MPLS - see above).

The real purpose is (still) to resolve occurrences |ike randomy and disruptive
congestion or any other sudden unavailability/reduced or disturbed nmedi um
availability in the nonent of access. (Please not, that a radio |ink may be
worse than a “bad wire”.) So a waiting queue effect can al ways be expected in
the monent of (each packet) access, which has to be handled, if desired on to
be introduced criteria for sequencing. This can be found e.g. WAN

802. 11p(priorization).

It can not be neglected, that it mght also give sense to an sudden
overfreighted nodal “switch” (or its ports).

But, as nentioned before, a traffic shaping had reached a | evel of
drops/ di scards of unpl easant packets according so called non-priorities, it can
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be di sasterous causing retransm ssion and so causing further delays plus the
i mpact out of this requiring nmore(!) bandwi dth in end effect.

In other words: it has to be avoi ded!

Question 8: In the case of managed services, should the sanme quality of service
condi tions and paraneters be available to all content/application/online
service providers which are in the sanme situation? My excl usive agreenents

bet ween networ k operators and content/application/online service providers
create problens for achieving that objective?

The aut hor here has not hing agai nst (alternative) “managed services”, nore or

| ess on confidence based, with (hopefully) contractual penalties. (Wether rea
damage claimand liability is covered by this, is a good question here.) But
obvi ously huge penalties were paid in the past to conpanies (e.g. to hold the
customer on his sinplest conplains with the formul ar: bigger customer, higher
penalty, somnetines appearing corruptive), bringing service providers/carrier

cl ose to bankruption. (About cases/agreenents between(!) any sort of providers
and carriers or carrier-to-carrier incl. transit is not very nuch known; the
same for private end user customers/consuner). O course, it is the question on
whi ch evi dence giving paraneters and val ues, where the author noted quiet well
a commonly agreed (and protocol effects not very rmuch harming) approxi mately
factor 10 multiplied against plain old data services before perfornance

par aneter val ues (see bel ow), which were regul ated at those days.

Question 9: If the objective referred to in Question 8 is retained, are
addi ti onal measures needed to achieve it? If so, should such nmeasures have a
voluntary nature (such as, for exanple, an industry code of conduct) or a
regul atory one?

| can not agree/understand | ogicly.

Question 10: Are the comercial arrangenents that currently govern the

provi sion of access to the internet adequate, in order to ensure that the
internet remai ns open and that infrastructure investnent is maintained? If not,
how shoul d t hey change?

It has to be said, that with (real) Label Switching the in turnover still and
currently suffering operators/carriers operator and carrier appearantly try to
avoi d the necessary nethodol ogi es and tools, also a sort of extended(!) and
aut omat ed networ k management, which woul d be a huge invest in a Software(!).

It is defined as OSS/ BSS (Operation Support Systenm Busi ness Support Systen) and
nmore than only “support”.

It is the (otherwhere in the world already) the experienced enabling
necessarity to install, control &reasure (QS, accounting, etc.), supervise,

etc. packet data “flows”, as identifyable by Labels according collective,

i ndi vi dual or composed rel ating paraneters and values in custoners desire or
other relevance. (In a ,GgaBit“ and beyond environnent only(!) by this way
neutral measurenent &mnitoring functions can be inplenmented, because the | abe
isinthe focus (/filter)). The Labels in definition, value senantics, etc. are
adm ni st rat ed/ " managed” and network wi de plus furthers(!)/transit spread
arrangi ng “resource” in (shared) |inks and nodal sw tches, neani ng “producing
bandwi dt h”.

Further, in a value chain it is “open” for interfacing access of “Service
Provi ders” and custoners/end users (or on their behalf), so they may al so
arrange their traffic flows, etc.!
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Question 11: Wat instances could trigger intervention by national regulatory
authorities in setting mninumquality of service requirenments on an
undert aki ng or undert aki ngs providing public comunications services?

This question is sonehow msleading, if the answer should target mninun{?) QS
(paraneters and their values). That is because, as the nature of the “open”,
public Internet is, with “bad” QS noney can be earned, too.

Question 12: How should quality of service requirements be detern ned, and how
could they be nonitored?

Pl ease see ny answer of question 10.
But sonme additional remarks, outlining the conplicity:

As nmentioned, one of the protocol effects is - with easy measurenment proof (not
“ping”!) - that freely routed heavy traffic | oad connections naturally sucks
bandwi dth and switch resources, and then applications with only a few packets
are deferred. Hi gh speed, as in broadband services, is not a solution for this
problem it makes it worse!

For information purpose: if and in underlying Ethernet there exist a usability
- if as cross-layering inplenmented - with an artificial(!) signal (“JAM)
possible to interrupt a packet flow for the transm ssion opportunity of others
i ke urgent packets: this is based on conventional CSMAN CD (historicly shared)
channel (distributed multiple!) access nethod and (“multiplexing”) control

al though nostly as in Ethernet transm ssion based point-to-point connections of
the FD case not needed. (This nethod is also used for the sudden(!) congestion
case to mitigate, but only this!)

Pl ease al so note, that the so called “open” Internet - in its globa

appear ance, but also Europe wide, nostly nation wide and its regional/loca
operators/carriers - has not(!) sufficient nesh topol ogy characteristics in the
core, access/concentration networks and user direct connect(/”local |oop”) wth
respect to redundancies; dto. not for any potential traffic | oad bal ance. (Load
bal ancing - on parallel links or via diversion(s) incl. for peerings- is rather
a critical thing with respect to performance warranties.) This situation is
ongoi ng!

This also counts for flow of traffic between(!) networks, called peerings and
“transit” providers/carriers, where often standardized (traditional) routing
protocols were quoted, but quiet a few of doubtful efficiency or only partial
in operation.

The aut hor here agrees, that an heavily increasing a(!)symetrical traffic
thruput occurrence is notable (the sane |like on users” access |links) due to
“content” delivery e.g. newest “cloud” services. (He has no idea how to handl e
this.) Please note, that it is a very good question, whether “asymetric”
transm ssion protocols for handling/avoi ding performance | osses/supporting
asymmetric packet traffic flows, saying different directional speeds, could
exist at all. (For this, “a’symetric access services |ike ADSL and HSPDA/ UP
are only partially exploitable.)

Question 13: In the case where NRAs find it necessary to intervene to inpose
m ni rum qual ity of service requirenents, what form should they take, and to

what extent should there be co-operation between NRAs to arrive at a conmon

approach?

Actual |y not, because other possibilities with transparency(!) exist (see
bel ow), enforcing the carriers” and providers” conpetitive efforts and busi ness
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achi evenents for custoner satisfaction plus giving way to innovative
product s/ new services of so called “intelligent(!) networking”.

Question 14: Wiat should transparency for consuners consist of ? Should the
standards currently applied be further inproved?

Pl ease see first ny answer of question 10.

Here we can go back approx. 10 years, actually further beyond initially for ATM
(Asynchronous Transfer Mdde with snall est packets (53 Bytes), called cells),
referring to still valid and i nprovabl e standards (IETF, 1TU, others) on

prof essional ly(!!) distinguished “bandw dth nodel s” (for production and other
purposes) to be all 4 offered in the consuner”s access. (By the way, ANSI
defines “bandw dth” as the product of transm ssion speed and delay freedom):
1.) “Best effort”, priority nechanismonly for sort of optimzation and
selective “best path” (to be routed), and for conventional and conpetitive(!)
SLAs (Service “Level”! Agreenent)

2.) “Controlled load” on demand in 2 version: a.) blockade(!), if contractua
perfornmance paraneters can not be fulfilled in the nonment of access (conparable
tel ephone call reject ), b.) or expedited “policy” based for the case of
degradation (e.g. bandw dth downgrade, (unreconmended) packet drops, jitter
expand, etc., saying nmaking it “slower”) as contractual (!) outlined.
3.)"Negotiated” during (to be introduced) setup phase in the “not always on
connected”, but also for the case of increasing(/downgrade) capacity to neet an
application”s denmand

4.)” Cuar ant eed/ assured”, which includes reservation schemes on a selective

unhi ndered base, also for the “not always on connected” case.

(Pl ease note that for the end user originated (with or wthout any justifying)
data “bursts”, additionally quiet a few and effective “snoothing” mechani sims
exi sts.)

Al'l 4 nodels do sonehow relate to “nanaged service”, to what we have | earned so
far, but vary very nuch on inpacts and m ssing market outcones yet.

Thi s shoul d be pan-European “regul ated” by BEREC | ead and coordi nat ed!

Question 15: Besides the traffic nanagenent issues discussed above, are there
any other concerns affecting freedom of expression, nmedia pluralismand
cultural diversity on the internet? If so, what further nmeasures woul d be
needed to safeguard those val ues?

The aut hor here has no ideas.

Any ot her issues
| can only honestly reconmend to continue work on these inportant matters (and
to conme back to a realisn). Morre info can be reveal ed.

Si ncerely
W Rm

Dr.-Ing. Dip.-Inform Wl fgang P. Riegel mayer
Asch.-Str. 34

D- 64546 M -Wal | dorf
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Mob.: +49(0) 170- 3212606

EMai | : WWRi egel mayer @- Onl i ne. de

P.S. The author here continues to fight on the definition and accountabl e size
of the MIU (Message Transfer Unit).



