Dear Sir/ Madam

I'd like to add ny hunble contribution to the net neutrality debate,
based on the questionnaire for the related public consultation. |I'ma
French citizen, working as a freelance consultant in Free Software
(al so known as Open Source Software). M education includes the

engi neeri ng school now known as Tel ecom Pari sTech, where | nmajored in
net wor ki ng and conputer science (and, to a | esser extent, signa
processing, but that's less relevant). | have therefore had a certain
anount of exposure both to the technical and the

phil osophical /political aspects of net neutrality, since nany of the
latter relate to thenes common to Free Software (enmpowerment of the
users, freedom of speech, and so on).

I"d first like to start with a remark: Section 2 of the
questionnaire starts with a list of uses for the Internet. They are
listed as exanples, and this list isn't clained to be conplete, but it
strikes nme that only use cases where people “consunme” resources from
the net are listed. This is of course a biased vision: the net is
also a terrific way to produce and publish and create. Publishing
photos or nusic on the net has becone the best way for artists to gain
popul arity; Wkipedia and its related projects (W ki books,

W kiversity, Wktionary and so on) is the place where citizens can
organi ze and cat al ogue hunan know edge; the sharing of data anopngst
scientists has becone indispensable to the progress of science; and of
course, Free Software (and software in general) wouldn't have bl ooned
wi t hout reasonably cheap and al nost universal access to the net. |
bel i eve that focusing on the traditional producer-consuner aspect of
the Internet would be detrinmental to a debate on net neutrality. Such
a debate could of course be held, because that aspect is an inportant
role of the net, but its results wouldn't apply to the actual Internet
as a whol e.

Havi ng stressed this, let ne go on to answering the actual questions.

Question 1. The nost visible (to ne) breach of net neutrality
currently happening in France lies with the providers of mobile
“Internet” access. The reason | use quotes here is that these

provi ders ban whol e ranges of use fromtheir contracts: any kind of
Internet tel ephony is explicitly banned (due, presumably, to the fact
that this would conpete with the providers' own nobile tel ephony
services); peer-to-peer sharing of data is al so banned, despite it
bei ng the nost efficient way of spreading a given ambunt of data

More inportantly, though, the nobile net access is designed not only
as asymetrical, but al nbst as one-way access: the connected device
only gets a dynamic |IP address that is hidden behind several |ayers of
networ k address translation systenms (and proxies, it seens). The
device can't be used except as a consuner of content, and even then
not all content is treated equally: sonme nobile network operators
favour sone websites, by inposing quota restrictions on the others and
providing “unlimted access” to a handful of popular sites.

Questions 2&3: | don't have any reasoned answer to that question.
Question 4: Traffic managenent is an inherent part of keeping a

functional network. Abuse needs to be kept to a |ow | evel, and sone
kinds of traffic need to be awarded sone specific treatnments in order



to be useful at all. For instance, Internet tel ephony, while using
not a large quantity of bandw dth, requires that small anount of
traffic to be routed within a bounded del ay, so as not to introduce
echo and parasitic sound artefacts in the conversation. Bulk traffic,
on the other hand, can afford spending a few nore nmilliseconds in
transit, especially if these mlliseconds can hel p bundling packets
and increase the actual global throughput of the network (by reducing
overhead). This traffic shaping can take several forns, that nostly
deal with defining several classes of traffic and allocating each
class a fixed anmount of the avail able resource (throughput and

| atency). The classification of one particular packet into the
appropriate class used to be based on its packet headers (address,
destination, protocol, source or destination port, and so on). The

i ncrease in processing power available in network routers neans that
nor e advanced techni ques can be used; globally known as “deep packet

i nspection”, these techniques take into account the actual contents of
the packet and the streamit's a part of, wi th obvious privacy
concerns. Encrypted traffic can't be subjected to the same anount of
deep packet inspection, but then there is a risk that encrypted
traffic as a whole is treated as lowpriority.

Question 5: | don't have enough experience to proffer an answer to
t hat questi on.

Question 6: | believe the sane principles should apply. The
distinction that is currently nade is nostly linked to nore or |ess
artificial constraints. True, there is a bandwi dth scarcity probl em
for nmobile access, but the difference in treatment that can currently
be observed, with ridiculously high prices per byte transferred over a
nobi | e network conpared to the price per byte on fixed lines, is
nostly due to market segnentation. Since nobile Internet is fairly
recent, the nobile | SPs can charge that anpbunt and not |ose all their

custonmers — yet. However, ny inpression is that between 3G networks
and wi -fi coverage in hot spots, the bandwi dth problemis probably
tenporary anyway. There's already been sone convergence between fixed
networ ks for data, tel ephony and television on | and-Iines
(triple-play); a simlar convergence is likely to happen on nobile
networks. | ndeed, sone people envision “4G networks to be a

pat chwor k of short-di stance and nmedi um di stance areas, where the
networ k endpoi nts switch back and forth across GSM or UMIS cell s,
wi-fi in sonme areas, naybe Wnax in sone even nore densely popul at ed
areas, maybe Bl uetooth when the device is within range of a fixed
access, and so on; nobile IPv6 would roam across these essentially
dat a-only networks, and tel ephony woul d happen nostly as VO P above
that data connection. The distinction between fixed and nobile
devices, and therefore between fixed and nobile networks, is already
getting blurred, and I don't see that trend reversing. So the
principles governing themare not inherently different.

Question 7: One exanple of other prioritisation | can think of is the
practice of “lying DNS servers”. It's been observed that sone DNS
servers that some |SPs provide to their subscribers have returned
altered or fake responses to DNS queries, in order to attract web
traffic to sone websites related or affiliated to the 1SPs. This can
be seen as abusing their position as provider; an ISP should only
provi de access to the actual Internet, and not take over parts of it
in order to favour their own interests.



Question 8 The risk with allowing different traffic priorities to be
det erm ned based on agreenents between services and operators is the
formation of cartels very likely to assume and mai ntain an oligopoly.
This can already be felt on nobile Internet contracts: many offer
unlimted access to one instant nessagi ng system while access to the
other systenms is filtered fromthe data connection or actively

di scouraged, on the basis that instant nmessagi ng operator X struck an
excl usive deal with nobile Internet provider Y. This is, in effect,
private-sector regulation of what is and what isn't accessible for the
users.

Question 9: | may cone as cynical, but | have stopped believing in

i ndustries regulating thenselves with sinple code of conducts.

Regul ation strikes nme as necessary, since the large corporations that
| SPs and operators of popular web services have shown they intend to
use their weight and push for ever less regulation of what is and what
isn't “fair”.

Questions 10 to 14: | don't have the necessary know edge about the
busi ness part of the problemto provide insights.

Question 15: This is perhaps the nost inportant question of all. A
net favouring certain services over others is inevitably leading to
sonme form of danpening of diversity. The Internet is the first tine
that humanity has a way of communicating easily between individuals or
entities with very little barrier to entry. This ability of spreading
i deas, art, and other digital creations by everyone wth Internet
access is what nmakes a neutral net nobst precious. As we've seen with
previ ous generations of nedia, the corporate world has every incentive
to restrict the diffusion of anything that goes beyond mai nstream
culture and wel |l -accepted i deas. |ndependent nedia struggle to exist,
while the big players wage a nostly synbolic concurrence anong

themsel ves; this is because access to the nedium (whether print, TV or
radi o channel s) involves substantial initial and ongoing costs. The

I nternet has no such overhead, and the cost of hosting a website is
extremely small conpared to the actual work done on the contents.

Whi ch neans that all kinds of information, new uses, creations,

col  aborations and so on can happen where the previous generation of
“one-way” mass-nedia couldn't provide. But this diversity, this
ability to push content out to the world wi thout needing large efforts
just to access the nmedium but unrelated to the content itself, can
only happen if there's no artificial barrier to entry. An Internet
where sone sites or services are considered second-cl ass and hi dden
away or discrimnated against by the major players would |ack this
diversity. Transposing the sane probleminto political terns, as soon
as there are ties between the big players and the political powers in
pl ace (and experience shows that the powers are often elected with the
hel p of the nedia), a net whose neutrality isn't guaranteed | eads to
censorship of some form Unfortunately, sone of the |ess denocratic
countries in the world (I'mthinking nostly of China) seemto be

gi ving an exanple that even in our Western denocraci es sone nmenbers of
the political have been known to seek to enulate, with the help of the
maj or | SPs and search engines. This is a slippery slope, and ny
feeling is that only a regul atory guarantee that this kind of
behaviour is a no-go will ensure the continued useful ness of the
Internet as a truly universal nedia.



Thanks for taking the tine for reading this far. | hope ny answers
will help shed sonme light on why a neutral net is inmportant. | think
that the basic technical prenise of the Internet, which was that the
network is only nmeant to transmt packets and the smarts are | ocated
at the endpoints, also applies to the social and political aspects:
just as there's no justification to delay “snail mail” or to charge
more for it if its contents concern sone subject, there's no
justification that data packets should be discrininated agai nst based
on what actual data they transmt — which is another way of saying
that the net should be neutral, and guaranteed so.

Rol and WMas.

Rol and Mas
I ndépendant en informatique libre -- Free software freel ance
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