Ray Corrigan® response to DG Information Society and Media pubti
consultation on the open internet and net neutralit

4.1. The open internet and the end-to-end principle

Question 1:Is there currently a problem of net neutrality ahe openness of the
internet in Europe? If so, illustrate with concreteamples. Where are the
bottlenecks, if any? Is the problem such that itnca be solved by the existing degree
of competition in fixed and mobile access markets?

Yes there is a problem in Europe and no it canndtis.not be solved by existing
competition. The framing of the problem (or whatsRell L. Ackoff might describe
as a systemic mess) and what to do about it wiidsevily influenced by the way that
policy makers define the issue of net neutralitg aumat is meant by widely used but
ill-defined terms like ‘competition’ in this contex

The net neutrality or end to end principle cladgiadescribed by Saltzer, Reed and
Clarl® was a technical description of one of the cemrizciples of internet
architecture: that the network should remain ‘dusatd the ‘intelligence’ should
reside in the devices at the ends of the netwbigtwork owners should not be able
to control the flow of communications packets orsasometimes said by purists — ‘all
bits are created equal’. What this means in exah$ for internet users and
policymakers is that the network was open to evegye not just trusted or approved
sources — and that there were four generic typdgefloms associated with it:

1. Net users should be entitled to access any legahiet content they choose to
access

2. Net users should be able to run any applicationthein general purpose
computers or other devices or use any servicedhegse

3. Net users should be able to connect any legal devicthe network without
having to ask anyone’s permission — just as wecoanect a toaster or a TV
to the electricity network without requiring persisn

4. The network and the regulatory environment shoadilitate ‘competition’
between network providers, application provideesyise providers, content
providers, device providers, network infrastructumeestors/builders. But we
have to be careful to understand what we meandaypetition’ in each of
these different contexts

Net neutrality could loosely be argued to be theenu state of affairs. However, the
network is already sustaining more users that # lualt for and those users’ effective
demand for the facility of infinite bandwidth andra latency is growing. Throttling
and traffic management are standard practice (awgh gietwork congestion,
necessarily so) amongst network operators anagxf@mple, download speeds are up
to 25 times higher than upload speeds. Changestwork and device architectures
and information laws in a whole range of areas fesmi-terrorism measures to
intellectual property and ecommerce provisions nigans 1 to 3 above are under
threat, if not already notably damaged. And althouigs widely assumed that, for
example, the UK broadband market is ‘competititeat supposed ‘competition’ is
not leading to the widespread construction of sdagébroadband infrastructure or



preventing the common and misleading advertisingdyyice providers about
broadband speeds.

The explosion of social and cultural creativity amminmercial innovation on the
internet in the wake of Tim Berners Lee’s developtred the World Wide Web was a
function of the existence of

» general purpose computers — that could be prograhtongo whatever the
user wanted
* the open network

Because no one controlled the computers or whailpe@ould do on the network and
no permission was required, a wave of creativitg vedeased leading to enterprises
like Amazon, Google, Napster, iTunes, Facebook,ip¥itia, Twitter, Yahoo pipes
and (the main European contribution) Berners Lesdd wide web itself. It may be
instructive — | couldn’t say — that most of the coercial innovation success stories
are US rather than EU based.

As we move increasingly into a world of locked dogavices like the iPhone and an
evolving oligopolistic/monopolistic environment wétwork operators with
‘intelligent’ networks, with the ability to discrimate built into the DNA of the
network, policymakers in particular need to acutdrt to the potential impact of
that concentrated level of control on

1. basic human rights like privacy and freedom of sheethese are increasingly
important as more and more of people lives areugedith and invested in

our online personas, digital shadows and persagaatdata litter.

social and cultural creativity

innovation in services, devices, content, infragtice — we may never know
we would use the next Google or Wikipedia becaus@a@wver get to
experience it, if an incumbent operator deniesrthevator access to the
network or discriminates in such a way as to kit innovation

w N

James Boyle eloquently describes the net neutiadityre open road of the internet —
a public utility which enhances the value of thegerty connected to and by'iHe
also suggests that we generally have a serioustaaglimitation which causes us to
fail to recognise the value of free, open or comshoesources because the kind of
freedom that leads to productive output on opewods is counter-intuitive. The
success of non proprietary systems — ranging frpem@ource software to Wikipedia
and the open internet itself — fills us with susptia kind of collective "cultural
agoraphobia.”

The danger in that cultural agoraphobia is thailitlead us to fail to protect the open
network we have had; and perhaps kill off a futarevation that might provide the
future equivalent of a gay, Iraqi blogger ‘speakitogan audience of millions. Hence
the burden on policymakers to be vigilant in trostext is a heavy one with the
essential need to maintain a focus on Commissikrags’ key principles:

1. Freedom of expression but also privacy



2. Transparency

3. Infrastructure investment in efficient and opetworks

4. Fair competition between network providers, aggpion providers, service
providers, content providers, device providersywoek infrastructure
investors/builders — competition that is clearlyied, properly regulated, monitored
and enforced where necessary

5. Support for innovation and monitoring and preienof discrimination against
innovators

Question 2:How might problems arise in future? Could thesergme other parts
of the internet value chain? What would the caumss

If the architecture of the network is such thatdmination is possible then
discrimination will happen.

The fundamental incentive for discrimination, ifstbontext, is the bottom line of the
network operators. If network operators are consii¢o be rational economic actors
then traffic that provides a decent proportionatenn on costs will be favoured and
traffic which shows insufficient financial returns has a negative impact on the
operators business will be discriminated against.

So, for example, the incentive will be to discriati® against high volume peer to peer
traffic, competitors traffic where that can be itiBed as is possible with increasingly
intelligent’ networks, audio/video/gaming/VolP @emand, high congestion inducing
traffic of various kinds (e.g. high bandwidth, zémtency), and Net users engaging in
communications which the network operator mighagmove off. This latter traffic
spans the spectrum from nefarious criminal and mrelalism activities at one end
of the scale to legitimate political and other speée.g. perhaps simple criticism of
telcos) at the other end of the scale. There gemae from the US that some filter
software companies, for example, blocked websltaswere critical of filter

software” In addition there are obvious incentives for netwaperators to provide
priority to traffic from partner/contractually liekl organisations.

Question 3:Is the regulatory framework capable of dealing witk issues identified,
including in relation to monitoring/assessment authsequent enforcement?

That’s a difficult question. If you're operatingypical EU co-regulatory approach
including NRA monitoring and agreed industry codessessment of published
documents, from the NRA or industry, pertainingnédwork operators' required
operating procedures is relatively straightforwakdtually ensuring operators are
following the letter and the spirit of the requirgtdndards is more difficult.
Measurement of actual operations and net user lsacomplex and the temptation
would be for an independent auditor (NRA?) to measoetrics which are easy to
measure rather than those that provide truly in&dive indicators of sector practice.
The difficulty in measuring market/consumer/citizgat user/societal harm, in ways
that will provide valuable insights, is potentialhtractable.

This consultation sensibly calls for evidence tovyule guidance on how to move
forward on the regulation of net neutrality andftcananagement. Whilst that is an
admirable approach - I'm all for evidence basedtpolaking, something which



seems all too rare in recent times - there is arkable lack of hard empirical
evidence to guide policy on net neutrality. Thdlstas two things. Firstly we should
be investing quickly in much more empirical resbacinform policy. Secondly we
should be making policy decisions only at a gengmakiple level - e.g. an overriding
principle to guarantee an open network for examplatil we have gathered
sufficient robust evidence to inform more detajedicy decisions.

4.2. Traffic management/discrimination

Question 4:To what extent is traffic management necessary &omperators' point
of view? How is it carried out in practice? Whatheologies are used to carry out
such traffic management?

Until we can cut the Gordian knot on large scalegstment - from the public and
private sectors — in universal super fast broadhafnastructure, congestion problems
are going to be ever present and increasing; afffictmanagement will continue to
be essential from an operator’s point of view.

Independent empirical research is required on lsvis done in practice and on the
technologies involved.

Question 5:To what extent will net neutrality concerns be ydd by the provision of
transparent information to end users, which distiises between managed services
on the one hand and services offering access tpubgc internet on a 'best efforts’
basis, on the other?

Transparency on traffic management whilst very irtgot is never going to be
enough on its own. Understanding their interneneation is being throttled during
times of congestion does not give the internet tileepower or the tools to do
anything about it, particularly if there is no opsgtwork alternative available at a
reasonable cost.

Question 6:Should the principles governing traffic managententhe same for fixed
and mobile networks?

Ultimately yes. There are significant technicahlédnges to overcome and
congestion problems are acute, but if we everagatgoint where there is a
universally accessible wired and wireless supelfestdband infrastructure, there is
no reason to apply different principles dependantode of access.

Why did Google get accused recently of doing araegat u-turn on their stance on
net neutrality in reaching an agreement with VarizdVell Google are betting on a
big future for wireless as well as wired networksl & the wireless world. And in
the wireless world where they are competing withlilghly controlled architecture of
the iPhone, the most important thing for Googléhat the platforms stay open (i.e.
Android based) and Verizon is an important partadrave in that endeavour.

Market forces will dictate that the large incumisgrats rational economic actors, will
do deals in their own interests and those interasig or may not line up with the



interests of Net users generally, in relation ®fthur freedoms of net neutrality
specified in my answer to question 1 above. Thdmitiedly complex — task for
regulators is to create an environment where tba@uic externalities are such that
the interests of the incumbents, as far as possiblebe made to line up with those of
net users.

Question 7:What other forms of prioritisation are taking pl&Bo content and
application providers also try to prioritise theservices? If so, how — and how does
this prioritisation affect other players in the ual chain?

There is a desperate need for robust independseaineh on this and little or no direct
empirical evidence on content and application fiess practices at the moment.

Question 8:In the case of managed services, should the saalgygof service
conditions and parameters be available to all cabtgpplication/online service
providers which are in the same situation? May esigle agreements between
network operators and content/application/onlinevese providers create problems
for achieving that objective?

Should the same QoS be available to all? Yes. WilNo. Without a non-
discrimination principle, exclusive agreements ket network operators and
content/application/online service providers andsgguent discrimination to the
detriment of parties not included in such agreeseiilt be a natural emergent
property of market forces.

Question 9:If the objective referred to in Question 8 is reed, are additional
measures needed to achieve it? If so, should seesunes have a voluntary nature
(such as, for example, an industry code of condurcd) regulatory one?

The non discrimination principle requires regulgtauthority if it is to have any
effect.

4.3. Market structure

Question 10:Are the commercial arrangements that currently govbe provision
of access to the internet adequate, in order tawenthat the internet remains open
and that infrastructure investment is maintainefifdt, how should they change?

Large scale investment in infrastructure constaucts a potentially risky venture for
any economic actor unless they have the subseqowmr to control, monetise and
derive a rapid payback and significant return @t thvestment once the superfast
network has been built. Neelie Kroes asked, inNerneutrality in Europe Address
at the ARCEP Conference,

“Would the bottlenecks and other problems disappge®e manage to foster
investment in new and open networks?”



And
“Would regulation promoting more infrastructure quetition be reason enough to
bring a lighter touch to net neutrality?”

We should also be asking how do we foster investmneinfrastructure and what
does “infrastructure competition mean?

There is little evidence of the universal constiarcof superfast broadband
infrastructure. Likewise the use of words like 'quatition’ or ‘competitive’ also more
often confuse rather than enlighten the debathesetwords come with certain
underlying assumptions and hide a raft of compjelx@neath the surface. For
example the UK broadband market (fixed and wirglessonsidered competitive but
what does that really mean? A ‘consumer’ can choogeof a range of ISPs who
control the switch at their local exchange or alédively a hybrid cable operator like
Virgin, (if Virgin happens to have cable in thatédity). So in reality the net services
are still travelling down the same potentially ryoisireliable ISDN line whichever
ISP the customer is paying; and switching in pcagtif someone can brave that
particular minefield (1 have and it was painful)ayrhave very little effect on quality
of service. Regardless of the ISP claiming ‘up@M1if you're 2 miles from the
exchange the best you'll get on that line with ahthe ISPs controlling the switch in
the exchange is 3M. One of the assumptions flovirioig the idea that the market is
competitive is that consumers will make informedicks — a big assumption.
Another big assumption, in a supposedly competitnaeket, is that incumbent
suppliers will have an incentive to invest in hggeed infrastructure to generate a
competitive advantage. But the kind of competitimhave in the UK is
demonstrably not leading to universal superfasasifucture construction, although
companies like BT and Virgin are starting to makeef optic infrastructure available
in densely populated areas.

We cannot blame the network operators for engaigimgtional economic actor
behaviour in this respect, as David Isenberg anddDa&/einberger explain in ‘The
Paradox of the Best Network’, http://netparadox.téomdamentally it is too risky
for a network operator to invest large amountsagiital in infrastructure if they are
not going to be able to guarantee they have coatrblat infrastructure in a way that
will facilitate a reasonably rapid payback periodl @ significant and durable return
on investment and operations.

That issue of the construction of super fast braadlnfrastructure is a key one.
There is a serious need for private and publicosecvestment in broadband
infrastructure. Yes the EU is experiencing somglogconomic conditions but there
is an argument to be made that in times of econadniess, (according to John
Maynard Keynes in '‘General Theory of Employmengiast and Money'), that is
precisely the time we should be investing in furtheonomic and society enhancing
infrastructure. In simple terms, paying one persodig a hole, another to stick fibre
optic cable in it and yet another to fill it in ddbe one way to help the economy out
of recession.



4.4. Consumers — quality of service

Question 11:What instances could trigger intervention by nasibregulatory
authorities in setting minimum quality of servieguirements on an undertaking or
undertakings providing public communications sessit

It is difficult to see how NRAs can specify, momitor enforce minimum QoS
requirements prior to the deployment of a univéysatcessible, open, superfast
broadband infrastructure. Until then minimum Qo3 have to be so low as to be
useless or a minimum standard that network operatm't meet in practice during
congested periods, unless specific forms of trafecallocated regulatory priority
which is probably unrealistic.

It is possible that until we can get a decent usi@ebroadband infrastructure in place
it may be incumbent on the regulator to find sonag wf guaranteeing minimum QoS
in relation to the operation of and access to eésdeervices. But how that might be
done in practice is a difficult question to answAs.| said in answer to question 3
above - measurement of actual operations and eethasm is complex and the
temptation would be for an independent auditor (IRR#® measure metrics which are
easy to measure rather than those that providgitridrmative indicators of sector
practice. Then enforcement of minimum standardetadequate knowledge of
actual service levels becomes extremely problematic

Question 12:How should quality of service requirements be deieed, and how
could they be monitored?

This is something of a moot point for the reasaméireed in my answer to the
previous question but monitoring and ensuring dpesacomply with minimum QoS
standards is extremely difficult in practice.

Question 13:In the case where NRAs find it necessary to interve impose
minimum quality of service requirements, what fehmuld they take, and to what
extent should there be co-operation between NRAgii@e at a common approach?

There is no easy answer to this question. | wealdthat should an NRA find a
pragmatic way forward on this in the context ofitlsevn member state then the need
for cooperation between NRASs to arrive at a comagoroach should be a secondary
consideration.

Question 14:What should transparency for consumers consisgotiuld the
standards currently applied be further improved?

One simple first step is the banning of advertigngmising “unlimited” downloads
and “up to” speeds. In addition, before thinkifgpat further improving current
standards on transparency more work is neededancamg current standards.
Customers should be made clearly aware of maxinthie@able speeds, capacity
limits, minimum QoS and traffic management pradic8erious thought is required
on how to communicate these to consumers in a waghws clear and accessible.
The facility to act on that information, howevey dependent on the network user
having access to an effective range of affordablepetitive options including



network operators who offer a neutral (or openyvoek facility, something not
currently available in the UK (despite the factttthee UK is perceived as having a
‘competitive’ market)

Question 15:Besides the traffic management issues discussaa aaie there any
other concerns affecting freedom of expressionja@dralism and cultural
diversity on the internet? If so, what further maa@s would be needed to safeguard
those values?

There are serious concerns about freedom of expressedia pluralism and cultural
diversity on the internet when the environmentishsthat the controls of the
information flows on the net fall into the handsaof evolving oligopolistic
marketplace; and when governments of all hues@reerned with monitoring and
controlling such information flows. Parallel momdigtic and/or oligopolistic market
environments, combined with network architectueeslitating control, will make
censorship more likely and media pluralism anduraltdiversity on the internet less
so. It is easy enough to identify regimes like Jr@hina and Saudi Arabia which have
shown a propensity to engage in censorship by ingjlthe tools of censorship into
their networks. However, laws in the UK, EU, USlanrange of other Western
democracies require surveillance capability to b lnto our communications
networks, large scale data retention and the agsctgtin of large databases of
personal information, all in the name of combat@gorism, crime or protecting
children and intellectual property. Wide scalesmship of the Net takes place not
just in China and Saudi Arabia but in the UK, parftthe US, Canada, Spain, France,
Australia, Germany and many other countries inteem#t to block such horrors as
child pornography or Nazi propaganda. Arguablydéesorship provisions of the
UK'’s Digital Economy Act 2010 facilitate the buitdy of a great firewall of the UK
every bit as intimidating as the great firewallGifina. Net neutrality is crucially
important in the context of media pluralism andwral diversity but arguably a
greater threat to both is the current and evolsgiiage of intellectual property laws.

4.6. Any other issues

Although I have responded to all the questionfiéndonsultation it doesn't seem as if
I've even scratched the surface of the complexiteslved in this issue. So there
were just a number of extra short points | wouldiwio make.

Firstly for anyone involved in net neutrality policChris Marsden's bookjet
Neutrality: Towards a Co-regulatory SolutigBloomsbury Academic, 2010) is
essential reading. It is a coherent book-lengtliraent about a generic regulatory
approach to net neutrality which encompasses matheamuances and complexities
of the subject matter it is impossible to includaishort consultation response.

Secondly | am concerned at the degree to whicldatdrterms like ‘consumer’,
‘competition’ and 'transparency’ often get misustded, unintentionally mislead and
obscure some of the complexities underlying thelevhoea of net neutrality.
Achieving transparency or consumer satisfactionaftan be seen as ends in
themselves in the debate; when they can't come lzergnclose to addressing the
wider needs society or the marketplace might havelation to the Net. In an
information society, the default rules of the r@ad the information laws and the



architectures of our information technologies aatiworks. That makes network
operators potentially the key chokepoints for thelementation, operation and some
would argue (though | would fundamentally disagga)cing and enforcement of
those information rules of the road. So the delsateuch more important than
whether BT or TalkTalk can provide cheaper andgpanent access to a ‘consumer’ to
the same local loop.

So instead of terms like 'consumer’ which can hitie@ge range of varying
stakeholder interests we should probably use ték@set users' which more clearly
imply a range of stakeholders which spans the spmobdf consumers, citizens,
creators, artists, innovators, businesses ete wtiole gamut of the economy and
society.

Thirdly and surprisingly given Neelie Kroes empkasn the need to support
innovation, there are no explicit questions in¢basultation relating to innovation
and the internet; and in particular whether traffianagement might have a
detrimental impact on innovation. It can be presdrhat in the case of innovations
that might be perceived to threaten network opesapmsitions the network operators
will act to inhibit that innovation.

As Jack Osterman of AT&T said in the 1960s regayditaul Baran's packet
switching ideas: "First it can't possibly work, ahd did, damned if we are going to
allow the creation of a competitor to ourselves."

Though direct independent empirical evidence ttatic management will have a
negative impact on innovation is in short supghgre is evidence, across a range of
sectors, however, that incumbents will act to priotlieeir market position from
competition and new entrarfts.

And whilst | don't really wish to focus on or parlarly criticise AT&T, the Hush a
Phone cagés the classic illustration in the telecoms sethat even when an
innovator provides no threat to the incumbent mahpthat incumbent may well be
prepared to act in a way that crushes innovation.

Fourthly there is a dearth of independent empigsadence generally informing the
debate on net neutrality. The whole question efithpact of congestion, traffic
management, investment (or lack of it) in infrastane, QoS on net users and the
whole value chain would be complicated enough ifdicehave the evidence to begin
to make some rational judgements on balancing ¢keesof the various stakeholders.
Without comprehensive, solid, independent, emgdidesa on industry practices and
their real impacts, we can only guess at the nacgg®licies and the temptation
might be to operate a light touch on net neutraityme stakeholders and
commentators will approve of such a light toucttheé®s (eg Lessfy would suggest
that net neutrality may be doomed in the abseneppifopriate regulatory
framework. In the absence of a market environreanburaging the competitive
construction of superfast infrastructure | leandods Lessig’s perspective but
without robust empirical research it is difficult be confident.

Finally, we should be looking, as a matter of ppficinciple, at guaranteeing, in the
long term, universal access to an open or neuttatret. Internet access, in the EU, is



a fundamental part of access to education, eskeatidces, employment, business
operations, as well as simple entertainment onemetailing. The regulatory
principles governing the internet therefore becanueial to the future of our society
and economy in ways that we would not have condediea mere 20 years ago.
Given its importance now, though, the key priostier the EU Commission should
be:

1) in creating (and investing in) an environmert till create incentives for the
construction of a superfast broadband infrastrectund

2) in ensuring that there is universal accessddhat infrastructure to an open or
neutral internet.
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