ANNEX:

Current Practices from Signatories of the Code

platform by inauthentic users.

Subject Area Best Practice Principles Links to Policies/Actions
Advertising Platforms endeavour to tackle disinformation by | Facebook false news policy
Policies pursuing follow the money approaches to | Facebook’s ads policy
disinformation and preventing bad actors from | Google Policy on misrepresentation
receiving remuneration. Google ads transparency report
Twitter Ads Transparency Centre
Twitter ads policy
Mozilla’s Transparency Report
Political Online platforms are developing solutions to | Facebook View Ads and Pages Transparency
advertising increase transparency of political advertising and | services
policies enable consumers to understand why they are | r;.cphook political advertising policy
seeing fads. F’Iatforms are also developing tool.s. SO Facebook “Why am | seeing this ad” service
that civil society can better understand the political ]
online advertising ecosystem. Google ad settings for consumers
Google political advertising policy
Twitter Political Campaigning Policy
Service integrity | Platforms endeavour to tackle disinformation by | Facebook misrepresentation policy
policies applying policies which limit the abuse of the | Facebook spam policy

Facebook transparency report (about fake



https://www.facebook.com/communitystandards/integrity_authenticity/false_news
https://business.facebook.com/policies/ads
https://support.google.com/adwordspolicy/answer/6020955#366
https://blog.google/technology/ads/advertising-ecosystem-works-everyone/
https://ads.twitter.com/transparency
https://business.twitter.com/en/help/ads-policies/introduction-to-twitter-ads/twitter-ads-policies.htmlhttps:/business.twitter.com/en/help/ads-policies/introduction-to-twitter-ads/twitter-ads-policies.html
https://www.mozilla.org/en-US/about/policy/transparency/
https://newsroom.fb.com/news/2018/06/transparency-for-ads-and-pages/
https://newsroom.fb.com/news/2018/06/transparency-for-ads-and-pages/
https://newsroom.fb.com/news/2018/06/transparency-for-ads-and-pages/
https://newsroom.fb.com/news/2018/06/transparency-for-ads-and-pages/
https://newsroom.fb.com/news/2018/06/transparency-for-ads-and-pages/
https://newsroom.fb.com/news/2018/06/transparency-for-ads-and-pages/
https://www.facebook.com/policies/ads/restricted_content/political
https://www.facebook.com/help/562973647153813?helpref=about_content
https://support.google.com/ads/answer/2662856?hl=en-AU
https://support.google.com/adwordspolicy/answer/6014595?hl=en-GB
https://business.twitter.com/en/help/ads-policies/restricted-content-policies/political-campaigning.html
https://www.facebook.com/communitystandards/integrity_authenticity/misrepresentation/
https://www.facebook.com/communitystandards/integrity_authenticity/spam
about:blank
https://transparency.facebook.com/community-standards-enforcement#fake-accounts

accounts)
Google work on authoritative content

YouTube impersonation policy

Twitter report on tackling spam and malicious

automation
Twitter rules on automation and misrepresentation

Twitter impersonation policy

Twitter Spam policies

Twitter inactive account policy

Mozilla Conditions of Use Policy

Policies
actions
empower
consumers

and
to

Platforms endeavour to tackle disinformation by
providing users with information, tools and support
to empower consumers in their online experience.
These measures may also include redress and
reporting systems.

Facebook fact-checking partnerships

Facebook consumer advice on false news

Facebook trusted sources strategy
Reporting false news on Facebook
Google fact check tools for developers
Google ad settings for consumers

Twitter user personalisation and data settings

Reporting Twitter Ads

Mozilla Information and Trust Initiative (MITI)

The Mozilla Firefox ‘Facebook Containter’ extension

Mozilla’s lightweight Firefox Focus
Mozilla’s initiative The Coral Project.

Mozilla’s community participation guidelines

Policies
actions

and
to

Platforms encourage research into disinformation
and political advertising including on their platforms.

Facebook Elections Research Council
Facebook Social Science One partnership



https://transparency.facebook.com/community-standards-enforcement#fake-accounts
https://www.blog.google/products/search/our-latest-quality-improvements-search/
https://support.google.com/youtube/answer/2801947?hl=en-GB
https://blog.twitter.com/official/en_us/topics/company/2018/how-twitter-is-fighting-spam-and-malicious-automation.html
https://blog.twitter.com/official/en_us/topics/company/2018/how-twitter-is-fighting-spam-and-malicious-automation.html
https://help.twitter.com/en/rules-and-policies/twitter-automation
https://help.twitter.com/en/rules-and-policies/twitter-impersonation-policy
https://help.twitter.com/en/rules-and-policies/twitter-rules
https://help.twitter.com/en/rules-and-policies/inactive-twitter-accounts
https://www.mozilla.org/en-US/about/legal/acceptable-use/
https://www.facebook.com/help/1952307158131536
https://www.facebook.com/help/188118808357379?helpref=faq_content
https://newsroom.fb.com/news/2018/01/trusted-sources/
https://www.facebook.com/help/572838089565953
https://developers.google.com/search/docs/data-types/factcheck
https://support.google.com/ads/answer/2662856?hl=en-AU
https://help.twitter.com/en/personalization-data-settings
https://support.twitter.com/articles/20170347-reporting-twitter-ads
https://medium.com/mozilla-open-innovation/introducing-the-open-research-collective-on-%20information-pollution-b908d9ee3419.
https://blog.mozilla.org/firefox/facebook-container-extension/
https://blog.mozilla.org/firefox/facebook-container-extension/
https://www.coralproject.net/
https://www.mozilla.org/en-US/about/governance/policies/participation/
https://newsroom.fb.com/news/2018/04/new-elections-initiative/
https://socialscience.one/our-facebook-partnership

empower
research
community

the

Datacommons.org project on sharing fact check
data

Twitter “Do more with data” initiative

UN Pulse lab report "Social Media and Forced
Displacement: Big Data Analytics & Machine-
Learning.

EU  DisinfoLab’s report on Developing a
disinformation detection system and sourcing it live
— case study of the 2018 Italian elections

Twitter external health metric proposal

Mozilla Information and Trust Initiative (MITI)

Mozilla Fellowship Program

Mozilla’s Reality Redrawn

Best practices of the advertising industry in the field of brand safety

Reducing the risk of ad misplacement, upholding brand safety and protecting the integrity of digital advertising requires

collective actions by all actors involved in buying, selling and facilitating digital advertising. This includes advertisers, advertising

agencies, trading desks, advertising platforms, advertising networks, advertising exchanges, sales houses and publishers.

The following are examples of brand safety-related tools and measures that the advertising industry deploys across different

channels in order to minimise the risk that advertisements are placed next to content which advertisers do not wish their

advertisements to appear alongside. This could include (but is not limited to) hate speech, child pornography, intellectual

property infringement activities, radicalised content, content which incites terrorism, contextually inappropriate content (e.g.

an advertisement for an airline alongside a news article about a plane crash) or content which does not match the beliefs or

values of the advertiser.



https://www.datacommons.org/
https://www.datacommons.org/
https://blog.twitter.com/developer/en_us/topics/tips/2018/finding-the-right-data.html
https://blog.twitter.com/developer/en_us/topics/tips/2018/finding-the-right-data.html
http://unglobalpulse.org/sites/default/files/White%20Paper%20Social%20Media%203_0.pdf
http://unglobalpulse.org/sites/default/files/White%20Paper%20Social%20Media%203_0.pdf
http://unglobalpulse.org/sites/default/files/White%20Paper%20Social%20Media%203_0.pdf
http://disinfo.eu/2018/05/17/launch-scientific-paper-on-the-case-study-of-the-2018-italian-elections/
http://disinfo.eu/2018/05/17/launch-scientific-paper-on-the-case-study-of-the-2018-italian-elections/
http://disinfo.eu/2018/05/17/launch-scientific-paper-on-the-case-study-of-the-2018-italian-elections/
https://blog.twitter.com/official/en_us/topics/company/2018/twitter-health-metrics-proposal-submission.html
https://medium.com/mozilla-open-innovation/introducing-the-open-research-collective-on-%20information-pollution-b908d9ee3419.
https://foundation.mozilla.org/fellowships/
https://blog.mozilla.org/blog/2017/12/05/woke-up-and-thought-you-were-in-a-different-reality/

Advertising

Contractual agreements: All parties in the advertising ecosystem may include specific stipulations in service

contracts with their media and/or technology partners related to limiting the exposure of their or their

clients’ ads next to certain types of content.

Advertising

Independent content verification technologies:
Where appropriate, advertising intermediaries, and
advertisers, work with third party ad verification
companies to ensure that certain brand safety
standards are met. These companies verify content
via keywords, metadata and URL analysis, among
others. These companies can be accredited by
established
principles. Their adherence to these standards is

industry bodies against industry
independently audited and certified by cross-
industry bodies, such as the Media Rating Council in
the United States (MRC), Trustworthy Accountability
Group (TAG), Joint Industry Committee for Web
Standards in the UK (JICWEBS), Digital Ad Trust in

France, and other national cross-industry initiatives.

The Media Rating Council in the (MRC), Trustworthy
Accountability Group (TAG), Joint Industry
Committee for Web Standards in the UK (JICWEBS),
Digital Ad Trust in France

Advertising

Due diligence in media buying: Advertisers and/or their agencies may negotiate buy directly from trusted

publishers and agree on protective terms and conditions with them. This will depend on the buying model

agreed by advertisers.

Advertising

Use of blacklists or whitelists: Some advertising
intermediaries and advertisers may require the use
of internal blacklists or whitelists, which include

Example of use of blacklists backed by law
enforcement: https://bit.ly/2JANRVZ



http://mediaratingcouncil.org/
https://www.tagtoday.net/
https://www.tagtoday.net/
https://jicwebs.org/
https://jicwebs.org/
http://www.digitaladtrust.fr/
https://bit.ly/2J4NRVZ

and/or exclude certain websites, URLs, etc.
Advertising intermediaries and/or advertisers may
contractually require their partners to implement
them. It has to be noted that such lists are illegal in
certain countries and/or require a law and
controlling entity to be set up in other countries. For
example, in the UK the advertising industry has
worked together to develop a blacklist of illegal

websites backed by law enforcement.

Advertising

Standards, codes, memorandum of understanding:
The advertising industry adheres to the International
Chamber of Commerce (ICC) Code promoting high
standards of ethics, and responsible advertising and
marketing communications, which includes, for
example, provisions on transparency around
different types of content.

Advertisers and advertising intermediaries are
signatories of the Memorandum of Understanding
on online advertising and Intellectual property rights
(IPR), which aims to minimise placement of ads on
websites and apps that infringe IPR on a commercial

scale.

Consolidated ICC Code of Advertising and Marketing

Communication Practice (ICC Code)

Memorandum of Understanding on online

advertising and Intellectual property rights (IPR)

Advertising

Contractual agreements: All parties in the advertising ecosystem may include specific stipulations in service

contracts with their media and/or technology partners related to limiting the exposure of their or their



https://iccwbo.org/publication/advertising-and-marketing-communication-practice-consolidated-icc-code/
http://ec.europa.eu/growth/industry/intellectual-property/enforcement/memorandum-of-understanding-online-advertising-ipr_en

clients’ ads next to certain types of content.

Transparency in
digital advertising
supply chain

Ads.txt: IAB Tech Lab’s Ads.txt, which stands for
Authorized Digital Sellers, increases transparency in
the programmatic advertising ecosystem. By creating
a public record of sellers, ads.txt creates greater
transparency in the inventory supply chain, and gives
publishers control over their inventory in the market,
making it harder for bad actors to profit from selling
counterfeit inventory across the ecosystem. As
publishers adopt ads.txt, buyers are able to more
easily identify the Authorized Digital Sellers for a
participating publisher, allowing brands to have
confidence they are buying authentic publisher
inventory.

About ads.txt
How to & Help with ads.txt

Transparency,

Control and
Choice in Digital
Advertising Chain

IAB Europe Transparency and Consent Framework
(‘Framework’): The Framework is a global cross-
industry effort to help publishers, technology
vendors, agencies and advertisers meet the
transparency and user choice requirements under
the General Data Protection Regulation (GDPR). The
Framework has been created to offer flexibility to
comply with the law, and provide a means of
transmitting signals of consent from a user to third
party vendors working with publishers. A registry of

IAB Europe Transparency and Consent Framework

Publishers' resources

Vendors' resources

Consent Management Providers' resources



https://iabtechlab.com/ads-txt-about/
https://iabtechlab.com/ads-txt-about/
https://iabtechlab.com/how-to-ads-txt/
http://advertisingconsent.eu/
http://advertisingconsent.eu/
http://advertisingconsent.eu/publishers/
http://advertisingconsent.eu/publishers/
http://advertisingconsent.eu/vendors/
http://advertisingconsent.eu/vendors/
http://advertisingconsent.eu/cmps/

vendors has been created as part of the Framework
and publishers can use the registry to view which of
the vendors they work with are part of it. The
Framework enables companies that collect and
process data or access consumers’ devices to collect
and process data to continue to do so and comply
with GDPR law.




