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EXECUTIVE SUMMARY 

On Monday 26th February 2018, at the initiative of DG CONNECT, 21 experts from the energy and 
ICT sectors met in Brussels to discuss digitising the energy value chain in presence of staff from DG 
CONNECT, DG ENER, the European Political Strategy Centre (EPSC) and the Innovation and 
Networks Executive Agency (INEA). The aim was to have a frank and open discussion across sectors 
and specialities with a view to providing input to policy discussions in  the context of the next 
Multiannual Financial Framework -  in particular the next Connecting Europe Facility Programme.  

There was extensive discussion during the meeting, structured around a series of questions. This 
discussion, reflecting the diversity of expertise and stakeholder interests represented at the meeting, is 
represented in the full report. This executive summary reflects the two main conclusions that emerged 
from the discussion. Firstly that digital e-platforms providing energy related information services 
would facilitate the development of the EU energy market in general and more optimal use of 
renewable energy production across Europe. Secondly, that there is a need to deploy digital 
infrastructures to optimise the energy interconnections amongst the EU member states.  

Digital energy-services e-platforms   

There was general agreement that creating a new renewable energy availability e-platform, 
forecasting generation across the EU, providing predictive information on renewable energy 
availability across the EU to generators, TSOs, DSOs, aggregators, and other energy market players, 
would open new opportunities for interaction and service sharing. It would increase market 
transparency and asset optimisation across the energy value chain and facilitate more optimal use of 
renewable energy generation capacity throughout the EU.  It would enable better information flows 
about energy resource availability and would result in more efficient use of energy resources and 
interconnection capacity across borders.  

Some participants went further, proposing more ambitious EU platforms including, for example, EU 
level coordination on cybersecurity (activities in this direction are under development); an advanced 
simulation platform to monitor and predict the evolution of all aspects of the EU energy market; and 
more work along the lines of the Future Internet PPP to overcome the issues of data silos and increase 
interoperability at the cloud level. Participants however stressed subsidiarity must be respected and 
there must be demonstrable benefit for an EU wide platform before considering its deployment. . 

Digital infrastructures to optimise the interconnections amongst the EU member states. 

The issue discussed was the need to deploy digital infrastructures to optimise the energy 
interconnections amongst the EU member states. Also how to anticipate the expected investment costs 
to enable the Internet of Energy (IoE), to boost the free flow of energy across national borders within 
the EU, and ultimately to benefit consumers and EU industries by reducing their energy costs. 

The interconnection of Smart Grids operating in different MS is already happening at TSO level but 
there is a need of more coordination between the TSOs and DSOs and also amongst DSOs.   

There is a need for more integration of the distribution grid and the transmission systems and more 
interconnections at lower voltage levels to enable digital and physical interconnections at the 
distribution level and across international borders in the future. Also, there are synergies to be 
exploited amongst the telecoms, energy and transport sectors in terms of digitisation and 
infrastructures. Close collaboration amongst these sectors is needed in order to use resources 
efficiently and effectively to build a framework that will support the development of new value added 
services connecting the three pillars of IoT, 5G networks and the Internet of energy (IoE). This needs 
to be a done in a way that is open and compatible at the EU level. 



 
 

FULL REPORT 

Introduction 

Digitisation is bringing important changes throughout the energy value chain. Information and 
communications technologies (ICT), broadband telecom networks and the Internet of Things 
(IoT) must provide new opportunities on both the supply side, by optimising its valuable assets 
and reducing operational costs, and for the demand side by reducing energy bills for citizens 
and enterprises, through energy efficiency and the participation in mechanisms of flexible demand. 

Taking full advantage of digitisation is the core of the EU´s Digital Single Market roadmap, and 
this within the EU’s energy policy, aiming to ensure an affordable, secure and sustainable energy for 
all Europeans, it will require well interconnected and integrated trans-European energy grids to boost 
the energy transition towards a low carbon economy, and it is in line with the Paris Agreement.  

Deploying and implementing the Internet of Energy (IoE) will empower free flow of energy across 
national borders within the EU, and will provide a win-win deal between both supply and demand 
sides. Furthermore, the IoE will contribute to the creation of a European ecosystem of 
interoperable and interconnected digital services, using adequate broadband telecom 
infrastructures and overcome existing current bottlenecks across some Member States (MS). 

In this context, on Monday 26th February 2018, at the initiative of DG CONNECT, 21 experts from 
the energy and ICT sectors met in Brussels to discuss digitising the energy value chain in the 
presence of staff from DG CONNECT, DG ENER, the European Political Strategy Centre 
(EPSC), and the Innovation and Networks Executive Agency (INEA). The aim was to have a 
frank and open discussion across sectors and specialities with a view to providing input to policy 
discussions in this area.  

The starting point for discussion was the agreement around the table that Digitising the energy value 
chain is inevitable, necessary and desirable; that this digitisation will be based on three pillars 
related to areas of public interest: broadband networks 5G and Big Data, digital service infrastructures 
(DSIs) and the Internet of energy; and that interoperability and standardisation, and cybersecurity, are 
horizontal issues common to all three pillars.    

 

This report brings together the diverse opinions expressed during the workshop and highlights both 
the areas of consensus and the points where there were significant differences of opinion.   

 



 
 

 

1. How should these trans-European energy networks and communication infrastructures be 
designed or adapted, as well as the associated digital services to boost the EU Digital Single 
Market and the Energy Union? 

A critical first step is a better level of harmonisation at distribution level and in terms of regulation. 
The differences in regulation among the states are currently so big that it is hard to imagine an energy 
union. There should be an agreement on some basic principles, whilst recognising inevitable 
differences that reflect local conditions. 

Any digital platform should aim primarily to facilitate greater integration in the energy-value chain: 
generation, wholesale markets, transport & distribution and consumption. It should also aim to 
provide investment and operational cost reductions whilst enhancing quality and safety standards. 
These aims are realistic and achievable because, with increased information and greater transparency, 
wholesale markets can be more efficient.  

An example of the integration of markets is the new Cross-Border Intraday project (XBID) starting 
this year. Another potential example would be an e-platform and dedicated software providing 
information to different stakeholders on renewable generation forecasting across the EU (in different 
temporary scenarios: 1 week / day / hour). This would facilitate: more transactions of more affordable 
and clean energy; increased market transparency and optimisation of energy-assets across the energy 
value chain; more optimal use of green energy generation capacity throughout the EU and a 
significant contribution to boost cross-border digital services for energy market in Europe. 

Digitisation will lead to more flexible networks operations and information integration between 
transmission system operators (TSO), distribution system operators (DSO). This will enable a greater 
share of renewable energy sources (RES) in the EU energy system. RES can be part of the solution for 
more efficient use of the network by participating in secondary and tertiary reserve markets (as in 
Spain). Capacity management and increased systemic efficiency can be achieved through real-time 
monitoring and energy flow predictions at the European cross-border interconnections. 

There is a need to integrate innovation at the edge of the grid into the market. Local assets bring value 
to the system by providing flexibility. Local flexibility markets can be a vital component for a cost-
efficient and market-based energy transition across Europe. They can be an efficient mechanism in 
order to handle constraints in lower-voltage distribution grids, particularly if further grid extension 
would not be economically viable. However, flexibility products, at all voltage levels, should be 
available on a non-discriminatory basis to meet all flexibility needs of all market participants.  Also, 
whilst local markets in smart grids should always be in line with the common European electricity 
market, the design of the energy networks and communication infrastructures should be left as much 
as possible to market participants in order to foster innovation, efficiency and competition. 

Here, there is a role for EU level initiatives to ensure equal and neutral access to the grid and to 
relevant data; define to what extent a connected device should be secured (e.g. ECSO or TF2 Smart 
Grids) and what level of integrity that a delivered data should have in order to be considered as a 
trusted basis for micro-transactions (e.g. p2p) and facilitate standards for authorizing the sharing of 
energy data, and for the exchange of energy data. The EU level is also important to ensure a customer 
focussed approach to digitisation. Digitisation should be the way to ensure more customer 
participation. In this respect it is important that any platform is sufficiently standard, and not vendor 
specific, so that all platforms are sufficiently interoperable to enable customers to switch from one 
provider to another. 



 
 

However, the risks must be considered as well as the benefits, amongst them risk of spectacular 
collapses when things go wrong technically, and risk of market manipulation to exploit weaknesses 
financially.   

The concept of interconnected microgrids is an approach worthy of consideration. It would enable a 
pan-European solution, leveraging existing country specific grids, whilst still enabling them to be run 
in isolation if things go wrong (for example in the case of a cyberattack) 

Existing European Union (EU) electricity sector network codes such as the EU System Operation 
Guideline already provide an EU-wide framework detailing the scope and amount of data to be 
assembled, handled, and provided at both the transmission and the distribution system level. Some 
industry players are cautious about additional legislative layers to centralize data and information at 
the EU level. They do not want to see market-driven solutions at the member state (MS) level 
hindered by a layer of complexity at the EU level. Instead they are confident that in a data driven 
future (that, for example, is already providing better forecasting of fluctuating renewable supply) will 
deliver market-based solutions in existing frameworks.  

On the digital services part: 

2. Would you agree on the need for e-platforms and can you envisage them? 

Innovative and appropriate data management and the application of innovative ICT technologies are 
key to reach the EU energy objectives. It is clear that data is becoming a new asset in the energy 
sector. Therefore any e-platforms must contemplate the collection of data not only from system but 
also from consumers.  In order to achieve its full potential this needs to be done in a way that is open 
and compatible at the EU level. This presents a host of challenges and many unknowns that need to be 
explored in order to build a framework that will support the development of new value added services 
connecting the three pillars of IoT, 5G networks and the Internet of energy. 

Flexibility is main component of the future energy system: flexibility in supply, in demand and as 
prosumers. The main challenge is how to arrange an efficient marketplace able to handle all the 
trading that this flexibility requires. The TSOs have already established a means to do this in the 
wholesale market but not yet in the retail market. This is where the e-platform will play a role 
enabling market transactions amongst DSOs, aggregators, commercial operators and users. 

Cross-border issues are also relevant here, e-platforms enabling better information flows about energy 
resource availability would result in more efficient use of energy resources and interconnection 
capacity across borders.  

An e-platform means more information which will enable more efficient systems and efficiency 
improvements, which are always welcome. More efficient and robust networks will allow more RES 
integration at the EU level, both in utility-scale and in small installations. Other e-platforms can 
provide information about unavailability in conventional and renewable plants and other factors that 
influence price (gas prices, weather, grid status, etc.). 

Several EU e-platforms can be envisaged. These include EU level coordination on cybersecurity (see 
development in the SUCCESS project) and a trans-national advanced simulation platform based on 
open-source software to monitor and predict the evolution of the grid at EU level (see development in 
the RESERVE project). A scientific driven, transparent process would definitely increase acceptance 
of such a platform within the energy sector. For this reason Joint Research Center (JRC) support 
and/or development as a project of common interest, including evaluation of impact of the new 
market rules at EU level, is recommendable. 

Germany is already envisaging and implementing a digitisation strategy, both as part of a national MS 
framework and also through voluntary initiatives such as SinTEG, supported by the German 



 
 

government or WindNODE, supported by the German Energy Ministry. These digitisation projects 
support the integration into the grid of energy from RES, and thus help to secure the real-time stability 
and security of the transmission grid. 

However, subsidiarity must be respected and there must be demonstrable benefit for an EU wide 
platform before proceeding. By way of example, a market already exists for advanced meteorological 
and weather forecasts to help in the planning of RES input to the grid. These have improved a lot, 
over time, and accuracy is now good, due to the strong competition between rival developers. A single 
platform would kill the competitive edge and create risk of reliance on a single forecast. Therefore de-
regulated market is more resilient. 

In addition, the regulatory framework will need to be established to ensure a level playing field that 
facilitates efficient investments independent of local subsidies. 

As an end note, in practice the terms of reference and boundary conditions of any such platform will 
need to be precisely defined: this discussion encompasses a complex, multi-layered and multi-
dimensional energy system. Also, to be realistic, it must be accepted that the complete harmonisation 
of data at all layers and across all dimensions and borders, whilst a noble goal, is not a realistically 
achievable objective in the foreseeable future. Therefore, the digitisation solutions to be developed 
must be able to operate effectively, despite the inevitable noise in the system, and include work 
around solutions so that added value can be delivered even though the data delivery is imperfect.  

3. Using these e-platforms and its associated digital services, which barriers would need to be 
overcome to fulfil the advantages of cross-border digital services for the energy market?   

A key barrier is the lack of a common approach and of standards. Several H2020 projects have 
delivered good results in this area but these have yet to be coordinated and formalized in standards. In 
parallel, many utilities are developing their own platforms (for services, user interaction and so on).  

Standards are key to making progress in this respect. The mobile communications sector is a good 
example to follow in this respect where the evolution of standards (3G, 4G, 5G, etc.) with key goals 
on 5 and 10 year time horizon. In contrast these opinions about standards and regulations were 
received with surprise from some of the workshop attendees who claimed industry has many 
standards already and does not need more.  

It was recommended the definition of clear and open Application Program Interfaces (APIs). These 
are key elements to make these platforms useful. Unless these developments are channelled in a 
common direction, the potential for future interoperability will be adversely affected. The creation of 
open APIs in the Future Internet Public Private Partnership (FI-PPP) is a shining example of good 
practice in this respect. The energy sector would be well advised to follow the same philosophy. The 
result of this PPP, the FIWARE philosophy, is a win-win solution that provides common ground for 
development, with all the advantages that brings, whilst also stimulating competition among 
stakeholders. 

In terms of cross border barriers, the regulatory framework will need to be established to ensure that 
trading can be sustainable, in particular a financial settlement procedure to facilitate the transaction 
component of the trade. 

More cross border interconnections are needed and their use needs to be optimised; more market 
integration is needed; and more homogenous regulation is needed at European level. For example, 
demand response and the participation of RES in the ancillary services market is currently only 
possible in some, not all EU MS. This is a barrier that needs to be overcome to fulfil the advantages of 
cross-border digital services for the energy market. 



 
 

There is already a legislative and regulatory framework at the MS level, at least in Germany (the 
“Gesetz zur Digitalisierung der Energiewende”). This German legislation clearly defines the roles and 
responsibilities of all actors: TSOs and DSOs, market players, aggregators, etc. in accessing, handling 
and using this data. Most importantly, the German Digitalisierungsgesetz is based on open access to 
the data and information obtained from smart meters in order to promote market-based initiatives. In 
this context some industry players would welcome voluntary approaches at the EU level focusing on 
best-practice sharing, acknowledging existing MS regulations on standards, roles, and responsibilities 
as well as existing market solutions, use cases and flourishing business models.  

Additional EU regulation should acknowledge MS progress and the need for further legislative EU 
intervention on common standards and interoperability should be assessed based on these existing 
market-based approaches and solutions as they develop. (Note: The EC is aware of and working on 
this with initiatives regarding the free flow of non-personal data.  

Also, guaranteeing free and open source access to data along the energy value chain is important with 
regard to exploiting the opportunities created by the digitisation of the energy sector. Platform 
providers, and in particular grid operators providing such data on those platforms, should not be held 
liable for owning and making this data available. EU legislation should factor this in. 

Finally, two very practical considerations were raised. Firstly, that detailed analysis of the revenue 
streams is necessary when assessing the viability of any such e-platform. There are many 
intermediaries in the system all of whom need to make some profit along the way so transaction costs 
and value must be clearly identified and quantified. Secondly that, in reality, companies are just 
starting a long process of transition to the new, ICT driven, digital future and that, this involves 
adaptation of the existing legacy equipment rather than replacement with state of the art equipment. In 
these circumstances, care must be taken not to generate false expectations that cannot be met by the 
bulk of the existing network. 

On the infrastructure part: 

4. Would it make sense to interconnect at digital level EU Smart Grids operating in different 
MSs? 

Yes, definitely. This is already happening at TSO level but there is need of more coordination 
between the TSOs and DSOs and also amongst DSOs.   

There is a need for more integration of the distribution grid and the transmission systems and more 
interconnections at lower voltage levels to allow for digital and physical interconnections at the 
distribution level and across international borders in the future. 

However, this must be done with a clear cost/benefit perspective in mind. Also, there is a need for 
physical integration for this to make sense (physical flow is a pre-requisite for data flow). One 
pertinent comment in this respect was that IT development moves faster than GRID development and 
that this needs to be planned for in the system 

An example of the need for more free-flow of data and information across interconnectors and borders 
is the fact that the market price for electricity is not always the same on either side of the 
interconnector and the interconnection capacity is not used to its full capacity. 

Interconnections create security risks that need to be taken into account on a cost-benefit basis. Also, 
appropriate protection between systems at the network interface is essential to minimise the risk of 
cyber-attack through handover protocols. 

In conclusion, this is a question that covers a wide range of issues that will require more separation 
and classification in order to reach specific proposals. What can be concluded is that the timeframe for 



 
 

realistically achieving this real-time digital interconnection is by 2030 and that the way forward is to 
develop proposals on the basis of specific use cases.  

5. What specific digital infrastructure (including auxiliary equipment) would be necessary to 
deploy for digitising and optimising existing or new interconnectors between member states 
(MSs)?   

The needs are different depending on the layer (physical or digital) and on the level (TSO/DSO). In 
terms of physical infrastructure we should start considering interconnection amongst DSOs.  At 
international borders this would require DSO level interconnectivity between MSs. At the data level, 
the concept of EU-level cloud platform would help interaction and interoperability (see also previous 
answers). 

To be specific, the physical infrastructure needed will include equipment and complex software for 
interoperability, cybersecurity and appropriate bandwidth communications solutions to meet the 
latency and reliability requirements of trading and management platforms. 

New business models and use cases for digitising the energy value chain should take into account the 
capabilities of the existing physical electricity infrastructure as well as the responsibility of 
transmission grid operators in ensuring real-time system stability and security. 

6. Do you see the need for implementing advanced telecom infrastructures such as 5G? Is point-
to-point sufficient or do you need wide coverage? 

5G is an interesting option to support smart grid deployment for a variety of reasons. Thanks to 
virtualisation 5G and Edge Cloud will support a new approach to automation based on software as a 
service (for example see the H2020 SOGNO project). At the same time 5G will facilitate sharing 
among different infrastructures (integrating e-mobility and demand side energy management for 
example) reducing costs and supporting also interesting synergies and sector couplings. Wide 
coverage is needed for a real integration of stakeholders.  

However, the technology to be used does not necessarily need to be 5G. The requirement is simply 
that the technologies to be used should be able to accommodate the characteristics of the use, i.e. 
resilient, low latency, capable to support the traffic requirements and suitably secure.   

With the anticipated deployment of networks using higher frequency spectrum and hence needing 
access to even more infrastructure, the challenge is how best to enable access arrangements to best 
serve the rapid deployment of new systems and capability for industry verticals such as energy. 
Independent of which technology is to be used, it is important to acknowledge the critical importance 
of spectrum access to enable this new system capability and to establish a common EU approach to 
spectrum access for the energy sector. 

Regarding telecoms, it should be noted that there is an increase in risk associated with more 
digitisation. Previously, TSOs had stand alone and secured communication systems connecting them 
exclusively with large power plants. These control systems were connected physically, not via the 
internet. In the future, the TSO communication systems will still be separated and secured but the 
system will also have to deal with an ever increasing number of diverse connections that may not be 
so secure and will certainly not operate in such close collaboration with the TSO. With the increasing 
proliferation of RES power plants and consumer appliances directly connected to the internet (for 
example vehicle to grid applications and remote connection to smart home appliances), comes the risk 
that these new connected systems may not consistently meet the same high security standards. New 
market players and business models may not take into account that such appliances and applications 
may be relevant and have an impact on the security of the European electricity transmission system as 
a whole. 



 
 

For both infrastructures and digital services: 

7. Who should pay these investments? Which would be the fair and adequate financial 
mechanism to support these projects?  Would these be addressed without any financial support 
at National or EU level? Is there a rationale for support at EU level? How to combine funding? 

A combination of EU, local government and private investment will be needed and there is no general 
rule. The logic will depend on the requirements, costs and benefits in each case. 

In terms of EU financing, there is a need to coordinate CEF energy and CEF telecoms initiatives in 
order to deliver the best results increasing synergies and avoiding overlap.  

In terms of orders of magnitudes of projects, there was general agreement that these would be of the 
order of 10 Million Euros with a duration of  at least 5 years.  

8. How to address key challenges such as Interoperability, standardisation and cybersecurity? 

More coordination and sharing of experience are needed. An EU level monitoring platform for 
cybersecurity could be a good approach. For interoperability open and standardized application 
interfaces are needed to achieve any degree of interoperability and also to avoid vendor lock-in while 
supporting a flexible and competitive market. 

It was agreed that as more assets become connected there is more risk of the security of systems being 
compromised. Also, as this growth in connectivity is going to be exponential then total control will 
become simply impossible. This paradigm shift, from total control to maximum resilience, is 
important to accept in order to be able to develop appropriate and flexible solutions.  

There was general agreement that, whilst open standards and security certification schemes are 
valuable, top down solutions are too rigid to work well in this new paradigm. Instead the security 
challenges will most likely be met by a multitude of solutions that will also learn from other sectors 
(such as finance and commerce) whose experience is applicable to the energy industry.  

The increasingly distributed generation system could also lead to more security attacks at the local 
rather than system level.  

Strict rules and strong EU leadership are needed, a decision must be made by consensus coordinated 
and promoted by the regulators. However, it should be noted that considerable work is being done on 
cybersecurity at the EU level and it is important to avoid overlapping and repeating work done 
elsewhere.  For example, there is the Directive on security of network and information systems (NIS). 
In relation to this there are initiatives to encourage voluntary participation for energy sector players 
(see the European Energy Information Sharing and Analysis Centre EE-ISAC). The Connecting 
Europe Facility (CEF) includes work on cybersecurity in telecoms, Energy and transport and this is 
expected to become more prominent in “CEF2”. There is also the Energy Expert Cyber Security 
Platform (EECSP) who recently published a report on the subject1. 

9. How can we spread the benefits of the IoT/IoE to both the supply and the demand side? 

It is important to develop new market models that will encourage more local level participation. The 
current wholesale market is distant from, and mainly inaccessible to, final customers and small 
producers. Creating new markets concept at the DSO level will open new opportunities for interaction 
and service sharing. The clean energy package has been a big step in the right direction by putting the 
consumer at the centre, the missing link now is to allow aggregators to get into the market. 

                                                             
1 EECSP Report: Cyber Security in the Energy Sector (February 2017) 
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Awareness of the benefits can be raised and spread by providing success stories and good practice 
case studies of where the energy system has taken advantage of new technologies that provide 
intelligence (IoT, BigData and Machine Learning) for the purposes of guaranteeing the quality of 
supplies, fighting climate change and reducing energy costs. 

The benefits of an Internet of Energy should accrue to European citizens and consumers who will 
want lower cost and secure supplies.  However, more flexible and dynamic energy markets may have 
unintended consequences. For example, natural gas is currently a best choice environmental and cost 
option for space heating in most of Europe but this will change when RES electricity becomes cost 
competitive for heating. This will raise capital cost issues in the transition to a cleaner energy future 
and could exacerbate the gap between the rich and the ‘fuel poor’. 

Additional considerations 

The issue of increased vulnerability linked to increased interconnectivity is critically important. 
Design for resilience must therefore be a key component of all new solutions.  

In this context, it must be recognised that energy and telecoms networks are now interdependent and 
reliant on one another. 

One solution is to interconnect the networks, in a manner which prevents a domino collapse – create a 
‘firebreak’.  One possible mechanism for this is to interconnect via DC links – HVDC links for 
transmission lines – and then you can use batteries for storage on the interconnector as well. 

The ultimate option may be interlinked microgrids, capable of operating independently. 

A forward looking perspective to the Communications Infrastructure requirements of Smart Grid 
development, both fixed and wireless; 

The building blocks needed to enable the ‘Smart Grid’ deployment; 

The technical resource and supply chain capability to underpin ‘Smart Grid’ developments; 

The regulatory context to support alternative approaches to energy supply and managing demand; and  

A roadmap for Spectrum Access to enable long term and secure access to radio spectrum for the 
energy utilities to facilitate long term investment in communications infrastructure. 

Reference documents: 
 

• Regulation of the European Parliament and the Council establishing the Connecting Europe Facility (EU) No 
1316/2013 of 11 December 2013 

• Commission Delegated Regulation (EU) 2016/1649 of 8 July 2016 supplementing Regulation (EU) No 1316/2013 
of the European Parliament and of the Council establishing the Connecting Europe Facility 

• Regulation (EU) 347/2013 of 17 April 2013 on guidelines for trans-European energy infrastructure 
• Regulation (EU) No 283/2014 of the European Parliament and of the Council of 11 March 2014 on guidelines for 

trans-European networks in the area of telecommunications infrastructure 
• https://ec.europa.eu/energy/en/topics/infrastructure/projects-common-int... 
• http://ec.europa.eu/inea/en/connecting-europe-facility 
• https://ec.europa.eu/clima/policies/international/negotiations/paris_en 
• https://ec.europa.eu/digital-single-market/en/free-flow-non-personal-data 
• https://ec.europa.eu/digital-single-market/en/network-and-information-security-nis-directive 
• https://ec.europa.eu/energy/sites/ener/files/documents/eecsp_report_final.pdf 

GLOSSARY OF ABBREVIATIONS AND TERMS 

5G 5G refers to a future, fifth generation of mobile network 
telecommunications technologies (EU Parliament briefing 2016) 

http://eur-lex.europa.eu/legal-content/EN/AUTO/?uri=CELEX:32013R1316
http://eur-lex.europa.eu/legal-content/EN/AUTO/?uri=CELEX:32013R1316
http://eur-lex.europa.eu/legal-content/EN/AUTO/?uri=CELEX:32016R1649
http://eur-lex.europa.eu/legal-content/EN/AUTO/?uri=CELEX:32016R1649
http://eur-lex.europa.eu/legal-content/EN/AUTO/?uri=CELEX:32013R0347
http://eur-lex.europa.eu/legal-content/EN/AUTO/?uri=CELEX:32014R0283
http://eur-lex.europa.eu/legal-content/EN/AUTO/?uri=CELEX:32014R0283
https://ec.europa.eu/energy/en/topics/infrastructure/projects-common-interest
http://ec.europa.eu/inea/en/connecting-europe-facility
https://ec.europa.eu/clima/policies/international/negotiations/paris_en
https://ec.europa.eu/digital-single-market/en/free-flow-non-personal-data
https://ec.europa.eu/digital-single-market/en/network-and-information-security-nis-directive
https://ec.europa.eu/energy/sites/ener/files/documents/eecsp_report_final.pdf


 
 

Aggregator An agent that bundles (aggregates) clients with similar demand and usage 
profiles with the aim of negotiating better rates with suppliers. 

CEF Connecting Europe Facility 

Commercial operator Agent buying electricity at market prices selling it to clients on a tariff basis 

DSI digital service infrastructure 

TSO Transmission System Operator 

EECSP Energy Expert Cyber Security Platform (EECSP). 

EU European Union 

ICT Information and Communications Technologies 

IoE  Internet of Energy 

IoT Internet of Things 

kWh Kilowatt hour 

MS EU Member State 

RES Renewable Energy Source 

DSO Distribution System Operator 
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WRITTEN CONTRIBUTIONS RECEIVED 

Björn Verse* (pre-meeting) and / Wilhelm APPLER (post-meeting), 50hertz 

Note: Björn Verse  (European Energy Policy Advisor) sent input prior to the meeting, 
Wilhelm Appler (Strategy Manager Energy Market Development) sent more input after 
attending the meeting  

50Hertz highly welcomes that the DG CONNECT is organizing this timely cross-sectoral 
workshop on the digitalisation of the energy sector, in which electricity transmission system 
operator like 50Hertz have an important role to play. Given the encompassing scope of the 
workshop and questions, we would like to take the opportunity to provide you with some 
remarks and principles how 50Hertz assesses the digitalisation of the energy value chain: 

50Hertz is already implementing a digitalisation strategy, which mainly stems from the 
German Member State framework as well as voluntary initiatives such as SinTEG initiative 
of the German government or WindNODE, supported by the German Energy Ministry and in 
which 50Hertz leads the consortium. For us, digitalization projects support the integration of 
volatile renewable supply into grid and help to secure the real-time stability and security of 
the transmission grid. 

Indeed, on the one hand, there is already a legislative and regulatory framework on the 
Member State level, namely the German “Gesetz zur Digitalisierung der Energiewende”. 
This German legislation clearly defines the roles and responsibilities of all actors (TSO, 
DSO, market players, aggregators etc) in accessing, handling and using this data. Most 
importantly, the German Digitalisierungsgesetz is based on open access to the data and 
information obtained from smart meters in order to promote market-based initiatives. On the 
other hand, the existing EU Network Codes for the electricity sector such as the EU 
Regulation the System Operation Guideline provide already a EU-wide framework detailing 
the scope and amount of data to be assembled, handled, and provided by DSOs and TSOs 
alike.   

Based on these existing projects and Member State as well as EU framework alike, we are 
cautious regarding additional legislative layers to EU-wide centralize data, information and 
data, which may create another layer of complexity for various stakeholders in the Member 
States and thereby may hinder market-driven solutions. For example, 50Hertz already 
receives considerable amounts of data to better forecast fluctuating renewable supply. This 
amplifies that the current framework already delivers market-based solutions. 

We would therefore welcome voluntary approaches by the EU focusing on best-practice 
sharing, acknowledging the existing Member States regulatory provisions on standards, roles, 
and responsibilities as well as existing market solutions, use cases and flourishing business 
models. Additional EU regulation should acknowledge the varying progress of the Member 
States. Hence, the need for further legislative EU intervention on common standards and 
interoperability should be assessed based on these existing market-based approaches and 
solutions once they further disseminate and develop. 

Guaranteeing free access and open source towards data along the energy value chain is key in 
our regard to maximize the opportunities created by the digitalisation of the energy sector. In 
the same time, we would like to stress that platform providers and in particular grid operators 



 
 

providing such data on those platforms should not be held liable for owning and making this 
data available. EU legislation should factor this in. 

Moreover, new business models and use cases for digitising the energy value chain should 
take into account the capabilities of the existing physical electricity infrastructure as well as 
the responsibility of transmission grid operators in ensuring real-time system stability and 
security. 

Finally, more digitalization will lead to increased risks. Previously, TSOs had separated and 
secured communication systems with large power plants. Therefore, TSOs control systems 
were physically connected, not via internet. In the future, the TSO communication systems 
will still be separated and secured, but with the increasing proliferation of RES power plants 
and consumer appliances directly connected to the internet (f.ex. applications by the 
automotive sector to manage the charging of electric vehicles or home appliances to manage 
the heating from smart home appliances) the risk increases that systems may not meet the 
current high security standards anymore. New market players and business model developers 
may not take into account that such appliances and applications may be relevant and have an 
impact on the security of the European electricity transmission system as a whole.  

Additional input sent after the meeting: 

We would like to emphasise one important point: Local markets in smart grids should always 
be in line with the common European electricity market. 

Besides transmission grid extension and congestion management by TSOs, local flexibility 
markets can be a vital component for a cost-efficient and market-based Energy Transition 
across Europe. They can be an efficient mechanism in order to handle congestions in lower-
voltage distribution grids, particularly if further grid extension would not be economically 
viable. However, flexibility products – regardless at which voltage level – should be available 
on a non-discriminatory basis to meet all flexibility needs of all market participants.   

Persistent and large-scale congestions in highly intermeshed grid systems, which are mostly 
due to simultaneous feed-in of wind and PV power plants, require highly sophisticated and 
complex governance and coordination among TSOs and DSOs.  

Therefore, the following impacts of local flexibility markets should be considered: 

• Liquidity is of utmost importance on wholesale electricity markets. Local flexibility 
markets should not distort competition on and coupling of European wholesale 
markets. Wholesale electricity prices should always reflect the economically most 
viable dispatch of power plants.  

• Before introducing new local flexibility products and standards, the potential 
distortive impact of these flexibility markets on renewable integration and 
participation of new grid users (electric vehicles, heat pumps etc.) should be carefully 
assessed.  

• Creating local flexibility markets in the Member States should not lead to an unfair 
and discriminatory treatment of certain grid users.  

• Local flexibility markets should not disconnect market participants from access to the 
integrated European flexibility markets, which would lead to lower efficiency and 



 
 

higher costs in return. Thus, market participants should not be bound to such local 
flexibility markets in time periods where no grid congestions exist. 
 

  



 
 

Peter COUCH, Joint Radio Company (JRC) & the European Utilities Telecom 
Council (EUTC) 

Initial perspective from JRC & EUTC below.  Additional notes sent after the meeting are 
included at the end.  

Overall 

Enable a pan-European energy market to establish energy security whereby the natural 
resources associated with the Northern Area, wind and wave, are balanced with the PV 
energy generating capability of the Southern Territories. Shift energy from east to west and 
visa versa to reflect demand and generation shifting to reflect daylight hours. Facilitate 
energy trading on a pan-European basis whereby storage is also utilised to balance generation 
with demand. 

To make transactions practical real time demand and availability need to be established along 
with the development of a trading platform and market mechanism to support the initiative. 

Issues: 

• Security of control and access will be paramount to the design of the 
communications network and the way in which it interacts with the energy 
network to avoid system failures that lead to domino effects across the continental 
grid. 

• In transmitting energy over large distances, what percentage is lost in transit? 
• What is the motivation behind the move to a pan-European ‘Internet of Energy’? 
• How is investment secured when it is intended to support Europe wide demand 

rather than country specific requirements? 

1.How should these trans-European energy networks and communication 
infrastructures be designed or adapted, as well as the associated digital services to boost 
the EU Digital Single Market and the Energy Union?  

We need standards to facilitate interconnection and reduce costs, but what are the risks of 
interconnecting everything compared to the benefits?  Too significant integration runs the 
risk of spectacular collapses when things go wrong technically, and potentially risks market 
manipulation to exploit weaknesses financially.  Is the concept of interconnected microgrids 
n approach that would enable a pan-European solution which would leverage existing country 
specific grids whilst they could still be run in isolation if things go wrong (eg systems get 
hacked?) 

On the digital services part: e-platforms for information sharing between stakeholders could 
be built. For example consider an e-platform and dedicated software providing information to 
different stakeholders on renewable generation forecasting across the EU (in different 
temporary scenarios: 1 week / day / hour).  

This e-platform could facilitate:  

i) The potential purchase / sale of more affordable and clean energy  

ii) The increase of market transparency and energy-assets' optimisation across the energy 
value chain  



 
 

iii) A better use and integration of green energy generation capacity throughout the EU  

iv) A significant contribution to boost cross-border digital services for energy market in 
Europe 

 2. Would you agree on the need of such e-platforms? Could you suggest other e-
platforms?  

Subsidiarity must be respected and there must be demonstrable benefit for an EU wide 
platform before proceeding. In addition, the regulatory framework will need to be established 
to ensure a level playing field that facilitates efficient investments independent of local 
subsidies. 

3. Using these e-platforms and its associated digital services, which barriers would need 
to be overcame to fulfil the advantages of cross-border digital services for the energy 
market?  

The weather is the most disruptive element for electricity networks and a major uncertainty 
affecting the generation potential of renewable energies.  [Note: droughts cause major 
disruption to power availability, especially hydro plant and some nuclear generation.] 

In terms of cross border barriers the regulatory framework will need to be established to 
ensure that trading can be sustainable, in particular a financial settlement procedure to 
facilitate the transaction component of the trade. 

4. Would it make sense to interconnect at digital level EU Smart Grids operating in 
different MSs?  

Unnecessary interconnections create security risks.  What are the advantages of more 
interconnection? In addition, appropriate protection between systems at the network interface 
is essential to minimise the risk of cyber-attack through handover protocols. 

5. What specific digital infrastructure (including auxiliary equipment) would be 
necessary to deploy for digitising and optimising existing or new interconnectors 
between MSs.  

It’s not clear that interconnectors will require specific digital infrastructure, and there are 
unlikely to be large enough volumes to justify largescale investment in digital platforms. 

6.Do you see the needed for implementing advanced telecom infrastructures such as 
5G? Is point-to-point sufficient or do you need wide coverage?  

The wide range of requirements and use cases for smart grid necessitate a diversity of 
services, including point-to-point, point-to-multipoint, point-to-area, mesh and wide area. 

The technology to be used does not need to be 5G but rather it should be able to 
accommodate the characteristics of the use, i.e. resilient, low latency, capable to support the 
traffic requirements and suitably secure.   

 

For both infrastructures and digital services:  



 
 

7.Who should pay these investments? Which would be the fair and adequate financial 
mechanism to support these projects? Would these be addressed without any financial 
support at National or EU level? Is there a rationale for support at EU level? How to 
combine funding?  

Need to understand the costs and the benefits before deciding who is going to pay. 

8. How to address key challenges such as Interoperability, standardisation and 
cybersecurity?  

These requirements like we need some strong EU institutions. 

9. How can we spread the benefits of the IoT/IoE to both the supply and the demand 
side?  

The benefits of an Internet of Energy should accrue to European citizens and consumers who 
will want lower cost and secure supplies.  More flexible and dynamic energy markets may 
have unintended consequences: many people may heat their homes with gas which generates 
CO2.  That’s greenhouse gas efficient when electricity is being generated from fossil fuels, 
but not if the electricity is generated by renewables.  However, householders will not wish to 
be burdened with the capital cost of two heating systems to be able to switch between the 
two, especially the ‘fuel poor’. 

Additional considerations 

Energy and telecoms networks are increasingly interdependent such that energy networks – 
smart grids - can no longer operate without telecoms. 

Thus, interconnecting all electricity networks creates the situation where catastrophic failure 
is inevitable at some point.  The analogy is global finance where instability on one market 
ripples around the world, causing global contagion.  

The solution seems to be to interconnect the networks, but in a manner which prevents a 
domino collapse – create a ‘firebreak’.  One option is to interconnect via DC links – HVDC 
links for transmission lines – and then you can use batteries for storage on the interconnector 
as well. 

The ultimate option may be interlinked microgrids, capable of operating independently. 

Additional input sent after the meeting: 

The initiatives should seek to establish; 

• A forward looking perspective to the Communications Infrastructure requirements of 
Smart Grid development, both fixed and wireless; 

• The building blocks needed to enable the ‘Smart Grid’ deployment; 
• The technical resource and supply chain capability to underpin ‘Smart Grid’ 

developments; 
• The regulatory context to support alternative approaches to energy supply and 

managing demand; and  



 
 

• A roadmap for Spectrum Access to enable long term and secure access to radio 
spectrum for the energy utilities to facilitate long term investment in communications 
infrastructure. 

Regarding Pilots 

To explore the Communications Infrastructure component of ‘Smart Grid’ the design of 
Pilots / Trials should be such that it seeks to demonstrate the minimum performance 
characteristics that can be supported across a diverse set of coverage scenarios, i.e. dense 
urban – high demand, rural – low demand and urban – medium demand. In addition, the 
design of the pilot needs to ensure that the use cases can be fully supported, i.e. the control 
and monitoring requirements can sustain both residential and commercial supply. In 
designing the pilots it would be sensible to consider a diverse set of topographies taking 
account of both natural features and man-made clutter, this is particularly relevant when the 
design incorporates wireless based solutions in order to determine the propagation 
characteristics of the service and the practicalities of deployment subject to infrastructure 
availability. Furthermore, in terms of the time period for such pilots / trials these should be 
based on two criteria; 

1. Adequate time for the service to be stable and the use case to be proven 
recognising that there may need to be a period of time for user data to be gathered 
to ensure the findings are statistically robust. 

2. The impact of seasonal weather variations on the viability of the service needs to 
be considered and therefore thought should be given to the timing of the pilots to 
ensure that seasonal weather impacts are taken account of. 

  



 
 

Jose Emilio GARCIA FRANQUELO, Isotrol 

1. How should these trans-European energy networks and communication 
infrastructures be designed or adapted, as well as the associated digital services to boost 
the EU Digital Single Market and the Energy Union? 

This Digital Platform should facilitate mainly greater integration in the energy-value chain:, 
generation, wholesale markets,  transport & distribution and consumption, but also providing 
reduction of costs, both of investment costs (CAPEX) and O & M (OPEX), maintaining 
quality and safety standards. 

With increased information and greater transparency, wholesale markets can be more 
efficient. An example of the integration of markets is the new Cross-Border Intraday project 
XBID starting this year. More flexible networks operations and information integration 
between TSO-DSO can led to a greater renewable share. Renewables can be part of the 
solution through participating in Secondary and tertiary reserve markets (as in Spain). 
Capacity management and increase through real-time monitoring and energy flows 
predictions the European cross-border interconnections 

2.Would you agree on the need of such e-platforms? Could you suggest other e-
platforms? 

Yes, more information gets more efficient system. More efficient and robust networks allow 
a greater incorporation of renewables at a European level, both in utility-scale and in small 
installations. Other e-platform can provide information about unavailabilities in conventional 
and renewable plants and other factors that influence the composition of prices (gas prices, 
weather, grid status,…). 

3.Using these e-platforms and its associated digital services, which barriers would need 
to be overcame to fulfil the advantages of cross-border digital services for the energy 
market? 

More cross border interconnections are needed and an optimal usage of them are needed. 
More market integration is needed. A more homogenous regulation is needed at European 
level, for instance demand/response can be implemented only in some countries, and the 
same for participation of renewables in ancillary services markets. 

4. Would it make sense to interconnect at digital level EU Smart Grids operating in 
different MSs?  

Yes, Smartgrids can provide more efficiency, but it has to be done with a clear cost/benefit 
perspective 

5. What specific digital infrastructure (including auxiliary equipment) would be 
necessary to deploy for digitising and optimising existing or new interconnectors 
between MSs.  

Equipment and also complex software for interoperability, cybersecurity, high bandwidth 
communications,… 

6. Do you see the needed for implementing advanced telecom infrastructures such as 
5G? Is point-to-point sufficient or do you need wide coverage?  



 
 

Wide coverage is needed for a real integration of stakeholders. Advanced infrastructures as 
5G can be of great help 

7. Who should pay these investments? Which would be the fair and adequate financial 
mechanism to support these projects? Would these be addressed without any financial 
support at National or EU level? Is there a rationale for support at EU level? How to 
combine funding?  

EU and national financial support are needed to promote the changing in the operations. 

8. How to address key challenges such as Interoperability, standardisation and 
cybersecurity?  

Strict rules for them are needed, a decision must be made by consensus coordinated and 
promoted by the regulators 

9. How can we spread the benefits of the IoT/IoE to both the supply and the demand 
side?  

Providing success cases where the energy system has taken advantage of new technologies 
that provide intelligence (IoT, BigData and Machine Learning) for the purposes of 
guaranteeing the quality of supplies, fighting climate change and reducing energy costs. 

 

  



 
 

Cristina GÓMEZ SIMÓN, European network of transmission system operators for 
electricity (ENTSOE-E) 

Q1-3: E-platforms for information sharing among stakeholders 

The power system faces a transformation led by technology and the change of habits of the 
customers. The nature of generation is moving towards a more decentralized approach and 
the nature of consumption is turning into a prosumer approach. New actors are emerging, 
providing flexibility services to the market players and also to the grid. 

Grid development is limited and assets decrease their performance due to aging; conventional 
technologies should coexist with new digital technologies, running at different speeds. The 
electrification of transport show the need of coupling sectors. The power system operation is 
performed to guarantee the correct functioning of the electricity system and to ensure the 
continuity and security of the electricity supply at all times, supervising and coordinating the 
generation and consumption, and manage the development of the transmission grid at 
national and pan-European level. 

The interface between transport and distribution is evolving, from a grid edge perception 
where transmission and distribution are separate to a one system approach where all 
resources should be able to access market, deliver data, be visible and controllable, regardless 
their voltage connection level. 

This evolving framework, triggered by the ambition of having a cleaner, efficient and 
affordable electricity system for the citizens, rises the challenges of coordination, 
observability and control of the power system. 

There is also an important need for data exchange, enabling all users of the power system to 
be active and new actors to develop services with power system users and operators. 

An innovative and appropriate Data Management and the application of innovative ICT 
technologies are key to reach the EU energy objectives.  

The establishment of a core European and Digital Platform (ECCo SP: ENTSO-E 
Communication & Connectivity Service Platform) which enables a distributed power system 
applications approach is a proposal  promoted from ENTSO-E.  

In the context of the Data Management and Transparency, as mandated by regulation, 
ENTSO-E is developing an specific data App, the Transparency Platform which pursues 
three main objectives: 

• Improve efficiency in data management, which involves greater and more consistent data 
quality, transparency and exploitation of economies of scale for all involved stakeholders; 

• Removal of barriers for new market entrants, including the facilitation of supplier switching 
and fostering of new services; and  

• Empowerment of customers, which involves strengthening the opportunities for market 
participation, granting access to data for customers and authorized third parties, realizing the 
potential of smart meters and facilitating demand response. 

 



 
 

Other stakeholders are also progressing on this area: TSOs are developing data hubs (Elering, 
Estfeed, Italy etc). From the Research an Innovation perspective, Smartnett could be a 
reference.  Other sectors might be developing data hubs as well.  

Having a scenario where different platforms will be in place, there is an urgent need to 
develop a robust, secure and scalable core platform that embraces the pan-European 
perspective and  interconnects the different existing platforms, providing services for the 
market, system operation, transmission system planning and customers. 

ENTSO-E has developed a new Information and Communication Technologies (ICT) 
strategy, which aims at enable major pan-European initiatives. Within this strategy, one 
activity is to develop an ENTSO-E Communication & Connectivity Service platform (ECCo 
SP). Such  platform would enable the market, facilitate the trans-European energy network 
capacity calculation and would provide services to different stakeholders on the energy value 
chain, among others.  

It has been identified as crucial and the concept is under development, as shown next: 

 

This concept is progressing however it needs external support for the overall project 
inception, system and infrastructure development. The initial estimation accounts for 50 
MEUR for the project inception, which would take 4 years. Operational costs are not yet 
estimated. 

The vision is to provide the foundation bricks of the secure and interoperable platform for the 
European electrical system stakeholders.  

Encountered barriers stems from the fact of data access, data governance and investment 
capital to develop them. From the technical aspect, standardisation and interoperability across 
Europe is a challenge that needs to be further researched.  

 On the infrastructure part:  



 
 

4. Would it make sense to interconnect at digital level EU Smart Grids operating in 
different MSs?  

Undoubtedly yes.  

Given the sufficient physical interconnection, a digital interconnection should be fostered to 
unleash the potential of the interconnected European power system. 

ECCo SP concept would serve as the enabler to interconnect the different Smart Grids across 
member states. 

The system balancing can be more efficient if access to flexibility resources is granted in a 
coordinated manner. ECCo SP would bring up a platform for congestion and flexibility 
management.   

The complexity would increase significantly, but ICT technologies should be put in place to 
overcome it. Also ICT and digital technologies should be applied to make best use of 
available data and services  (Big data,  etc…)  

5. What specific digital infrastructure (including auxiliary equipment) would be 
necessary to deploy for digitizing and optimizing existing or new interconnectors 
between MSs.  

The power system is moving from analog to digital through the incorporation of power 
electronics into the grid and implementation of digital solutions. 

From the system operation perspective, this transformation raises the challenge of developing 
telecommunication and control infrastructure able to respond almost in real time (range of 
ms) in a reliable way. Higher level of control and supervision, greater volume of information 
and ubiquitous connectivity will be a requirement. HVDC interconnectors between MSs 
trigger the need of developing infrastructure and also equipment able to cope with the above 
mentioned requirements. 

From the digital point of view, the development of interconnectivity platforms is seen as a 
need, and as mentioned previously, ENTSO-E is proposing to develop a EU core platform to 
enable an efficient exchange among different stakeholders and Member States. 

6. Do you see the needed for implementing advanced telecom infrastructures such as 
5G? Is point-to-point sufficient or do you need wide coverage?  

What the power system needs is an infrastructure and communication technologies that 
ensure high resilience, availability and performance of the network to support critical 
services. In the critical cases, a full coverage will be required in order to guarantee the 
continuity of supply and the response in the emergency cases.  The adopted technologies and 
ICT solutions should meet the latency requirements for a critical operation and ensure the 
availability for critical (real time operation services ) is crucial.  

For non-critical services (such as infrastructure monitoring or asset maintenance), 
requirements could be relaxed and wide coverage is recommended. 

For both infrastructures and digital services:  



 
 

7. Who should pay these investments? Which would be the fair and adequate financial 
mechanism to support these projects? Would these be addressed without any financial 
support at National or EU level? Is there a rationale for support at EU level? How to 
combine funding?  

External support would be needed to develop key developments for EU, such as the evolution 
of the transparency platform as well as the development of the CGM and the EU application 
services. 

This external support could be combined with local and private investments. 

8. How to address key challenges such as Interoperability, standardisation and 
cybersecurity?  

Interoperability, standardisation and cybersecurity are key for the infrastructure to be 
implemented for the power system. Exchange of lessons learned from other critical sector 
intensive in the use of communication is key. 

Stakeholder involvement and participation of international standardisation bodies would be 
advisable. 

9. How can we spread the benefits of the IoT/IoE to both the supply and the demand 
side?  

Supply and demand side, as customer of the grid, should have control of whom access their 
data, and easy access to the power system data. This would guarantee fair level playing field 
for an efficient market, enhancing flexibility services through digitalization, and optimizing 
the existing infrastructure use. 

  



 
 

Antonello MONTI, RWTH Aachen University 

1. How should these trans-European energy networks and communication 
infrastructures be designed or adapted, as well as the associated digital services to boost 
the EU Digital Single Market and the Energy Union? 

This design process is rather complex and involves several parallel activities. In any case 
what I see as critical as first step is a better level of harmonisation at DSO level and in terms 
of regulation. The differences in regulation among the states are currently so big that it is 
hard to imagine an Energy Union. Even if differences may be ok to reflect local conditions, 
there should be an agreement on some basic principles. 
 
2.Would you agree on the need of such e-platforms? Could you suggest other e-
platforms? 

Yes, I agree on the need of e-platforms and we can imagine several EU platforms. One 
example is given by an EU level coordination on Cybersecurity: an activity in this direction is 
under development in the project SUCCESS. I think it would also be important to imagine 
the creation of a multi-country advanced simulation platform based on open-source software 
to monitor and predict the evolution of the grid at European level. The idea has been 
proposed and is under development in the project RESERVE. Such platform should be 
managed in cooperation with JRC supporting also decision such as Project of Common 
Interest or also to evaluate impact of new market rules at European level. A scientific driven, 
transparent process would definitely increase acceptance in the energy sector. 
 
3. Using these e-platforms and its associated digital services, which barriers would need 
to be overcome to fulfil the advantages of cross-border digital services for the energy 
market? 

Definition of clear and open Application Program Interfaces is a key element to make these 
platforms useful. Effort is on the way in several H2020 project but this should be coordinated 
and formalized in Standards. The risk I see right now is that many utilities are building their 
own platforms (for services, user interaction and so on) and then we could have serious issues 
of interoperability. DG Connect promoted for example the creation of Open API in the FI-
PPP. I think the energy sector should join that effort and follow the same philosophy. The 
FIWARE philosophy, result of the PPP, is a winning option and it still support competition 
among stakeholders. 
4. Would it make sense to interconnect at digital level EU Smart Grids operating in 
different MSs? 

Definitely yes. This is already happening at Transmission Level but there is need of more 
coordination TSO-DSO and also among DSOs.  
 
5. What specific digital infrastructure (including auxiliary equipment) would be 
necessary to deploy for digitising and optimising existing or new interconnectors 
between MSs? 

There are needs at different level. At Physical Layer, we should start considering linking 
Distribution Grids directly among each other across different DSOs.  At the boarder this 
would mean also across different MSs. At the data level, the concept of EU-level cloud 
platform would help interaction and interoperability (see also previous answers 2-3) 



 
 

6. Do you see the needed for implementing advanced telecom infrastructures such as 
5G? Is point-to-point sufficient or do you need wide coverage? 

I see 5G as an interesting option to support Smart Grid deployment for a variety of reasons. 
Thanks to virtualisation 5G and Edge Cloud will support a new approach to automation based 
on Software as a Service (H2020 SOGNO). At the same time 5G will facilitate sharing 
among different infrastructures (i.e. emobility) reducing costs and supporting also interesting 
synergies and sector couplings 
 
7. Who should pay these investments? 
I think this should be addressed case by case: it should be a combination of EU, Local 
government and private investment. It is hard to give a general rule 
 
8. How to address key challenges such as Interoperability, standardisation and 
cybersecurity? 

Concerning Cybersecurity, we need to build more coordination and sharing of experience. As 
mentioned in my answer 2, a EU level monitoring platform for cybersecurity could be a good 
approach. For interoperability, I also gave hints in my answer 3. We need open and 
standardized application interfaces to get interoperability and also to avoid vendor lock-in 
while supporting a flexible and competitive market. 
 
9. How can we spread the benefits of the IoT/IoE to both the supply and the demand 
side? 

I think it is important to develop new market models that will encourage participation at more 
local level. Currently we only have a wholesale market very far away from the 
customers/small producer. Creating new markets concept at the Distribution Level will open 
new opportunity of interaction and service sharing. 

 

  



 
 

 

Mihai PAUN, Romanian Energy Center  

1. How should these trans-European energy networks and communication 
infrastructures be designed or adapted, as well as the associated digital services to boost 
the EU Digital Single Market and the Energy Union? 

The electricity markets are operating better at regional level therefore the communications 
infrastructure should follow this trend and to be developed in the first stage on regional basis. 
In the later stages these regional approach may be extended by merging several regional 
markets. Trying to impose a common approach to whole European countries seems more 
difficult to achieve. This design process is rather complex and involves several parallel 
activities. A better level of harmonisation at DSO level and in terms of regulation is a key 
element. The lack of harmonisation in regulation among the Member States is currently so 
relevant that it is hard to imagine an Energy Union. Even if differences may be ok to reflect 
local conditions, there should be an agreement on some basic principles. 

2.Would you agree on the need of such e-platforms? Could you suggest other e-
platforms? 

Yes, I agree on the need of e-platforms and we can imagine several EU platforms. One 
example is given by an EU level coordination on Cybersecurity: an activity in this direction is 
under development in the project SUCCESS . The creation of a multi-country advanced 
simulation platform based on open-source software to monitor and predict the evolution of 
the grid at European level could be useful. The idea has been proposed and is under 
development in the project RESERVE . Such platform should be managed in cooperation 
with JRC supporting also decision such as Project of Common Interest or also to evaluate 
impact of new market rules at European level. A scientific driven, transparent process would 
definitely increase acceptance in the energy sector.The creation of such platforms must be an 
answer to a certain need coming from the power sector. Developing a performant platform 
with quality information, fast response and reliable operation it requires a lot of human and 
financial resources therefore the users must have a direct interest to access the platform. 

3.Using these e-platforms and its associated digital services, which barriers would need 
to be overcame to fulfil the advantages of cross-border digital services for the energy 
market? 

It is obvious that if an utility has a urgent need for such a platform it will not wait until some 
indications are coming from the European level and it will start developing it a.s.a.p. In these 
conditions it is better to focus on a set of rules and regulation that will ensure the proper 
transfer of information (compatibility) in between them. This approach will pave the way for 
a future merging of the software tools. Definition of clear and open Application Program 
Interfaces is a key element to make these platforms useful. Effort is on the way in several 
H2020 project but this should be coordinated and formalized in Standards. The risk I see right 
now is that many utilities are building their own platforms (for services, user interaction and 
so on) and then we could have serious issues of interoperability. DG Connect promoted for 
example the creation of Open API in the FI-PPP. I think the energy sector should join that 
effort and follow the same philosophy. The FIWARE philosophy, result of the PPP, is a 
winning option and it still support competition among stakeholders. 



 
 

4. Would it make sense to interconnect at digital level EU Smart Grids operating in 
different MSs? 

Definitely yes. This is already happening at Transmission Level but there is need of more 
coordination TSO-DSO and also among DSOs. Starting at regional level as the first stage of 
the process should be considered. 

5. What specific digital infrastructure (including auxiliary equipment) would be 
necessary to deploy for digitising and optimising existing or new interconnectors 
between MSs? 

There are needs at different level. At Physical Layer, we should start considering linking 
Distribution Grids directly among each other across different DSOs.  At the boarder this 
would mean also across different MSs. At the data level, the concept of EU-level cloud 
platform would help interaction and interoperability (see also previous answers 2-3). At this 
stage probably it is interesting to have this better communication between the big DOS’s and 
the small DSO’s located in the area of operation of the first ones because in this way the 
small ones will be able to subcontract more of their activities to the bigger ones. The 
deployment of the devices should be in accordance with the type of services subcontracted. 

6. Do you see the needed for implementing advanced telecom infrastructures such as 
5G? Is point-to-point sufficient or do you need wide coverage? 

5G is an interesting option to support Smart Grid deployment for a variety of reasons. Thanks 
to virtualisation 5G and Edge Cloud will support a new approach to automation based on 
Software as a Service (H2020 Project SOGNO ). At the same time 5G will facilitate sharing 
among different infrastructures (i.e. e-mobility) reducing costs and supporting also interesting 
synergies and sector couplings. 5G is a young technology and probably in the next years will 
become more interesting form all points of view: technical capabilities, costs, reliability etc. 
Different possible utilisation may require different approaches so probably both will be 
interesting. 

7. Who should pay these investments?  

I think this should be addressed case by case: it should be a combination of EU, Local 
government and private investment. It is hard to give a general rule. If the investments will 
provide added value for sure the funding will come from the interested parties and this should 
be the main approach. Of course there may be cases where EU and/or local governments will 
be interested to help the funding. 

8. How to address key challenges such as Interoperability, standardisation and 
cybersecurity? 

Concerning Cybersecurity, we need to build more coordination and sharing of experience. As 
mentioned in my answer 2, a EU level monitoring platform for cybersecurity could be a good 
approach. For interoperability, I also gave hints in my answer 3. We need open and 
standardized application interfaces to get interoperability and also to avoid vendor lock-in 
while supporting a flexible and competitive market. Interoperability and standardisation 
should focus in this stage on the interface rules and conditions. This will pave the way for 
future merging and integration. Cybersecurity is a different issue and it is strongly connected 



 
 

with the previous ones. It is easier to provide cyber security in a better controlled 
environment where you find a fixed and previously known set of inputs. 

9. How can we spread the benefits of the IoT/IoE to both the supply and the demand 
side? 

I think it is important to develop new market models that will encourage participation at more 
local level. Currently we only have a wholesale market very far away from the 
customers/small producer. Creating new markets concept at the Distribution Level will open 
new opportunity of interaction and service sharing. We should make the access to the 
incentives easier for both suppliers and consumers by developing software platforms easy to 
understand and use.  

 

 

  



 
 

Layla SAWYER, smartEN 

(Note: initial input – not a final position) 

1. How should these trans-European energy networks and communication 
infrastructures be designed or adapted, as well as the associated digital services to boost 
the EU Digital Single Market and the Energy Union? 

We see a need to integrate innovation at the edge of the grid into the market. Local assets 
bring value to the system by providing flexibility. However, we expect innovation to be 
limited when too many parameters of a prescribed communication topology are fixed by a 
defined e-platform. Therefore, the design of the energy networks and communication 
infrastructures should be left to market participants. 

For both communication and energy networks, strong and resilient backbone technologies are 
required and should be fostered by the EU to allow equal and neutral access to the grid and to 
relevant data.  

The role of the EU shall remain at the level of ensuring non-discriminatory access to markets, 
as well as: 

- Defining to what extent a connected device should be secured (e.g. ECSO or TF2 
Smart Grids)  

- What level of integrity a delivered data should have in order to be considered as a 
trusted basis for micro-transactions (e.g. p2p). 

- Facilitating standards for authorizing the sharing of energy data, and for the exchange 
of energy data (see question 3 for further elaboration).  

On the digital services part: e-platforms for information sharing between stakeholders could 
be built. For example, consider an e-platform and dedicated software providing information 
to different stakeholders on renewable generation forecasting across the EU (in different 
temporary scenarios: 1 week / day / hour). 

This e-platform could facilitate: 

i) The potential purchase / sale of more affordable and clean energy 

ii) The increase of market transparency and energy-assets' optimisation across the energy 
value chain 

iii) A better use and integration of green energy generation capacity throughout the EU 

iv) A significant contribution to boost cross-border digital services for energy market in 
Europe 

2.Would you agree on the need of such e-platforms? Could you suggest other e-
platforms? 

There are certain advantages to having such a platform, but the development should be left to 
market participants.  Centralistic platforms foster specific centralized business models and 
could create barriers to innovation. This infrastructure then serves only the originally 



 
 

intended services and new technologies must find time consuming and costly (regulatory) 
workarounds.  

The preference would be to define DER prerequisites in future market models. Current 
Internet technology (e.g. IPv6) is, in our view, a sufficient basis for data exchange. 

3. Using these e-platforms and its associated digital services, which barriers would need 
to be overcome to fulfil the advantages of cross-border digital services for the energy 
market? 

The primary barrier is the different market design and stakeholder structure amongst member 
states. Cross-border digital services means we need to align on how connected assets can 
contribute to the future European energy system. An e-platform increases the entry barriers 
for SMEs and start-ups while device vendors (OEMs) are determined in the design of their 
interfaces which could cause a prohibitively high cost.  

In addition, policymakers need to provide guidance regarding data and cybersecurity 
standards. This is needed so that customers can easily and securely authorize the sharing of 
their energy consumption, billing, and pricing data (together, “Energy Data”) with their 
current and potential energy service providers (including retailers, aggregators, ESCOs and 
Distributed Energy Resources providers – together, “Energy Service Providers” or “ESPs”).  

Regulators should not specify the standards. Market participants should agree on the 
appropriate standards, while regulators can facilitate. Standards should be developed by 
existing standards development organizations such as IEC. Regulators can promote energy 
data exchange standards through educating and informing market participants. 

There are two key standards to be addressed initially. First, there needs to be a standard for 
customers to authorize the sharing of their Energy Data. Second, there needs to be a standard 
format for actually exchanging Energy Data.  

In addition to adopting standards, the industry needs a place to verify that implementation of 
the data exchange standards is done in a consistent manner. There should be a neutral party 
that can test and validate the implementation of the standard by each business entity.  

On the infrastructure part: 

4. Would it make sense to interconnect at digital level EU Smart Grids operating in 
different MSs? 

Yes, if the rules for flexibility integration are harmonized, the requirements for market 
participation are defined (e.g. through certification or white listing) and revenue streams are 
transparent, an efficient interconnected approach could be achieved that fosters new market 
development.  

5. What specific digital infrastructure (including auxiliary equipment) would be 
necessary to deploy for digitising and optimising existing or new interconnectors 
between MSs? 

 



 
 

Maybe in some areas the broadband backbone would need to be enhanced in order to transfer 
a sufficient volume of data, but the objective should be that no extra infrastructure needs to 
be deployed specifically for the energy system.  

6. Do you see the needed for implementing advanced telecom infrastructures such as 
5G? Is point-to-point sufficient or do you need wide coverage? 

Ideally, existing telecom infrastructures should be leveraged. For example, distributed 
resources can be connected using cellular data services already available. Sometimes DER 
can be connected via WiFi and use of the customer’s Internet connection. Smart meter 
communication networks can be more cost-effective if specialized for the needs of smart 
meters and if implemented in large scale.  

5G is one option to tackle the issue - if competitive with other solutions. Point-to-point can 
become quite a challenge when looking at the density and sheer number of connected 
sensors. One should think about an EU wide dedicated licence exempt spectrum (based on 
CEPT) in order to bring down the cost. 5G and other licenced spectrum offer a perfect 
backbone. The data volumes would not change – just the cost for connecting sensors would 
go down significantly on lower level of Grid and behind the meter. 

For both infrastructures and digital services: 

7. Who should pay these investments?  

The backbone for communication and grid investment are natural monopolies, and therefore 
the EU and Member states (and eventually the citizens) should pay for it. All other 
investment should be guided by respective market access and revenue opportunities for those 
who invest without subsidized communication infrastructure.  

Market participants should pay for the development of e-platforms when they choose to 
purchase related services. However, at the EU level, funding for facilitating standards 
development would be helpful. Also, an EU-funded entity for testing and validation of data 
exchange standards implementation would be appropriate.  

Which would be the fair and adequate financial mechanism to support these projects?  

Subsidiarity and clear governance rules, meaning that governance, requirements towards data 
integrity and market mechanisms shall be tested but technical topologies shall be open to 
innovation and free of choice. 

Is there a rationale for support at EU level? How to combine funding? 

Clear governance rules on what grid edge technologies should deliver in terms of data 
integrity (trust) is more important than large multinational projects. In order to get a 
decentralized, EU wide harmonized energy market, functioning regions should compete to 
find the best way to reach a local integration of renewables, storage and large consuming 
assets. 

8. How to address key challenges such as Interoperability, standardisation and 
cybersecurity? 

 



 
 

Through re-definition of natural monopolies and a level playing field for market players – 
allowing device owners to participate in revenue streams leads in the end to interoperability 
on a system level. For cybersecurity, a good governance and technology agnostic EU wide 
certification schemes would help accelerating innovation. On Standardisation side, the electro 
mechanical (or Operations Technology) part is subject to standardized interfaces are 
effectively handled by CEN/CENELEC. On data structures, we propose to standardize 
semantics (→ e.g. SEAS – Smart energy API standard developed in FP7). On a protocol layer 
we need to fix IPv6 protocol for the communications infrastructure to ensure a global 
interworking layer for data exchange but not the underlying technologies or stakeholder/roles. 

A cross licencing model like we see in 3GPP, we don’t see as affordable in the digitized 
energy world 

9. How can we spread the benefits of the IoT/IoE to both the supply and the demand 
side? 

Granting access to energy markets and being flexible on constraints that grid operators face 
when establishing (local) flexibility markets. Those who see a benefit in providing data will 
do so – and he or she will follow the governance rules. 

To spread the benefits, we need open access by ESPs to participate in markets, as well as 
their access to customer-authorized Energy Data. 

  



 
 

Willem STRABBING, European Smart Metering Industry Group (ESMIG) 

Introduction 

With the introduction of Smart Meters in Europe an unprecedented flow of energy related 
data from consumers will be created to energy market participants such as Distribution 
System Operators, Suppliers, Balance Responsible Parties,  Aggregators, etc. 

Currently 17 Member States have decided for a full roll-out of Smart Meters in their country, 
which will result in 

72% coverage of European consumers by 2020 and 200 million of meters installed. The 
organisations responsible for collecting meter data (in most Member States the DSO) will 
gather in most cases 15/30/60 minute profiles of meter data. This data is owned by the 
consumer, but will be used by market participants for various reasons. The DSO’s use it for 
managing their networks, the Supplier for creating the bill, the Aggregator for calculating the 
activated flexibility. 

The Member States that have decided for a full roll-out of Smart Meters are currently 
studying a solution for the access to Meter Data by market participants (that have the right for 
access granted by law or by the consumer) and by the consumer themselves, while protecting 
the privacy of consumers. 

In order to provide a Digital Single Market and Free flow of energy data there is also a 
European dimension of this undertaking. Consumers, and the parties designated by 
consumers, should have access to their data, wherever they are or go. The service to provide 
data access should be non-discriminatory and third parties should be able 

to provide such services. Preferably the data access in various member States is harmonised 
by the use of standards for interoperability and access methods. 

Proposal by ESMIG 

ESMIG proposes to create a multi-stakeholder forum that will work on a solution for 
interoperable energy data access and free flow of energy data referred to as “My energy 
data”. This solution will not be a final implementation but will lay down the conditions, 
characteristics and design for final implementation. The forum will also check for obstacles 
and barriers that prevent such services to be implemented and made profitable. The European 
Commission can take this input for their work on the Free Movement of Data regulations. 

The forum will consist of individual companies from the IT and Telecom industry, innovative 
SME’s and Utilities. Especially Start-ups will be invited to join this forum. Among ESMIG 
members, for example, are the bigger IT companies and SME’s that focus on central data 
access services. The work will be executed in close cooperation with the Expert Groups of 
the Smart Grid Task force that are currently looking at the possibility to introduce a standard 
for energy data access in Europe and at the means to protect networks and systems that 
process the data. 


