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Which generic security 
and privacy principles to 
ensure a Trusted IoT
environment?

The consumer view
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Who is Test-Aankoop / Test-Achats?

• Belgium largest consumer association – approx. 350,000 members
• Testing products and services
• Consumer defense actions (policy, judicial)

• Associated with independent consumer organizations in Spain 
(OCU), Italy (Altroconsumo), Portugal (DECO) and Brazil (Proteste!)

• Participates in ICRT (International Consumer Research & Testing), 
pursuing joint technical lab testing of products

• Member of BEUC (Bureau européen des Unions de 
Consommateurs), advocating consumer-friendly regulation and 
policy at EU level

• Cooperates with ANEC (the “European consumer voice in 
standardization”)

• Member of Consumers International (world federation of 
consumer groups)
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Why are consumers concerned?

https://youtu.be/lAOj0H5c6Yc

https://youtu.be/OkYVSag-uik
(Today)

You choose: from a product design 
perspective, is this 

(a) Incompetent?

(b) Irresponsible?

(c) Unethical?

(d) Negligent?

(e) Illegal?

(f) OK???

Maria Lazarte in “ISO news”, 5 Sep 2016

https://youtu.be/OkYVSag-uik
https://youtu.be/OkYVSag-uik
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Privacy and security
Distinct but complementary topics;
Multiple facets to look at…

Privacy

• Data protection law (GDPR) and e-privacy dir/reg

• “My data is mine”, throughout the data lifecycle

• Consent & control on collection, processing, sharing and 
retention of personal data  transparency and consumer 
empowerment (pre-and post purchase)

• Effective disclosure (also of changes to policy)

• Erasure, portability of personal data; end-of-life support

• Privacy by design and by default

• Complex business ecosystem single-point of accountability

Security

• ISO/IEC 27000 (27001-2013)

• Confidentiality, integrity (completeness, accuracy), availability (incl
continuity)

• Cybercrime

• Known cyberthreats: Hacking, DDOS, Ransomware, ID theft…

• In IoT may extend to corporal and property threats

• Security across the whole technology environment

• Device, apps, communications and back-end systems

• Security safeguards across the software lifecycle, for

• Data both in transit and in storage

• User access and recovery mechanisms

• Security patching as a minimum legal (post-) warranty obligation

• Disclosures must be timely, actionable and a “managed process”

Legal

• Disclosures / policies

• Warranties and Liabilities

• Injuries / damages

• Security breaches

• Privacy infringements

• Consumer redress

Technical/Practical

• Standards

• Safety

• Interoperability

• Sustainability

• Testing protocols

• Certification: “Trusted IoT label”
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IoT = physical product + digital services
 focus on full lifecycle 

[1] Purchase and Set-up 

• Secure account 
creation ; device 
pairing ; disclosures

[2] Use

• Data collection, 
transfer and storage; 
software updates ; 
pw recovery ; 
notifications 

[3] Decommissioning / 
end-of-life

• User account and 
data

[4] Terms & Conditions

• Discoverability, 
readability (length, 
style), content, 
updates 

Software updates, upgrades, patches for 
connected devices: a whole new ballgame for 
many manufacturers…

• Immediate risk of continued use of unpatched devices
• Expectation: Security patches as a minimum

• Longer term risk: Early / planned obsolescence

• Expectation: accept - reject options for feature upgrades
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A valuable starting point: 



7CCPS |The consumer view: security and privacy principles to ensure a Trusted IoT environment

THANK YOU

Guy Van Peel
Digital Consumption Expert
CC Products & Services

T: +32 (0) 2892 3767
Hollandstraat 13 Rue de Hollande 
Bruxelles 1060 Brussel
gvanpeel@test-aankoop.be
www.test-aankoop.be
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ANNEX

Security and privacy –
Reference frameworks and consumer organization testing checklists
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37 requirements and recommendations
of the OTA framework

http://otalliance.actonsoftware.com/acton/attachment/6361/f-008d/1/-/-/-/-
/IoT%20Trust%20Framework.pdf
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Privacy – Security Product Testing Checklist (US-CR)
Onboarding Are initialization/registration properly encrypted?

Do default settings prioritize privacy?
User control/permissions What access permissions are requested?

Are more permissions requested than needed?
Can the user deny specific permissions? (e.g. location)
Can the user select which user interfaces are enabled – e.g. web, mobile app, tablet app, 
desktop app?

License/T&Cs/EULA What is the user forced to agree to?
Is the document in legalese, plain language (or even the usual language for the territory)?

Are the main permissions highlighted and clearly mentioned in a transparent way?
Will the app provider provide reasonable or advance notice if the terms are changed?

Information transferred What information is sent by the device? (e.g. User ID, password, location, MAC address, 
machine ID, network, Wi-Fi…)
What information is actually needed to have the device fully utilized?
If the device tracks data of the user's activity, what info is collected and how often?

Transfer method(s) What channels are used? (e.g. BT, RFID, internet, mobile network) 
Directly, or via a hub? (e.g. PC, Smartphone/tablet, Apple TV)

Encryption Are logins/passwords encrypted?
Is all personal data stored in an encrypted fashion?
Is the data at rest encrypted? 
Are software/firmware updates sent encrypted and/or signed?
What type and strength of encryption is used ?
Is it end-to-end or just transport encryption? 
Is there a secure method to recover/resert password/login info?

Destination of data Is data sent finally to an App? (on user’s phone, tablet or PC)
Is all collected data under the control of the user?
Is the data stored by the manufacturer on a server? 
Is there a web interface to access user's data?
How is the data used? Is the data shared with/sold to 3rd parties?
Can the user select extent of data sharing?
Is user data left on the device after the app is deleted?
Can the user delete their account within the app?
Is user data left on the mfr's server after the account is deleted?
Can the user upgrade to a higher privacy level, at cost?

Interoperability Is the communication proprietary, or is it possible to mix products from different 
manufacturers?
Is the product limited to one ‘ecosystem’ (iOS, OSX, Android, Windows, …)
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Connected toys
Privacy : Analysis of terms (NoCC)
• Accessibility
• Readability
• Notice about changes
• Defining personal data
• Data minimization
• Permissions
• Purpose limitation – Sharing data 

with third parties
• Purpose limitation - Advertising 

toward children
• Purpose limitation - Further use of 

voice data
• Data retention
• Deleting an account
• Supporting the service
• Termination from the service

• Device vulnerabilities
• Bluetooth – phone communication 

(pairing, range)
• Internet communication


