
The New Internet
The Qiy Standard offers people a human-centric solution to 

access, manage and share personal data.

Qiy Scheme, live since January 2015

Introduction

This paper presents a scheme, principles, 

and a model for a human-centric approach 

to the managing and processing of personal 

data. The approach is aimed at strengthen-

ing digital self-determination while opening 

new opportunities for businesses to devel-

op innovative personal data based services 

built on mutual trust. The scheme consists 

of an open and interoperable technical stan-

dard, an organisational layer and a legal layer 

which together create the New Internet by 

adding a trust layer to the existing internet. 

What’s new is the fact that people can be 

part of the digital network, having their own 

terms & conditions exchanging data. 

Certfied parties can implement an infrastruc-

ture which serves as the engine enabling a 

secure control over personal data.  

The Qiy Scheme is developed by an inde-

pendent trust organisation: the Qiy Founda-

tion. The Scheme is operational since Jan-

uary 2015 thanks to the work and support 

of many organisations, amongst them ABN 

Amro, Aegon, APG, Equens, ICS, ING Bank, 

RTL, SIDN, Vodafone, Ziggo (Liberty Global) 

and the Dutch government. 
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Your own 
private single sign 
on, not Facebook 
or Google+ connect 
but ‘Arno connect’ if you 
prefer. Which platform can 
do what with your data is 
under your full control.

Arno Otto, Managing Director Digital at RTL Nederland
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1 | Qiy Principles
To meet consumer expectations and regulatory demands any 

organisation holding and/or using personal data should consider:

Privacy statements
For any organisation having to do with 

my data via the Qiy Scheme, these Qiy 

Principles take precedence over their 

own privacy statements..

Qiy Node
A Qiy Node given to me, meets the rules 

and regulations and the standard of the 

Qiy Scheme. Via my Qiy Node I manage 

my data.

My data
My data may be used with my permis-

sion only. Whether they are at an organi-

sation or that I’ve given them myself.

Information obligation
If an organisation wants to use my data, 

they must first inform me why they want 

it and how often.

Data minimization
An organisation may only ask me that 

data that are really necessary for the 

intended purpose, whether that data is 

validated or not.

Guarantees
When an organisation demands a guar-

antee about me, the required guarantee 

must be really necessary for the intend-

ed purpose.

Choice of period for placing 
data at disposal
I may decide to provide (a part of) my 

data once or for a certain period. I can 

always change this decision, unless 

there is a contractual reason why this is 

not possible.

Anonimity
I always have the ability to maintain 

my anonymity. Also I can share validat-

ed data anonymously. In transactions 

where I cannot act anonymously, I have 

the choice to either provide identifying 

information or to abort the transaction.

Access
Organisations participating in the Qiy 

Scheme are required to give me ac-

cess to my data. This does not apply to 

anonymous data, but otherwise all data 

about me, even if they occur on the ba-

sis of data that I have provided.

Sharing my details
Organisations may share my data with 

another party only after my permission. 

This consent can not be forever. The 

only exception is that organisations are 

required to share my data because of 

existing law or regulation. Such excep-

tions should be always traceable.

Data protection
Any party who participates in the Qiy 

Scheme and uses or holds my data, 

protects this data in accordance with the 

requirements imposed on them by the 

Scheme Authority; the Qiy Foundation.

Complaints & disputes
If there is a complaint I first address the 

directly involved organisation. I can do 

that through their website. If that does 

not lead to a good result, I can turn to 

the Disputes Committee.
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Trusted exchange of  
validated data

The growing network, based on the Qiy 

Scheme, offers a solution for the grow-

ing fragmentation of one’s collection of 

personal data. This is done by organis-

ing trusted access to all one’s sources 

of personal data within government, 

businesses and own repositories for 

use (on an active consent basis) within 

organisations the individual is dealing 

with. For public and private organisa-

tions this solves many problems in the 

field of data collection, data quality, 

digital identity etc.

The New Internet 
offers people control, 
overview and insight

• The New Internet connects people 

to their data. It lets them  access and 

use their data for personal purposes 

and share it with trusted people and 

organisations. It makes it possible for 

organisations to subscribe to the data 

of an individual that is considered 

relevant by him or her.

• The New Internet makes it possible 

for privacy-friendly and safe appli-

cations to help people get control, 

overview and insight into their lives.

• The New Internet connects people 

with friends and family without the 

intermediate platforms needing to 

know everything about them. The 

New Internet supports platform 

neutrality, as people stay in control of 

their data and choose the applica-

tions and platforms they favor to 

deliver the service.

• The New Internet connects people 

with organisations they can trust. 

Organisations that are proud people 

have chosen their products and 

services.

A New Internet based 
on digital self-determi-
nation

The current Internet offers us great 

convenience and advantages. There is 

also a downside: no one knows exactly 

what data were recorded by whom and 

why. Which of these data were shared 

with others for what purpose? And if 

people do not know what happens with 

their data, can there be privacy? The 

economy is increasingly dependent 

on confidence in the digital world. The 

question arises whether there can be 

trust without digital self-determination.

Take a look at the video ‘Qiy turns the world upside 
down’ on the website of the Qiy Foundation. 
www.qiyfoundation.org

2 | What is the New Internet?

What Qiy is not!

Qiy is not a digital locker; nor is it a 

platform, a product, a trust service 

provider, an aggregator of personal 

data or a supplier of applications.

The Qiy 
Scheme is 

“turning the Inter-
net upside down and 

making privacy a funda-
mental layer of any networked 

interaction in the post Google & Face-
book era. How the individuals will gain control. 

How social networks will have to adapt their business 
models.  How privacy will return. One of the most advanced 

models around Life Management Platforms is Qiy.”

Kuppinger Cole, Life Management Platforms
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3 | Benefits of the New Internet

5 PERSONAL BENEFITS 

FOR PEOPLE

5 BUSINESS BENEFITS 

FOR ORGANISATIONS

5 BENEFITS 

FOR SOCIETY

5 PRIVACY BENEFITS 

FOR PEOPLE

5 PRIVACY AND SECURITY  BENEFITS 

FOR ORGANISATIONS

1. Access to personal data at connected 

organisations

2. No need to copy all personal data, as it is always 

available

3. Overview over ones data

4. Connected organisations subscribe to relevant 

data of customers. This makes more relevant 

services possible

5. Insight in ones’ personal situation using apps that 

interpret data

1. Validated personal data coming right from the 

source

2. Lower costs to get quality data

3. Customers let your organisation subscribe to their 

preferences

4. Dynamic data: subscribe to actual (and validated) 

data

5. Get to know your customer not by collecting, but 

by connecting

1. Enabling sustainable socio-economic growth

2. Restoring the balance between people and 

organisations

3. Better informed people make better decisions

4. Avoiding financial problems by offering overview 

and insight

5. Break market dominance and monopolistic 

behavior of the large platforms

1. One secure login to give people access to all their 

data

2. Privacy proof: connected organisations accept the 

Qiy Principles

3. People know what others do with their data

4. Connected organisations only ask personal data 

they really need to deliver the service

5. Safety: end-to-end encryption of personal data. 

No vaults that can be hacked. Less data about 

people at connected organisations

1. In line with EU data protection regulation and 

upcoming Digital Single Market (DSM) initiatives on 

level playing field

2. Plug and play Privacy by Design principles

3. Offering models for platform neutrality across 

converging media

4. Digital mandate and user consent schemes

5. Embedded security models
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Vision

The vision of Qiy Foundation is that 

the position of man in the digital world 

should be equal to the position of 

man in the physical world. Human 

values and acting in accordance with 

the human dimensions are important 

principles.

Mission

The Qiy Foundation’s mission is to give 

people control over their data and 

facilitate them to do smart things with 

it. This applies to data they produce 

themselves and data that is available 

from third parties.

The result

The vision and the mission are 

implemented in an open standard and 

a set of rules and regulations under 

the guidance and supervision of an 

authority: the Qiy Foundation, which is 

governed independently.

4 | Qiy Scheme
The scheme consists of an open and interoperable technical 

standard, an organisational layer and a legal layer which 

together create the New Internet by adding a trust layer to 

the existing internet. Access to the trust layer is reserved 

to organisations that agree to comply with the rules 

and regulations of the scheme. Once granted 

access, these organisations can connect to 

the personal nodes of individuals and 

thus establish a trust relationship 

with them. Under this trust 

relationship, individuals can 

allow organisations to 

access some of their 

(validated) data 

attributes.
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Why do we need a scheme?

The current fragmentation of personal data is a clear case of a ‘many to many challenge’: every individual has data in many places 

and most organisations hold data of many people. Similar challenges have been tackled in the organisation of other global markets 

including telecom and payment markets. Key in advancing fragmented markets is some form of collaboration between competing 

parties. The form of such cooperation is often called a ‘scheme’. Well-known examples of schemes in two sided markets are credit 

cards (Visa, MasterCard), Internet (iCann) and GSM for mobile telephony.
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Governance Model overview

RELYING
PARTIES

DATA
PROVIDERS 

ID
PROVIDERS

ISSUERS

INDIVIDUALS

SERVICE
PROVIDERS

USER VOICE

COUNCIL FOR 
REGIONAL AUTHORITIES

SUPERVISORY BOARD

EXECUTIVE
BOARD

MASTER LICENSE

REGIONAL
AUTHORITY

USER VOICE

COUNCIL FOR
COMPLAINTS AND APPEAL

EXECUTIVE
BOARD

SCHEME
AUTHORITY

INTERNAL/EXTERNAL
AUDITORS INDEPENDENCY

INTERNAL/EXTERNAL AUDITORS
MASTER LICENSE

INTERNAL/EXTERNAL AUDITOR
LICENSES AND CERTIFICATES

Role of the Qiy Foundation as 
Scheme Authority

The Qiy Foundation fulfils the role of Scheme 

Authority. The Qiy Foundation ensures that all 

activities and assets related to the Qiy Scheme 

(Rules and Regulations and the Qiy Standard) 

will remain under the control of the Scheme 

Authority

The judiciary branch 

At all times the Scheme in its implementation shall be open, transparent and 

non-discriminatory. To ensure this, appropriate audits and sanctions will be in 

place at both the national and the international levels. An independent control 

mechanism checks the different parties in the executive branch to their adher-

ence to the Rules & Regulations as set by the Scheme Authority. It also controls 

the Scheme Authority itself and the Regional Authority to act according respec-

tively the rulebook and the Master License.

The executive branch

Issuers offer services to the individuals 

that want to connect to the Scheme. 

Service Providers do the same for Rely-

ing Parties and Data Providers. Individ-

uals, Data Providers and Relying Parties 

experience the Qiy infrastructure as a 

black box. But inside this box the Qiy 

infrastructure distinguishes a limited 

set of generic business roles, namely 

Issuer, Service Provider and Identity 

Provider. All three roles deliver specific 

services within the infrastructure. Both 

private and public participants to the 

Scheme can take these roles. A partici-

pant may even take more than one role. 

How is the Qiy Scheme 
organised?

The governance model is built on the 

concept of the Trias Politica: the division 

of powers into three branches, each 

with separate and independent powers 

and areas of responsibility so that the 

powers of one branch are not in conflict 

with the powers associated with the 

other branches. The typical division of 

these three branches is into a leg-

islative, an executive and a judiciary 

branch.

The legislative branch

The Qiy Scheme will be managed 

through an independent and interna-

tional organisation, called the Scheme 

Authority. At the national level, a 

Regional Authority will be responsible 

for the implementation of the Scheme 

in that national market. At all times the 

independence of the Scheme Author-

ity and its national ‘branches’ shall be 

warranted. Also, at all times the Scheme 

in its implementation shall be open 

and non-discriminatory. To ensure this, 

appropriate audits and sanctions will 

be in place at both the national and the 

international level. Qiy Foundation fulfils 

the role of Scheme Authority.

8



5 | What is the open Qiy Standard?

Worked examples

Ellen is connected to the New Internet 

by way of a Qiy Node that was provided 

to her by her access provider. 

Example 1:  
Connect to validated data

Now Ellen wants to connect to her data 

at the municipality which is connect to 

the New Internet as well.

1. She goes to the municipality office 

of her town, Boxtel.

2. She shows her ID.

3. The civil servant validates her ID 

and shows the citizen data of Ellen 

on the screen with a QR code.

4. Ellen scans the QR code with a 

Qiy Connected app.

5. Ellen receives her citizen data via 

the app.

6. Now she can share this validated 

data with other people and 

organisations.

The open Qiy Standard

The open Qiy Standard is the protocol describing the 

exchange of data under control of the individual. It defines 

the infrastructure of the New Internet for individual users, 

companies and governmental organisations. Individuals are 

enabled to obtain full, secure and private control of their 

personal data and the possibility to share their data of choice 

with people, companies and governments they are dealing 

with. This better user experience means benefits for all parties 

involved. Ease of use, high quality data, faster processes and 

lower costs bring innovative business models and revenue 

streams.
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Example 2: 
 Trusted exchange of 
personal data with Dappre 

Ellen’s colleague Eric has a new function. 

Good for him! But he also has a new phone 

number and a new email address! Ellen now 

needs to update his contact data on her 

phone.

1. Ellen decides to start using Dappre, an 

app based on Qiy principles that solves 

the problem of obsolete contact data.

2. She fills in her own contact information 

or she might even use Dappre to link 

to her contact data directly at a trusted 

source, like her employer,z municipality 

or the notary. 

3. The data Ellen wants to share can be 

presented under a QR code and shared 

with others that use a similar app, as long 

as it is connected to the New Internet. 

4. Others can simply subscribe to 

information she likes to share. At the 

same time Ellen can subscribe to the 

information others like share with her. 

Once contact data is coming from a third 

party source, she can check the digital 

signature of the validated data.

Dappre can be downloaded at iTunes:  
https://itunes.apple.com/nl/app/dappre/d1043472307?l=en&mt=810



Because 
services like Qiy 

may offer a solution 
for that we follow these 

initiatives at the Commission with 
great interest. The concept of Qiy shows us 

a new way to look at how you we can act online. It 
is up to the market to determine if this is the answer to the above 

challenges, but Qiy has great potential.
Constantijn van Oranje-Nassau, former Head of Cabinet of Vice-President Neelie Kroes, February 2014

Example 3:  
Buy online without 
opening an account 

Ellen visits a webshop online anonymously 

and fills her shopping cart. The website is 

connected to the New Internet too. 

1. Ellen proceeds to the check out. 

2. At this point the webshop will request 

Ellen to authenticate herself using her 

Qiy Node. To connect the Qiy Node to 

the transaction, The webshop presents a 

QR code that is used by Ellen’s Qiy Node 

to send a route-initiating message to the 

webshop server.

3. Using a mobile application, Ellen scans 

the QR code, which connects her Qiy 

Node to the transaction on the website. 

At this point Ellen sees she’s connected 

with the website while the webshop only 

sees that an anonymous Qiy Node was 

connected.

4. Optionally, the webshop can request a 

persistent identifier from Ellen, so that 

the webshop may recognise Ellen upon 

a next visit. They might ask to subscribe 

to the shoe size or preferences of Ellen. 

Please note that even than Ellen may still 

be anonymous, yet be recognisable as a 

returning customer.
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APP LAYER

NODE LAYER

ROUTING LAYER

Architecture

Drivers of Qiy Adoption

Why is Qiy needed for exchanging 

personal data? There are several 

drivers behind the adoption of the Qiy 

Standard, including:

• Mutual Authentication: a security 

feature that requires both Users 

and Servicing Parties to prove their 

identity to each other before per-

forming any actions or functions. This 

prevents attackers from successfully 

impersonating Users or Servicing 

Parties in the infrastructure of the 

New Internet in order to commit fraud

• Data view / single viewpoint for 

managing and sharing certain (val-

idated) personal data. Data can be 

shared via the secure infrastructure, 

which allows the individual user to 

make a virtually unlimited amount of 

connections with connected parties, 

where each party provides added 

value to the individual user and the 

network itself. The single point of 

entry for the Individual is both secure 

and user friendly, saving time and 

money in addition to improving the 

overall quality of service for all parties 

involved

• Applications designed to run on the 

infrastructure of the New Internet 

have a virtually unlimited amount 

of data at their disposal. Such an 

application can therefore make much 

richer data interpretations, while at 

the same time being compliant with 

the Qiy Scheme. These applications 

therefore have a potentially higher 

value compared to ‘regular’ applica-

tions that often only use one or two 

sources of data.

• The characteristics of a two-sided 

network of individual users on one 

side and Relying Parties and Data 

Providers on the other side are an 

important requirement for the Qiy 

Scheme. Therefore the (technical) 

networked model is an important 

design consideration for the architec-

ture of the Qiy Scheme.

Important requirements are:

• Prevent a market dominance by just 

one Scheme Participant providing the 

Qiy Scheme

• The open Qiy Standard allows multi-

ple Servicing Parties to interoperate, 

thus allowing the entire market to 

benefit of shared positive network 

externalities

• The open Qiy Standard allows multi-

ple Servicing Parties to interoperate, 

thus allowing a diversity of applied 

technology for service implementa-

tions enhancing the availability of the 

Framework

• Members of Qiy Foundation are al-

lowed access to DRAFT documents.

Security

How does the Relying Party trust 

information being exchanged? In 

addition, what prevents a “man-in-

the-middle” attack that might grab 

information to be illicitly “replayed” at 

a later date? These and many more 

security considerations are discussed 

in detail in the Qiy Security and 

Privacy Considerations specification. 

The Qiy Scheme defines a number 

of security mechanisms to detect 

and protect against such attacks. The 

primary mechanism is for the Relying 

Party and the Individual User to have 

a pre-existing trust relationship, 

which typically relies on a Public Key 

Infrastructure (PKI).

Members can find more information on the 
architecture of the Qiy Scheme by reading the Draft 
version of the Scheme document [ Functional and 
Technical Overview].
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6 |   Development of the Qiy Scheme

To be able to create a sustainable digital world, Qiy Foundation 

has to bring together people with common interests. 

The maintenance and development of the Qiy Scheme is 

delegated to appointed Work Streams. A Work Stream consists 

of an open group of experts on a specific topic. They are 

invited to participate by the chairman of the Work Stream

Everyone is invited to donate knowledge and ideas by joining 

User Voice, consisting of a Review Board and an open panel.

Results of the Work Streams are laid down in the Qiy Scheme 

Rulebook. It consists of a set of documents concerning 

governance, legal and technical issues. The evolution of the 

rules is a dynamic and continuous process.

7 | The next steps!
The Qiy Scheme is being implemented in the Netherlands and Belgium and will be implemented in other 

European countries too. First movers enter a blue ocean in which a large user base is waiting to start a new 

and more relevant relationship with people and organisations. Become a member of the Qiy Foundation us to 

discover how beneficial it can be to give people control over their data!

More info at www.qiyfoundation.org or contact us at info@qiyfoundation.org or call: +31 411 61 65 65.

The European Court of Justice forces an 
acceleration which is desired by many and already  
developed by parties as Qiy, namely putting the human 
being at the center of the Information Society. Had we 
thought to have the time, now we need to act. I see it as my task 
as Digi Commissioner to fuel the fire.
Bas Eenhoorn, Digi Commissioner appointed by the Dutch government, October 2015
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