
 
 

 

  

 

 

 

 

 

 

 

 

 

  
  

#IoTtrust  

When & Where 
Friday 13 January 2017, Brussels (09:30-17:30) 

European Commission BU-25 - Room 0/S1 

 

Workshop's Objective 

 
This event seeks to follow-up on the discussions which took place at the AIOTI Workshop on Security and Privacy 
during the ETSI Security Week 2016 as well as at the Digital Assembly 2016 'Internet of Things and ePrivacy' 
workshop. It also takes note of the recently issued AIOTI WG4 'Digitisation of Industry policy' document. 
 
Participants are now asked to reflect and comment on concrete minimum IoT privacy and security principles to 
create a Trusted IoT environment. In addition, they will have a chance to discuss the possible adequate tools and 
implementation mechanisms to ensure that innovation is not hampered by heavy procedures. 

 

Agenda (draft)           
 

09:30 - 9:45   Opening Speeches 
 

Nikolaos Isaris, Deputy Head of 'Internet of Things' Unit, DG CONNECT, European Commission  

Jakub Boratynski, Head of 'Cybersecurity & Digital Privacy' Unit, DG CONNECT, European Commission 
  
 

9:45 - 11:00   Session 1: Presentations - Industry's views on generic privacy and security 

principles to be applied to any IoT device (12 minutes presentation per speaker) 
 

Chair: Rolf Riemenschneider, Head of Sector, 'Internet of Things' Unit, DG CONNECT, European 

Commission                       
 

Speakers: 

1. Ian Smith, Expert IoT Security, GSM Association (GSMA) - Which generic security and privacy principles to 
ensure a Trusted IoT environment?  

2. Olivier Lenz, Programmes Director, Fédération Internationale de l'Automobile (FIA) - Autonomous vehicles in 
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connected environments (vehicle & infrastructure): Which generic security and privacy principles to ensure a 
Trusted IoT environment for the IoT devices in this sector? 

3. Steffen Zimmermann, Expert for Industrial Security, Verband Deutscher Maschinen-und Anlagenbau (VDMA) 
- Smart Manufacturing: Which generic security and privacy principles to ensure a Trusted IoT environment in 
this sector? 

4. Guy Van Peel, Expert Digital Consumption, Belgian Consumner Association (Test-Aankoop/Test-Achats) – The 
consumer view: Which generic security and privacy principles to ensure a Trusted IoT environment for the IoT 
devices? 

 
 

11:00 - 12:00   Session 2: Panel Discussion on generic privacy and security principles to be 

applied to any IoT dveice in various IoT vertical sectors 
 

Moderator: Rolf Riemenschneider, Head of Sector, 'Internet of Things' Unit, DG CONNECT, European 

Commission                       
 

Speakers: 

1. Wolfgang Klasen, Head of Research Group "Security for embedded systems", Siemens AG  

2. Dirk Stegemann, Competence Segment Owner Safety, Security and Privacy, Corporate Research and 
Advance Development, Robert Bosch GmbH   

3. Lars Reger, CTO and Global Head of Business Development for Automotive, NXP 

4. Apostolos Malatras, Officer in Network and Information Security, European Union Agency for Network & 
Information Security (ENISA) 

 

12:00 - 13:30   Lunch 
 
 

13:30 - 15:30   4 Break-out sessions: Which are the top 5-10 baseline principles for security 

and privacy in IoT for each category?    

 
1. Wearables & Smart Appliances (home environment)  
2. Connected/autonomous vehicles 
3. Industrial IoT 
4. Smart cities 

 
             

15:30 - 16:00   Coffee break 

 

 

16:00 - 17:30   Wrap-Up Session: Presentation of results of break-out sessions by each work 

group leader 
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Background Information 
 
The Internet of Things (“IoT”) – meaning the all-embracing networking of smart devices inter-connected with each 
other via the Internet – is on the rise and will become reality within the next five years. The decisive change 
accompanying the IoT will be its ubiquity: networked devices are everywhere. Like any technological progress, this 
development offers social and economic opportunities, but at the same time it also harbors risks. Notably, the IoT 
is transforming and disrupting our daily lives faster than any other technology before. 
 

o In the IoT, every networked device is currently a potential target for hackers. Every day, there are reports 
of IoT-devices being hacked, ranging from control being taken over a vehicle up to interference with the 
functioning of an anesthesia device. In the majority of cases, it is at weak points in the software that 
hackers manage to gain unauthorized access.  

o No user of a networked device – either business or consumer – can be absolutely sure that the device 
only features those functions and only executes those data flows that have been specified by the 
persons or bodies authorized. Thus, for devices in the IoT, it is not possible to trace the data flows and 
functions actually carried out. A smart thermostat is a good example, where it is difficult to establish an 
owner of the generated data is and who controls where data is sent. 

 
One of the policy challenges for IoT is to strengthen trust, security as well as end-to-end personal data protection 
and privacy in the field of IoT. One possible solution to this challenge could be the development of a 'Trusted IoT' 
label (as identified by the European Commission in its 'Communication on ICT Standardisation Priorities'), which 
will provide to consumers of IoT products information about the products' level of security and privacy. Such a 
'Trusted IoT' label could be similar to the labelling system used today to indicate energy-efficiency of various 
appliances across the EU. 
 
These need to relate to all sectors and cover the entire networked architecture or value chain from components of 
simple IoT-devices (e.g. Smart Thermostat) up to complex IoT-Systems like Connected Cars. These rules shall guide 
common tools and approaches such as standards, certification regulation and labelling. 
 
It is intuitive to assume that with time most consumers' goods will be "smart"/"connected", embedded with 
sensors, software and network connectivity. If we analyse closely all the components of an IoT-based product, we 
can easily conclude that the end-user buys a fairly complex product, which involves interaction with third parties 
for its functioning, and at least the following elements: 
 

1. A tangible element (e.g. the hardware) 
2. Embedded software 
3. Software maintenance 
4. Supply of digital infrastructures or services (with long-term contract) 
5. Procession and exploitation of user data 

 
As ever shorter time-to-market in the hyper-connected world is crucial for the competitiveness of the European 
industry – which already lags behind its US counterpart – guiding rules defining conditions for security and privacy 
by design requirements are badly needed. 
 
 
 
 


