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Chapter 3

Overview

Setting the scene

Since its public adoption in the early nineties, the Internet has profoundly changed society and important
aspects of our lifestyle, such as the way we communicate, interact, collaborate, shop and work. Its
tremendous success has boosted the distribution, creation and use of information on such an
extraordinary scale, transforming society into the so-called "information society"” or "network society” — a
society whose social structure is made of networks powered by microelectronics-based information and
communication technologies'.

Aware of the importance of these evolutions, the EU undertook several legislative efforts to address the
challenges posed by the information society. For example, in 1995, the Data Protection Directive was
enacted to protect the personal data of individuals by determining when the processing of such data is
lawful. The Electronic Signatures Directive of 1999 created a legal basis for electronic signatures,
facilitating reliable electronic contracting. As another example, the Electronic Commerce Directive
enacted in 2000, constituted the basic legal framework for electronic commerce in the Internal Market. In
2002, the ePrivacy Directive was adopted to complement the Data Protection Directive. These and other
directives together constitute the "acquis communautaire" for the information society.

As illustrated below, the regulatory framework for the information society was created in a piecemeal
fashion over a period of several years (mainly 2000-2005), with European directives that each cover one
or more different areas of the information society. The bulk of the EU legislative efforts are concentrated
in the period 1999 - 2003, before the emergence of today's "Web 2.0".
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These legislative efforts have only been partially successful. Over the years, it has become clear that
some of the legal instruments adopted between 1995 and 2005 did not respond to all questions and

M. CASTELLS, "Informationalism, networks, and the network society: a theoretical blueprint", in The Network Society. A
Cross-cultural Perspective, 2004, page 3.
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problems faced by today's information society?. While the current Directives affect most important issues,
there are several areas (gaps) that are currently not covered by EU legislation®, even while the EU is in
the best position to regulate these areas. Moreover, there are several examples of frictions* and
overlaps® between Directives.

These issues have exacerbated when new technologies and trends emerged for which the existing legal
rules were not designeds. Furthermore, the national case law for some EU legal instruments is too
disparate across Member States’. The current legal framework could therefore be described as a
patchwork, where some rules are missing, other rules are overrepresented and some rules overlap.
However, these issues are not uniformly distributed across all Directives, as illustrated below?®.
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% See, for example, the Commission Staff Working Document on the Review of the E-Money Directive (2000/46/EC), page
15: "The Commission services are of the view that the evidence gathered during the course of the review process
establishes that, six years after its adoption and some four years since its implementation in the Member States, there is a
case for a fundamental overhaul of the Directive."; the proposal for a new VAT Directive (COM (2009) 21 final, p. 9:
"Allowed by the various options available to them, Member States have implemented the rules on e-invoicing in a divergent
way. This has created a disharmonised set of e-invoicing rules that have been difficult for businesses to comply with,
especially when sending cross border e-invoices."

% For example, clear rules dedicated to preserving "net neutrality" on the Internet; creating uniform rules that determine the
applicable law and court for the online environment.

* For example, the very high level of protection offered by the Data Protection Directive, as compared to the privacy-
threatening effects of digital rights management (DRM, as legally protected by the Copyright Directive) and the long retention
periods of the Data Retention Directive.

® For example, the legal provisions relating to spam are currently distributed between four distinct legal instruments; the legal
provisions on transparency towards consumers are also distributed among the eCommerce Directive, the Unfair Commercial
Practices Directive and the Distance Selling Directive.

6 Examples: spam using Bluetooth, instant messaging tools or social community websites; dealing with liability of peer-to-
peer service providers; dealing with the liability of "freemium" services; ; introducing a "right to be forgotten" on the Internet.

7 For example, the special liability regime found in the E-commerce Directive has triggered diametrically opposing decisions
from courts across the EU.

® Note: the circles with dotted lines represent currently pending proposals. The size of the circle suggest the relative
importance of the legal instrument in the entire legal framework for the online environment.
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2.2,

2.3.

Introduction to the study

Aim

This study aims to review the legal rules for the information society, both on the EU-level and the
national level, in order to investigate the gaps and inconsistencies, determine their practical impact and
assess their future readiness. The study not only investigates these issues, but also comes up with
recommendations on how these rules should be changed in order to encourage cross-border trade,
promote new technologies and promote on-line business. In other words, the study tries to prepare the
current legal framework for a true Single European Information Space, aimed at an open and competitive
digital economy, where ICT is emphasised as a driver of inclusion and quality of life.

Team

This study was undertaken by Prof. dr. Patrick Van Eecke and Maarten Truyens, lawyers associated with
DLA Piper UK LLP. Other members of the study's core team include Jo&o Luis Traga (law firm Miranda,
Correia, Amendoeira & Associados) and Mina Zoulovits (Philotheidis, Rogas & Partners). The fourth
member of the core team is Daniel Nepelski (DIW Berlin), who established the link between the legal
aspects of this study and the economic aspects of the economic study that was undertaken in parallel by
DIW Berlin.

The core team was complemented by an advisory board of three high-profile international legal experts
and visionaries: Prof. Lawrence Lessig (Universities of Stanford and Harvard, United States), Dr. Makoto
Ibusuki (Seijo University, Tokyo), and Prof. dr. lan Walden (Queen Mary, University of London). They
provided the core team with legal expertise, especially from outside the EU, and delivered visionary
advice on the future of legal rules in information technology.

Approach

The approach of the study is multi-layered, combining multiple angles to reach its goal of providing a
holistic assessment of the legal framework for the information society.

i. EU-level and Member State level — The study investigates the EU-level legal instruments that
together make up the "acquis communautaire" for the online environment. It determines to which extent
these EU-level legal instruments are still adequate for today's information society, whether they cover all
relevant issues, and whether they are internally consistent.

However, the study is not limited to the EU-level legal instruments: for several topics, it also investigates
how these instruments are implemented in the Member States. Member States not only implement the
EU legal instruments differently in their own legal system; their case law and legal doctrine also show
varying approaches. The study investigates some of the issues that arise, and how they can be dealt
with at the European level.

ii. Multiple time horizons — The study provides recommendations for both the short-term, the mid-term
and the long-term time horizons. For the short-term (2010 to 2015), it specifies recommendations that
have a relatively low adoption barrier from a political and legal perspective, or for which the issue
concerned is considered urgent. Such recommendations aim at removing current stumbling blocks, and
do not require a complete overhaul of the acquis communautaire.

However, the study is not limited to such "low hanging fruit" for the short term. It also suggests
recommendations for the mid-term (2015 to 2020), which require important legal modifications, or may
receive more political resistance.

Legal analysis of a Single Market for an Information Society — General overview 5



24.

In addition, together with visionary legal experts from within and outside the EU, the ideal legal
landscape for Europe in the long term (2020 and beyond) was envisaged. Such recommendations for the
long term are not limited to mere evolutionary changes, and encompass recommendations from a fresh
angle, through out-of-the-box thinking. The reader should bear in mind, however, that the barrier towards
implementation will be naturally higher than the short-term and mid-term recommendations.

iii. Key topics — In order to come up with relevant short and mid-term recommendations, the study team
has investigated in depth ten key topics. Each of these topics — set out in Chapters 4 to 13 — deal with
particularly important, problematic or contested issues in the online environment.

iv. Legal instruments — In Chapter 14 (Annex), each of the most important EU legal instrument is
separately covered, to identify its gaps, inconsistencies and future readiness, in a discussion of its
relevant articles. This annex builds upon the issues identified in Chapters 4 to 13.

v. Theoretical and practical approach — It is the clear aim of the study to go beyond the theoretical
level, and also come up with practical recommendations — particularly for the short-term — that have a
clearly identified impact on all stakeholders. "Practical" also means that the recommendations have been
corroborated by stakeholders through workshops, as well as through various interviews.

vi. Key trends, challenges, values & solutions — The study emanates from the observation that the
EU's current legal framework for the information society is increasingly thwarted by trends that are taking
place at an unprecedented speed (such as increased end-user participation, permanent connections to
the network and new approaches to privacy). These key trends pose numerous challenges for today's
society and its legal framework, as further discussed below. Throughout the study, it is investigated how
the existing legal rules can be adapted to cope with these new trends and find solutions for today's
challenges. In coming up with recommendations, the study takes into account the core European values.

Topics and legal instruments out of scope

The EU legal framework for the information is
quite extensive and directly or indirectly touches
upon many different subjects. In the picture
below, we illustrate which topics we currently
consider most relevant for the information
society (located within the concentric green
circles), taking into account the key trends and
key challenges described in the remainder of this
chapter.

Furthermore, three core topics — highlighted in
white in the picture above — are not covered by
the study, although it is acknowledged that these
legal instruments constitute an important part of
the information society legal framework:

" The telecom legal framework as such, as
this legal framework is being reviewed during the course of the study®. (Note, however, that the
telecom legal framework is partially discussed in the context of net neutrality, in Chapter 9 on net
neutrality)

® See http://ec.europa.eu/information_society/policy/ecomm/tomorrow/reform
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" The consumer acquis (including in particular the Distance Selling Directive 97/7/EC), as this
framework is also being reviewed "°.

= The VAT legal framework for the information society, as this framework was recently revised
through Directives 2008/8/EC and 2008/9/EC.

Key trends that affect the legal framework

Omnipresence of the Internet

Background - In the last decade, there has been a gradual replacement of dial-up modems by
broadband connections, a technological evolution in which several European countries have proven to
be among the frontrunners'’. In 2008, the milestone of 100 million European broadband subscribers was
crossed, bringing the EU Member States one step closer to a true Single European Information Space'.
The roll-out of VDSL2 networks and fibre-to-the-home promises even higher speeds in the coming
years™, while the "digital dividend" (the wireless spectrum that has been freed up in the switchover from
analogue to digital terrestrial TV) will increase the availability of mobile access'. The big success of
portable devices such as laptops and (3G or even 4G) smartphones has stimulated nomadic use and
has set a trend towards technological convergence'.

The rapid spread of broadband and wireless access has resulted in an almost permanent connectivity
at home and at work, at speeds that allow bandwidth-demanding and interactive applications. This has
resulted in a growing integration of the Internet into our lives, a new breed of services and an ever-
increasing dependence on the Internet. The Internet has thus become (part of) the fabric of our lives'.

Legal issues — The permanent connectivity and the evolutions in communication technology have
created frictions with the existing legal framework, which is for a large part still primarily focused on the
offline environment. Although the existing legal instruments (such as the eCommerce Directive and the
Data Protection Directive) claim to take a technology-neutral approach, they are clearly targeted at
traditional delineated transactions between a limited number of parties (typically a webshop and a
customer), involving a limited amount of data being stored in a manageable scenario.

° See http://ec.europa.eu/consumers/rights/cons_acquis_en.htm

" Denmark and the Netherlands occupy the top positions in broadband penetration, followed by Sweden and Finland.
Although the take-up of broadband is unevenly distributed across the EU, the gap has been reduced slightly in 2008. The
Commission and many Member States are taking initiatives to further reduce this gap: see Europe's Digital Competitiveness
Report, 4 August 2009, available at

"2 Source: ECTA Broadband Scorecard Q1 2008, www.ectaportal.com.

" See for example Belgacom (www.belgacom.be/private/en/isp/dynamic/product.jsp?dcrName=hbs_vds| res), UPC

(www.upc.nl/internet/fiber_power_120/) and Deutsche Telekom (www.t-home.de/Neuanschluss_DSL). These three
providers are amongst those offering high-speed (VDSL or Fibre-based) broadband.

" See "How to transform the "digital dividend" into consumer benefits and up to €50 billion in economic growth for Europe?",
press release from the Commission on 10 July 2009, available at

'® OECD DSTI/ICCP/IE(2007)4/final
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3.2.

Today's Web 2.0 services involve data flows transferred across the globe, transferred between "data
clouds" by combined web services managed by multiple parties, replacing "one-shot" transactions of the
Web 1.0 era with constant transactions via almost permanent data connections. The very purpose of
technologies such as cloud computing, software-as-a-service and webservice mash-ups is to outsource
and combine data processing and data storage in the most efficient (often decentralised) way, using
whichever party or technology is deemed most suitable. These technologies often make it impossible for
a data controller to know which parties are involved in the data processing, or where data is stored.

The existing legal instruments do not provide adequate answers to the liability and data protection
questions triggered by the omnipresence of the Internet. Questions such as who is owner of the data
being processed, and which parties in a chain of processing commands can be held liable, have become
increasingly difficult to answer. Even relatively straightforward requirements, such as the information
requirements set forth in articles 5 and 10 of the eCommerce Directive, have become difficult to apply,
considering that a substantial number of client devices have small screens (PDAs or smartphones) or
rely on data streams that only allow a limited number of characters (transactions by SMS).

New ways of doing business

Description — Evolutions in communication technology have already influenced business processes and
culture to a great extent. The Internet has enabled companies to communicate and collaborate more
efficiently and at a lower cost, largely independent of geographical boundaries'. The Internet has also
facilitated the birth of a new breed of companies, such as online stores, search engines, social
networking sites, hosting providers, online financial services and storage services, some of which have
quickly gained a strong foothold in the market.

In addition, the Internet has "upgraded" traditional service models (such as bookstores and music shops)
with new digital features, allowing unlimited shelf space and personal shopping recommendations
based on statistical information collected from other customers'®. Companies like eBay have reinvented
the traditional auction model, and lifted this concept to a new level. Online trading communities for video
games, books, music, movies, and other items have grown beyond the size of their traditional
antipodes'®.

Rapidly diminishing costs of processor power, bandwidth and storage have also led to a new line of
business models that essentially offer services free of charge to the majority, or even all of the users
(the so-called "freemium" model). This business model was not possible in an offline environment, where
shelf space and staff costs were prohibiting factors to really offer services for free. While some offline
business models also promised "free" services, almost all of these services were hiding or shifting the
costs to other places®.

Although in 2007 only 4,2% of the total turnover of enterprises stemmed from e-commerce®’, the
relationship between businesses and consumers has also been affected by the technological changes.
Small and medium businesses can use the Internet to communicate with a global audience, a feat

" For example, fast-food drive-in franchisees can outsource the taking of orders to a central location hundreds of kilometres
further away, increasing order processing speed, cutting mistakes by half, serving thirty additional cars each hour and
increasing customer satisfaction. See T. L. FRIEDMAN, The World is Flat (updated edition), 2006, p. 48

'8 C. ANDERSON, ibid.

" For example, the site Game Trading Zone has 179,187 confirmed trades since October 20, 1997. Source:
http://gametz.com

% . ANDERSON, Free: the future of a radical price, 2009, p. 75-93

?' Eurostat Information society statistics on E-Commerce via Internet, see http://ec.europa.eu/eurostat
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previously reserved for multinationals with a worldwide store network. Costs for the distribution of goods
and services have diminished, as there is no more need to have physical points of sale in every area of
distribution. Some services are distributed in an entirely new way: the emerging® "software-as-a-
service" (SAAS) distribution model, for example, makes software available to customers as a service
across the Internet, instead of requiring the customer to install the software on his computer.

Legal issues — Although, as a result of technological evolutions, consumers can easily engage in cross-
border shopping, there are legal barriers that hinder the realization of a true internal market and
undermine the potential of new savings promised by technological advances, as illustrated by the
following examples:

" While e-invoicing promised to greatly decrease costs and increase speed of processing, the e-
invoicing process is plagued by practical and legal barriers. Although companies have a great deal
of freedom for guaranteeing the origin and integrity of electronic invoices®, the practical
implementation of an electronic invoicing system is problematic for companies involved in cross-
border transactions, due to additional requirements imposed by some Member States®.

= ltis unclear which language requirements apply to web shops: should the entire website be available
in the language of a country if a web shop is accessible from that country?

= |t is also unclear to which extent aggregated statistical data gathered from the community can be
considered personal data. The combination of data collected from web shops, search engines, etc.
allows rather complete profiling of consumers. The European data protection advisory body
"Working Party 29" has a very strict point of view in this respect and interprets the concept of
"personal data" in a very broad way®®: even dynamic IP addresses are considered personal data.

Focus on digital content

Background — The increasing bandwidth and processing power of computers have led to the
predominance of digital content. Information in digital form offers many possibilities previously
deemed impossible. Users can upload their own blog posts, pictures, videos and music, and view
information uploaded by others (often collectively referred to as "user generated content"). New online
services, such as digital photo albums, online collaboration tools and online video sites capitalise on the
ease with which content in digital form can be exchanged. The combination of the abovementioned
increase in connectivity and mobility and these evolutions on the content level, has resulted in "digital
convergence": different kinds of content (e-mail, music, television, etc.) are available on different
devices (desktop pc, notebook, cell phone, etc.), using different networks (wired, wireless).

The low cost and speed associated with the distribution of digital content have also brought about new
distribution models, both using traditional "client - server" models (such as Apple’s iTunes® or BBC'’s

%2 The market for software as a service is predicted to reach $11.5 Billion in revenue by the end of 2011. Source: Gartner
(2007). See www.gartner.com/it/page.jsp?id=511899

% EDI, advanced electronic signatures and any other means accepted by the Member State concerned

% For example, Germany requires qualified signatures on electronic invoices, while Finland does not require any signature.
As a result, it has been reported that it is problematic for a Finnish merchant to issue electronic invoices to its German

customers.

% See Opinion N° 4/2007 on the concept of personal data, available at
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3.4.

iPlayer”) and using collaborative peer-to-peer technologies (such as BitTorrent and P2PTV). Some
content creators have resorted to Digital Rights Management (DRM) protection schemes, but these
techniques have encountered resistance, as they limit the control users have over content they buy.

Legal issues — Among the legal issues associated with this trend, are questions regarding the
application of existing legal instruments to the new services that have emerged as a result of the success
of digital content, online liability for content, piracy, DRM and open source.

Copyright laws do not seem to appropriately reflect the day-to-day reality on the Internet, where users
(particularly "digital natives", i.e. those born after 1980, who grew up in the digital environment) copy
photos, music and texts without permission — often unaware of the fact that they breach the law. These
users are caught in a fundamental "copyright paradox": never before have copyrighted works been so
important to consumers (and minors in particular), yet never before have users disrespected copyright in
this amount. Aware of this paradox, rights holders start lawsuits, hesitate to sell digital works online, or
sell digital works that are overly protected and consequently do not allow users to enjoy their legal
exceptions.

Another issue associated with digital content, is the possibility of reuse. The widespread online
availability of digital content makes it very appealing to create derivative works using this content.
However, such reuse is often not allowed, due to the strict exceptions found in the EU Copyright
Directive. The "fair use" doctrine in the US is sometimes proclaimed to offer a higher degree of flexibility
in comparison with the limitative, non-harmonised set of exceptions in the EU Copyright Directive. This
indicates that a new balance may need to be found between protecting the legitimate rights of the
content producers and allowing information to be shared without excessive restrictions.

Yet another issue concerns DRM, installed to counter digital piracy. Although DRM is often deemed
indispensable in a digital environment due to the possibility of easy and perfect copying of digital works,
the use of DRM has led to consumer complaints® and legal issues®.

Adverse to the trend towards increased control over digital creations (of which DRM is a manifestation) is
the "open source" software movement, as well as the related free licensing schemes (such as Creative
Commons) for other types of content. Such licenses encourage, instead of restrict, the reuse of content.

Community building

Background — The internet has evolved from a medium allowing limited two-way information provision in
the mid nineties to what has been called "Web 2.0": a mature, distinctive medium characterised by user
participation, openness, mass collaboration and network effects®*. Properly channelled, Web 2.0 means
connecting minds and creativity on a scale never before imagined®'. In the enterprise environment, it is
expected that these collaboration tools will generate an "Enterprise 2.0" **.

z In 2008, the iPlayer accounted for 5% of UK internet traffic See

2 www.nytimes.com/2007/05/03/technology/03code.html|

% For example, the term "effective" in article 6 of the Copyright Directive concerning technological measures to protect
copyright has been the subject of much debate.

% T O'REILLY, "Web 2.0 Principles and Best Practices", O’Reilly Radar Report
V. REDING, SPEECH/08/616, "Digital Europe: the Internet Mega-trends that will Shape Tomorrow's Europe.”

%2 Communication on future networks and the internet, COM(2008) 594 final, page 4
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Social networking sites such as Facebook, Myspace and Netlog have attracted a huge and mainly
young audience, and have taken their place among the highest ranking websites in the world®. Users
are encouraged to upload pictures, videos or music to complement their virtual identity. Online role
playing games and virtual worlds such as World of Warcraft, Eve Online and Second Life allow large
scale interaction in a 3D environment, giving rise to virtual online economies. So-called "wiki's" allow
end-users to jointly create manuals, encyclopaedias or even novels. Millions of media buffs now use
blogs to add their voices to a vociferous stream of dialogue and debate called the "blogosphere™*.
Community building even occurs in more subtle ways, for example with websites that provide
recommendations on the basis of the direct input or indirect input (surfing, buying or listening behaviour)
of millions of users — a entirely new phenomenon which is dubbed "crowdsourcing". Business models
built around crowdsourcing and reuse of user-contributed material seem to become central in tomorrow's
online business, creating a "hybrid" economy where the efforts of service providers and end-users are
intertwined®.

One of the best example is the "long tail" in online retail. Due to the fact that online web shops are not
bound by real-world limitations, they can have unlimited "shelve space" for their products, so that they
can offer an almost unlimited product assortment to their customers. Online retailers that indeed offer a
very wide selection of products, have observed that — contrary to their expectations — a very large
percentage of their sales is generated by products that are not "mainstream” or "popular” (the so-called
"tail" of products). Even more interesting is the observation that even the most specialised niche
products are being sold. Although the individual quantities for each such product may be very low, the
aggregate sales for all niche products together often amounts to 40% or even 50% of an online retailer's
total sales volume.

Contrary to offline shops — which pre-select available content and typically only offer the best-selling
products — online shops can therefore significantly contribute to cultural diversity, which is an important
value in Europe. However, it is also observed that "long tail" sales only work in practice when sufficient
guidance is offered to customers (e.g., Amazon's "other readers have also bought..." statements).
Crowdsourcing is essential to this guidance.

The Internet has arguably become the most powerful tool to date for spreading information. The
possibility to reach a huge audience at a negligible cost has stimulated businesses, grassroots activists,
governments and marketers to use the medium to engage people in their activities. The internet has not
only become a powerful tool for spreading information, it has also proved quite effective in supporting
collaboration. The open source software model, for example, is a form of distributed, collaborative,
asynchronous, partly volunteer, software development®®.

Legal issues — Legal systems are typically focused on straightforward one-to-one relationships, for
example a commercial transaction between a supplier and a customer, or extra-contractual damage
caused by one party to another party. They are not typically designed for dealing efficiently with
contractual issues or liability cases caused by several persons at once. Numerous questions can arise in
this context, for which no clear answers exist in the current legislation:

=  Which contributors can be held liable in case damage is caused to a third party?

% At the time of writing, the Alexa rankings of Facebook, Myspace and Netlog are respectively fifth, seventh and sixty-sixth.
See www.alexa.com/site/ds/top_sites.

% D. TAPSCOTT and A.D. WILLIAMS, Wikinomics. How mass collaboration changes everything, 2006, p. 1

% See L. LESSIG, Remix: making art and commerce thrive in het hybrid economy, 2008, available at

% Fp. DEEK and J.A.M. McHUGH, Open source. Technology and policy, Cambridge University Press, page 159. The term
"open source" is actually more complex, and encompasses several aspects at once. See the open source definition at
www.opensource.org/docs/osd
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" How should the responsibility between users and service providers be drawn, when the service
provider re-uses and re-compiles material uploaded by the users?

=  Should the anonymity of contributors be preserved in case of illegal content?

= |s it fair for terms & conditions to stipulate that the ownership of uploads and creations automatically
transfers to the service provider?

= |s it fair and democratic that an online community of millions of people is, in many cases, centrally
ruled by only a handful of people?

® To which extent can semi-anonymous profiling data be used for crowdsourcing purposes?

For example, it is not clear whether "abstract" profiling activities are subject to the Data Protection
Directive. If this is the case, then the accompanying data protection rules may become inhibitive due to
the many restrictions that apply.

Another example is the Audiovisual Media Services Directive. This Directive only applies to service
providers that exercise "editorial responsibility" over audiovisual content. It is not clear to which extent a
video platform with user generated content (such as YouTube) falls within the scope of this definition, as
it is difficult to argue that such platforms exercise "editorial control” over the millions of videos uploaded
to its platform

Yet another issue is how communities can be made responsible for the data they create. Under the
current special liability regime of the eCommerce Directive, hosting providers are not liable for third party
content hosted by them (as pointed out in Chapter 6, this protection is not always correctly applied in
practice). Accordingly, the platform operator is not responsible for the content created by "the
community". However, the question then arises who can be held liable for this content, as it is often
difficult to track down individuals within a collectivity of million members.

A fourth issue is the "democratic deficit" legal gap of some online communities (see section 4.10).

The online legal framework should take into account the special concerns generated by online
communities. The legal rules should consider these issues, yet should also allow the accompanying
business concepts to flourish, by removing unnecessary legal hurdles that deal with these online
communities.

Individual-to-community (12C)

Background — Almost paradoxically, the Internet has not only facilitated community building, but has
also facilitated the power of the individual, who can directly reach the community at large through the
Internet (end-to-end).

For example, many individual bloggers have become very influential, sometimes with daily pageviews
approaching one million®”. Similarly, some persons have millions of persons who have subscribed to their
micro-blogs (such as Twitter messages), allowing one individual to directly reach millions of readers.
Even when such bloggers are employees of a company, the public perception detaches their individual
reputation from their companies, focusing the attention on the individual instead of on the company.

Many artists have become famous through the Internet, for example due to their personal videos on
YouTube®®. Other artists have single-handedly launched (or is it confirmed?) new business models on
the Internet®. New innovative business models allow individuals to directly lend money to other

% For example, Daily Kos (politics), Jason Calacanis, The Blog Herald, Jason Kottke and Hylton Jolliffe. A famous recent
example is the fashion blog of the thirteen year old Tavi Gevinson.

% For example, Tyra Banks, Marie Digby, Savannah Outen and Esmee Denters

% See, for example, Radiohead, which distributed its album on the Internet for free, asking only voluntary donations in return.
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individuals*’. Individual messages broadcasted online can make*' or break a product’’, can make a
person world famous in a very positive way, but can sometimes also make a person equally famous in a
very negative way*’.

This trend is what we would call "individual-to-community" (I12C), a new kind of context that exists parallel
to the business-to-business (B2B) and business-to-consumer (B2C) contexts. Due to the world wide
exposure made possible through the Internet, individuals have become empowered by the Internet, and
are enabled to individualise the Internet to define their own user experience.

Legal issues — Most liability and defamation laws simply do not take into account the worldwide effects
of one's actions. The current legal framework of international private law provides complex referral rules
to be applied by the judges of each Member State. It is difficult to determine which laws apply and which
courts are competent in such cases, so that these issues alone will often make harmed party refrain from
any legal redress.

Furthermore, many legal obligations are primarily targeting professionals, excluding consumers. The
question then arises to which extent the current legal rules apply to influential individuals, who may act
as a consumer instead of as a professional.

Smart objects and ambient intelligence

"non "o,

Background — Terms such as "the Internet of things", "ubiquitous computing”, "ambient intelligence"” and
"smart objects" are all related to the description of another potentially disruptive technological evolution.
They refer to the vision that technology will become invisible, embedded in our natural surroundings,
present whenever we need it, enabled by simple and effortless interactions, attuned to all our senses,
adaptive to users and context-sensitive, and autonomous*. Examples include personal biometric
monitors woven into clothing and refrigerators that are "aware" of their contents, able to both plan a
variety of menus from the food actually on hand, and warn users of stale or spoiled food*.

Radio frequency identifier (RFID) tags, chips that can be used for identification and tracking purposes
using radio waves, are already being used on a large scale for supply chain management, animal
tracking, passport control and other purposes. Worldwide revenue for RFID technology is forecasted to
total $1.2 billion in 2008, and is expected to grow five times by 2018 *’. E-health applications, such as
the monitoring of vital health parameters, are being developed, and are expected to be very successful,
considering our aging demographic. The seamless connection of objects through the Internet promises
to allow far-reaching control over our environment*.

Another promising area is near-field communications (NFC), which is used for mobile payment and
mobile ticketing in public transport.

° See, for example, Zopa.com
“! See, for example, Andrew Milligan's "bean bag" (www.sumolounge.com), which became popular only through a blog post.

2 See, for example, the "Dell Hell" case of Jeff Jarvis, who single-handedly initiated the reorganisation of Dell computer's
customer care service, after blogging about a bad experience (C. ANDERSON, The long tail, edition 2009, page 233).

* See, for example, the case of the Finnish shooter "wumpscut86".

“W. WEBER, J. RABAEY and E. AERTS, "Introduction", in Ambient Intelligence, Springer, 2005, page 1

45 Ubiquitous computing, http://en.wikipedia.org/w/index.php?title=Ubiquitous_computing&oldid=249778535
“6 Source: Gartner, Market Trends: Radio Frequency Identification, Worldwide, 2007-2012.

" Communication on future networks and the internet, COM(2008) 594 final, page 5

8 See the Commission Recommendation of 12.5.2009 on the implementation of privacy and data protection principles in
applications supported by radio-frequency identification - C(2009) 3200 final
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Legal issues — The legal issues that will need to be addressed concern primarily the protection of
privacy rights and the security of data. The 1995 Data Protection Directive was created on the premise of
centralised mainframes, a view that will no longer hold true when millions of independent devices such
as RFID chips and smart objects all process data. The question arises whether the strictly confined setup
of the Data Protection Directive can be aligned with this new environment.

Some specific questions raised by smart objects, include the issue of who exactly is allowed to exert
control over the devices constituting the Internet of things, who will be liable in cases where failure of one
of the connected devices causes damage, and how contracts can be established through the mediation
of these devices. The industry is aware of the suspicion that some have towards these technologies, and
that initiatives have been taken to remedy some of the critic. For example, EPCglobal's second
generation standard provides for a kill-switch, which allows users to permanently disable the RFID tag in
a product™. It remains however yet to be seen if such forms of self regulation can suffice to meet the
objections voiced by experts and the public opinion®.

Another issue is the security of these millions of devices. The Commission has already recognised that
the efforts required to ensure the security and integrity of networks and services must be accelerated to
guarantee that Europe can show international leadership on the global stage.®'

A data-driven world

Background - Collecting data has become commonplace. Unlike people born into previous
generations, those who are born digital will grow up to have a large number of digital files kept about
them — whether they like it or not — and these files begin to accumulate right from the moment of birth®.
On the Internet, cookies gather visitor information and search engines store searches. Website visitors,
some quite young, willingly provide personal information to social networking sites and online stores. In
finance, databases containing credit card and social security numbers are accumulated by financial
institutions. Even in the offline world, navigation technologies allow for indoor and outdoor localization®.

The Internet has evolved to a pervasive platform that is used for a variety of purposes, leading to
enormous amounts of information being collected in a decentralised fashion, because virtually all of
our digital acts can be captured and stored in databases®. As our society starts to rely more on the
Internet to communicate with and provide services to its customers and citizens, adequate protection
mechanisms to safeguard the data in possession of public and private entities needs to be put in place,
to safeguard the privacy of individuals.

Legal issues — The boom in the gathering, storage and use of information urges an assessment of the
existing instruments regarding privacy and data protection. The current EU data protection legislation
assumes that limited amounts of data are stored by a small number of parties, in a centralised and
manageable way. Conversely, today's internet features numerous parties collecting personal data in a
decentralised way, with reuse of personal data — often for purposes of direct marketing — being the rule

“9 For information on EPCglobal see www.epcglobalinc.org/about/.

% See for example C. Bolan, "The Lazarus Effect: Resurrecting Killed RFID Tags", in which some flaws are pointed out.

®" See the "Communication on future networks and the Internet", COM(2008) 594 final, page 10
%2 J. PALFREY and U. GASSER, Born Digital, Basic Books, New York, 2008, page 41.

%% See, for example, the Belysio service, which allows users to constantly convey their geographical location to other users of

the service.

5 European Internet Foundation, The digital world in 2025 - indicators for European Action,
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instead of the exception. When a person's privacy rights are violated, it is not even clear which law will
apply, as privacy and data protection violations are excluded from the Rome Il Regulation®.

Collecting personal data has even become a viable business model on itself, allowing a new generation
of Web 2.0 websites to survive without other sources of revenue. Although online services often operate
under a veil of lawfulness by requesting the user's prior consent, the question arises whether this
consent can be deemed valid, as privacy policies are often long, non standardised and simply not
understandable for non-lawyers, so that they are almost never read®. Even so, while they do not read
the privacy policy, many users seem to be concerned about their privacy®’. Still other users — particularly
children and teenagers — seem to adopt a new position towards privacy, deliberately reducing their level
of privacy protection, due to the new incentives to reveal information online about oneself*®.

The discrepancy between the philosophy of the data protection legal framework and the way internet
businesses treat personal data, is therefore highly similar to the aforementioned discrepancy between
copyright legislation and everyday use of digital content.

Convergence

Background — The concept of convergence has many applications in the online context. There is
convergence of media, such as television shows that refer to websites for more information, newspapers
that print user comments submitted online, and cross-media campaigns that simultaneously cover many
media. Many new television sets can be connected to the Internet to allow users to watch online video
fragments (e.g., on YouTube). Conversely, many movies and television shows are broadcasted in a
digital format, or can be ordered on demand through the Internet via set top boxes.

There is also a convergence of the online and the offline context, due to the arrival of new
technologies and new devices that are permanently connected to the Internet. For example, new cell
phone services (such as Belysio) allow citizens to permanently track the geographic position and
whereabouts of their friends and family; new communication technologies allow medical diagnosis and
treatment at a distance®; the new concept of "augmented reality" literally blends the online and offline
context on a digital device by integrating in real-time information about the surrounding real world in the
user interface of a device®; cycling champions Twitter during their activities and criticise each other
through public text messages®'.

®® Regulation (ec) no 864/2007 of the European Parliament and of the Council of 11 July 2007 on the law applicable to non-
contractual obligations ("Rome II")

% ). PALFREY and U. GASSER, Born Digital, 2008, page 57

57 Source: Europstat Flash Eurobarometer Series #225, Data Protection in the EU,

http://ec.europa.eu/public_opinion/flash/fl_225_en.pdf
%8 Ibid., page 54

have an embedded antenna for wireless transmissions of diagnostic information to a service centre, where messages are
decrypted, stored as well as loaded on a protected website accessible to the attending physician through identity codes and
a personal password. The advantages include early detection of device technical troubles, early reaction to changes in
patient clinical status, reduction of unnecessary out-patient visits and optimization of health-care resource allocation.

% For example, a software application which detects buildings and locations in real-time through the camera and compass of
a smartphone, and projects this information on the screen of the device. This way, tourists can immediately get information
about the surroundings. See M. HALLER, B. THOMAS and M. BILLINGHURST, Emerging Technologies of Augmented
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More recent is the observation that increasingly, online concepts are being "mirrored” in the offline
environment, or that online concepts are used to define and explain offline activities. While the reverse
has been true as from the very conception of the Internet, the "online reflection” is a recent trend that
may be the best illustration of the state of convergence between the online and offline world.

For example, abbreviated language and "emoticons" typically used in electronic message are trickling
into offline texts; companies start to organise offline mass games that resemble typical online games
such as World Of Warcraft; television shows allow customers to send messages in real-time to publicly
provide comments on the show; the concept of "open source" software has given rise to open source
beer recipes62; offline products such as cars can now also be ordered with a limitless variety of
replaceable exterior parts, effectively mimicking the customisation / personalisation options found on
many websites and software packages.

An interesting illustration of this trend is the ‘offline store" cartoon, available at

Legal issues — Existing legislation is for a large part still primarily focused on the offline environment. In
most of the cases where the online context has been taken into account, separate legal rules have been
adopted for the online world. This legal duality is no longer justified in an era where the online and offline
context are increasingly intertwined, particularly for the digital natives.

An interesting example is the 2007 Audiovisual Media Services Directive, which is still primarily focused
on traditional concepts in the offline audiovisual environment, although one of its main goals is to be
better suited for the online environment. For instance, one of the Directive's crucial criteria is the
"editorial responsibility" of a media service provider, which is defined as "the exercise of effective control
both over the selection of the programmes and over their organisation”. It is not clear to which extent a
commercial online video platform such as YouTube falls within the scope of this definition, as it is
difficult to argue that YouTube exercises "editorial control" over the millions of videos uploaded to its
platform (YouTube only removes illegal content on request). Instead, it could be argued that "the
community" exercises this control. However, the Directive does not take into account such decentralised
organisations, and only focuses on traditional, centralised control hierarchies.

Digital natives

Background — An ever-increasing part of a typical minor's life is to be situated in the online context.
Digital natives stand out as the most regular, intensive users of internet advanced services®, who fully
exploit the many possibilities offered by the web, and are twice as inclined as other users to pay for
services online®™. As have so nicely described J. PALFREY and U. GASSER: "You see them
everywhere. The teenage girl with the iPod, sitting across from you on the subway, frenetically typing
messages into her cell phone. The whiz kid summer intern in your office who knows what to do when
your e-mail client crashes. The eight-year-old who can beat you at any video game on the market—and
types faster than you do, too. (...) All of them are "Digital Natives."

Legal issues — Contrary to "digital immigrants", digital natives use other legal paradigms. They no
longer seem to make a sharp distinction between the online and the offline context, or the "public" and
the "private" context. All these contexts are woven into one context: "their world". Digital natives expose
their privacy in ways that are astonishing; they download digital material while only vaguely recognising
that this downloading may infringe third party copyright; they have different habits, practices and ethical
codes that may be hard to grasp for outsiders.

Europe's Digital Competitiveness Report, 4 August 20009, available at

% Ibid., page 57
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While the discrepancy between the current legal framework and the behaviour and value set of digital
natives may not be threatening at first sight, one should realise that today's digital natives will have
important purchasing power tomorrow, and will soon become political decision makers, for whom the
established (offline) values feel progressively unnatural. Hence, given current trends, any distinction
between the digital environment and the offline environment will have become largely academic by
2025%.

Rise of cybercrime threats

The reliance on the Internet opens the door for malicious attacks on networks, websites, services and
databases. The profound changes brought about by the digitisation, convergence and continuing
globalisation of computer networks have increased the risk that computer networks and electronic
information may also be used for committing criminal offences. Indeed, in addition to amateur
attackers, professional hackers and organised crime are starting to use highly sophisticated attack tools
to access private and otherwise valuable information, or gain control of the computer itself, forming so-
called "botnets", that organise attack services for money®.

As our society will become even more dependent on smart digital systems in our core infrastructures, it
can be expected that cybercrime threats will further increase®.

Legal issues — The cybercrime threats undermine the trust of consumers and companies in the online
society, hampering the further uptake of electronic commerce. Furthermore, the threat of cybercrime also
causes legislators to become (overly) cautious when enacting rules for the online world®®, which often
leads to practical

It is acknowledged by the European Commission® that the fight against cybercrime is a significant
challenge. However, the fight against cybercrime is often obstructed by cross-border legal issues, such
as competent jurisdiction, applicable law, cross-border enforcement, and lack of evidence. Traditional
cooperation between European member states (e.g., through Europol and Eurojust) has proven to be
slow and ineffective when dealing with cybercrime, and new cooperation structures have not yet been
sufficiently developed.

Another legal issue is that the threat of cybercrime seems not yet reflected in the "bonus pater familias"
model of good online citizenship. Courts do not yet know to which extent they can hold consumers or
companies liable for not having taken adequate security measures (such as firewalls and malware
protection). The question is to which extent intermediaries (such as access providers) should be held
responsible for "clean internet", and to which extent this is also the responsibility of the end-users.

65 European Internet Foundation, The digital world in 2025 - indicators for European Action,

% ENISA Permanent Stakeholders Group, "The PSG Vision for Enisa", May 2006, page 7
67 European Internet Foundation, The digital world in 2025 - indicators for European Action,
www.eifonline.org/site/download.cfm?SAVE=10859&LG=1, page 28

A good example is e-invoicing, which is subject to many stringent security measures. Paper invoices, on the other hand,
are not subject to such additional security measures. Similarly, some electronic signatures (the so-called "qualified"
electronic signatures) are subject to more than thirty requirements.

69 COM(2007) 267, Towards a general policy on the fight against cyber crime, May 2007
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Challenges faced by the legal framework

Due to the various trends outlined above, and the emergence of new technologies, the legal framework
for the online society is exposed to many challenges (as illustrated below). The most important
challenges are described in this section 4..

Legal duality

Most of the laws that were enacted to respond to the legal questions arising in the online environment,
demonstrate a tendency to legal duality, i.e. treating the online environment differently than the
offline environment.

For some aspects, this duality is obviously justified, because the online and offline context have different
characteristics. For example, current electronic signatures operate in an entirely different way than
traditional handwritten signatures, and necessarily require the involvement of a third party, so that a
special legal framework becomes imperative.

For other aspects, this duality was entirely justified at the moment the online legal rule was adopted,
although the question now arises whether this justification is still relevant in all cases. For example, in the
online environment, an "opt-in" requirement applies to most unsolicited electronic communications due to
overload of e-mail spam. In the offline environment, however, an "opt-out" requirement applies to
unsolicited paper communications, so that many people receive significant amounts of paper publicity
that gets thrown away immediately. Another example is the "cooling off" period (cancellation right) for
distance sales. While this cancellation right was introduced to boost consumer confidence in distance
sales, this right may have become too protective for those goods where sensory perceptions are not
required for making a correct purchasing decision™.

For many other aspects, a separate legal treatment is no longer justified. For example, electronic
invoices are subject to a variety of specific rules that intend to secure the electronic invoice, while such

® E g, buying an external hard drive, a book or a DVD online. In many cases, it may even be easier for a consumer to
obtain an informed decision when buying online (where online reviews are online a mouse click away), as compared to
buying the same goods offline (in a busy shop, where sales people may not have personal experience with the goods being
sold).
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rules do not apply to traditional paper invoices. Another example is the transparency obligation of online
shops, which — according to the European Court of Justice’" — requires the shop operator to provide 24/7
telephone access to its customers.

While legal rules should take into account the distinctive traits of the online environment, the deep-rooted
duality may no longer be appropriate in an era of pervasive internet connectivity, inherent convergence,
hybrid services and increasing participation of digital natives.

The challenge is therefore to find a reasonable balance between a harmonised set of rules that would
simultaneously apply without discrimination to both contexts (online and offline), but would nevertheless
deal in an appropriate way with the specificities of each context.

"Cold feet"

In addition to the legal duality, the current online laws also show significant formalism, which
demonstrate that the legislator does not fully trust the digital environment. For example:

" The electronic contracting principles of the eCommerce Directive do not apply to real estate, family
law and succession-related contracts, giving the impression that only for "less important" contracts it
should be possible to contract online™.

= Online service providers must announce in advance whether or not the concluded contract will be
filed by the service provider, and which language(s) will be offered for the conclusion of the contract.
Furthermore, they must take an additional step to explicitly confirm each online order. No such
formalities apply in the offline world, where most contracts can be concluded by sheer consent of the
parties.

=  Stringent security measures are imposed on electronic invoices. Conversely, no security measures
apply to traditional, paper invoices.

®" The eCommerce Directive establishes the "country of origin" principle, to avoid that online service
providers would be faced with certain technical requirements in local laws which would unduly
restrict freedom to provide services. However, this country of origin principle does not apply to the
requirements applicable to physical goods as such, or the requirements applicable to the delivery of
goods.

These formalities create practical hurdles and significant administrative overhead for online service
providers, and undermine the future-readiness of the legal rules. Both the formalism and the legal duality
can be understood as the reaction of a legislator who had "cold feet" to regulate in unknown and fast-
evolving territory, and who did not trust the new digital environment.

Online naivety

Despite the Internet's pervasiveness and the increasing familiarity with the online environment, there
exist many cases where society has not yet developed online customs, even though the offline
counterparts are obvious and deeply rooted. Examples of such undeveloped online customs include:

" ECJ Case [C-298/07] Bundesverband der Verbraucherzentralen und Verbraucherverbinde — Verbraucherzentrale

Bundesverband eV v Deutsche Internet Versicherung AG, See: http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:62007J0298:EN:HTML

2 See article 9 of the E-commerce Directive
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= Clicking is binding — While every citizen will instinctively "think twice" before putting a signature
under a document, many citizens do not realise that the online equivalents (such as the click of a
mouse) can result in an equally binding legal transaction.

= Using corporate e-mail for personal purposes — While an average employee would never write a
personal letter on corporate letterhead paper, many employees will use their corporate e-mail
account for personal purposes. The legal repercussions of this mix of personal and corporate
elements is not yet clear.

= The Internet does not forget — Average citizens will refrain from publishing their most private
discussions or pictures in the newspapers. Yet, these same citizens will not hesitate to post the
electronic equivalents on social networks or discussion boards — often failing to realise that these
electronic discussions and pictures are there to stay’.

=  There is no such thing as online anonymity — Many citizens assume that they can anonymously use
online services from their computer. Aimost paradoxically, however, is it that in many cases it has
never been easier to follow an individual's online traces. For example, some employees assume
they can anonymously edit Wikipedia entries about their own company (or a competitor), until a third
party publicly exposes who is linked to the IP address registered by Wikipedia.

= Disrespect for others — Citizens not only post private information about themselves online, but also
post information about other citizens, while failing to realise that this information may be harmful.
Examples include blog posts and social network posts "this is John at the local bar at 3am, who had
a drop too much".

= "Alice in Wonderland" — Some citizens see themselves as Alice in Wonderland when visiting the
online world: as everything looks nice, they sometimes fail to realise that the online world can
seriously hurt, and that many actions are not entirely free of engagement.

= lacking security — Careful citizens lock the door of their house or car, will not let unannounced
strangers into the house and will refrain from visiting suspect neighbourhoods. These same citizens
often neglect to update their virus scanner or install a firewall, will eagerly respond to a spam e-mail
or install cool-looking software, and will almost always skip creating backups of the most important
electronic documents.

Courts know how to deal with breaches of the offline customs: an employee uses corporate letterhead
for personal purposes, or carelessly handles paper invoices, is likely to be sanctioned. Yet, society at
large and courts in particular do not know how to handle the counterpart infringements performed
online, due to a lack of established online customs and an insufficient understanding of all concepts and
implications of the online environment. As a result, court reactions range from ignoring online issues, to
setting the bar of the "bonus pater familias" standard too low for the online environment.

Privacy leakage

The trend of ever-increasing flows of personal data on the Internet concern users: statistics point out that
66% of internet users are concerned about leaving personal information on the Internet™. Indeed,
evolutions such as geographical localization, RFID tags and ubiquitous computing even have the

"3 See, for example, the August 2009 case of two students who were boasting there cheating efforts, until the school board
used the evidence as fraud to flunk both students: www.techcrunch.com/2009/08/25/facehogk-conversations-used-as-

" Source: Europstat Flash Eurobarometer Series #225, Data Protection in the EU,

http://ec.europa.eu/public_opinion/flash/fl_225_en.pdf
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potential to result in 24/7 traceability. Almost paradoxically, however, many internet users do not refrain
from giving away private information online.

Also, the businesses model of a significant number of — particularly online — service providers depends
on sharing and reusing personal data, which has become the "new oil of the Internet and the new
currency of the digital world" ™. It will therefore be a challenge to find a reasonable trade-off between
effectively protecting the privacy of citizens and providing sufficient opportunities for businesses, while at
the same time ensuring that fundamental values such as freedom of expression and freedom of
information are adequately respected. The problem of adequate privacy protection is exacerbated by the
fact that we are just at the beginning of the digital age: no one has yet been born digital and lived into
adulthood, and no one has yet experienced the aggregate effect of living a digitally mediated life over the
course of ninety years™.

An important part of this equation will consist of a reform of the current administrative and practical
overhead involved with data protection issues. In practice, companies are confronted on a day-to-day
basis with the various differences between data protection regimes across the EU Member States. For
example, cross-country privacy audits for multinationals illustrate that data protection notifications are
strictly necessary in some Member States, not necessary in other Member States, and sometimes
necessary in still other Member States. Similarly, data protection authorities interpret rules in a different
way, so that the export of the same personal data is allowed without formalities in one Member State, but
strictly forbidden in other Member States. Although legal mechanisms exist (e.g., the Binding Corporate
Rules or model clauses) to deal with some cross-border aspects of data protection legislation, there is a
strong perception that a general overhaul may have become necessary.

Public support for established rules

Some legal frameworks do not seem to be supported (any longer) by a significant portion of the general
public. This is particularly the case for data protection and copyright legislation, where many citizens
have the impression that the current rules are outdated, overly restrictive and not aligned to their
needs.

For example, in the field of copyright, one can observe a "copyright paradox”, i.e. the situation that
while content has never received more attention, there is a substantial neglect and disrespect for
individual content. The switchover to digital content has indeed introduced new challenges in the field of
intellectual property rights, including the use of technological means for fighting piracy.

As another example, citizens do not seem to care which national law applies to their online activities.
Instead, they create their own rules and customs for the online environment, separate from the
geographically bound national rules.

This lack of public support is especially relevant for minors (digital natives), whose online behaviour
poses some very unique challenges. Due to new incentives to reveal information online about oneself,
the level of privacy-awareness seems for young people to also have decreased’’, and their meaning of
both "public" and "private" is shifting. In the field of online contracting, there is a discrepancy between the
laws of most Member States, which only allow adults to enter into contractual transactions, and the daily
practice, where children and teenagers frequently buy content and services online.

® M. KUNEVA (European Commission), Keynote Speech on the Roundtable on Online Data Collection, Targeting and
Profiling, Brussels, 31 March 2009

7® ). PALFREY and U. GASSER, Born Digital, Basic Books, New York, 2008, page 62
" Ibid., page 54
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Still, it is not clear how deeply rooted the resistance against current copyright and data protection
legislation is. Many citizens — including minors — still believe it would be wrong for another citizen to
reuse their texts or photos without proper accreditation. Similarly, while many citizens see no harm in
posting their most intimate details on social networks, they do feel that their privacy is harmed when a
friend would post a disgraceful photo on a publicly accessible profile. Certain aspects of the position
towards privacy and copyright may therefore be shifting, but core values and principles may still be
relevant.

Local versus global

The Internet is inherently cross-border: the mere act of sending an e-mail or visiting a website will trigger
the transport of data streams across the globe. Users usually do not care where a server or service
provider is located: they perceive many websites merely to be located "on the Internet" instead of
"located in France" or "located in Hungary". This perception is particularly true for global brands and
global websites, which are often perceived by users without reference to a particular country. In many of
the emerging distributed service models — such as cloud computing and software-as-a-service — it is
even no longer possible for many users (and service providers) to know the physical location of a server,
as the decentralised nature of cloud computing prevents parties from mapping the geographical location
of a server.

Still, many laws still use geographical criteria (territoriality) to define their applicability’®. Even laws
that were specifically created to deal with the online environment, have been organised on the
assumption that activities are on the whole geographically delimited, and that the right to regulate
conduct is shared between geographically defined States on a predominantly geographic basis’. This
attachment to geographical criteria gives rise to many difficulties in the online context.

This issue is further aggravated by the fact that the geographical criteria are used in slightly different
ways across the legal frameworks. For example, an online service provider is subject to the law of its
country of establishment as regards the mandatory information to be published on his website, and as
regards audiovisual media supplied by it (Audiovisual Media Services Directive). This same service
provider is subject to the data protection laws of each Member State where one of its establishments
processes personal data, is subject to the spam laws of each e-mail recipient's Member State, is subject
to the defamation laws of the Member State of any citizen who feels harmed by its behaviour, and is
subject to the consumer protection rules of the Member State of any consumer it deals with. Considering
that legal cross-border relations are the rule rather than the exception in today's information society, the
existing rules are too fragmented, overlapping and no longer adequate to deal with this evolution.

Weak enforceability

As e-commerce is becoming increasingly popular among European citizens, a larger number of cross-
border disputes are destined to arise. Similarly, the increased participation in online communities, also
gives rise to new disputes among the many members of the community.

Although Europe has pushed for alternative dispute mechanisms to be in place in the Member States
(including the creation of ECC-Net), it is a challenge for legislators to come up with a cost-effective and
fast dispute resolution procedure that respects the fundamental rights of parties. Moreover, even

7® Article 2.c of the E-commerce Directive recognises that the location of the technical means is not the relevant criterion to
determine which Member State is competent to exercise its home country control over a service provider.

" U. KOHL, Jurisdiction and the Internet, Cambridge University Press, 2007, page 4
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when dispute resolutions are fast and cost-effective, it may be difficult to enforce the decision against a
remotely located service provider. This weak enforceability is also linked to the above issue of the
inherent cross-border nature of the Internet.

Resolving this conundrum is important, because it is a major hindrance to the further uptake of e-
commerce. Indeed, 71% of consumers have indicated that a major inhibiting factor to their cross-border
purchases are cross-border enforcement and redress while 39% of consumers think that it is harder to
resolve problems such as complaints, returns, price reductions, or guarantees when purchasing from
providers located in other EU countries®.

Not only consumers, but also online merchants are affected by this conundrum: according to a recent
study®', 60% of cross border transactions could not be completed by consumers because the merchant
did not ship the product to their country or did not offer adequate means for cross border payment.
Cross-border enforcement issues were cited as one of the main reasons, in addition to the complexity of
cross-border legal rules.

Endangered intermediaries

Intermediaries are important actors in the online environment, as they host the infrastructure and the
software through which information is processed and on which online communities are built. While the
eCommerce Directive has recognised the important but difficult role of online intermediaries and has
introduced a special legal protection regime for some of these intermediaries, the position of
intermediaries remains difficult. Courts do not know to which extent they should hold intermediaries
liable for third party information processed by them; users do not know to which extent intermediaries
can use the content they uploaded to the intermediary; governments want to lower the barrier to become
an online intermediary, but at the same time impose policing functions on them; some (Web 2.0 and
cloud computing) intermediaries that are key players today, are not covered as intended by the
eCommerce Directive.

As from the moment an online intermediary gains sufficient popularity, its business model will be
scrutinised, particularly from a copyright and patent infringement point of view. Accordingly, legal
compliance and legal defence costs are becoming increasingly burdensome. Moreover, some
intermediaries are pushed into the role of "online police officer" to monitor the behaviour of their users
(and ban infringing users from their network), to ensure that no data transmitted by it infringes a third
party's copyright.

Considering the crucial importance of these intermediaries, the question arises how a balanced situation
can be created which sufficiently attracts players, yet also makes intermediaries responsible for certain
aspects.

Network accessibility and free speech

Although Europe is one of the frontrunners with internet penetration reaching 48.1% of the population
compared to 21,9% worldwide, the "digital divide" is still a reason for concern®. As the use of internet
and broadband widens further, the risk of information exclusion for citizens that do not have access will

8 Commission Staff Working Document: "Report on cross-border e-commerce in the EU", February 2009 available at
http://ec.europa.eu/consumers/strategy/docs/com_staff wp2009_en.pdf

82 www.internetworldstats.com/stats.htm.
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rise®®. This is the problem tackled by the principle "universal access", as set forth by the EU telecom
legal framework. As this legal framework is currently being revised, it is outside the scope of this study.

A related issue is the net neutrality, i.e. the question of whether network operators must treat the data
that passes through their network as "neutral", or whether they are allowed to block some content or
degrade access speed to certain network services. Governments are also increasingly attracted to block
certain content, particularly when it concerns certain types of unwanted information (e.g., access to
websites with terrorist information). These issues can have a fundamental impact on the future of the
information society.

Democratic deficit of online communities

The Internet has given rise to large communities of online citizens, built on top of both commercial
platforms (e.g., eBay, MySpace, Second Life) and non-commercial platforms (e.g., Wikipedia and Linux
development).

While such communities host thousands or even millions of members, the leadership of these
communities is often highly centralised, so that a handful of people can decide on the rules and
direction of the community, and democratic decision procedures are not always equally represented. The
question arises whether this situation is desirable, and how this democratic deficit can be countered —
particularly in light of the fact that a significant part of many citizens' life depends on these online
communities:

"More than 175 million people use Facebook. If it were a country, it would be the sixth most
populated country in the world. Our [terms of service] aren't just a document that protect our
rights; it's the governing document for how the service is used by everyone across the world.
Given its importance, we need to make sure the terms reflect the principles and values of the
people using the service."®

Already, there are examples of large communities where users do not accept this situation, and have
protested against new rules that were unilaterally imposed by the service provider®. In the open source
software community, such protests even occur regularly, as open source users always have the ability to
create a new software product that is based on the contested software (the so-called "forking" process®®).
The same applies to "open content" websites, such as Wikipedia®. However, the pressure of creating a
competing product is often not available for most other communities.

Sometimes, service providers have allowed their users to associate. For example, the eBay "Town Hall"
meeting®® gives eBay members an opportunity to ask questions related to the eBay marketplace and to

8 See, for example, the Commission Communication "How to transform the "digital dividend" into consumer benefits and up
to €50 billion in economic growth for Europe?" of 10 July 2009

% See, for example, the reaction of users against the decision of Facebook to change its terms and conditions:
www.washingtontimes.com/news/2009/feb/19/facebook-users-speak-out-on-content-policy/. As a reaction, Facebook

reverted the changes, and announced that its users would be able to provide input on future changes of the terms and
conditions.

% See the Citizendium initiative, which was initially based on a copy of Wikipedia. However, the idea to use the existing
articles of Wikipedia as a basis for further development, was abandoned in favour of emphasizing its own original articles.
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get answers from eBay's leadership team. However, many of these initiatives are limited in scope, so
that ultimately the real leadership of the communities remains highly centralised.

Findings per topic

These topics are explored in Chapters 4-13. A brief summary of each topic is set forth below.

The future of privacy and data protection

The emergence of Web 2.0 applications and services, new profiling and data harvesting business
models, the semantic web and trends such as ubiquitous computing raise the question of whether the
EU's current data protection rules are still adequate.

A first issue is that the scope of the Data Protection Directive is too wide, mainly due to the excessive
interpretation of the central concepts of "personal data" and "processing". Furthermore, the Data
Protection Directive's provision regarding the applicable national law creates uncertainty, and often
results in a situation where data controllers are simultaneously subject to the data protection rules of
multiple Member States. As a result, both companies and private users are unnecessarily exposed to
overhead caused by administrative data protection obligations.

Another issue consists of the rigid obligations for data transfers outside the EU, even though the Internet
is inherently cross-border. In complex situations with multiple parties or with multiple countries involved,
the possibility to transfer personal data outside the EU is unnecessarily restricted.

In addition, the Data Protection Directive imposes other onerous obligations on data controllers, for
example by requiring notification of data processing activities. Moreover, it is not clear when a person or
company qualifies as a "data controller", as the distinction between data controllers and data processor
only seems suitable to handle relatively straightforward situations.

Other problematic areas include the concepts of "sensitive data" and profiling data. The scope of the
current concept of sensitive data is at the same time too large, too narrow, too vague and too diverse
among Member States. As regards profiling data (which is becoming particularly important for Web 2.0
services), it is not clear whether such data constitutes personal data, and whether the processing of such
data is subject to specific rules.

A final issue in the Data Protection Directive is the limited set of legal grounds for processing personal
data. Although the consent of the data subject is the most commonly used legal ground in a typical e-
business context, it is also the legal ground which is most commonly infringed. Other legal grounds are
also problematic. For example, by limiting the "legal obligation ground" to EU law obligations, data
controllers may find themselves in a situation where it is impossible to comply with both EU law and
applicable foreign laws.

In addition to the issues created by the legal framework, additional shortcomings are caused by both
Member States and data controllers. Member States have implemented the Data Protection Directive in
different ways, which creates legal uncertainty for data controllers. Some Member States also fail to
enforce data protection legislation effectively. Data controllers, on the other hand, often limit themselves
to mere formal compliance with their obligations, without fully implementing data protection requirements
in their systems and services. A fundamental rethinking of the data protection legislation has therefore
become necessary.
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Digital content and copyright

Over the years, many EU-level legal instruments and policy documents have been enacted in the field of
copyright, the most important being the EU Copyright Directive and the Enforcement Directive. While
both legal instruments have contributed to some harmonisation and market facilitation, both instruments
also face many ambiguities, gaps and other shortcomings. Furthermore, the Copyright Directive and
Enforcement Directive are not properly adapted to the online environment, and do not appropriately
balance the rights of stakeholders.

Due to the limited level of harmonisation achieved by the Copyright Directive, there are many diverging
implementations on the Member State level. This issue, together with the lack of a harmonised method
of copyright management, has resulted in significant market fragmentation in the Internal Market, so that
in practice many licensing contracts are still focused on national markets. The difficulty to get legal
certainty on the reuse of content and on clearing rights also contributes to this issue.

Another important issue is the lack of a harmonised set of mandatory exceptions and limitations to the
exclusive rights of authors. As a result, Member States can decide if and how to implement the
exceptions and limitations. The list of exceptions also exhibits many ambiguities and leaves ample
discretionary room to Member States. Consequently, the exceptions and limitations have become a
cluttered chaos on the Member States level.

Technological protection measures (TPMs) also entail many legal issues. The Copyright Directive legally
protects TPMs — which shifts the focus of the legal protection from the copyrighted work to the
technology that protects it — but does not provide specific guidelines on the implementation of TPMs. In
addition, the Copyright Directive does not allow circumvention of TPMs that are done for legitimate
purposes (such as copying for private use). Further, the use of TPM technologies is liable to conflict with
a user's data protection and privacy rights.

As a result, the current legal instruments in the field of copyright are insufficient. They do not satisfy
rights holders (which face a fragmented and pirated market) and do not satisfy users either (who face a
list of ambiguities and a limited list of exceptions that does not take into account their daily concerns). A
fundamental reform of copyright legislation has therefore become necessary.

Liability of online intermediaries

The eCommerce Directive has introduced a special liability regime for three types of services: mere
conduit operators, "caching" providers and hosting providers. This regime has generally reached its goal
of protecting the traditional internet access providers and web hosting companies.

However, over the years, several weaknesses of the liability regime have emerged. In particular, the
deliberate legal gaps in its scope (e.g., no detailed notice-and-takedown procedure and no uniform
conditions for injunctions) have led to considerable divergences across Member States.

It was found that the current special liability regime is too focused on three specific types of services.
While the focus on these services was arguably relevant at the time when the Directive was drafted,
many new types of services have developed, which are increasingly exposed to liability issues due to the
fact that the scope of the special liability regime is too specific and too dependent on particular
technologies. As a result, an entire list of services — in particular the most promising Web 2.0 services,
cloud computing services and web services — are not protected. Conversely, in the United States and
Japan, these service providers are very well protected against liability issues.

For example, the current protection for "hosting services" is very ambiguous, and has triggered
diametrically opposing decisions from courts across the EU. The most important cause of confusion is
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the requirement that a hosting service must "consist of” the storage of information, which leads many
courts to reject the protection when information is also edited or otherwise processed by the service
provider. In practice, only a few services that would deserve special protection consist entirely of storage
activities.

Another shortcoming of the current special liability regime is that it provides litle guidance on the
possibility to issue injunctions. As a result, Member States vary to a significant degree extent by which
they allow an injunction to be issued against an online service provider. The uncertainty surrounding the
possibility to issue injunctions should not be underestimated, as injunctions can lead to costly lawsuits,
public exposure and technical implementation costs for service providers. This has led to the
contradictory situation that, although an online intermediary cannot be held liable for infringing material
on its servers if it has no actual knowledge of this material or is not aware of acts of circumstances from
which the illegal activity or information is apparent, it can nevertheless be forced to take costly measures
to prevent the sharing of such material.

The legal gaps of the eCommerce Directive, its dependence on specific services, its various ambiguities
and its restricted scope lead to diverging case law across (but sometimes also within) Member States.
There is abundant evidence that courts and legal practitioners encounter difficulties to apply the special
liability regime, and seem inclined to find arguments to put aside the special liability regime and instead
revert to more general rules of legal doctrine. This results in considerable legal uncertainty for online
service providers, in particular for new service models.

E-payment

Electronic payments and electronic money ("e-money") are frequently cited as being an obstacle for
consumers to order goods or services online. The previous eMoney Directive was enacted in 2000 to
assist e-money in delivering its full potential benefits and to avoid hampering technological innovation.
However, the e-money market is far from having reached its full potential. This failure is linked to the fact
that the Directive has given rise to many legal problems, such as the unclear definition of electronic
money, the unclear scope of the Directive, a disproportionate prudential regime, inconsistent waivers and
passporting procedures, and difficulties for e-money institutions to be profitable.

However, the European framework for e-money is currently being revised. The new Payment Services
Directive has been adopted in 2007 and will enter into force in most Member States in November 2009.
Meanwhile, a new eMoney Directive has been signed on 16 September 2009. Also, the recent
Commission Recommendation regarding RFID illustrates that specific rules for contactless mobile
payments are being considered.

While the new eMoney Directive solves some ambiguities, several others are still not resolved (e.g., the
question to which extent a prepaid mobile phone card is e-money when used), and several new
ambiguities are introduced as well (such as the exemption for e-money used in a "limited network" of
service providers, and the exemption for value-added services).

Furthermore, the new eMoney Directive does not fundamentally change the waiver regime, which still
does not apply on a European level, and does not exempt the e-payment provider from all regulatory
compliance issues. These national waivers are still too burdensome in many cases: the exemption must
be applied for on a national basis, and generally involves extensive administrative overhead for the e-
payment provider.

As a result, the legal treatment of several types of e-payment services — particularly platform payment
systems and mobile payment systems — is not clear. Interestingly however, precisely these types of e-
payment services seem to be the future of online payments. We are therefore of the opinion that the
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improvements brought by the new eMoney Directive will not be sufficient to trigger an uptake of the e-
payments market, and that a more fundamental revision of the eMoney Directive is necessary.

Electronic contracting

Although the eCommerce Directive has fulfilled its role of initiating cross-border electronic contracting,
several electronic contracting issues have surfaced. While the requirements of article 10 (pre-contractual
requirements) and 11 (concerning primarily information duties) were answers to valid concerns at the
time the eCommerce Directive was drafted, they have now either become too evident, have become a
stumbling block for new technologies and business models, merely lead to increased compliance costs
and/or overly protect consumers. Furthermore, they discriminate against the offline contracting process,
and they do not deal with other important online contracting issues, such as lengthy terms and
conditions. Finally, the current framework on electronic contracting does not go the full way and still
excludes several types of contracts, which gives the impression that electronic contracting is only
suitable for "less important" contracts.

Less legal issues exist in the field of electronic signatures, where the eSignatures Directive has reached
its first objective of EU-wide legal recognition of e-signatures. However, it has not succeeded in getting
companies and consumers to actually use electronic signatures on a large scale in a day-to-day context.
Major hurdles include a lack of technical interoperability and market acceptance. We therefore welcome
the Commission's Action Plan on e-signatures, which aims to offer a comprehensive and pragmatic
framework to achieve interoperable e-signatures. An unresolved issue remains the long-term validation
of e-signatures, which also requires to be addressed on a mainly technical level.

Electronic invoicing also suffers from insufficient market adoption. Contrary to the eSignatures Directive,
however, the current legal framework is at least partially responsible. The current elnvoice Directive is
plagued by a lack of harmonisation, legal clarity (e.g., whether legal entities can sign invoices), diverging
Member State implementations (e.g., whether qualified or advanced electronic signatures are required)
and unnecessary discrimination against electronic invoices. However, the proposal for a new elnvoice
Directive seems to resolve these issues.

Finally, it should be noted that the EU legal framework does not provide any specific regulation on digital
evidence. Across the European Union, legislation and case law by Member States in this area varies.
Each Member State basically regulates e-evidence by analogical interpretation of existing rules of
traditional evidence. A harmonised legal framework on digital evidence thus constitutes the "missing link"
in the spectrum of legal instruments relating to e-contracts. All other steps found in a typical contractual
process are already covered by other Directives (from the ordering process to the signature of the order
and the invoicing process).

Net neutrality

The emergence of a connected society and the trend towards ubiquitous computing have made it clear
that it is important for everyone to participate in the information society, on a non-discriminatory basis. In
this context, the "net neutrality" debate has emerged, which boils down to the question of whether
network operators must take a neutral position towards the data that passes through their networks. The
discussion highlights a possible tension between network operators and Internet content providers.

Although the net neutrality debate used to be limited to the United States, several net neutrality
interferences have also surfaced in Europe, and the number of (known) interferences seems to be rising.
Furthermore, it can be assumed that many interferences exist, but have not yet publicly surfaced.
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An analysis of the current EU legal regime reveals the fragmented nature of the current rules, and the
fact that there exist few specific rules to effectively deal with neutrality interferences. Although more
general rules of competition law, as well as the telecom SMP rules, can be used to deal with some
situations where dominant access providers engage in neutrality interferences, the current rules seem to
fall short when applied to non-dominant access providers. Similarly, data protection legislation could be
used against net neutrality interferences, but only in specific circumstances, and depending on the
technology used by the access provider. Furthermore, national regulatory authorities may not have the
power and procedural tools tailored to detecting or dealing with potentially unwanted behaviour. In other
words, when neutrality interferences will intensify, then it may be difficult in the short term for national
regulators to effectively deal with (all of) them.

A similar conclusion applies to government regulation of content on the Internet. Although the actual
number of issues has been limited so far, the rising importance of content filtering might create obstacles
for the internal market. While content filtering was generally limited to obviously damaging information
(terrorism and extreme pornography), an increasing number of Member States are now extending their
blocking effort to other content, such as gambling websites and violent video games.

Spam

Depending on the source, it is estimated that 70% to 95% of global e-mail traffic consists of unsolicited
electronic communications ("spam"). Spam is a horizontal issue, touching upon different aspects of
telecommunication services, consumer protection, security, and privacy, at national and cross-border
levels. Due to legal and technical difficulties, there is no simple solution or "silver bullet" to stop spam.

Although several EU-level instruments deal with spam, they have been largely ineffective. The are some
legal problems with the current European approach with regard to spam, such as the fragmented legal
framework (with spam provisions spread across four EU Directives), the absence of a clear definition of
the notion of spam, uncertainty about the meaning of certain basic concepts in the regulation (such as
the terms "subscriber", "sale" and "consent"), confusion with regard to the applicable law and the
competent court, gaps in the legislation with regard to new technologies and new forms of spam (e.g.
spam via instant messaging, spam via Bluetooth-enabled electronic devices and spam on message
forums), as well as implementation differences in the Member States. In addition, the legal framework
makes things overly complex. Examples of this complexity can be found in the fact that the scope of the
E-privacy Directive is limited to natural persons, or in the limitation of the "soft opt-in" exception to
unsolicited communications through e-mail.

Even so, the current legal framework sufficiently addresses the most prominent form of spam. Therefore,
although various improvements can be made to the European anti-spam legislation, the most important
problem seems to be the lack of sufficient enforcement mechanisms in some of the Member States.

Cybercrime

The existing European and international legal instruments suffice to deal with most forms of cybercrime.
Only with regard to identity theft and DoS attacks, additional legislation should be considered.

Compared to the European anti-spam legislation, the legislation with regard to cybercrime is already
relatively harmonised at the international level. The problems that do exist with regard to the current
legislation are situated at the Member State level, rather than the European level. The lack of
harmonisation on the Member State level is an impediment for effective action against cybercrime.
Twelve Member States have not yet ratified the Cybercrime Convention, causing gaps in the legislation
of the Member States.
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The Framework Decision on Attacks against Information Systems suffers from a similar lack of
harmonisation. The lack of harmonisation impacts the cooperation between national law enforcement
authorities, which benefits from a harmonisation of crime definitions. Consequently, steps should be
taken to encourage Member States to ratify the Cybercrime Convention in a consistent way in order to
ensure further harmonisation of the legal framework with regard to cybercrime.

Besides these harmonisation issues, the European legislation with regard to cybercrime is sufficiently
advanced and future-proof, and ready to deal with most situations. However, although the legal
"groundwork" is present, effective enforcement seems to be lacking. The Commission has recognised
that efficient structures for cross-border cooperation are lacking, being underutilised or not yet sufficiently
developed, and that traditional mutual assistance mechanisms are too slow to deal with urgent cyber
crime cases. Consequently, the European framework for judicial cooperation should be expanded. In
addition, cooperation with the private sector should be increased, as such form of cooperation can be a
valuable contribution to the fight against cybercrime.

Dispute resolution

While traditional state courts have long established their role in the resolution of offline conflicts, there is
substantial evidence that they are not able to meet the requirements of the online environment. Parties
that want to resolve their dispute through traditional state court proceedings, will encounter difficulties in
determining the applicable law and the competent court, and may also face important issues during the
actual cross-border enforcement of the judicial decision. The current legal instruments for dealing with
jurisdiction (Brussels 1) and applicable law (Rome | - 1l) are often difficult to apply to Web 2.0 online
situations, as they mainly rely on the localisation of objective elements to determine the applicable law or
the competence of a national state. Moreover, state court proceedings are often slow, costly and formal.

Alternative dispute resolution (ADR) is widely regarded as an alternative to state court proceedings, and
has seen important growth in all economic areas. It has been recommended and accelerated by the
European Commission, national authorities as well as international institutions. Furthermore, the growth
of the Internet has brought important new possibilities to ADR. This has resulted in ODR, the synergy
between ADR and information technology, which holds great promise as a method of resolving online
disputes, due to increased time and cost savings. Numerous ODR service providers are available today,
offering a variety of different methods to resolve disputes online, from automated negotiation to assisted
negotiation, "blind bidding" and online arbitration.

Although ODR has proved to be successful in specific areas (such as the UDRP and .EU domain name
procedures and auction settlements), it has seen fairly limited popularity outside these areas. The most
important drawback is that ODR requires the parties to consent to the procedure, which is particularly
problematic in a B2C context, where the web shop or online service provider does not generally have
sufficient incentives to consent to the ODR procedure. Other issues include the recognition of ODR
decisions and concerns about due process.

The European Commission has recognised these concerns, and has adopted a European "order for
payment" procedure for uncontested pecuniary cross-border claims. It also adopted the European small
claims procedure for cross-border disputes. While some aspects of the new small claims procedure
(value limited to 2,000 EUR; data protection disputes are not covered; lack of adequate provisions
supporting ADR and ODR) may hamper the adoption of this procedure, it holds great promise to resolve
typical cross-border disputes of limited value, for which traditional court proceedings or ADR may be too
costly or troublesome for parties to undertake. However, as both procedures only entered into force very
recently, it is too early to tell whether they will be adequate for online disputes.
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6.1.

Self-regulation

The digital and cross-border nature of the Internet challenges many of the assumptions underlying
traditional regulation, in particular the jurisdictional reach of a country and the possibility to enforce
measures. The balance for a legislator between leaving enough flexibility for innovative services to
develop and addressing problems firmly is difficult to find. In this context, self-regulation can be seen as
an alternative to classic lawmaking.

Self-regulation is not a new answer to these challenges — in fact, it has been part of the Internet since
its early conception, although it has not been the sole form of regulation on the Internet. There are
several examples where self-regulation has flourished in specific areas, but even more examples where
self-regulation has proved to be largely unsuccessful. Hence, self-regulation is still in the learning curve,
and there is obvious room for improvement of each characteristic.

Self-regulation on the Internet is mainly a bottom-up procedure, where private parties take the initiative to
address specific needs. However, states also participate in the creation of self-regulatory rules, either by
creating the general background legal framework, by providing financial sponsoring, practical or legal
guidance, or other assistance. Self-regulation and state legislation do not merely co-exist: they often
complement each other and are intertwined, whereby self-regulation can "plug into" the more general
rules set forth by state law.

Self-regulation has been recognised as a recommended approach by the European Commission and the
Member States. Moreover, it is already recommended by various legal instruments that apply to the
online environment, including the eCommerce Directive, the Copyright Directive and the Data Protection
Directive.

From a legal point of view, the basic framework is already available for most areas where self-regulation
can be beneficial. Although the legal framework is available, the actual implementation is often still
problematic, particularly in the area of participation, enforcement and proper governance of self-
regulatory organisations.

General recommendations

Introduction: respecting core values

The trends and challenges described above call for a review of the "acquis communautaire" for the
information society, in order to prepare it for a true Single European Information Space, aimed at an
open and competitive digital economy. This section 6 gives a high-level overview of general
recommendations in a horizontal manner, across all topics covered by this study, in order to tackle the
issues identified above. Specific recommendations per topic can be found in Chapters 4 to 13, and are
also summarised in Chapter 2.

The review of the legal framework cannot, however, take place in a legal vacuum. Any recommendation
on how to improve the legal rules, should respect a list of persisting values that are considered
fundamental for the European information society (now and in the future), balancing the rights and
interests of consumers, companies and online service providers. Such a list of core values for the
information society is outlined below, and will be used as a benchmark for our recommendations below.
Furthermore, we are convinced that Europe should be proud of these values, and should try to "export"
them whenever it deals with third countries, for example during negotiations for treaties for the online
environment (which we recommend for several domains, as explained below).
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Inspiration for drawing up this list, was found in documents such as the European Convention on Human
Rights, the Charter of Fundamental Rights of the European Union, the 2005 Tunis Commitment®’,
preambles to existing legal instruments at the European level and several private sector initiatives®.

Predictability — Predictability is often cited as one of the values resulting from the rule of law®'. Due to
the fast pace of change in today's networked society, the change of legal rules is unavoidable. However,
for these adapted legal rules to be effective, it is required that they are generally intelligible, clear and
predictable to all actors involved®. This is not always the case in the current acquis communautaire®
and its implementation by the Member States®: the same rules sometimes lead to surprisingly different
results.

Predictability is more than just a matter of fairness. It makes it easy for companies and individuals to
conform their conduct to be law-abiding®. It also makes settlement easier, as litigation is unlikely to
change the outcome of a dispute®. Moreover, it decreases the total cost of the legal system, because
predictability lessens lower court reversals in appellate courts.

Trust — When there is no sufficient confidence in a legal framework, consumers and companies will
refrain from entering into transactions, due to risks embedded in the legal system itself or because the
system is inefficient in resolving potential disputes®”.

For the law to inspire trust, it is not only necessary to make sure that respect for some of the other key
values, such as predictability and enforceability is ensured. It is just as much a matter of informing
consumers and companies of their rights and obligations, and making sure that possible problems are
anticipated by the law.

Reliability — Connected with trust is reliability: the ability to rely on the legal framework when it is
needed. Reliability differs from trust in that trust is seen as a concept that is associated with pre-
transaction reliance, while reliability is more connected to post-transaction confidence. Reliability refers
to the effect of the application of legislation, which should be computable and predictable, and these
computations should be reliable®®.

Enforceability — Enforceability of the law, whether by seeking redress in court or through alternative
dispute resolution, is a prerequisite for trust in any legal system. Several types of unenforceability can be
identified that are especially relevant in the Internet environment. Due to the cross-border nature of the

8 The full text of the Tunis Commitment can be found at www.itu.int/wsis/docs2/tunis/off/7.html.

% See for example the http://Global Network_Initiative, which aims to protect privacy and freedom of speech in the ICT
sector.

" See for example F. HAYEK, The Road to Serfdom, University Of Chicago, 1994.
2 A E. KELLERMAN a.o., Improving the Quality of Legislation in Europe, Kluwer,1998, p. 89.

% For example, the definition of "hosting" services in article 14 of the eCommerce Directive is highly ambiguous, giving rise
to legal uncertainty.

% For example, French courts found eBay liable for counterfeit (judgement of 4 June 2008) and infringing the selective
distribution agreements of third parties (judgement of 30 June 2008). Conversely, a Belgian court did not find eBay liable for
counterfeit, in a highly similar case (judgement of 14 August 2008).

% See, for example, V. FON and F. PARISI on the differences between rules and standards, in "On the Optimal Specificity of
Legal Rules", Journal of Institutional Economics 2007, p. 4, available at SSRN (http://ssrn./com/abstract=569401).

% See C. VELJANOVSKI on efficient laws in Economic Principles of Law, Cambridge University Press, 2007, p. 14.
F, FUKUYAMA, Trust: The Social Virtues and The Creation of Prosperity, Free Press, New York, 1996, p. 27.

% M.F. MOENS, Legislation & Informatics, in L. WINTGENS and P. THION, Legislation in Context, Ashgate Publishing,
2007, p. 172.
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Internet, laws will often be unenforceable in practice because the court in question has no effective
jurisdiction over the defendant®™, or because the cost of enforcement outweighs the benefits of
enforcement.

Transparency — Transparency implies a party's openness, communication, and accountability. This
value is particularly relevant in the context of e-commerce and privacy protection'®: due to the vast
amounts of data being stored and processed in the information society, transparency on how this data is
handled, is an essential value.

Protection of privacy — The protection of privacy is a fundamental value enshrined in the European
Convention on Human Rights, the Universal Declaration of Human Rights, the International Covenant on
Civil and Palitical Rights, and various conventions, treaties and national constitutions. Protection of
privacy is, simultaneously, a core value and main challenge, as the relative anonymity offered by the
Internet in the "old days" is effectively gone'®".

Freedom of expression — Freedom of expression is one of the cornerstones of our democratic society.
The Internet has created unprecedented possibilities for people to interact and express their opinions. At
the same time however, it also creates opportunities for limiting and controlling this interaction and
expression'®2.

The protection of this right is already provided for by article 11 of the Charter of Fundamental Rights of
the European Union and various international treaties. However, freedom of expression is not to be
interpreted as absolute’®
privacy and ethics. Defamation and hate speech form an even bigger challenge in an online
' and the distributed nature of

, as this value is prone to conflicts with other values such as the protection of

environment, as the identity of the source can be very difficult to trace
the Internet makes flows of information difficult to control.

Freedom of information — The freedom of information is closely linked to the freedom of expression,
and is equally protected by article 11 of the Charter of Fundamental Rights of the European Union. It
guarantees the fulfilment of the freedoms of thought, conscience and religion and of expression, and
covers the freedom of the press and the freedom of communication in general, regardless of frontiers.
Historically, this right has protected the function of journalists as a public watchdog and as part of the
system of checks and balances, necessary in a democratic society.

Cultural and linguistic diversity — Europe is characterised by cultural and linguistic diversity across its
Member States. Many EU-level legal instruments recognise the importance of this diversity and explicitly
specify that their content is without prejudice to measures taken in this regard by the Community or
individual Member States.

Property rights — Property rights ensure that individuals and companies reap the benefits from
productive activity. The European Court of Justice has confirmed that intellectual property falls within the

% C. REED, Internet Law: Text and Materials, Buttersworth, London, 2000, p. 253 et seq.

100 T ZARSKY, "Thinking Outside the Box: Considering Transparency, Anonymity and Pseudonymity as Overall Solutions to
the Troubles of Information Privacy", 58(4) Miami Law Review, 1301-1354 (2004)

07| LESSIG, Code Version 2.0, 2006, page 203

102 J.M. BALKIN, "Digital Speech and Democratic Culture: a Theory of Freedom of Expression for the Information Society",

198 See for example article 10§2 ECHR, which states that "the exercise of these freedoms, [...] may be subject to such

formalities, conditions, restrictions or penalties as are prescribed by law and are necessary in a democratic society [...]."

¢ See C. REED on the "Problem of Identity" in C. REED, Internet Law: Text and Materials, Buttersworth, London, 2000,
p.120.
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scope of protected possession'®. In a digital context, a balanced and reasonable approach towards
respecting intellectual property rights has proven to be a difficult exercise.

Network accessibility —The centrality of the Internet in many areas of social, economic, and political
activity is tantamount to marginality for those without, or with only limited, access to the Internet, as well

as for those unable to use it effectively’®

. Although more than 50% of the EU population regularly uses
the Internet'”’, significant differences exist between the different European countries and various socio-
economic classes'®. Therefore, the legal framework for the information society has to support the effort
of bringing the benefits of the information society into all segments of the population, including to people

who are disadvantaged due to education, age, gender, disabilities, ethnicity or geographical location.

Efficient use of infrastructure — The efficient use of infrastructure represents the belief that a legal
framework must take the advantages and the limitations of the infrastructure into account, as to make
sure that the rules do not impose overly burdensome legal obligations on the actors. Efficient use is also
related to the values of non-discrimination and accessibility, as for the use of infrastructure to be efficient,
all individuals and groups have to be able to access it. Moreover, there is a strong link with the value of
competition'®®. The regulatory process of local loop unbundling is an example of this link, as it has
enabled competition on the same infrastructure, stimulating efficient use.

Adopt hybrid rules in the short term, but converged rules in the mid-term

Mid-term and long term — Taking into account the reality of convergence, we are convinced that it is no
longer appropriate to keep the duality and maintain separate laws for online and offline environments.
This duality undermines the core value of the predictability of the legal rules, and also undermines the
trust in these rules.

For example, the specific electronic contracting regime introduced by the eCommerce Directive
excludes several types of contracts (such as family law and real estate contracts). These exceptions
suggest that the legal rules for electronic contracting are not yet adequate for important contracts.

In the medium and long term, the EU must therefore strive to adopt converged laws that simultaneously
target both the online and the offline environment, and apply the same principles to both environments. It
could even be envisaged to introduce a mandatory "convergence" test during the lawmaking process.
The legislator should thereby adhere to the guiding principle that the online and the offline environment
can only be treated differently when this results from the nature and specific characteristics of each
environment. Such different treatments should, however, be limited to the fullest extent possible, and
should also be constrained to implementation differences, because the principles should be equal for
both environments.

For example, both the online and the offline environment should apply an opt-in regime for unsolicited
messages, and should allow recipients to opt-out at any time, free of cost (= same principles). However,
the specific method to opt-in may differ between the online and the offline environment. In the online
environment, for example, a recipient can give his consent to receive commercial messages by

%% ECHR, Anheuser-Busch v. Portugal, 2005 and 2007.

% M. CASTELLS, The Internet Galaxy. Reflections on the Internet, business and society, Oxford University Press, 2001,

page 247
97 See COM(2008) 199 final, Preparing Europe’s digital future i2010 - Mid-term review, page 10

108 Eor example, in 2007, 82% of interviewed individuals in the Netherlands accessed the Internet from home in the last three
months, while this percentage in Romania is 16%. See Information society statistics at http://ec.europa.eu/eurostat

%% v REDING, SPEECH/06/697, "From Service Competition to Infrastructure Competition: the Policy Options Now on the
Table".
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completing a web form or sending an e-mail. Conversely, in the offline environment, an opt-in can be as
simple as placing a sticker with "Yes, | want to receive publicity” on the door or mailbox.

In other words, legislators must perform a mind switch: instead of upholding a starting position that the
online environment must be dealt with separately, they must adhere to the starting point that the online
and the offline environment should be treated equally, so that a different treatment becomes the
exception instead of the rule. We therefore welcome the various efforts of the European Commission in
this direction, such as the current proposal to completely equalise electronic and paper invoices, by
abolishing all additional security-related requirements for electronic invoices.

Short term — While we are convinced that a unified legal system is the recommended solution in the
medium and long term, we think that in the short term this unified system will not be appropriate in many
areas, because society at large and many legal actors have not yet fully absorbed the online
environment, its particularities and its consequences. Many established offline institutions and legal
instruments are simply not yet adapted to the online environment, so that transitory hybrid legal rules
may still be required.

Such is, for example, the case in the area of online liability, where we think that the special liability
protection regime should be maintained and further expanded to include any type of service provider
that handles a sufficient amount of third party data. The current case law regarding the special liability
regime for online intermediaries has revealed that, even though the core of the online liability regime is
clear, in many cases judges seem to have problems applying this regime in practice. While we belief
that judges will in the long term 'internalise" the special characteristics of the role of online
intermediaries, we think it would hurt the further uptake of e-commerce when the special liability regime
would be abolished in the short term.

A second reason for recommending hybrid legal rules in the short term, is that the online environment,
while no longer in its infancy, has not yet sufficiently matured in our opinion (see, for example, the
challenge of "online naivety" described in section 4.3 above). Exposing online actors and online
technologies to the very same principles as the offline environment may then disturb the further
development of the online environment. Therefore, a hybrid treatment seems justified in the short term.
Hence, we deem the principles upheld by the EU legislator in 2000 when drafting the eCommerce
Directive'", to still be relevant in the short term.

For example, we recommend to clarify and expand the "coordinated field" of the eCommerce Directive,
to avoid that online service providers would become subject to technical requirements in local laws
which would unduly restrict freedom to provide services when doing business abroad. Although one
could argue that this puts online service providers at an advantage (compared to their offline
counterparts, who would be subject to foreign rules when doing business abroad), we are of the opinion
that this position is justified — at least in the short term.

We would even recommend to create separate EU-level online courts that are dedicated to the efficient
resolution of civil law that arise in the online world, in order to foster trust in the online environment. In
the medium term, however, the proposed EU-level online courts can disappear, assuming that the
traditional courts have sufficiently modernised through the use of information technology.

Remove unnecessary obstacles

We are not convinced that the many formalities and legal hurdles imposed on online services foster trust
or offer better consumer protection. These formalities and legal hurdles were either adopted for the
offline environment, or were adopted for the online environment but suffer from the legislator's "cold feet"

e to protect online service providers against many foreign rules and third party liability
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with legislating in the online environment. The time has come to abolish them and opt for more flexible
legislation with no unnecessary compliance overhead.

For example:

= Article 10.1 of the eCommerce Directive impose several pre-contractual information duties. These
formalities provide little consumer protection, are technology dependent (too focused on traditional
websites), and mainly lead to unnecessary compliance costs.

= Article 11 of the eCommerce Directive requires a service provider to confirm an online order. No
such (EU-level) obligation exists for offline contracts.

= Article 15 of the eCommerce Directive allows Member States to require an online service provider to
promptly inform competent public authorities of alleged illegal activities undertaken by their users.
Depending on the type of service considered and the interpretation of "illegal", this obligation may
become very burdensome for some online service providers.

= The elnvoicing Directive subjects electronic invoices to a variety of specific rules that intend to
secure the electronic invoice. No such security rules apply to traditional paper invoices.

" The eSignatures Directive imposes more than thirty different requirements on qualified electronic
signatures. In comparison, very few requirements apply to traditional handwritten signatures.

= Many Member States require a "data controller" to submit a data protection notification to its national
data protection authority. These submissions contribute very little to the transparency towards data
subjects, while they do cause a clear administrative burden for data controllers (and the national
authorities).

®= Many website operators consider the creation of a privacy policy and a set of legal terms &
conditions as a necessary but pointless legal compliance exercise. Out of fear for legal
repercussions, these legal documents have also become long and difficult to read. We therefore
recommend to introduce concise and optimised templates, to counter this trend.

Ensure technological neutrality

As a fundamental guideline, all laws — whether containing converged or hybrid legal rules — must be
technologically neutral, because the experience with the eCommerce Directive, the elnvoicing Directive,
the eSignatures Directive and the Copyright Directive has taught that the online environment evolves too
quickly for legislators to catch up. Legal rules that are drafted with any particular technology in mind, will
become a legal hurdle for new technology. Similar to our proposal to introduce a mandatory
"convergence test" during the lawmaking process, it could be envisaged to also introduce a mandatory
"neutrality test" to ensure that new legal rules are sufficiently neutral from a technological neutrality.

It should be borne in mind, however, that real technological neutrality is more difficult to achieve than
may appear at first sight. For example, the eCommerce Directive claims to be neutral, and does not
explicitly refer to specific technologies. In fact, in several of its provisions, the eCommerce Directive

makes reference to "electronic means"'"’

without specifying the device to be used by the service
recipient. A deeper inspection reveals, however, that this Directive is clearly written with traditional

websites in mind, accessed from a regular desktop or laptop pc.

"on
5

For example, references to "Internet”, "websites" and "online activities" are found in the recitals of the
Directive. These concepts only relate to services provided via the Internet.

A few examples of the use of the expression “electronic means”: Paragraphs (18), (34), (35), (37), (52), Articles 2, 9 and

11
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In addition, article 5 requires online service providers to display an extensive list of information, in order
to improve transparency”z. It is not difficult to make this information available on a traditional website,
accessed from a typical pc. For a Directive dealing exclusively with the provision of online services via
the Internet (WWW/), the solution would be the correct one.

However, the eCommerce Directive is also applicable to other information society services such as a
ring tone provider, or location-based services via SMS platforms. For the purchase of an SMS service,
in many occasions, the service recipient becomes aware of the service via a TV ad, types a text
message and places the order with the service provider. The decision process takes a matter of
seconds and it is not necessary to access any website with information on that service provider.
Therefore, complying with the criteria of having information on the service provider "easily, directly and
permanently"” available during the provision of the service is difficult, if not impossible to achieve.

Furthermore, article 10.3 of the eCommerce Directive requires contract terms and conditions be made
available to the recipient in such a way that allows him to store and reproduce them. This requirement,
along with the other steps and legal structure, was clearly conceived as if recipients of information
society services were in front of a computer screen which would allow for storage of the terms and
conditions. Due to the limitations of a mobile device (SMS messages are only allowed 160 characters,
reduced memory capacity, etc), storing terms and conditions is readily feasible. However, information
service providers may inform the recipients, through the SMS message, for example, of the location
where these terms and conditions are accessible (i.e. relevant link may be provided).

Create citizen awareness

In order to increase consumer trust and resolve the "online naivety" of some citizens, the European
Commission and the Member States must start awareness campaigns. These campaigns could deal with
topics such as:

= the importance of privacy on the Internet

" how online service providers make use of personal data

= the long-term threats of sharing personal data online

= the (limited) availability of online dispute resolution procedures

= the importance of making sure that hardware and software are sufficiently secure

= the advantages of electronic signatures

= dealing with copyright

= where to go for additional information; etc.

This aware creation is crucial to ensure that, over time, online habits are established, which can be used
to guide citizens and judges in developing a "bonus pater familias" standard for online behaviour. Such

standard is important to assess to which extent users should be held responsible for their online
behaviour, and to balance this user responsibility with the responsibility of online intermediaries.

We therefore welcome the initiatives the Commission has already taken in this regard, such as the

recent eYouGuide'"®, which provides an accessible overview of online rights for consumers.

"2 This list comprises the name of the service provider; the geographic address at which the provider is established; details

of the service provider, including electronic mail address; information on where the service provider is registered in a trade or
similar public register; the particulars of the relevant supervisory authority; the VAT identification number; reference to a
professional body to which the service provider is subject; a reference to the applicable professional rules and the means to
access them.
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Boost self-regulation and standardisation

As explained in Chapter 13, self-regulatory initiatives can be very useful policy tools. Self-regulation has
been part of the Internet since its early conception, and is also promoted by many EU legal instruments.
We think this support for self-regulation is strongly recommendable, and should in fact be further
strengthened wherever possible.

Similarly, the Commission should further encourage the adoption of standards in relevant areas.
Although standards are already used in the context of some Directives (particularly the eSignatures
Directive), their use should be further extended.

Areas that are suitable for self regulation and adoption of standards include:

= data protection: self-regulation of the content, style and presentation of privacy policies; sector-
specific standards and best practices for security; standards on dealing with minors;

= e-commerce: the adoption of EU-level trustmarks in order to increase customer trust;

= advertising: self-regulation of direct marketing and unsolicited commercial communications;
behavioural advertising;

= dispute resolution: adoption of minimum quality criteria for ADR/ODR service providers; abd

= copyright: interoperability standards for DRM; self-regulation on how service providers can
cooperate with rights holders to deal with piracy and unlawful content.

Clarify and enlarge the scope of the eCommerce Directive

Due to the central role of the eCommerce Directive for the further uptake of e-commerce, we recommend
to enlarge the scope of the eCommerce Directive. While doing so, we also recommend to clarify the
current issues related to the scope of this Directive.

Coordinated field — The exact scope of the coordinated field is highly ambiguous: some authors
suggest that it encompasses only what is explicitly regulated by the eCommerce Directive itself'™.
Others — particularly those who have written about this matter immediately after the date of enactment of
the eCommerce Directive — see it more broadly, and consider that any law that somehow impacts online
service providers is included in the coordinated field (the only exceptions being those that are explicitly
set forth by the eCommerce Directive, such as the offline delivery of goods).

For example, in a recent court case, a Belgian dating website sued a German dating website for
breaching the Belgian Act on marriage bureaus. This Act does not distinguish between online and offline
marriage bureaus. According to one of the Royal Decrees adopted pursuant to the Act, marriage
bureaus must use a predefined contract (for which the content is defined by the Royal Decree) for their
contracts. According to the Belgian dating website, the German website must also use this predefined
contract, as it targets the Belgian market.

The German website contested this claim, however, arguing that the Belgian Act on marriage bureaus
and the accompanying Royal Decree fall within the scope of the coordinated field of the eCommerce
Directive, so that the German website is only subject to German legislation. Furthermore, the German
website claimed that if the Belgian authorities would like to enforce the Belgian marriage bureaus Act to
foreign service providers, they should have notified the Act to the European Commission, pursuant to
article 3 of the eCommerce Directive.

This issue should obviously be clarified. In our opinion, as also stated above, the scope of the
coordinated field must be as large as possible, in order to reduce the compliance burden of online

"4 A. BULLESBACH, Y. POULLET en C. PRINS (ed.), Concise European IT Law, 2006, p. 227
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service providers. Hence, it must be clarified that the coordinated field covers any rule of law that can
somehow affect an online service provider, with the single exception of a rule that indiscriminately
applies to both the online and the offline environment.

Information society services — The central definition of "information society services" is a subcategory
of the general concept of "services", as defined to article 50 of the EC Treaty. However, the scope of
article 50 of the EC Treaty may be too narrow for the purposes of the eCommerce Directive. For
example, it not only excludes many governmental services offered online, but also risks to exclude many
new types of services (particularly "freemium" services), which may then be exposed to unnecessary
third party content liability issues, and would then not benefit from the freedom of establishment and the
freedom of online service delivery.

When this ambiguity would not be resolved by case law, we recommend to consider adopting a different
criterion'". In the short or medium term, this different criterion could be used to define the scope of the
special liability regime'"®. However, in order to also use this different criterion for the freedom of
establishment and the freedom of service delivery, a change of the EC Treaty will be necessary. Such
will, obviously, only be possible in the long term.

Exclusions of electronic contracts — Article 9.2 contains a list of contracts for which Member States do
not need to ensure contract conclusion by electronic means. This list of exceptions must be revised, and
preferably abolished, when Member States become increasingly digitalised and trust in the use of
technology grows.

Exclusion of online gambling — The general delimitation of the E-Commerce Directive in article 3.5
excludes gambling activities which involve wagering a stake with monetary value in games of chance,

including lotteries and betting transactions. Nevertheless, online gambling is an area in which action may

17

be required, since it was included in the scope of some Member States national e-commerce laws ' and

has caused significant Internal Market problems''®.

While some past decisions of the ECJ suggested that the ECJ would eventually prohibit restrictive
national gambling rules, the situation seems to be reversed in the current state of the ECJ's case law. In
the Gambelli case, the ECJ decided that national legislation prohibiting gambling activities without a
licence from the Member State concerned constitutes a restriction on the freedom to provide services'.
It is up to the national courts to determine whether such a restriction actually serves the aims which
t120

might justify it'=". In addition, the ECJ decided that Member State which encourage consumers to
participate in gambling activities cannot invoke public order concerns in order to justify such restrictive

measures'?'.

"% 1t could, for example, be envisaged to abolish the requirement that activities must constitute economic activities, as it is

difficult to justify why economic activities merit a better protection level than non-economic activities.

"% because the scope of the special liability regime is not necessarily restricted by the scope of article 50 of the EC Treaty

(which deals with the essential freedoms)

"7 Service providers established in one Member State offering online sports betting are required by other Member States —

Denmark, Germany, ltaly, and the Netherlands — to block access by their citizens to those online services.
"8 «E_.commerce: EU law boosting emerging sector”, IP/03/1580, Brussels, 21 November 2003

"® ECJ, Case C-243/01, Piergiorgio Gambelli et al., 6 November 2003, 54

'2% Confirmed in ECJ, Case C-338/04, Placanica et al., 6 March 2007. See nr. 72

21 ECJ, Case C-243/01, Piergiorgio Gambelli et al., 6 November 2003
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However, in the more recent Santa Casa case, the ECJ decided that imposing restrictions with respect to
which operators can offer their services in a Member State can be justified in order to fight crime'?. This
argument will likely be used by Member States that are looking to create national gambling monopolies,
which raises questions with regard to the future of existing online gambling websites.

Instead of outright prohibiting these services, it seems more appropriate to include online gambling in the
scope of the coordinated field of the eCommerce Directive and to create a harmonised regulatory
framework for the online gaming market. Such a framework would allow to protect consumers against
fraud and other criminal activities, while avoiding disruptions of the Internal Market.

Enter into international treaties

Considering that "the world is flat" and that the Internet is — by its very nature — a cross-border reality, it is
an illusion to believe that the European Union can enforce its legislation around the globe. Instead, for
some of the most important issues, we recommend to conclude international treaties, to provide
appropriate legal answers to the new reality, and to ensure that at least the core of the European values
can be preserved on the Internet.

Obviously, in order to enter into such international treaties, the EU may be required to water-down some
of its policy options and values. However, Europe should be proud of its core values and should promote
them during any discussions. Furthermore, watered down protection outside the EU will almost always
be a better policy option than having no protection at all.

Such international treaties would particularly be appropriate in the field of data protection. Cross-border
data flows are a reality to which the EU legal framework must take a realistic position, instead of a naive
assumption that data flows can be contained within the borders of the EU. Even on an international level,
there seems to be a consensus as regards the need for global standards with respect to the protection of
personal data'®®. There also seems to be a certain level of consensus, as regards the basic principles for
data protection, as included in the OECD Guidelines and Convention 108. An international treaty would
provide the opportunity to try to "export" the most important European data protection values, and to
introduce new rights, such as the right to data portability and the "right to be forgotten".

International treaties are equally valuable in the field of copyright, where many treaties exist already. In
fact, in order to implement some of copyright recommendations, it may be necessary to change the
existing treaties.

The Commission should also investigate an anti-spam treaty aimed at harmonising certain aspects of
the legal framework with regard to spam, such as applicable law, competent court, exceptions and
covered technologies and cooperation in the persecution and conviction of spammers.

Make access providers responsible for the provision of "clean Internet"

In the medium to long term, it could be considered to make Internet access providers and telecom
operators responsible for providing "clean internet". With the current trend towards cloud computing, the
Internet is starting to evolve towards a model in which IT services (including internet access and e-mail)
are becoming more and more utility-based (similar to tap water, electricity or gas supplies)'®, thus
increasing the importance of "clean" internet access.

122 ECJ, Case C-42/07, Bwin vs. Santa Casa, 8 September 2009
123 See section 8.4.1 of Chapter 4 (privacy and data protection)

"2 See N. CARR, The Big Switch: Rewiring the World, from Edison to Google, 2008
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Similar to the obligation of water suppliers to provide germ-free water and the obligation of electricity
suppliers to provide a stable electricity current, access providers would be made responsible for
providing a spam-free, malware-free and secured network connection to the Internet. This would be
more efficient than each user / company installing its software and hardware to deal with spam and
security issues'®. A handful of economists and security experts have indeed already suggested that
Internet access providers are indeed in a good position to cost-effectively deal with these issues'?°.

Although it may seem far-reaching to shift the responsibility for spam and security to the "gatekeepers" of
the Internet, European legislation already contains rules in this direction. Article 4.1 of the ePrivacy
Directive requires the provider of a publicly available electronic communication service to take
appropriate technical and organisational measures to safeguard security of its services, if necessary in
conjunction with the provider of the public communications network with respect to network security.
Although this article does not explicitly mention it, Working Parting 29 is of the opinion that this article
also applies to spam'’.

To mitigate the concern of Internet access providers that the scope of their responsibilities is increasing
and that it is not technically possible to offer absolutely clean Internet, it could be envisaged to extend
the current special liability regime (as set forth in the eCommerce Directive), so that Internet access
providers would be protected against claims from their customers when they have offered a sufficiently
clean level of Internet access.

Finally, we want to stress that the increased responsibility of Internet access providers must be strictly
limited to security-related issues (spam, malware, security attacks, etc.). Internet access providers must
not be required to "police" the Internet, to filter the Internet from content that is possibly illegal or harmful
(particularly copyrighted files, defamatory statements and politically undesirable material). In this regard,
we think that the analogy with water and electricity providers can again provide guidance: while such
providers are responsible for germ-free water and stable electricity, they are not responsible for the
possibly illegal uses of their water and electricity by customers (e.g., a customer who would electrocute
his neighbour).

Start a fundamental discussion on data protection and copyright

From a societal point of view, current copyright and data protection legal frameworks share many
similarities.

Both legal frameworks were conceived before there was any widespread use of the Internet and digital
technologies in general. As a result, for both legal frameworks, there are many situations in which it is
difficult, odd or even downright ill-suited to apply their rules to the online environment.

Copyright legislation was conceived in the analogue era, when copies were an exception and were
generally of lesser quality. In a digital environment, however, copying has become the rule: any use of a
work — even mere consultation — leads to many copies of the work. Due to the low barrier towards

'2% This would be highly similar to the historical evolution of electricity provision, as described by N. CARR in The Big Switch

(see footnote 124). While each company used to have its own electricity generator and did not trust central electricity
provision (considering the pivotal importance of reliable electricity), the industry eventually realised that central electricity
provision would be much more cost-efficient. Electricity thus became a public utility.

126 See, for example, Y. HUANG, G. XIANJUN and A. WHINSTON, "Defeating DDoS attacks by fixing the incentive chain”,
2007, ACM Transactions on Internet Technology, 7(1), article 5, 1-5; B. SCHNEIER, "Do we really need a security

27 Working Party 29, opinion 2/2006 on privacy issues related to the provision of e-mail screening services, available at

http://ec.europa.eu/justice _home/fsj/privacy/docs/wpdocs/2006/wp118_en.pdf, p.4
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copying and the fact that a copy is identical to the original work, copying third party material is
widespread among internet users. Many internet users do not find any harm in these copying activities.

The Data Protection Directive was conceived in the mainframe era, when limited amounts of data were
centrally stored by a small number of parties. Conversely, today's internet features numerous parties
collecting personal data in a decentralised way, with reuse of personal data — often for purposes of
direct marketing — being the rule instead of the exception. Consequently, many of the objectives of the
Directive are difficult to achieve on the Internet.

Also, for both the copyright and data protection legal framework, there is mounting evidence that many
citizens have a personal conviction and behaviour that is, in various aspects, far away from the rules
suggested by the law. This is particularly true for minors ("digital natives"), who grew up with digital
technologies and have an entirely different perception than adults ("digital immigrants"). This directly
threatens the core value of artists' and producers' property rights

For example, a survey by the Pew Internet & American Life Project (www.pewinternet.com) concluded
that 78% of people who download music are aware that they are violating the copyright legislation. They

do not think that illegally downloading music files equals "stealing". Of young people ages thirteen to
128

seventeen, 83% believe that sharing digital music is morally acceptable “".
Furthermore, for both data protection and copyright, online business models and concepts are emerging
that, although framed within the current legal frameworks, significantly stretch — and often severely
undermine — the core principles and values of these frameworks. While these business models hold
great promise, they run foul of the core objectives of the current legal frameworks.

For example, open source and "creative commons" software licenses are primarily focused on giving
users as many rights as possible, instead of restricting each user's rights. Also in the field of copyright,
many "upload" websites (such as scribd.com and rapidshare.com) encourage users to share their
works. As a consequence, users also upload materials for which they do not have appropriate
permissions.

In the field of data protection, users of social networks are inclined to publicly expose many personal
details. Social networks subsequently use personal data for various other purposes, such as
behavioural advertising. In several cases, such further processing falls foul of the core data protection
principles.

The clash of values and opinions is also visible at the inter-Member State level. Some Member States
(such as France) have reacted to these issues by adopting strict legislation to protect copyright. In other
Member States (such as the Netherlands), there is a permissive attitude towards illegal downloading.
Many other Member States have not yet expressed the direction of their policy.

As the legal uncertainty and the national differences hamper the uptake of the Internal Market, we are of
the opinion that a fundamental debate is required that goes well beyond the mere legal issues. This
debate should take into account Europe's core legal values (particularly property rights, freedom of
information, freedom of expression, privacy, diversity and enforceability), and should take into account
the interests of consumers, online service providers and rights holders.

Although we are convinced that many improvements can be made to the current legal frameworks, we
therefore think a more thorough revision may be required'®.

28 p_ BOND, Consumer Confusion, The Hollywood Reporter.com, Oct. 22, 2003

'2% Opinion shared by the European Internet Foundation, The digital world in 2025 - indicators for European Action,
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Open issues

Language barrier — Compared to countries such as the United States and Japan, which host a large
homogenous group of citizens that speak the same language and share similar cultural values, the
European Union is characterised by a multitude of languages and cultural values. These internal
differences are a core value and important advantage of the European Union, but simultaneously also
represent an important obstacle towards the creation of an internal market in the online society. Although
it can be expected that information technology — particularly automated translation tools — will improve
over time, it remains to be seen whether these technologies will sufficiently lower the language barrier to
convince citizens of one Member State to buy products or services in another Member State'°.

Cyber terrorism — Even with strong computer crime laws, it cannot be excluded that acts of cyber
terrorism will occur, as is also the case in the offline environment. We consider this a public defence
matter, which is mainly beyond the scope of regular internet law. Although initiatives should be taken to
enhance the security of web systems and increase the resilience of computer networks, this remains an
open issue.

Local versus global — While we believe that most of the challenges identified in this report (legal duality,
the legislator's "cold feet", online naivety of citizens, endangered intermediaries, etc.) can be resolved in
the long term, the issue will remain that the Internet is inherently global and cross-border, while legal
rules are local and geographically limited. Although an appropriate amount of self-regulation,
international treaties and cross-border cooperation between authorities can mitigate this concern, the
locality of the rules will also remain an open issue.

130 Already, some online service providers (such as the Google search engine and social website Netlog) are experimenting

with on-the-fly translation of content.
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