Vodafone Group Statement of Commitments to CEO Coalition to ‘Make the Internet a Better
Place for Children’, January 2013

Following an invitation from Vice-President Kroes of the European Commission, Vodafone Group signed
up in December 2011 to join the CEO Coalition to ‘Make the Internet a Better Place for Children’.
Following the Statement of Purpose, we have, together with the other 30 signatories,- worked towards
concrete measures on 5 Actions in 2011-2012.
In the last 12 months, the CEO Coalition has worked on 5 Actions and has extensively discussed and
analysed the areas of action. In the course of this extensive work, and with consultation of civil society,
Coalition members have delivered concrete outcomes and identified sets of good practices which serve
as recommendations to the ICT Industry. Based on these recommendations, Vodafone Group commits
to/declares the following concrete steps:
Introduction
Vodafone Group has been addressing child protection online since 2002 and established a Group
Vodafone Content Standards team to focus on this area. This corresponded with innovation of delivering
internet access and commercial content through 3G networks.
Vodafone was the first company in the world to deliver an online child protection filter across its 3G
mobile network in 2004 in the UK, which included integration of the Internet Watch Foundation (IWF)
Child Abuse Material Block list. Subsequently, other Vodafone operating companies across Europe have
adopted a similar approach.’
Delivering commercial content from the Vodafone portal ‘Vodafone live!’, such as Games, Music, Film,
Chat & IM services and access to adult content, involved a number of company initiatives in the area of
child protection. These included developing robust internal policies that were benchmarked against
established public and regulatory standards, developing a framework for classification of content, and
implementing network parental controls across our markets.
The launch of the Vodafone Guardian app in late 2011 is an example of the need to innovate in this area
to address new online risks - simply protecting children from unsuitable adult content is no longer the
main imperative; issues such as bullying and irresponsible behaviour also need to be addressed.
Vodafone believes that technical solutions and education should go hand-in-hand when it comes to
online child protection. Developing education initiatives to empower parents and teaching professionals
has therefore been central to our approach. For example, the Vodafone Digital Parenting magazine and
website - http://www.vodafone.com/parents - advise parents how to help their children to use
technology safely and responsibly.
As mobile internet access and devices have advanced, the value chain has diversified. Vodafone
welcomes the fact that companies such as Wi-Fi network providers, handset manufacturers and content
providers are also taking action to protect children online. Vodafone supports the CEO Coalition in its
engagement of a number of leading companies and platforms to address the action points identified.
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Vodafone is a leader in the online protection field and, whilst many of the actions specified by the CEO
Coalition will have limited implementation actions for Vodafone due to our advanced position, we will
continue to remain committed to invest and innovate in this area.
Action 1 Simple and robust reporting tools for users
·

Vodafone Operating Companies have comprehensive Customer Service contact points in our
retail outlets, by telephone to our contact centres and via online support, to manage all
customer issues and reports. Please see Vodafone UK example below
(http://help.vodafone.co.uk)

·

Vodafone’s approach to customer contact is to keep everything simple and to be proactive in
resolving any issues that arise. For example Vodafone Germany has established a free of charge
contact point by telephone for Child Protection issues
https://www.vodafone.de/unternehmen/soziale-verantwortung/jugendschutz.html

·
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Vodafone provides clear instructions for reporting abuse on Vodafone Cloud, its storage and sharing
service. (See Vodafone Portugal abuse reporting option on notification email below)

·

The Vodafone Digital Parenting magazine (http://www.vodafone.com/parents) includes a
summary of the reporting processes of many of the third party online services our customers use
(see image below) and a separate in-depth guide to reporting content to the IWF.

·
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·

Vodafone Spain (http://www.vodafone.es/padres) has supported the Proteleges reporting
button (see screen shot below).

·

Vodafone provides information on reporting Child Abuse Material on its websites, including
http://www.vodafone.com/content/index/parents/get_involved/illegal_content.html (see
screen shot below).

Vodafone Group will in 2013 continue to work with industry, helplines and hotlines to improve
the reporting processes for inappropriate content and contact.
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Action 2 Age appropriate privacy settings
·

Vodafone Group has already signed up to the GSMA Privacy Design Guidelines for Mobile
Application Development, published in February 2012
(http://www.gsma.com/publicpolicy/mobile-and-privacy/design-guidelines) The guidelines
include specific requirements concerning the collection, access and use of personal information
where applications are directed at or used by children and adolescents.

·

Vodafone won the 10th annual HP-IAPP Privacy Innovation Award in 2012
(http://www.vodafone.com/content/index/about/about_us/privacy/privacy_award.html). The
Vodafone Privacy Programme is founded on global principles – the Vodafone Privacy
Commitments - and supported by a comprehensive governance and risk management
framework. The programme trains professionals who engage with the business to look for
positive solutions rather than regulatory tick-box compliance. Privacy isn’t seen as a legal
roadblock; instead, potential privacy risks are identified, owned and managed by business units as
a way to enhance the customer experience.

·

The Vodafone Digital Parenting magazine (http://www.vodafone.com/parents) includes an indepth article on privacy (page 50), emphasising the need to educate parents on this issue. We
also worked with Facebook to develop a ‘How To Guide’ about setting up Facebook privacy
controls (see image below).

·

Vodafone Group will in 2013 implement the GSMA app privacy guidelines when producing apps
for customers and also look to increase customer awareness of privacy settings.

·

Vodafone Group will in 2013 promote the CEO Coalition database for age appropriate privacy
settings to customers via the Vodafone Digital Parenting website
(http://www.vodafone.com/parents)
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Action 3 Wider use of content classification
·

Vodafone Group has had a content classification policy in place since 2004 requiring content
available on Vodafone’s portals to be classified and placed behind parental controls where
necessary (see Action Group 4).

·

The Vodafone Digital Parenting magazine (http://www.vodafone.com/parents) provides
information for parents about the importance of content classification (page 22 - see image
below).

Vodafone Group will in 2013 continue to consider, test and, where appropriate, implement
technical innovations in the classification of non-Vodafone websites and/or content.

Action 4 Wider availability and use of parental controls
·

Vodafone Group implemented parental controls across all its markets in 2007, provided free to
customers, including optional network filtering in the following EU markets: UK, Ireland, Spain,
Germany, Malta, Portugal, Italy, Romania, Hungary, Greece and Czech Republic.

·

Vodafone Group launched the Vodafone Guardian app in 2011 after an initial pilot launch by
Vodafone Ireland in 2010. The app enables parents to manage the usage, content, contacts and
capability of their child’s Android device. By the end of 2012, the app had been downloaded by
420,000 customers in 16 markets including the UK, Ireland, Germany, Italy Spain, Portugal,
Netherlands, Greece, Czech Republic, Romania, Malta and Hungary.
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·

The Vodafone Digital Parenting magazine and website (http://www.vodafone.com/parents)
include a number of “How To’’ guides about how to set up parental controls on Vodafone and
other leading internet services and hardware, including BlackBerry and Xbox 360 (see image
below).
·

·

Vodafone Group will in 2013 continue to develop the Vodafone Guardian App based on customer
feedback and technological advancements as well as continue to raise awareness of tools
available, including pre-loading of the Vodafone Guardian App onto Android devices.
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Action 5 Effective takedown of child abuse material
·

Vodafone Group is a member of the IWF and has a licence to use the IWF Block list in territories
outside of the UK.

·

Vodafone Group has been a member of the Mobile Alliance Against Child Sexual Abuse Content
since 2008 (http://www.gsma.com/publicpolicy/myouth/mobiles-contribution-to-childprotection/mobile-alliance). The Mobile Alliance was founded by an international group of
mobile operators within the GSMA to work collectively on obstructing the use of the mobile
environment by individuals or organisations wishing to consume or profit from child sexual abuse
content.
The Alliance’s aim is to help stem, and ultimately reverse, the growth of online child sexual abuse
content around the world. Through a combination of technical measures, co-operation and
information sharing, the Alliance seeks to create significant barriers to the misuse of mobile
networks and services for hosting, accessing, or profiting from child sexual abuse content.

·

Vodafone Group places a requirement on all of their subcontracted suppliers and internally
hosted services to implement Vodafone’s comprehensive N&TD process which manages the
escalation and takedown of Child Abuse Material reported by our customers, hotlines and law
enforcement agencies.

·

The Vodafone Digital Parenting magazine and website (http://www.vodafone.com/parents)
includes information about taking action against Child Abuse Material - we worked with the IWF
to produce the first standalone guide to reporting content to the IWF (see image below).

·

Vodafone Group will in 2013 provide support to any INHOPE and LEA/NGO hotlines initiatives
that look to improve effective takedown times of Child Abuse Material.
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