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Abstract

Abstract

In preparation of the discussions on a European-wide Early Warning and Response System (EWRS) against
cyber-attacks and disruptions as proposed in the NIS Directive by the European Commission, this document
represents a feasibility study and preparatory activities for the implementation of a European-wide EWRS.

This study outlines recommendations which the European Commission and the Member States should take into
account when moving towards the implementation of a European-wide EWRS.

These were compiled based on the analysis of documentary sources corroborated with input from the
stakeholder community. The most important consensus points are:

A European-wide EWRS should show its added value as soon as possible, preventing long-winded
analysis processes.
© The stakeholder community does not see any technological obstacles in realising a system with

added value. Our analysis showed that:

U Without a true community willing to share information through trust, the platform will fail;

i Legal requirements for information sharing still exist and must be taken into account;

U The governance of such a platform will be challenging to set up.
The stakeholders should be involved early in the implementation phase to ensure the system suits
their current needs and re-uses or complements existing national practices and technology solutions.
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Executl ve summary

Objectives

In preparation of the discussions on a European-wide Early Warning and Response System, the European
Commission launched a feasibility study and preparatory activities for the implementation of a European-wide
Early Warning and Response System( her eunder @ EWRS @gainst cybetaktacks &End/eRssuptipns.

The following work packages were identified to assess the feasibility of a European-wide EWRS specifically:

Research into the current state of art in early warnings and response systems in the context of
Cybersecurity;

A stock-t aki ng of Me mber St dovards @ Europeqniviide &EWiRShagainst cyber-
attacks and disruptions;

Potential scenarios for the architecture and scope of a European-wide EWRS against cyber-attacks
and disruptions;

Identification of milestones which need to be completed once the decision to implement a European-
wide EWRS has been taken;

Further items to take into consideration when implementing a European-wide EWRS.

Potential scenarios

The project team identified three possible scenarios for the implementation of a European-wide EWRS. Each
one of these individual scenarios reflects fundamental choices concerning the functional scope and depth of the
processes involved in ficyber incident preparati on thatthd
available scenarios are not mutually exclusive and can be tackled as evolving steps, i.e. starting with the first
scenario and then gradually expanding i based on the needs i to the second and third scenario. In other words,
the different scenarios can be seen as steps in the evolution from today to the full-fledged, ambitious European-
wide EWRS that the third scenario represents. The envisaged scenarios are:

A stakeholder community-based information exchange platform. This scenario considers a
European-wide EWRS operating as an information exchange platform, focusing on enabling
collaboration and communication between the members of the community. Through this scenario, a
European-wide EWRS would provide alerts and early warning dissemination mechanisms. This scenario
would consist in the deployment of a customized centralised solution, providing means to store
different types of information deemed useful for the community.

A supporting incident response platform. This scenario would build on the above one by adding
crisis-time functionalities to allow the identification of potential impacts, an effective decision making
process and the active response that safeguards the interest of Member States. This scenario requires
the development of a tailored platform aimed at providing the services identified before while keeping
evolution possibilities.

An active enhanced pan-European platform. Under this scenario, a European-wide EWRS platform
would be a platform that would offer not only exchange of information and incident response
capability services but also detection and monitoring services. The information stored on the
platform would be enriched with information coming from either a network of sensors/monitoring devices
deployed across Member States or alternatively from public/commercial information sources. In
addition, selected stakeholders from Member States would exchange information detected by other

managen

members6 capabilities as wel/l a-svidei ENVR® capedilitiesso This det ect e c
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enhanced information sharing capability could be combined with the incident response competence
described or added to the information exchange scenario provided in the previous scenario.

Important consideration from the stakeholders

It must be noted that, although the need for a European-wide EWRS is not questioned, and the described
scenarios have been declared acceptable concepts by the study team and by the consulted expert group, it still
must be acknowledged that the idea of an EWRS pr oj ect received a A tea invwlved
experts who expressed their opinions through the study. The main reasons for this caution:

The field of operations of a European-wide EWRS closely relates to national security issues and to a
certain extent, to national sovereignty. It should thus be approached with adequate care;

There are existing informal channels among individuals in the Member States who already trust
each other and exchange information. Some of these individuals consider that the implementation of
an Ainstitutional s y svideeBWRS could breala thesa exiEting mracicasn They
al so have <concerns that fi 0 n edapsey 0 taesitation ovhereaHere are
heterogeneous maturity levels on the subject among Member States;

There have already been several partial or unsatisfactory attempts to implement systems aimed to
tackle cybersecurity-related early warning and response issues (NEISAS and CIWIN being the most
relevant ones);

Many stakeholders believe that it is still too early to launch a large-scale project for the
implementation of a European-wide EWRS at this point in time T this comment being valid for any of
the proposed scenarios. A consensus exists among the study team and these stakeholders that a
number of prerequisites must be met before considering implementing any technical solution.

Milestones

To address these challenges and concerns, this feasibility study outlines these prerequisites as Milestones
which are to be addressed in a European-wide EWRS implementation roadmap. The Milestones offer an
overview of the main steps to be undertaken before eventually going into the implementation phase of a
European-wide EWRS. The study team has identified seven Milestones:

1. Inits conclusion, this study outlines a consensual definition of the functional scope of a European-
wide EWRS. The extent of the activities that could eventually be supported by a European-wide EWRS
should be clearly defined. The main organisational questions and processes of alert management must
be addressed at the community level. Although it is recognised that the technical challenges of the
implementation of a European-wide EWRS are not major obstacles to the implementation, it remains
equally important to ensure a precise definition of the technical specifications of a European-wide
EWRS.

2. ltis of paramount importance to take actions to develop an information sharing community. Without
it a European-wide EWRS cannot be effective. This milestone aims to develop a community of
individuals having access to the key information being processed through a European-wide EWRS,
and that are willing to share it in due time, in a trustworthy and legal environment.

3. On a strategic level, it is also important to ensure that the project is involving the right stakeholders,
authorities and key people. This can only be achieved through the setup of an appropriate governance
structure for the project and making sure the different roles and responsibilities with regards to the
implementation project are covered and agreed upon.

4. Another condition for the successful implementation of a European-wide EWRS is to secure its legal
environment of future operations. It is indeed of great importance that a European-wide EWRS is
compliant with European legislation before its implementation; otherwise its use and effectiveness
would be hemmed by legal constraints and puts its users at risk. The future adoption and
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implementation of the proposed NIS Directive should be closely followed to ensure that its provisions
concerning the information sharing between competent authorities and CERTs are compatible with
the requirements to be identified for an effective European-wide EWRS. In addition, compliance
with privacy and data protection legislation needs to be ensured.

5. Given the limited success of previous initiatives on developing a EWRS for Cybersecurity issues (such
as NEISAS and CIWIN), it is important to spend a sufficient amount of time into collecting technical
requirements from different stakeholders in order to capture their full expectations of the to-be platform
and ensure optimal take-up by the intended user community.

6. Going ahead with the implementation of a European-wide EWRS requires a sincere estimation of the
amount of resources, both human (competences) and financial, which are necessary for the design
and roll-out stage as well as the maintenance stage. It is also important to establish the contribution of
each stakeholder (both in nature and amount).

7. Such an ambitious and complex project cannot succeed without a strong support from the
competent authorities that have stakes in the project. This level of support is far from a reality
today, and changing this situation involves determined actions from the European Commission
in order to raise the understanding and the awareness of these stakeholders.

We would I|Iike to draw the readerds attention to the fact t
pending, this should not impede the European Commission or the Member States to start taking initial
preparatory steps for the implementation of a European-wide EWRS.

In its conclusion, this study outlines a number of recommendations which the European Commission and the
Member States should take into account when moving towards the implementation of a European-wide EWRS.
These recommendations were compiled by the study team based on the analysis of available documentary
sources of information corroborated with the input received from numerous interviews with the stakeholder
community. It also highlights the main consensus points on broad items concerning the implementation and
usage of a European-wide EWRS. The most important ones are:

The EWRS solution should show its added value as soon as possible, preventing long-winded
analysis processes. The fAthink big, start small attitu
a European-wide EWRS;

The stakeholder community does not see any technological obstacles in realising a solution with

added value. Our analysis of the current state in the cyber community showed that:

U Without the construction of a true community willing to share information with each other
through the building of trust, the intent of the platform will fail. Trust cannot be forced, itis a
process which takes time, dedication and requires the possibility of frequent, physical
encounters;

U Legal requirements for information sharing still exist and must be taken into account in early
phases of the European-wide EWRS by the European Commission and the Member States;

i The governance of such a platform will be particularly challenging to set up in a satisfactory
fashion for all stakeholders who should be involved in the governance as much as possible.

The stakeholders should be involved early in the implementation phase (preferably as early as in
the requirements phase) in order to ensure the chosen EWRS solution suits their current needs and
also to ensure it maximally re-uses or complements (and not overlaps) their existing national practices
and technology solutions.
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Pref ace

This document is a final report to the study into the feasibility of a European-wide Early Warning & Response
System, produced for the European Commission Directorate-General for Communication Networks, Content and
Technology (DG CONNECT).

It should be read in the context of the Cybersecurity Strategy of the European Union (hereafter referred to as
Cybersecurity Strategy) released in February 2013, which was finalised and published during this study.

For more information about this feasibility study or about this report, please contact the European Commission -
DG Communication Networks, Content and Technology (DG CONNECT).
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1Tl ntroducti on

1.1 7 Background to the study

Cybercrime and cyber-attacks are borderless. The need for security and the ability to respond to threats and
attacks rapidly become increasingly important as the dependency of the economy and society on infrastructures
and services rises. Furthermore, with the critical infrastructures and services becoming more and more
interconnected across borders, a major failure or large-scale attack on any part of the systems can have very
wide reaching and severe consequences, both economically and security-wise.

The importance of having a European-wide Early Warning and Response System (EWRS) in the area of
information networks and services is more obvious than ever given the huge consequences that failure can lead
to. It is critical to be able to immediately share information with all relevant parties across the EU, in case of any
significant infrastructure or service issue.

This is not only for other parties to be able to protect themselves, but also so that the necessary resources can
be dedicated to solving the issue(s) and action can be taken to recover from it as fast as possible.

1.271 Link to the Cybersecurity Strategy of the European Union

The objective of Cybersecurity Strategy of the European Union (hereafter referred to as Cybersecurity Strategy)
is to ensure a secure and trustworthy digital environment, while promoting and protecting fundamental rights and
EU core values. The Cybersecurity Strategy proposes specific actions that can enhance the EU's overall
performance both short and long term. They include a variety of policy tools and involve different types of actors
including the EU institutions, Member States and industry.

Cyber Security Strategy

o ) Articulate
Lrposes: strategic priorities
Achieve
5 Priorities: cyber

resilience

Strengthen network and
information security (NIS)

Actions:
Proposed

NIS

Directive

Is the main action
of the Strategy.

Figure 1 - Link to the Cybersecurity Strategy of the European Union

The EU vision presented in the Cybersecurity Strategy is articulated in five priorities. The first priority is to
achieve cyber resilience to support the functioning of the internal market and boost the internal security
of the EU. The Cybersecurity Strategy is accompanied by a proposal for a NIS Directive to strengthen the
security of information systems in the EU.
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The main problem, as identified by the impact assessment accompanying the proposed NIS Directive, is that
there is insufficient protection against Network and Information Security threats and disruptions across
the EU.

Drivers of this problem are, on the one hand, the uneven level of capabilities in preparedness and response
across the EU and, on the other hand the insufficient sharing of information on NIS incidents and threats
between Member States and between public and private sector.

Main Insufficient protection against NIS threats and
FrefErse disruptions across the EU

v v

Insufficient sharing of information
on NIS incidents and threats
between MS and between public

Drivers Uneven level of capabilities
behind the In preparedness and response
across the EU

problem: and private sector
LE) pu.t i oS To improve To create a culture of
minimum ’ .
cooperation on NIS at Qrisk management and
q common level of NIS » A - A
Specific in the MS and EU level with a view to | improve the sharing
objectives: Y . counter cross border of information

incidents and threats between the public

overall level of ; :
effectively and private sector

preparedness

This is the main basis for
a European-wide EWRS

Figure 2 - Main problem as identified by the impact assessment
accompanying the proposed NIS Directive

One of the changes that would be introduced for Member States and the European Commission, in case the
proposed NIS Directive would be approved, would involve fcreating a cooperation mechanism to share
security information across the Uniono .

A European-wide EWRS represents only one of the strategic priorities reflected in the Cybersecurity Strategy,
aimed at improving the detection and identification of incidents, at providing early warnings towards the
relevant stakeholders, and at prompting coordinated responses.
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21 Scopfe t he study

The overall aim of a European-wide Early Warning and Response System ( fi E WR Sgaihst cyber-attacks
and disruptions is to provide operational support to facilitate the cooperation between the relevant response
capabilities within the European Union.

In this context, we understand that the objectives of this study requested by the European Commission - DG
Communication Networks, Content and Technology (DG CONNECT) are:

© To analyse the feasibility of implementing a European-wide Early Warning and Response System
against cyber-attacks and disruptions;

© To define in detail its scope and the technical, organisational, legal and economic aspects of such a
system; and

© To propose an implementation plan.

It is also our understanding that the type of threats to be addressed by a European-wide EWRS are both
incidents with a major impact on the functioning of the ICT infrastructure or services and incidents that can have
a transnational impact requiring a coordinated response from several Member States.

In particular, these would be represented by large scale disruptions affecting significant numbers of information
systems, that could cause considerable damage (in terms of affected services, loss of data, etc.) or that could
have a cascading effect.

Moreover, it is expected that a European-wide EWRS should be a sound platform to help facilitate and optimise
the information exchange and the technical co-operation with a relatively broad range of stakeholders, including
those managing infrastructure components, and with other categories of relevant international partners. It is also
our understanding that a key focus of the study should be on European-wide EWRS functionalities that should

Ve

Early warning

to the
relevant R
' stakeholders

y:

allow primarily:

Prompt

coordinated
response

Figure 3 - Expected key functionalities for a European-wide EWRS

Moreover, the lessons learned and the characteristics of EWRS systems that already exist in other sectors will be
taken into consideration.
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2.1 7 Methodology

Broadly speaking, the study was structured in four subsequent phases (interweaved with validation milestones
with the European Commission and designated experts within the community):

4.

Study initiation and preparation;

Analysis of the state-of-the-art in Early Warning and Response Systems;

European-wide EWRS system design: architecture, technical and functional specifications, management
structures;

Implementation plan for a European-wide EWRS.

2.1.17 Study initiation and preparation

The desk research was the first key step we undertook in order to prepare the next steps of the study. We
identified, read and analysed information sources such as:

i

[

Relevant European Commission, Council and European Parliament decisions, or documents related to
the topics of the study;
Relevant reports published by either the European Commission, Member States, or other bodies (e.g.
ENISA, national governments of non-EU countries);
Key documents and analyses published by leading Cybersecurity research organisations (e.g. MITRE,
NIST, SANS, etc.);
Deloitted swn Cybersecurity knowledgebase and cyber threat intelligence information sources;
Feasibility study for European Information Sharing and Alert System (EISAS);
Outcome of the Framework for Information Sharing and Alerting in Europe (FISHA) and Network for
Information Sharing and Alerting (NISHA) projects;
National and European Information Sharing and Alerting System (NEISAS) project;
Existing inventories of technological solutions and components to build a European-wide EWRS, by
looking at their key characteristics, like:

x  Type of information (real-time, alerts and warnings, good practices, etc.);

% Distribution channels (www, e-mail, SMS, RSS, etc.);

x  Location (Member State, other geographies, etc.);

% Maturity and level of activity/use, etc.
Existing data on co-operation initiatives and information exchange mechanisms between the relevant
stakeholders involved 1 public and private, Member States, CERTS, etc.

Following the desk research we created a list of relevant stakeholders which were contacted and involved during

the study. For the identification and preliminary classification of the relevant stakeholders, relevant information

sources were used such as:

i
i
i

Prior available DG CONNECT inventories of stakeholders (including the EP3R forum);

Information sources already mentioned in the tender specifications for this study;

ENISA Network and Information Security Country Reports, that provide an overview of the key
Cybersecurity players and initiatives in the 27 Member States + 3 EEA countries;

The current list of Member States National Liaison Officers for ENISA;

Deloitte6 swn Cybersecurity and public and private sector contacts and knowledgebase;

Other public sources.

We included following categories of stakeholders:

c: c: c: c: c:

The European Commission, the European Council;

The European Network and Information Security Agency (ENISA);

European Agencies with relevant responsibilities regarding alert systems, early warning systems, etc.;
National and governmental CERTs in Member States;

FISHA and/or NISHA project members;
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U Member States bodies with relevant Cybersecurity responsibilities at national or regional level;
% Critical (Information) Infrastructure Protection;
% Other relevant bodies in the Member States;
% Disaster and Preparedness Management;
% Information Security Strategy and Policy;
% Resilience and Contingency Planning;
% Emergency Planning;
x  Crisis Management, etc.
U Key operators of Critical (Information) Infrastructures from public and private sector;
U Industry associations and organisations;
U Academia, professional organisations, etc.

In addition, the project team assembled an Expert Group with relevant experts in the area of CERTS,
Cybersecurity, information sharing, alert systems, cyber exercises, cyber resilience etc. The members of the
Expert Group contributed in the following areas:

U Interact with and provide input to the Deloitte study team on key study related topics and advise about
the methodological approach of the key study steps;

U Provide input about the systems, tools and technologies that are currently being used and the
requirements for a European-wide EWRS;

U Participate in two validation virtual workshops that were organised and prepared by Deloitte at key
milestones during the study;

U  Attend the final open workshop.

2.1.27 Analysis of the state-of-the-art in Early Warning and Response System

Following the identification of the stakeholder community and the Expert Group, the project team started the
analysis of the current state-of-the-art in EWRS systems using a plethora of methods:

U Documentary desk research focused on the available public information on the area of competence and
activity of each stakeholder involved;

Information requests / questionnaires focused on the specific and relevant topics for the study;
One-to-one or group interviews with selected stakeholders;

Web-based surveys and questionnaires;

Participatory observations;

Case studies on specific systems.

c: c: c: c: c:

This part of the study looked into current and emerging cyber threats of concern to the Member States at a
national level and into current systems, tools, technologies and standards to defend against these threats.
This research was further completed by a stakeholder survey held on the topic of a European-wide EWRS and
the cyber threats that should be considered in this context.

The survey (results are included in full in Annex B) provided valuable insights in the expectations of the
stakeholder community of a European-wide EWRS - these insights are summarized in Chapter 5.

To conclude the information collection phase, an Expert workgroup was assembled and during a virtual
workshop, the experts provided their opinions on the main conclusions from the stakeholder survey and the
desktop research and indicated their opinions on possible requirements for a European-wide EWRS.

2.1.31 European-wide Early Warning and Response System design: architecture, technical and
functional specifications, management structures

Based on the requirements as understood from the stakeholders, the study identified three different scenarios for
the implementation of a European-wide EWRS. We devised an assessment methodology to score the different
scenarios identified against a number of criteria and a preferred scenario was selected.
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Finally, these scenarios were presented to the Expert workgroup workshop held on 21% of June 2013.
2.1.47 Implementation Plan for a European-wide Early Warning and Response System

Based on our analysis and the suggestions of several stakeholders, we took up the suggestion of developing
milestones to create a roadmap towards the implementation of a European-wide EWRS in terms of the obstacles
which should be resolved on the way forward and the questions which need to be answered in moving towards
implementation rather than defining an implementation plan for a European-wide EWRS based on current
assumptions.

To this end, the study team created seven milestones which we believe are of critical importance to tackle. These
milestones should provide guidance on the work to be executed in the coming years to make a European-wide
EWRS a successful initiative.

To conclude, we have included a set of recommendations, both for the European Commission and the Member
States, to take into account when moving forward with the implementation of a European-wide EWRS.

2.2 17 Terminology

In the rest of this document, a number of terms are used in their specific meaning to Cybersecurity. In order to
correctly frame the remainder of this document and to make sure there are no misunderstandings, we would like
to introduce a few definitions.

U Cyber: According to the World Economic Forum [1, iCyber ¢ refers to the interde]
information technology infrastructures, and includes technol ogy itool so
telecommunications networks, computer systems, and embedded processors and controllers in critical
industries.

U Cyber security [1]: Cybersecurityo refers to anal ysi s, warning, infor
reduction, risk mitigation and recovery efforts for networked information systems.

U  Cyber threats [1]: ACyber threatso are potenti al cyber events
resulting in harm to a system or organization. Threats may originate externally or internally and may
originate from individuals or organizations.

U Early warning: If an organisation comes across a cyber threat (regardless of whether this threat has
succeeded in its objectives of attacking the organisation), valuable information might be gained on the
attackerds tool s, techniques, protocols (amongst ot her

parties can aid them in protecting themselves from potential attacks in the future. It is this type of
information that the study refers to as fearly warningso .
U Incident: Any circumstance or event having an actual adverse effect on security. An incident is also
defined as either causing service disruption or service outage.
U0 Computer Security Incident response: Actions to develop, recommend, and coordinate immediate
mitigation actions for containment, eradication, and recovery resulting from computer security incidents.
0 Competent Authority: The national competent authority would be a new or existing body set up to
monitor and enforce the measures introduced in the NIS Directive at a national level. It would also
form part of the European C o mmi s sHuropeah :setwork of competent authorities.
U CERT: Computer Emergency Response Teams have expertise to:
% Assist organisations in the response to computer security incidents; and
% Provide advice to reduce the threat exposure.
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warning and respor

The area of early warning and information exchange systems is not a new one. Although the ambition level of
a European-wide EWRS is high, some key lessons are learnt by analysing previously designed and operated
systems, both in the area of Cybersecurity as well as outside the domain.

An important note should be made on the objective of a European-wide EWRS that would be t oproipt
international i nt accoaing to theepoposed BlI8 Directive. It should be understood that, in
line with the Digital Agenda initiative, most European Member States currently have already in place functional
national / governmental CERTs (i.e. the Computer Emergency Response Teams) which provide for national
Cybersecurity incident response capabilities. These teams are already informally or formally exchanging
necessary information and are cooperating together i sometimes within the grey areas of the current
international legal frameworks i and as such they already provide to some extent international incident response
and related coordination capabilities. We have included in this chapter of the study an analysis on the response
capabilities at European and national Member State levels.

3.1 1 Overview of existing early warning initiatives

When looking at current initiatives regarding of early warning and response systems, it is very relevant to
consider the well-known general related studies that have been performed over time (those which are listed
below are the result of work executed by the European Commission and the ENISA agency, except for MISP
which was developed by NATO). The following section contains a summary of relevant conclusions of these past
studies - we list them in a non-prioritised order:

3.1.17 The European Warning and Information System (EWIS)

The European Warning and Information System [2] was discussed during a two-day workshop in Brussels, on
17" and 18™ of January 2002.

The participants were asked to reflect on the legal, commercial and architectural challenges that need to be
overcome if European warning and information sharing capabilities were to be enhanced. This workshop
concluded on the following aspects that we believe are still highly relevant for the purposes of this study:

0 A EWIS should not be a large, centralised superstructure (such a scenario was fundamentally
rejected by the experts invited to the EWIS workshops). Rather it should be a small centre of facilitation,
extensive (personal) networks and information dissemination channels;

U Different target audiences have different needs as to the way information is conveyed. End-users
especially must be addressed in a way that enables them to easily digest given information and (re)act
accordingly. Addressing users in their native language was considered crucial. The media was
suggested as a potential multiplier of NIS information to home-users and SMEs;

U The establishment of trust (especially among CERTS) is important if information is to be shared
effectively between different parties;

0 CERTs/CSIRTs are predominantly involved in both reactive services (incident response) and
proactive services (for example, the distribution of NIS good practice information and alerts & warnings).
In addition, the majority of stakeholders invited for the two EWIS workshops were either from active
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CERTs or closely involved in CERT-work (such as the abuse teams of large ISPs).
This strongly suggests that CERTs (and expertise in the CERT communities) will play a crucial role in
the proposed scenario for a European-wide EWRS, a factor which has been considered during the
study;

Overall it appears that the whole EWIS project was over-ambitious. Early discussions suggested that
the EWIS should serve all European Internet users, that it should process all kinds of relevant NIS
information and should probably also be active in other areas such as reactive services. This, together
with differing interpretations among the stakeholders as to what constitutes a European Warning &
Information System, led to a rather blurred concept of a EWIS and its potential added value. This
strongly suggests that a smaller, more concise and less ambitious goal would be more likely to
lead to practical results.

3.1.27 The ENISA study on CERT cooperation

In 2006, ENISA conducted a study [3] that analysed the vast range of co-operation among CERT/CSIRTs and

similar entities. This study concluded on the following items:

U Aninventory of possible models and a legal basisforco-oper at i onl iwfi ¢ he x¢autethdd e s 6
useful to a proposed European Information Sharing and Alert System in building on existing co-
operation among national ISASs in the Member States

U A section dedicated to the topic of trust-building for co-operation among different parties. This had
an emphasis on CERT/CSIRT co-operation, but is also applicable to other, similarly structured groups.

U The study contained an assessment of EuroCERT which was created by the CSIRT community in the
late 1990s as a Europe-wide incident response co-ordination body. EuroCERT demonstrated the
problems and limitations faced by a centralised operative body in Europe. These problems, which
eventually led to the failure of EuroCERT, tell much about what is acceptable to such bodies in the field
of Network and Information Security (NIS) in Europe.

U An analysis of the barriers, incentives and benefits of co-operation in various fields (including
information sharing) and suggestions for future developments

3.1.31 European Information Sharing and Alert System (EISAS)

In its 2006 ACommunication on a st r[d]tteegBuropéan CommissiBrecur e | n
emphasized that public authorities in Member States and at EU-level have a key role to play in keeping citizens

properly informed. In this way, they can contribute not only to their own safety and security, but also to a more

resilient public communication infrastructure.

In view of its role in fostering a culture of Network and Information Security in Europe, ENISA was requested to
fexamine the feasibility of a European mul ti | aimegwata l I nfor
citizens and SMEs. EISAS would build upon and link together existing or planned national public and private

initiatives on information sharing and early warnings.

The most relevant findings of t[5érthstiudyeres st udy on EI SASH

U There are varying capabilities of Member States to sustainably reach out to their citizens and
SMEs with NIS related information. In the majority (74%) of cases national/governmental CERTs are
involved. This predominance of CERTSs in that field results from the expertise that these teams have in
collecting, processing and sharing of information to conduct their core services of incident response and
alerting/warning. Both long-term good IT security practices, and short to mid-term security advices on
recent and upcoming threats are provided to citizens and SMEs.

U A centralised solution on European level that directly shares information with the European citizens
and SMEs is less likely to be accepted than a solution based on national capabilities. Existing
mechanisms and activities must be taken into account and should, even more, contribute to EISAS. The
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role of ENISA should be that of a facilitator, clearinghouse of good practice information and knowledge-
and contact broker.

U Member States should entrust their national/governmental CERTs to play a key role in the
deployment of EISAS. A successful and accepted deployment of EISAS can only be achieved by well
working cooperation between Members States in general and their national/governmental CERTSs in
particular.

The importance of functioning information and alert sharing systems targeting citizens and SMEs was further
emphasized by the European Commission in its Communication on Critical Information Infrastructure Protection

[6]:

i T hEaropean Commission supports the development and deployment of EISAS, reaching out to
citizens and SMEs and being based on national and private sector information and alert sharing
systems. The European Commission financially supports two complementary prototyping projects.
ENISA is called upon to take stock of the results of these projects and other national initiatives and
produce a roadmap to further the devel opment

As a consequence of this Communication, two EU-funded prototyping projects FISHA and NEISAS started.
These projects were in the first quarter of 2011: FISHA (Framework for the information sharing and alerting)
focuses on the technical aspects of EISAS while NEISAS defines a system enabling the sharing of incidents-
Member State and

related information,bot h wi t hi n a across

This sharing of information could be done either anonymously or as an identified individual. In practice, NEISAS
consists of a web-based platform where members can post incident-related information and engage in
discussions. Moreover, after the development of FISHA, NISHA (Network for information sharing and alerting) for
further development of the FISHA project was approved.

In December 2012 ENISA published the EISAS Large-Scale Pilot - Collaborative Awareness Raising for EU
Citizens & SMEs that details the successful actions of the European Information Sharing and Alert System
(EISAS) and identifies the cost-effectiveness of European awareness raising collaboration.

The large-scale deployment pilot was focused on two main aspects: collaboration among the relevant key
players, and sharing and distributing good-practice information.
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Figure 4 - EISAS Large-Scale Pilot - Collaborative Awareness Raising for EU Citizens & SMEs
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As a part of this Large-Scale Pilot, the main actors were identified as follows:

Information Processing

(awareness material production]

Communication & Interpretation Conwversion
Dangers detected and - Evaluation - Translation / Localisation nfgrmation Dissemination to
ronitored by various - Dissemination among CERTS and - Talloring to needs and uses of target target groups using suitable
instruments and agents other awareness-ralsing entities Eroups channels
- Putting Infermation in hazard - Adapting messages to channel
context capabilities
Information Provider Information Disseminator

L =AM RN J

Information Broker

Figure 5 - EISAS Large-Scale Pilot - Collaborative Awareness Raising for EU Citizens & SMEs

The main relevant findings of the Large-Scale Pilot include the following elements:

The information broker presents the largest part of work (e.g. translating into the local language);
High quality material is difficult to find,;
Project management and soft skills were important in implementing this EWRS solution;

c: c: c: c:

A decentralised approach for creating new material is ineffective, since adapting and localising material
not build from the start for adaptation is time consuming.

3.1.471 National and European Information Sharing and Alerting System (NEISAS)

National and European Information Sharing and Alerting System (NEISAS) was funded by the European
Commission through the financing scheme accompanying the European Programme on Critical Infrastructure
Protection (EPCIP) managed by DG HOME. It started in February 2009 and ran for two years.

NEISAS aims to prototype the concepts developed in EISAS - European Information Sharing and Alert System,
focusing on increasing cross border synergies between national Network Security Information Exchanges (NSIE)
also referred to as Information Sharing and Analysis Centres (ISACs).

A prototype of the trusted exchange platform was developed in the form of an electronic communication tool
(including software and hardware) tailored to the specific needs of NSIE/ISAC communities and tested. A
template for cross-border information sharing agreements was developed along with a proof of concept used by
the NEISAS project for a trial between the NL and the UK.

The main relevant findings in terms of national and cross border information sharing and exchange as discussed
in the final NEISAS project meeting were:

U  The functional specifications were extensively researched and as a result, the system was deemed
appropriate to the user needs by the community.

U Some organisational issues were identified: Circle(s) of trust would need to be established even
before deploying a hardware/software tool to exchange information. This acknowledges that, in
information exchange, technology can only enable the medium to transfer information but sufficient
attention should be paid to the formation of trust between the different parties.
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3.1.57 Critical Infrastructure Warning Information Network (CIWIN)

In 2006 the DG JLS awarded a contract for a Critical Infrastructure Warning Information Network (CIWIN) study
whose objective was to collect information on best practices for CIP and to undertake interviews with experts in
Member States in order to define the requirements of CIWIN, both as an exchange network and a rapid alert
system (RAS).

The objective of the CIWIN project was to establish a common platform for exchanging information relevant to
critical infrastructure protection t o facilitate
Programme. Thi s Programme specified that C| WIENopéag Ba@mmissert
proposal and due care will be taken to avoid duplication.o It will provide a platform for the exchange of best
practices in a secure manner. CIWIN will complement existing networks and could also provide an optional
platform for the exchange of rapid alerts. The necessary accreditation of the system will be undertaken in line
with relevant procedures.

A CIWIN prototype was built by UNISYS based on commercial off-the-shelf content management and
coll aborative workspace tools (primarily Microsoft
boards, shared calendars, peer-to-peer communication (intra CIWIN e-mai | ) and secure
specific topics, users or purposes.

As the CIWIN was intended to exchange early warnings on critical infrastructure (which is also the proposed
scope for the current European-wide EWRS), we believe the received feedback is highly relevant and should be
taken into account in the further development of the EWRS:

U CIWIN, as a web portal, had a rather low level of user acceptance. While not possible for all
topics/issues, users may seem to prefer a push method (e.g. by mail) over pull (logging in to a portal to
get information).

(0 Other than the information present on the system to attract users, an intuitive and correctly
functioning interface is a critical criterion for keeping users interested in the system. This confirms the
observation made in the NEISAS project that functional specifications are key to building such a system.

U The requirements for CIWIN's features, covered topics, and intended information sharing community
probably were not identified to the degree that would have been necessary to determine which technical
solution and architecture would suit best. The stakeholder heavily recommended spending time on
requirements gathering before moving to implementation. A recommendation towards future projects
would be to run this whilst applying thorough IT implementation project concepts.

U The intended information sharing community was not sufficiently defined in the development stage of
CIWIN. The lack of a concept drained contributing members from existing information exchange
platforms and diverted attention by addressing overlapping communities instead of focusing on adding
value.

0 There was no comprehensive user/usage concept for the use of CIWIN, neither was there a
comprehensive/feasible pre-structuring of the platform. In addition, there was no feasible user/privilege
concept that could have been mapped to CIWIN. An early, systematic support of structuring content
might have attracted more users.
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3.1.6 7 Malware Information Sharing Platform (MISP)

The Malware Information Sharing Platform (i.e. MISP), created through a partnership between the Belgian
Defence and NATO NCIRC, aims at facilitating technical information sharing inside and between organizations.
Its objectives are to build a knowledgebase of technical malware information, to enable the sharing of malware
related information, to build a community of trust and to have an open but secure platform.

The platform has the goal to facilitate the storing of technical and non-technical information about identified
malware and attacks, along with the automated generation of links between malware and events. It is also able to
generate IDS rules that can be imported on IDS systems (network and host-based), to share information with
other parties and trust-groups, and to store locally all information from other instances.

While the project team did not receive feedback on the usage and appreciation of the system, it is remarkable
how the platform predefines content types to allow for a very specific type of information sharing. MISP covers
the following categories of threat-related information:

U Antivirus detection: which contains a list of anti-virus vendors detecting the malware or information on
detection performance;

U Payload delivery: which provides information on the way the malware payload is initially delivered;

U  Artefacts dropped: any artefact (files, registry keys, etc.) that is dropped by the malware, or other
modifications that are made to the system;

U Payload installation: location where the payload was placed on the system, along with the installation

mechanism;

Persistence mechanism: mechanisms used by the malware to start at boot;

Network activity: information about network traffic generated by the malware;

Payload type: information about the final payload(s);

c: c: C c:

Attribution: identification of the group, organisation or country behind the attack.

Depending on the ultimately defined scope of the envisaged European-wide EWRS, consideration should be put
into what types of information should be shared and based on the feedback from CIWIN, predefining content
structure can actually incentivize users to provide information to be exchanged.
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3.2 1 Overview of response capabilities at European and national level
3.2.17 CERTs and CSIRTs

A Computer Emergency Response Team (i.e. CERT) is an organisation that studies computer and network
security in order to provide incident response services to victims of attacks, publish alerts concerning
vulnerabilities and threats, and to offer other information to help improve computer and network security.

Over time, the CERTs extended their services from being a mere reaction force to a more complete security

service provider, including preventive services like alerting or advisories and security management services.
Therefore, theterm A CERT O was not considered to be Gomputer Secueityt . As
and Incident Response Team (i.e. CSIRT) was established in the end of the 1990s.

At the moment, both terms (CERT and CSIRT) are used in a synonymous manner, with CSIRT being the more
precise term. Throughout this document, the well-established term CERT will be used.

3.2.27 Specific and key capabilities of the CERT-EU

In the overall context of this study, we did not neglect the relevance and the special role of the CERT-EU. The
CERT-EU's mission is to support the European Institutions to protect themselves against intentional and
malicious attacks that would hamper the integrity of their IT assets and harm the interests of the EU.

We noted that the scope of CERT-EU's activities covers prevention, detection, response and recovery. Moreover,
amongst the value-added activities and goals of the CERT-EU, we can mention, for instance:

U Ensuring a high degree of service orientation and operational readiness;

U Providing an effective response in case of incidents and emergencies and maximum commitment to
resolve the issues;

U Building on, and complementing the existing capabilities in the constituents (i.e. all the EU institutions,
agencies and bodies);

U Facilitating the exchange of good practices between constituents and with peers (i.e. other CERTS);

U Fostering a culture of openness within a protected environment, while operating on a need to know
basis.

The CERT-EU incident response coordination service aims at the coordination of response to information
security incidents in the institutions and bodies of the EU, in cooperation with the owners and providers of
impacted parts of the respective IT infrastructure, the European and international communities of CERTS,
telecom operators, ISPs and other public and private bodies (police, investigators, courts) as appropriate.

It is relevant to highlight that CERT-EU highly regards and emphasises the importance of an adequate
operational cooperation and information-sharing between CERTS, and also with other stakeholders which may
contribute towards or make use of their services. As such, we acknowledge the key role CERT-EU may have in
further establishing an European-wide Early Warning and Response System (EWRS) against cyber-attacks and
disruptions.

ez JERT-EU
emergency -
responge |/

the EU institutions, bodiea

team | for
and agenciea
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3.2.31 Key capabilities of national / governmental CERTSs in the Member States

Analysis on the operational activities that the national / governmental CERTSs typically carry out in order to
provide essential services to their constituencies indicated that a number of key activity groups are highly
relevant to the functions of a European-wide EWRS.
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Figure 6 - CERT services considered essential by the CERTs

The CERTSs consider both incident handling (and incident cooperation as a natural consequence of the fact
that cyberspace is borderless) and alerts & warnings as the most essential services rendered i which coincides
with the objectives of a European-wide EWRS. Therefore, we believe the CERTs are prime candidates for using
a European-wide EWRS. As previously indicated, CERTs are already cooperating at present day in different
models. Some of the most relevant CERT co-operation initiatives are shown below.
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Figure 7 - Overview of the relevant CERT co-operation initiatives
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3.3 1 Other services, systems, tools and key technologies deployed at EU-level

Although the focus of this study is on analysing the feasibility of a European-wide Early Warning and Response
System against cyber-attacks and disruptions, we consider it relevant to illustrate other services, systems, tools
and key technologies that already exist in different sectors and domains i for example on rapid alert and
notification, information exchange, etc.

I n gener al , t he EUb s integrated approach to <crisis man ag
encompassing prevention, preparedness, response and recovery, and a variety of crises occurring in the EU or
outside it, including complex emergencies.

The European Commission and the Agencies are responsible and manage a wide range of systems (alert, early
warning, coordination and satellite) and capabilities (situation rooms and services) that complement the use of a
whole range of crisis management relevant policies and instruments of the EU.

RAPID ALERT AND NOTIFICATION SYSTEMS FOR
MANAGEMENT

EARLY WARNING SYSTEMS FOR

IDENTIFICATION OF POTENTIAL CRISIS RGNS AEANELS)

DISSEMINATION/ COORDINATIO
PLATFORMS

MAINLY THROUGH BULLETINS,
FORECASTS, ALERTS

SITUATION ROOM

Figure 8 - Overview of the main categories of systems and services in place
and currently used by the EC, the Agencies and by Member States

These systems and capabilities allow the EC, the Agencies, the Member States and the overall community of
stakeholders to effectively address the multi-dimensional challenges of crisis prevention, preparedness, response
and recovery.

Throughout the study, we have received limited information on these systems (most of these systems do not
disclose public information other than a general description). We did receive input from one agency running an
early warning system outside the cyber-security domain (e.g. ECDC) who offered the following advice:

0 It is good practice to have the governance split between the European Commission as a decision
making body and the main operator of the platform (who is responsible for the technical platform
maintenance and operation);

U The choice to selectively exchange information with parties instead of the entire community can be
an interesting feature and potentially increases usage of the platform (if this feature does not exist, the
parties wishing to communicate might bypass the platform);

U The existence of alternate communication channels can be important if the main platform is not
available in a crisis. This is especially important for a European-wide EWRS for cyber-security incidents,
as an outage of part of the Internet would be considered as a large incident which would trigger
information exchange through a European-wide E WR S . In the case ®MSeg&@8dDCO6s pl a
sent to contacts in the Member States to notify them when a new alert is posted on the platform. It also
includes the possibility to set up ad-hoc phone conferences in case of system failure.

These requirements were validated by European-wide EWRS stakeholders as valid concerns and taken into
account in the feasible scenario descriptions, as further elaborated in this document.
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3.41 Key conclusions to take into account for the European-wide EWRS study

Throughout our research into the current state of the art in early warning and response capabilities, we believe a
number of important lessons learnt should be taken forward into the implementation track of a European-wide
EWRS study.

First of all, there are important distinctions to be made in systems addressing information sharing with
citizens and SMEs vis-a-vis information sharing with Member States. Citizen sharing systems are primary
concerned with providing information, fed through (central) information providers, to their respective
constituencies in local languages, necessitating an information conversion step by the information broker. This
conversion step requires significant resources and might not always justify the effort compared to the
constituency being reached by that converted output. Furthermore, it was identified by the EISAS study that
decentralized information provision is not considered to be effective as material should be prepared for
conversion at its inception phase. Finally, information sharing is not intended to be of a cross-border nature
since every European Member State would most likely only be reaching their citizens through such a platform.

Sharing information amongst Member States has a different nature: it does not require localization of the
content and is by definition cross-border. Another important consideration is the building of trust between different
actors in such sharing processes. While the relationship between an information sharing platform to citizens and
SMEs does not require trust (as it is a one-way communication system, disseminating only information that the
information providers want to be disseminated), information sharing between the Member States can only
happen if the different actors have sufficient trust in each other to be trusted with sensitive information on
significant attacks and incidents a Member State is seeing.

To this end, the EWIS study concluded (see the section 3.1.1 1) that a EWIS should not be a large superstructure
but rather a centre of facilitation, along with extensive personal networks and information dissemination channels.
The EISAS study adds to this that any solution should take into account existing mechanisms and activities
and not try to displace them.

With respect to the expected participants to European-wide EWRS systems between the Member States, the
same study indicated that CERTS/CSIRTs are predominantly involved in incident response and alert & warning
services. As such, they should play a crucial role in the development of the envisaged EWRS. This has been
acknowledged in the study as it appeared CERTs/CSIRTs were the predominant interested parties in this study
and contributed the lion share in terms of expertise.

While the CERTS/CSIRTs were the major contributors to this study, they made it very clear they do not aspire to
be the operator of a European-wide EWRS but prefer to use the platform as a communication channel to help
them as their mandate in protecting national assets often requires international collaboration. Furthermore, the
demise of EuroCERT has shown the problems in running a central operative body for incident response.
Concluding, a European level actor is needed in order to play a neutral role in terms of governance in such
kind of platforms.

In terms of a European-wide EWRS implementation track, the analysis of previous initiatives (mainly CIWIN and
NEISAS) has shown three important lessons learnt should be taken into account:

U Functional specifications should be extensively researched to ensure there is a fit between user
requirements and European-wide EWRS features. This is the only way to create added value for the
user community;

U Technology can only enable the medium to transfer information that the participants are willing to share.
Trust between the participants should be a key objective from day one in the implementation project;

U Project management in large-scale implementation tracks is of paramount importance and should not
be seen as an additional task for an involved stakeholder.
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Addressing the coordination and exchange of information between Members States is very complex and
requires a well-considered approach.

It is important to prevent possible duplications of activities resulting from insufficient information on similar
situations in other Member States, for example information on an already developed best practice in a specific
Member State might avoid the cost of re-developing a similar practice in a different Member State.

To this end, a large-scale survey was organized to a set of stakeholders (jointly defined with the European
Commission) to inquire on requirements towards a European-wide EWRS of which the results are presented in
this section.

4.171 Stakeholder survey

The survey consulted a large amount of stakeholders in the European Cybersecurity community. Annex A of this
document provides details on the structure of the survey and the categories of participants.

In the survey initiation, we noted that the national/governmental CERTs in the Member States were the most
active stakeholder group in the study and were very open and eager to voice their views and opinions on the
subject at hand. The other stakeholders were considerably more reserved and prudent in their opinions. In the
remainder of this chapter we will present our analysis of the key results of the survey. Full details on the survey
results can be found in Annex B.

4.2 1 Trust considerations

In the case of a mandatory requirement as proposed in the NIS Directive, it is expected by the experts that the
initial | ev el of trust between participants wh obefore migm de
relatively low which will impede the willingness to share information. The possibility to share information in
Il imited participant fcommunitieso and an incentive

To mitigate this, the 2010 ENISA report oingindhe Cantexn dof
Net wor k and | nf d7 ideatified variousSaays of building &nd maintaining trust:

Providing timely and specific data;
Participants must share information which is of equal value;
Informatons har ed must be relevant to participants?d

c: c: c: c:

Sharing information at a suitable level.
Other incentives to build trust identified in the report are:

U Trust must be built over time and through personal relationships;
U Membership should be as constant as possible;
U Regular, face-to-face meetings;
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U  Creating separate information exchanges for different audiences might mean members are more willing
to share with a limited audience.

Quoting from [7]: AAN i ntervi ewe & informationrekchahge,tlatkadf atténdanch at meetings
results in expulsion from the group (thus ensuring consistent and regular face-to-face contact), and that new
members were allowed by invitation only and needed to be proposed by an existing member (thus creating
referential-based trust). Another interviewee described an incident where the information exchange helped in the
response to an incident which o6proveddé the value
creating knowledge-base d trust) . o

In addition, the NEISAS study [8] determined that trust between members within an information sharing
community is determined by five key principles. Each of the following five should be leveraged in order to
optimise trust in the EWRS.

U Similarity - The more similar you are to a party, the more likely you will trust that party and share
information;

U  Degree of closure - The more closed a network is, the more likely one knows and trust others within
that network and expects a mutual exchange in information sharing;

U Level of brokerage - The more brokerage that takes place within a group, the greater the level of trust
and information sharing that is likely to occur within that group;

U Control benefits - An agent introducing two separately disconnected agents in a group and then
withdrawing, provides a higher level of trust and information sharing in that group;

U  Degree of separation - Any two individuals, independent of the distance, can be linked by a small
number of intermediate acquaintances. However, trusting an individual becomes more difficult when
degrees of separation increase.

As a result, key enablers to achieve these principles in a European-wide EWRS solution are the following:

U0 Anonymisation and deniability - The ability to mask the source of information and to plausibly deny
association with information elements;

U Face-to-face knowledge - The ability to regularly meet with others on a face-to-face basis

U0 Trustmasters as mediators - The ability to pass on ownership of risk to a Trustmaster (a person
responsible for coordination of the information exchanged between a set of trustees such as co-workers
and external communities) helps remove a key constraint to information sharing;

U Reputation - a peer 6 s abneotiheefr ipneer 6s capabilities,
recommendations received from other peers;

0 Rules and Non-Disclosure Agreements - Codes of behaviour and obligations associated with binding
commitments to principles, processes and guidelines;

U Autonomy - Relates to the discretion people have in interpreting and enacting their roles;

U Distribution Protocols - Accepted, secure and managed processes for distributing information at
various levels of sensitivity (e.g. the traffic light protocol).

4.3 71 Legal considerations

According to our survey, the following major issues and hurdles should be addressed by a European-wide
EWRS:

U Surveys conducted by ENISA [9] show that information sharing requests are often denied by data
protection and privacy laws or information is withheld because sufficient doubt exists on the legality of
the exchange;

U There is a perception amongst stakeholders that cooperation among CERTs operates on an informal
basis because the legal involvement hinders swift and effective cooperation;
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U According to ENISA, CERTSs are still confronted with ambiguities and differences in national laws
and policies which creates uncertainty when determining if data sharing is permissible and lawful;

U Competences of CERTs can be affected depending on the legal basis of the formation. Ignoring these
bounds can result in evidence being tainted and/or risking liability. Not all CERTs have comparable
mandates to intervene in any type of computer emergency;

U CERTSs are less familiar with international harmonisation initiatives in order to determine competent
court, applicable law and legal value of evidence. They have managerial or technical skills but lack legal
expertise according to surveys conducted by ENISA;

0 TheproposedNISDirecti ve i ntr oducaespetett authortiest &mpstconcept shbuld be
clearly defined and should not change during the implementation and towards its operation.

4.47 Security considerations

The information managed by a European-wide EWRS must be considered as confidential, as it cannot be
disclosed outside of the trusted network of Member States. There is a fear of exchanging sensitive information
among relevant stakeholders mainly due to the inexistence of a flexible environment of trust that ensures the
secure exchange of information. Current practices lead to situations where mechanisms used are not
homogenized. For instance, there is no standardised encryption method for the exchange of information.

While European Institutions use proprietary tools approved for handling restricted information, CERTSs usually use
open standards (e.g. PGP/GPG) for the same purpose. Hence, entities might exchange information on a secure
way but encrypted with different techniques affecting the practicality and flexibility of such information. Adequate
data handling and sharing processes must therefore be implemented in order to ensure confidentiality.

Although the confidentiality of the information is considered a relevant aspect, the integrity and availability of such
information must also have to be ensured. On the one hand, the integrity of the information would avoid the
access to polluted data which could lead to the implementation of inappropriate actions with regards to a specific
threat. On the other hand, the availability of the information in a timely manner could mitigate the duplication of
the incident in similar environments among Member States.

Finally, sometimes the information exchanged might be classified or even over-classified meaning that special
security measures should be appl i ed to handle such information.
restrictedo has to be handled by accredited Commun
networks. Therefore, the exchange of classified information is not desired as it could be an obstacle to the
implementation of the service if the security concerns are not addressed properly.

4571 Stakeholder considerations
A European-wide EWRS would require a number of stakeholders in order to fulfil the following roles:

U Designing the platform - e.g. providing input for the specifications and requirements documents;
U Operating the platform - e.g. providing the necessary infrastructure, performing periodic maintenance
and managing its user community.

Our survey has shown that:

U The design of the platform should be performed along with national and governmental CERTs and
ENISA, which should also be involved in building the platform. A complete requirements analysis is
imperative for a successful European-wide EWRS implementation;

0 The European Commission and/or ENISA should take a facilitating role, by raising awareness in
Member States and by supporting coordination and management of a European-wide EWRS;

U The operation of the platform could be undertaken by national and governmental CERTS, as it was
acknowledged that their operational experience could be leveraged in this area. Another possibility
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resides in resorting to an independent body to manage the system. Resistance was shown to an
existing body operating a European-wide EWRS (such as ENISA or CERT-EU). Lessons based on
experience from other existing EWRS systems run under the auspices of the European Commission
and its Agencies should be drawn here (this information was not available to the study team).

Besides these stakeholders, it was considered that the platform users should involve also other participants from
Member Statesd Ministries of Def ence, participants
from the European Critical Infrastructure sector (e.g. energy, healthcare).

There was no consensus on the involvement of law enforcement agencies in a European-wide EWRS.

Finally, there will be a need for continuous awareness sessions and clear and recurring communication on the
implementation status to ensure a European-wide EWRS stakeholder remains engaged.

4.6 1 Governance and Management structures

An appropriate management structure should be established, including a board representing the stakeholders
and a management framework that will facilitate the adoption and maintenance of principles, policies and

controls, supporting the regulatory, legal, risk, and operational requirements.

Policy Development I .
L memnw -

Technical
Committee

Figure 9 - Proposed governance structures

As specified by the stakeholders, the governance structure should include guidance on organisational structure
and membership criteria, procedures, processes, and interfaces with other organisations, including regulators
and CERTSs. It should allow members to have full trust that their rights and obligations are clearly governed and
that there is sufficient protection for potential claims for all involved stakeholders.

As a basis for discussion by the community, we included the governance model and advanced information
sharing framework for global CERTSs [10] which suggests the following structure (which is assumed to be overly
complex for the start of European-wide EWRS and is merely included to spark discussion amongst stakeholders):

4.6.17 Executive committee

Members of the executive committee should be voted and elected by members of the general assembly. The
members should be leading a European-wide EWRS, and should fulfil the roles like providing direction and
leadership and making strategic or policy level decisions.

Regarding the recommended members of the executive committee of a European-wide EWRS, the stakeholders
did not have a very strong opinion. They included the members of the community mentioned above, and also
recommended to include:
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