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SC7: Protecting freedom and security
of Europe and its citizens —

Digital Security: Cybersecurity,
Privacy & Trust

Address the economic and societal
dimension of security and privacy in
the digital ecosystem.

Focus on demonstrating the viability
and maturity of state-of-the-art
security, privacy and trust solutions

Three topics (H2020-DS-2014-1)

* Privacy

« Access Control

* Risk Management & assurance
models

Two targets: End-users & Impact

T European
Commission



D¥s-1-2014: Privacy
Specific challenge: Dany online users are reluctant fo disclose personal information online
becanse of privacy concemns. Personal data has become an ecomomic asset, but it 1s not the
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DS 1 — 2014: Privacy ( )

A practical, user friendly and
HORIZON 2020 - WORK PROGRAMME 2015-2015 economically viable implementation

Secure societies — Protecting freedom and security of Europe and its citdzens

owners, i.e. the users, that control or monetize it. This 15 in the hands of the service providers Of relevant |eg al Obllgatlons related

whose business case often includes the use of data thev collect (e.g. social networks, search

engines. online retailers, and cloud hosting services). to personal data processing and/or

Data protection and privacy frameworks in Member States and Associated Countries need to .

e implemented in a transparent and user-friendly way to help users understand how their prlor Conse nt.

personal data might be used, including the economic value of their data. Such knowledge will

enable them to exercize choice and know and assert thewr rights. As the econonuc value of

their data 1s not kmown to the average user, they are not able to evaluate the value of thewr data

relative to the value they assign to a "free” service. Moreover, the users have no -:-::n&ul over 1 1

what happens with their datag:ﬂ they canmot verify the data is not passed on to 3™ parties. I ncreased user tru St ’ reSUItIng N a
This situation may influence individuals notion of privacy which may be perceived as a non-

valuable asset. : : higher uptake of online services.

Data protection principles need to be visibly respected for the delivery of personalised public
setvices, to increase trust in public admsnistrations. Transparency is particularly impostant in
an open govermment context, where personal data may be shared between different

departments and administrations or across borders and where third parties can engage in the POSItIVG b USIn eSS Cases fOr Onllne

creation and delivery of personalised services for citizens and businesses.

privacy.

WV toth whether their online ﬂEh.ts are respected and 1i‘th.e1, geta reasonable bargain.
gites may also cover tDol-_. fac1].1tah|12 tlle mformation of uldlniduals about the proce

the data W |ll have
Activities can mclude the inresngatmu of measures to s.-afeguard privacy m the comftext of
mass data handling, for example where services exploifing ng data. cloud services, data
sharing by interconnected devices in the internet of things. and data handling in the highly
sensitive context of criminal investigations.

Where relevant, actions can be proposed to apply privacy-by-design frameworks for a range
of different applications to promote the usage of privacy enhanced technology.

The Commiszsion considers that proposals reguesting a contribution from the EU of between

£2m and €5m EURO would allow this topic to be addressed appropriately. WNonetheless, this
does not preclude submmssion and selection of propesals requesting other amounts.
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DS-2-2014: Access Control

Specific challenge: Security includes granting access only to the people that are entitled to it.
Currently the most widespread approach relies on passwords. Managing the passwords has its
limits and poses a challenge to the user, which adds vulnerabilities. Common practice is to use
the same or similar password, which increases significantly the risk should the password be
broken.

S

=TTe focus i1s on the development and testing of usable, economic an
eserving access control platforms based on the use of biometrics, smart cards, or othe
devites utions are to be 1115talled and tested in a broad-band network. giyj S0
smart Services Iunning over : Y, avolding single points of
failure. Proposed work should include the management of the access rights in particular for
the service providers, ensure the security and privacy of the databases, facilitate a timely
breach notification and remediation to the user, and reduce the insider threat.

The proposed solutions have to guarantee interoperability and portability between systems
and services, sparing the user to have to install a platform, service or country specific
technology.

Proposed work could assist the objective of implementing a secure information sharing
network.

The Commission considers that proposals requesting a contribution from the EU of between
€3m and €8m EURO would allow this topic to be addressed appropriately. Nonetheless, this
does not preclude submission and selection of proposals requesting other amounts.

Expected impact: Actions supported under this objective will deliver secure, but user-friendly,
access to ICT systems, services and infrastructures, resulting in a consumerisation of devices
for access control. The level of security of online services and critical infrastructures
protected by these access systems should be demonstratably higher than by the state-of-the-art
approach. The proposed solutions are expected to support the creation of commercial services
making use of electronic identification and authentication.

Type of action: Innovation actions

The conditions related to this topic are provided at the end of this call and in the General
Annexes.
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DS 2 — 2014: Access Control
( )

Development and testing of usable,
economic and privacy preserving
access control platforms based on the
use of biometrics, smart cards, or
other devices.
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DS-6-2014: Risk management and assurance models

Specific challenge: The ability to assess, manage. reduce. mitigate and accept risk is
paramount for an effective protections agamnst cybersecurity threats and mcidents. The
dependence of networks and information systems, that are essential for the functioning of our
societies and economies (including Critical Infrastructures), on public communication

networks and off-the-shelf components 1s an additional nisk. However, in the area of DS 6— 20 14 R IS k M an ag eme nt an d

cybersecurity, recent developments and trends render traditional (1.e. static and iterative) risk

management methodologies meffective and rapidly obsolete. ASS urance M (@) d e |S (

There are however no generally accepted best practices guidelines for risk management. nor a
consensus on the mimimal requirements for the market actors concerned, neither at a sectorial,

)

nor at cross-sector level. For this reason. the NIS_“ public-private platform (Network faC| I |tate the |m ple menta‘tl on Of

Information Security Platform) will seek to identify best practices on risk management,
including information assurance, risks metrics and awareness raising.

existing and emerging requirements

° JoIN (20131 obligations on risk management.
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Risk :

HORIZON 2020 — WORK PROGRAMME 2014-2015
Secure societies — Protecting freedom and securtty of Europe and its citizens

Scope: Thepro 2l sl Sl ValaJi 2 : 7
state-—plm " . to

gffompass methods to assess and mitigate rhe risks in real time. Work should include a soci
=conomic assessment to evaluate the cost-benefit of irnplemenring the framework. The

security 1'1'31{ resultmg tromt on-on Mid massive imterconnectivity

should be developed.

The work on risk management frameworks can be complemented with the development of
tools to evaluate the nisks and its impact on business, tools for preventive assessment of risk
and trustworthiness of customers and providers, tools providing a simple view and
understanding of a complex system, and tools to detect social engineering attacks. Where
necessary risk management can include ICT supply chain security.

Current assurance models and the resulting control and audit frameworks should be revisited.
The applicability of the methods to the calculation of msurance premiums should also be
mvestigated.
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Perception

Impact (societal, economic, legal)
Tolerance (cultural, behavioral)
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