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2 Glossary/Abbreviations

2.1 Abbreviations

Tablel belowlistsacronyms used in documents produced by Ha6d HTG3.

Tablel: Acronyms

Acronym Meaning Reference

API Application Programming Interface [9]

BRAN Broadband Radio Access Networks [61]

BSMD Bounded Secured Managed Domain [9]

BSS Basic Service Set

BTP Basic Transport Protocol [26]

CCH Control Channel [24, 29]

CEN Comité Européen de Normalisation http://www.cen.eu
Cl Communication Interface [17]

CIP Communication Interface Parameter [18]

GITS Cooperative ITS [9, 21]

CTX Context message

DCC DistributedCongestion Control [31]

DIS Draft International Standard ISO

DSAP Destination SAP address [47]

EDCA Enhanced Distributed Channel Access

EN European Norm ETSI

ETSI European Telecommunications Standards Institute | http://www.etsi.org
EU European Union general

FCC Federal Communications Commission http://www.fcc.gov/
FNTP Fast Networking & Transport layer Protocol [18]

From DS Field in the IEEE Std 802.11 MAC header



http://www.cen.eu/
http://www.etsi.org/
http://www.fcc.gov/
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Acronym Meaning Reference
FSAP Fast Service Advertisement Protocol
GeoNet Name of an EU research project www.geonetproject.eu
GeoNetworking | Name of a protocol developed at ETSI based on the | [26]
results from GeoNet
HTG Harmonization Task Group -
IANA Internet Assigned Numbers Authority http://www.iana.org
IEEE Institute of Electrical and Electronics Engineers http://www.ieee.org
IETF Internet Engineering Task Force http://www.ietf.org
IP Internet Protocol IETF
IPv6 Version 6 of the Internet Protocol IETF
ISO International Standards Organization http://www.iso.org
ITS Intelligent Transport Systems (CEN.SI, ISO) [9]
Intelligent Transportation Systems (US)
ITSAID ITS Application Identifier [34]
ITSS ITS Station [9]
LLC Logical Link Control [46]
MAC Medium Access Control [46]
MIB Management Information Base [46]
oSl Open Systems Interconnection [22]
PDU Protocol Data Unit [46]
PSID Provider Service ldentifier
SACH Service Advertmment Channel [24]
SAE Society of Automotive Engineers http://www.sae.org/
SAM Service Advertisement Message
SAP Service Access Point [15]
SCH Service Channel [24, 29]



http://www.geonet-project.eu/
http://www.ieee.org/
http://www.ietf.org/
http://www.iso.org/
http://www.sae.org/
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Acronym Meaning Reference
SCHXx Service Channel number x [29]
SDO Standards Development Orgaaiion general
SDU Service Data Unit [46]
SfCH Safety Channel [24]
SNAP SubNetwork Acces®rotocol [46]
SNMP Simple Network Management Protocol IETF[46]
SSAP Source SARddress [47]
SSP Service specific permissions
From 802.11:2012
subscription service provider (SSP): An organization
(operator) offering connection to networervices,
perhaps for a fee.
From 1609.2
service specific permissions (SSP): A field that encoc
permissions relevant to a particular certificate holder
Std Standard IEEE
TDMC Time Domain Multiple Channel switching -
To DS Bit field in the IEEE S&92.11 MAC header
TS Technical Specification ETSI/ISO
U-NII Unlicensed National Information Infrastructure [59
us United States general
VCI Virtual Communication Interface [17]
VSA Vendor Specific Action
WAVE Wireless Access in Vehicular Environments [51, 55, 56]
WG Working Group general
WSA WAVE Service Advertisement
WSMP WAVE Short Message Protocol
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Acronym

Meaning

Reference

XID

eXchangéDentification
IEEE Std 802.2 LLC service

[47]
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2.2 Glossary

Linkability: the ability of a system to support linking
Linking: the act of determining that theaanmedevicecaused certain specific operatians

Pseudonymity. service that enforces a pseudonym such thia&uthorizedusers and/or subjects are
unable to determine the identity of a user bound to a resource or service whilst the user can still be
accountable for use.

Pseudonym:data used to replace identity revealing information

Reversible pseudonymityservice that dbws an authorized entity to determine the real identity of
a user from knowledge of the pseudonym

Servicespecific permissions Permission applied to a specific service as part of the access control
mechanism Also, a specific means of encoding thosengssions specified in IEEE 1609.2.

Unlinkability: the property of being unable to determine whether the sardevicecaused certain
specific operations
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3 Introduction

3.1 General
This document provides an analysis to identify the necessary subaeaitdble standards to give an
assurance of interoperable security measures in Cooperative {MS)C

The document has two patrticular areas of focus.

1) The technical scope is focused on cooperative ITS using the 5.9 GHz access technology based
on IEEE St802.11 operating outside the context of a Basic Service Set{(B8&)e
protocol stacksaind applicationsare defined in ISO TC204, ETSI TCHEE WG 16Gthd
SAEApplications defined outside the identified working groups are out of scope.

2) The emphais of the document is to identify areas where implementations of the protocol
stack will not be interoperable, because the specification of technical features in standards
from SDOs is different.

Additionally, to provide focus, the areas of comparison legwthe standards are motivated by
particular use cases. These use cases are defined in separate doddii@h&3L Overview of
Harmonization Task Groups 1§&%].

3.2 Structure of the document

Sections 8L6 of this document present topics relevant itteroperability of equipment intended for
usage in the 8 and the EUrhere is one section for each of thee cases given in [1dnd additional
sections to address systelavel security issues.

Each section on a specific use case begins with a tabtfigng the security services needed for
that use case. The subsequent subsections within a section discuss interoperability issues under a
number of sectiorspecific topic heading&.or each topic, interoperability is discussed in terms of:

1 Technical ineroperability (i.e., the ability of devices following one set of standards to
correctly process datagrams created by devices following a different set of staipdards

1 Gonsistency of application behavior between implementatigirs, the ability to ensurehat
two different implementations, receiving the same set of input datagrams under the same
circumstances, behave identically

1 CGonsistency of user experiengee., are there any ways in which the configuration of the
service may givafalse impressiowf the security or privacy of the ITS services, suchadhat
device maytransmit similamtmessages in different locations bilie behavior of the receiving
entity may be quite different. For examplaw enforcement penalties may be issued in one
region andnot anothel).

! This functionality within the 802.11 standard was previously contained in IEEE Std 802.11p.
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The hierarchy of interoperability requirements is such that technical interoperability is-a pre
requisite for consistency of behavior between implementations which is aqueisite for
consistency of user experience. Full interoperabifitgnly achieved when all conditions are fulfilled.

NOTE: This hierarchy may be applied in the communications domain as well as in the security
domain.

The detailed discussion tife noninteroperable issuelistinguishesincompleteness (1)" and
"Divergence (D)". Each detail is identified by a key character (I or D) and a sequential number. The
concatenation of the topic identifier and the identifier for a detail of a topic will be usedeimther
documents from HTG1wvhich will identify shorterm approaches to resolve interoperability issues

in each area for the interoperability test (HT-G)l or a list of options for lonterm resolution of the
interoperability issues in each area, to be considered by the respective SDOsSIHTG1
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4 Vehicle-Origi nating Broadcast (VOB)
4.1 Communications security services : summary

The originating vehicle broadcasts information about its movements and sadigtied attributes
frequently to make sure that this information is available to other vehicles so that each receiving
vehicle can identify potentially hazardous situations gdirom the behavior of the transmitting
vehicle. This most commonly involves broadcast of Cooperative AwarenBssic Safety
MessagesCommunications characteristics of these applicatiaresdescribed in HT&3-1

Overview of Harmonization Task Groug8167)].

For vehicleoriginatingbroadcast messages in support of V2V safety applications the need for
communications security services is as shownahlel (the colour coding of the table shows green
where a known interoperability mechanism exists).

Tablel: Security Services requirements analy$or VehicleOriginatingBroadcast

Security Required | Rationale Interoperability Known

Service mechanism Interoperability
Mechanism
Exists

Confidentiality | No Messages are broadcas| n/a No

for giving information to
all (all informed
broadcast)
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Security
Service

Required | Rationale

Interoperability
mechanism

Known
Interoperability
Mechanism
Exists
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Security
Service

Required

Rationale

Interoperability
mechanism

Known
Interoperability
Mechanism
Exists

Non
repudiation of
receipt

No

Non-repudiation of
receipt is the corollary o
non-repudiation of
origin and ensures that
the recipient of
information cannot
successfully deny
receiving the
information.In an
unconfirmed best effort
system (e.g., the 5GHz
radio link) any message
may be lostandany
message received may
be audited but there
may be a mismatch in
proof of what is
transmitted and what is
received. No
requirement for non
repudiation of receipt
has been identified and
non-repudiation of
receipt cannot be
achieved through
communications security
alone

n/a

No

Anti-replay

Yes

Replay may omaynot
be an attack and the
facility to filter out
replayed messages is
required.

Message signature
containing verifiable
time variant data (e.g.,
timestamp of signature
generation)

Yes
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Security Required | Rationale Interoperability Known
Service mechanism Interoperability
Mechanism
Exists

Plausibility Yes Plausibility verification i§ IEEE P1609.2 provides| No
verification necessary to prevent some highlevel

false warning$rom plausibility check

being raised to drivers | mechanisms, but

(e.g, 1 report of sub applications need to

zero temperatures define the parameters

against (say) 5 reports g to these mechanisms.

high temperatures Additional more

within a small detailed plausibility

time/location window checks may also be

may suggest the sub helpful.

zero report is wrong).
Availability Threats to availability | Not defined No

are significant obstacles

to the correct

functioning of the

application.

For each of thénteroperability mechanisms identified in the above talilee succeeding sub
clauses further identify the standards and issues regardingd Edarmonization.
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4.2 HTG1-VOB-01: Message Signature (data format / profile)

VehicleOriginatingBroadcasimessages are signed. Both ETSI and SAE sign these messages using
mechanisms defined in IEEE P1609.8]][ The technicabasisfor achieving interoperability is thus
assured, however the issues outlined below do exist and are further explained here.

The following issues affect technical interoperability:
1 HTG1VOBO01-D-01: Inclusion of generation time
1 HTG1vOB01-D-02: Choice ofignature scheme
1 HTG1VOBO01-D-03: Crosslayer issues in signing
1 HTG1VOBO01-D-04: Geonetworking
1 HTG1VOBO01-D-06 Modification of siged data format
1 HTG1VOBO01-D-07 Inclusion of geonetworkingii security scope
The following issues affect consistency of application behavior:
1 HTG1VOBO01-D-05: Message Signatur¥erification policy
1 HTG1VOBO01-D-08: Certificate Transfer
The following issues affect consistency of user experience:
HTG1VOBO01-1-01: Ability to AssertAll permissions
Divergence

1 HTG1VOBO01-D-01: Inclusion of generation timeThe BSM from SAE J2735 includes a time
value that may roll over in the lifetime of the system, so BSMs use the Generation Time field
in the 1609.2 structurehus introducingwo different time values in transmitted secured
messages. The ETSI CAM includes a time value that was intended to not roll over and thus
ETSI has elected not to use the Generation Time field in the 1609.2 structure.

NOTEThe ETSI decisioagarding time and the profile of 1609.2 is also in part due to the signature
being performed at the CAM level.

1 HTG1VOB01-D-02: Choice ofignature schemelEEE P1609.2 allows both ECRS&and
ECDSAR24, and for ECDSA it allows both implicit and eigertificates (for ECDS224
only explicit certificates are allowed}AE J2735 uses ECE2S8 with implicit certificates.
ETSI uses ECDE2¢ with explicit certificatesSince in the unconnected context of VOB
there is no means for mobile devices togndiate the signing mechanism in advance
receivers that are not able to support verification of all mechanisms that signers may use will
be unable to verify some messages.
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NOTE:

The use of implicit certificates is subject to IPR owned by Certicomrently a subsidiary of
Research in MotiorCerticom haprovided a letter of assurance regarding IPR licensing for use of
the implicit certificate mechanisms in 1609.2 that may be considered as compliant to the FRAND
conditions of the primary SDOs aived in the EHJS harmonization task force. This is not a legally
binding view and would need to be evaluated by a lawyer against current IPR law and the FRAND
conditions set by the SDOs

1 HTG1VOBO01-D-03: Crosslayer issues in signing

Background Therehas not been agreement regarding where, in the ITS protocol stack,
message signature processing should be applied. There is a general assumption in the wider
security field that a signature is applied at the point where the "document" is considered
complet. In a communications protocol stack however this completeness may be asserted
at multiple pointé. In a singléhop transaction from a monolithigsingle applicationjlevice

it can be argued that the "document” is completed at the network layer and tisigraature

at that point is correct. However if two or more applications, possibly on different

processors, use the same communications mgtiien the "document” is completed by the
application and a single signature at the network layer does not giveatmee degree of risk
assurance as discrete signatures at the application layer. Additionally, if an application may
use more than one communications medium and if security services are provided below the
application/facilities layer in the protocol stadk,K S I LIJLJX A OF A2y Qa O2YYdzyA
up with different security properties depending on the network stack used. 1Sddor

further discussior)

For reasonsf performance and overall stack integrithe following requirements are
broadly agreedipon:

0 There should only be one signature applied to a packet which should capture all
relevant elements of a packet that could cause harm to ITS if modificaticas by
attacker would go unnoticed (i grevention of manipulation attacks by message
integrity proof).

0 The solution needs to be suitable for multiple types of devices: Devices without
facilities layer, different radio interfaces, and devices with multigiggical
components, one communication router and one or more facilities/applications
unit.

Current practiceand potential divergence issud=TSI signs at the facilities laySBAE signs
essentially at the application layer. If the facilities layer addadtditional fields to the
datagram, the two approaches are consistent; if the facilities layer adds or modifies fields,
the two approaches are inconsistent

’In the 7 layer OSI model each layer terminates with its peer andlagehis considered independent (i.e.,

cannot make assumptions on the behaviour of adjacent layers). Some communications models "bundle" layers
taking account of the overall implementation and are considered as monolithic across those bundled layers. A
true OSI model, however, cannot bundle layers and thus has to treat each layer and instantiation of each layer
as independent.
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Some European field triagsd research projects (for exampkg[ 89]) have implemented
signing at the network layer to protect theeonetworking headerdf these implementations
are propagated through to ETSI standards, those standards will be incompatibkbevitts
approach. PRESERVE technical rep@8J3discusses the pros and cons of different
placement options in the communication stack and recommends signing at theriet

layer, based on the assumption that geonetworking takes place at the network layer. See
[74] for further discussion.

1 HTG1VOB01-D-04: Geondworking: ETSI includesdditionalnetwork headers for geo
networking This introduces additional securigonsiderationghat do not exist in other
domains not using geaetworking For example, since the originator aimessage can
specify the area whera message is sent and how long the message stays alive, the ability to
send a message to a particular area of a particular size and to keep it alive for a particular
time must be properly authorisedhis is closely related tdTG1VOB01-D-03 "Crosdayer
issues in signingThere are also additional concerns related to privacy:1ge@ A full TVRA
for geonetworking has not been carried out.

HTG1VOBO01-D-05: Message Signature Verification polick signed message should have

its signature verified; however verification is costly in time and performance (processor
cycles, system memory, etc.), so if not all incoming messages need to be verified, the cost of
the device can be kept down by selecting which messages to verify. However, there need to
be minimumperformance requirements for verification of messages to ensure that all
messages are verified if they actually do require verification (for example, medbages

result in an alert being raised to the driver). Additionally, since verification takes time,
implementations should ensure they are able to complete the processing in a time
appropriate to the applicatiorETSI and CAMP/SAE have different verifingtigicies(the

former recommends to verify all messages, the latter to only verify thiogeraise alertk

1 HTG1vVOB01-D-06 Modification of siged data format ETSI has an open work item
(reference DT303097) to modify the data structure of IEEE P1@G8at may result in
divergence.

1 HTG1VOBO01-D-07 Certificate transfer:IEEBP1609.2 allows a signed datagram to explicitly
O2y Ay (GKS aA3IySNDa OSNIATFAOI DEg@en2 NJ G2 O2y il
implementations may select differepblicies to achieve the necessary optimization of
system resources, leading to divergence of system behavior irrespective of conformance to
the same base standard.

Incompleteness:

1 HTG1VOBO01-1-01 Ability to assertall permissions BSM / CAM allow an |80 make
multiple assertions in a single messdgey, vehicle speed and lightbar stajughe general
model for multiple assertions is that each assertion may be validated by a different authority
and may be valid in a different set of conditions. Faragle the right of an IT to assert
that it has a lightbar may be authorized by an emergesayicesauthority that may apply
geographical and time constraints on the validity of the assertion, whereas the right to
assert speed I'TS may be authorizely the vehicle manufacturer. It is therefore
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conceivable that a sender may need multiple different proofs of authorizationrigdtiple
certificates) to make all the assertions within a single messagee must be taken to ensure
that necessary asseoins can be made without causing complexity or channel congestion.
For example:

o0 The message sets could be defined so that a single legal authority will always be able
to grant authorization for all possible messagéss not clear that this is possiblerfo
message designers to predict in advance.

o Alllegal authorities could delegate their authorization privileges to a single CA, so
that the CA has to check with multiple authorities before issuing a certificate but
receivers can trust a single certificafiehis may be the most practical

0 Message sets could be carefully designed so that there is as little redundancy as
possible between messages that one authority may authorize and messages that a
different authority may authorize.

4.3 HTG1-VOB-02: Pseudonymity service

The pseudonymity servideas a number of aspects.

1 V2V safety messages are signed using pseudonymous certificatdhdi@ertificate and the
message contents should not be directly linked to a specific user) whose time in use is short
and wherepseudonyms are changed frequently such that a single pseudonym is not
exposed for a sufficient period to reveal true identity information.

1 The pseudonymity servigaodifiesall identifying information in the protocol stack that is
exposed over an open iaiface (i.e,all fields that are considered mutable and exposed are
modified at the same time to minimize risks to privacy through linking of ditgractice it
is recognized that this may not be possilifea vehicle is in a state where there is
heightened risk to neighboring devices (known as an alert state), and if while in an alert
state it changes its pseudonym, this may impact the ability of neighboring devices to
maintain a consistent model of the ongoing incident (because they temporasiytiack of
the vehicle). The system should be designed to as to minimize or eliminate the likelihood of
pseudonym change in an alert state.

In some instances, subject to local regulation, the pseudonym service may have to be suspended or
its effectsmadereversible. UEU harmonization in this area will depend on the degree to which
harmonization of regulation is achieved. It is expected that the SDOs will continue to work with the
regulatory authorities in developing standards that achieve any suchrexgants in an open and

flexible manner.

Additional considerations for privacy, pseudonymity and unlinkability are discusddd3in

The pseudonym service uses timessage sighature capability of IEEE P1609.2, thus the technical
root for achieving interoperability is assured; however the issues outlined below do exist.

The following issues affect technical interoperability:
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1 HTGLVOBO02-D-1: Reversible pseudonymity
1 HTG}VOBO02-D-1: Synchronization ofdentifier changes
The following issues affect consistency of application behavior:
1 HTGLVOB02-D-2: Pseudonym change interval and algorithm
1 HTG1VOBO02-D-3: Alert state
Divergence:
 None
Incompleteness:

1 HTG1VOBO02-I-1 Reversible peudonymity. There isno standard or proposed standard
certificate format that allows for reversible pseudonymity. Certificate formats that allow
reversible pseudonymity have been proposed in research projects and used in field tests as
follows:

0 The US Safety Pilot security design, base[®6h specifies a format for reversible
pseudonymity, but this is not yet standardized.

0 C2CCC specifies an approach for pseudonymit@ij. This document is not
publicly available, but has been provided to ETSI and some other
organizations/projectsdr review and comments. CZTC suggests that this
architecture is considered in ETSI standardization.

0 PRESERVE bases its pseudonym architecture on the basic systems that come from
SeVeCom and PRECIOSA and that also influenced tHeCCRKI memo.

1 HTGVOB02-1-2 pseudonym change interval and algorithrilo standards ominimum
security requirementgxist. The rationale for changing the set of identity information in the
transmitted stack often during any I'Ssmovement to minimize linkability and Pl expesu
is well known but there is no standardized guidance on the frequency at which this takes
place. There is an impact on the implementation as #fffiectslocal storage and processing
requirements.

1 HTGVOBO02-I-3 alert state: See discussion of alert skain the introductory text of this
section.There is no agreed definition of the alert state. If the pseudonymity service is to be
suspendedthe means by which the decision is made and the pseudonymity service
subsequently renstated should be defined.

1 HTGXVOBO02-1-4 synchronization of identifier changedhere is no standard in the IEEE
1609 series that defines a pseudonymity service; there are primitives that allow signing
certificate change and MAC address change but no mechanism that enforces thals@g
changes simultaneously. ETSI has ongoing work itemaSASN SBAP] that start to define a
pseudonymity service with simultaneous changes.
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4.4 HTG1-VOB-03: Permissions encoding within signed message

Permissions are one element of Role Based AccessdCaiithin ITS (as distinct from identity based
access control). Role Based Access Control is able to reinforce the privacy model offered by
pseudonymity and unlinkability services. There are a large number of system security issues as each
permission maye granted by a distinct authority (or chain of authorities). Permission may be linked
to other elements including time and location.

The IEEE 1609.2 certificate format allows permissions to be specified by a combination of PSID and
Service Specific Perssions. Service Specific Permissions (SSP) are hierarchical within the
namespace of the PSID and specify permissions with more granularity than the PSID alone. For
example, the SSP for a cooperative awareness device might specify the level of physiitglasecu
device provides, or whether a device is allowed to claim that it has a light bar activated.

All issues within this subsection affect technical interoperability.
Divergence

1 HTGLVOBO03-D-1: Geographic region encodingVhere SSP is given within aesffic
geographic context the means by which IEE&DR2 allows geographic region encoding as
circular, rectangular, polygonal, or NULL is not consistent with ETSI who have additionally
allowed geographic region encoding by an identifgs]. This identifier would not be
accepted by a pure US implementation. Note however that ETSI has not yet fully specified
the geographic region identifiers.

1 HTG1VOBO03-D-2: Permissions encoding and PSID valleEE P1609.2 encodes
permissions as PSID. ETSI encodes permisseither ITSAID or port number encoded as
an ITSAID. For cooperative awareness, SAE uses PSID 0x20. ETSI intends to authorize the
CAM message with a port number encoded as arAILR but this port number has not yet
been defined and it is possible that ETSI will instead use ahlD.\ US CAM verifier would
not currently accept a certificate with a PSID other than 0x20; ETSI dbesrrently intend
to use PSID 0x20. This is further complicated by the use of message set-HBs|T&hd
port numbers within the ISO architecture (issues covered by HTG3). There is no generally
accepted approach within the ITS communications secadigmunity as to how these
should be incorporated into a permissions language.

Incompleteness:

1 HTG1VOBO03-1: Service Specific Permissiarido standard has defined Service Specific
Permissions for use with cooperative awareness. It is unclear exacttype&imissions are
actually conveyed by the CAM A or port number, or by PSID 0x20.

1 HTG1VOBO03--2: Additional properties to be encoded within certificateéAs noted in
sectionl15, different platforms may provide different levels of physical security. It may be
useful to state the physical security level explicitly in the certificate
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5 Infrastructure -Originating Broadcast (IOB)

Infrastructureoriginatingbroadcasts are used to disseminate data that are relevant to all vehicles in
the vicinity of a specific road infrastructure location where an RSU is installed, in support of safety,
mobility or sustainability applicatican

Communications characteristics of these applicatiaressdescribed itHTG1&31 Overview of
Harmonization Task Groups 1§&%1].

5.1 HTG1-I0B-01: Communications security services

From a security perspective, theshould be basically treated like Vehi€eiginatingBroadcasts
(VOB) discussed in Sdavith a few differences and exceptions that will be discussed next. First, we
will review the security services requirements for I0B.

Table2: Security Services requineents analysis for Infrastructur®riginatingBroadcast

Security Service| Require | Rationale Interoperability | Difference to | Known
d mechanism VOB Interoperability
Mechanism
Exists
Confidentiality | No Messages are broadcag n/a None No

for giving information to
all (allinformed
broadcast)
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Security Service| Require | Rationale Interoperability | Difference to | Known
d mechanism VOB Interoperability
Mechanism
Exists

Non-repudiation | No Non-repudiation of Not defined None No
of receipt receipt is the corollary
of nonrepudiation of
origin and ensures that
the recipient of
information cannot
successfully deny
receiving the
information.

Inan
unconfirmed
best effort
system (e.g., the
5GHz radio link)
any message
may be lost, any
message
received may be
audited but
there may be a
mismatch in
proof of what is
transmitted and
what is
received.
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Security Service| Require

Rationale

Interoperability | Difference to | Known

mechanism

VOB

Interoperability
Mechanism
Exists

Plausibility Yes Plausibility verification i§ Not defined None No
verification necessary to prevent
false warnings from Multiple models
being raised to drivers | for plausibility
(e.g., 1 report of sub verification exist
zero temperatures in th‘_':' literature
against (say) 5 reports ¢ and in some
high temperatures deployed
within a small systems but are
time/location window | Ot
may suggest the sub standardized.
zero report is wrong).
Availability Threats to availability | Not defined None No
are significant obstacles
to the correct
functioning of the
application.
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Security Service| Require | Rationale Interoperability | Difference to | Known
d mechanism VOB Interoperability
Mechanism
Exists
Regulatory Yes While in general, No DP&P Yes
compliance regulatory compliance ig compliance
needed, DP&P do not required
apply. (with the
_ exception of
However, |_t shouw be logging)
clearly defined to what
extend VOBs and VOU
can be logged by
infrastructure.

5.2 HTG1-I0OB-01: Message Signature (data format/profile)

Everything discussed in Sddully applies here. To ease design and development of RSUs and
message interoperability, IOB and VOB message signatures should be identical in structure and in
the processing.

5.3 HTG1-I0B-02: Pseudonymity service

IOB messages are not expected to carry personal or peedatable data. Thus, data protection and
privacy regulations do not apply and applying the pseudonymity service would create extra and
unnecessary efforBy enabling roadde infrastructure to use certificates with unique identifiers, we
avoid all of the issues iFHTG1VORB02-1 to -4.

However, the following issues do exist:
Divergence:

9 None
Incompleteness:

1 HTGHOB02-I-1 Revocatiorvs. ort-lived certificates to address the issue of misbehaving
or malicious RSUs (e.due to tampering where key material is extracted from an RSU),
there are two principl strategies:

1 RSU certificates are shdived and need to be reloaded from an authority that refuses
issuanceri case of misbehavior of that entity. This would require an (at least sporadic)
online connection from that RSU

1 RSU certificates are lodiged and we have an efficient certificate revocation and CRL
distribution to ITSSsin place.
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1 HTGHOB02-I-2 Loggigy of vehicleoriginating messagest needs to be defined to what
extent andfor whatretention period RSUs and infrastructuaee required and allowed to
logincomingvehicleoriginatingmessages. Tenforceextensive data logging may enuger
privacy as research has shown that vehicles can be trabkedgh historic recordgven
whenthe data has been anonymised (elgy use of pseudonymsJhis is not necessarily an
issue for SDOs but for regulators.

5.4 HTG1-I0B-03: Permissions encoding wit hin signed message
While different permissions are required for IOB, the mechanisms for encoding in signed messages
should be identical. No new issues arise.
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6 Infrastructure -Vehicle Unicast (IVU)
6.1 Background

The nfrastructurevehicle unicastommunication scenario involvaadividual transactions between
a vehicleand the infrastructure Communications characteristics of these applications are described
in HTG1&31 Overview of Harmonization Task Groups 1&43.

From a security point of view, therare three possible models:
1) Messages from both nodes are protected using security mechanisms for broadcast

2) The initial message from the mobile node is protected using security mechanisms for
broadcast, subsequent messages are protected using securitilanesms for session

3) All messages are protected using security mechanisms for sessions wilrgnged keys

This section focuses only on the second model. The first is covered in sdctiots and the third
is covered in sectior®and9.

6.2 Security services for broadcast followed by unicast
From a security perspective, the ndanoadcast nature of IVU creates some changes to security
services requirements compared to VOB or I0B.

Table3: Security Services requirements analysis for Infrastructiehicle Unicast

Security Servicd Required | Rationale Interoperability | Difference | Known
mechanism to VOB/IOB| Interoperability
Mechanism
Exists
Confidentiality | Yes Unicast may Not currently Confidentia | No
contain standardized lity needed
information that here, not
needs to remain needed in
confidential. VOB/IOB
Authenticity Yes Messages must | Message None Yes
be authenticated | signature
to prevent
injection of false
messages into
the system.
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Security Serviceg Required | Rationale Interoperability | Difference | Known
mechanism to VOB/IOB| Interoperability
Mechanism

Exists
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Security Serviceg Required | Rationale Interoperability | Difference | Known
mechanism to VOB/IOB| Interoperability
Mechanism
Exists
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Security Servicg Required | Rationale Interoperability | Difference | Known
mechanism to VOB/IOB| Interoperability
Mechanism
Exists
Nor+ No Nonrepudiation | Not defined None No
repudiation of of receipt is the
receipt corollary of non In an _
repudiation of unconfirmed
origin and best effort
ensures that the | SYStEM (G
recipient of the 5GHz radio
information link) any
cannot message may
be lost, any

successfully deny
receiving the
information.

message
received may
be audited but
there may be a
mismatch in
proof of what is
transmitted and
what is
received.
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Security Servicd Required | Rationale Interoperability | Difference | Known
mechanism to VOB/IOB| Interoperability
Mechanism
Exists

Plausibility Yes Plausibility Not defined None No
verification verification is _

necessary to Multiple

prevent false mode'ls. for

warnings from plal_J_S'b'I_'ty

being raised to ve_rlflgatlon

drivers (e.g.one exist in the

report of sub literature and in

zero some deployed

temperatures systems but are

against (sayfive hot

reports of high standardized.

temperatures

within a small

time/location

window may

suggest the sub

zero report is

wrong).
Availability Threats to Not defined None No

availability are

significant

obstacles to the

correct

functioning of

the application.
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Security Serviceg Required | Rationale Interoperability | Difference | Known
mechanism to VOB/IOB| Interoperability
Mechanism
Exists

6.3 HTG1-IVU-01: Message Signature (data format/profile)
The requirements for this case are the same as for the session cases descsbetibins8 and 8.2

6.4 HTG1-IVU-02: Encryption
Messages after the initiating message may require confidentiality services. IEEE P1609.2 provides a
mechanism to support encrypted messages in response to sigroedicast messages.
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Incompleteness:

1 HTGHVU02-I-1 Encryption 1609.2 may not be appropriate for some applications.
6.5 HTG1-IVU-03: Privacy and maintenance of communications

The vehicle side of the communication will typically require privacy, the RSE side typically will not.
Privacy implications are as discussed in se@i@and14.3

6.6 HTG1-IVU-04: Permissions encoding within signed message

While different permissions are required for IOB, the mechanisms for encoding in signedyetessa
should be identical. No new issues arise.
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7 Security Management for VOB and IOB

7.1 Overview

Figure Iprovides an overview of the functional entities involved in managing trusted
communications in the ITS setting. These are the entities used for estabkstungerifying
cryptographidrust of individual messages within the operational system. Entities involved in
initializing actors within the system (i,eletermining that instances of applicationssidenton

instances of platforms are eligible for ceitdtes) are illustrated ifigure3. The entities irfFigure 1
reflect the CAMP architecture rather than the C2C/PRESERVE architecture, but the two are very
similar. The entities are as follows, listed top to bottom and lefight. Messages across all

interfaces except the Misbehavior Authority/Administrative Review interface are within the scope of
SDOs.

1 Trust management: responsible for managing root certificates on devices. Analogous to the
code signing certificates for wedsowsers that allow root certificates to be added and
removed as part of a software update.

1 Root CA: CA with a saligned certificate that must be trusted by eof-band means (., by
approval by a Trust Management entity) that issues certificatestfwer entities.

1 Intermediate CA: A CA that does not have asigified certificate and that issues certificates
for other entities, including CAs.

1 LongTerm CA (LTCA): A CA that issues certificates temtities, allowing them to apply for
pseudonym ceificates.L TCAs may issue certificates for devices, or for instances of
applications on those devices.

1 Pseudonym CA (PCA): A CA that issues pseudonym certificateseantiies.

1 Request Coordination: An entity that ensures that an-entlity cannot applyfor multiple
sets of certificates that are valid at the same time and in the same place.

1 Registration Authority (RA): The entity that initiadlyprovescertificate requests from end
entitiesand forwardsthat approvalto CAs.

o NOTE: in the C2CC modelthe certificate request is approved by the Lefigrm
CA, which therefore plays two roles: LTCA and RA.

91 Linkage Authority (LA): Used to support reversible pseudonymity.

1 Gateway: Thénternet (or other networking) connection used to provide access from end
entities to the RA. May include anonymous routing capabilities.

1 Misbehavior authority: Responsible for assessing misbehavior reports and making an initial
determination that a given unit should be revoked.

i Revocation CA: Issues CRLs.
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9 CRL store: Stores CRiuspull access
1 CRL broadcast: Distributes CRLs via push access.

9 Certification Lab: coordinates with LTCA to ensure that only valid devices gdétang
certificates. Se&igure3 for more details.

1 Administrative Review: A process that can be used to review and potentially provide redress
to decisions made by the misbehavior authority.

Certification
Lab

Misbehavior
Authority

| ﬁ _ / W@\
) \

j I

\ LTCA (CSRs) PCA

\ CRL Store
Request
Coord.

Admin.
Review

d
NG

‘

CRL
LA2 Broadcast

OBE (OEM 1) OBE (OEM 2) OBE (OEM 3) ASD

Figurel: Functional entities for security managemefar VOB/IOB/IVU

7.2 HTG1-SM-01: Adding root certificates

In the absence of a fully defined PKI (58 G1VOB01-3 "PKI structur®), it may be assumed that

at least one root certificate exists per regulatory domain and that @sult multiple root

certificaes will exist. Furthermorgt may be assumed that such domains will change over the

lifetime of ITS. Thus if vehicles are to operate in a domain where they are not equipped with the
necessary root certificate that is used to validate all other certiéisan the domaina process has to

be established that allows the vehicle to install additional root certificates. This is managed by the
G¢NHza G al yF3SYSyidGé Fgas10GA2y I f SyGaAideoArsSao Ay
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EU Root Authority
#
| | | 1
National ITS National ITS National ITS
Authority (UK) Authority (FR) Authority (DE)
| l | J
[ ! National National
National Enrolment . I
Authorit Authorisation Authorisation
¥ | Authority (Civil) Authority (EMTEL)
| J
US Root Authority
1
—
State ITS Authority State ITS Authority State ITS Authority
(WaA) (NY) (PA)
[ I 1
State Enrolment State Authorisation
Authority Authority (Civil)

Figure2: Example of Certificatéuthority Hierarchy

The example of a CA hierarchyFigure2 illustrates some of the issues of managing PKiIs for ITS. The
example does not claim to be authoritative nor to be the one that will be implemented. However it
illustrates theconcerns:

1 If a certificate is authorized/authenticated at the bottom of the trealidation is possible at
the first shared roat

0 However, if roots are unconnected (in the example this is the case of the US Root
Authority and the EU Root Authoritythere has to be either a new root added
above them, or cross certification of the roots

1 Adding or modifying a CA at any level requires the knowledge of all dependent leaves to be
updated

1 Revoking an authority requires dependent leaves to be updated.

As notal in FWVOBMS 3, there are no standards for PKI management. Whilst ETSI TS 102 940

identifies certificate issuing authorities does not define how they fit to a PKI deployment. Existing
standardsand standards bodiesre not discussing this issue yetthe context of provision of

documentary guidanceConsortia documentsuch aghe C2GCC PKI Memo include a discussion of

both the initial bootstrapping of the security system and later additions of root certificates. The

same is true for some projedbcuments(e.g., the PRESERVE TR 6 PKI documeitdtigpecifies a

LINE O S aitetimé andlWpdate of Root CA certificite 6 KA OK Ol y Sl aiaté 0S8 SEG
root certificates.

Divergence
T None

Incompleteness:



Status of Security Standards

1 HTG1SM01-1-1 Key managementThereare no currently available standards for the long
term management and initial distribution of certificates although data structures exist in
IEEE P1609.2 and its endorsement in ETSI for protocolspb. ad

1 HTGISMO01-1-2 ITSS initialization As noted in D-HTG1VOBO01-02: Choice o$ignature
schemg" the choice okignature schemés not agreedipon,thus the key sizes are also not
agreedupon. The ITS uses a kepairthat has to be generated by the key owner and the
public component certified by an authority in the PKI structure. There are no current
standards for this phase although many of the pilot projects in both the EU and the US have
arranged for initializatioras part of the pilo{although not on the level that a full ITS system
would require where 100s of millions of vehicles would need initialization and update)

1 HTG1SMO01-1-3 PKI structure Whilst ETSI TS 102 940 identiteghorities for each of
enrolment (identification) and authorization (access contnod) standards currently exist for
the detail of the PKI structure. Different applications or roles may naturally have different
hierarchies, for example, public safetghicles may naturally be authorized by a very local
CA while endiser vehicles with high privacy requirements may naturally be authorized by a
single national CA (or one of multiple national CAs, randomly chosen).

1 HTG1SM-01-1-4 PKI managementThere are no standards for management of the overall
PKI system. Thus there is no guidance on introduction of new authorities and the
dissemination of root certificates, on signature and certification practices.

NOTE:

A model for PKmanagement ithe Digital Tachograph settii§2] does exist for Europe that
describes in detail such practices but translation to a genermpesative ITS model has not been
carried out.

1 HTGISMO01-I-5 Specification of protocol for addition of root certificate authoritieFhis
extends the concerns identified above for the specific functionality to allow introduction of
new RCAs.

7.3 HTG1-SM-02: Obtain ing new pseudonyms when roaming

As discussed IHTG1SM01, for addition of new root certificates similar issues arise for connection
to and receiving pseudonym certificates. For maximum privacy by minimum exposure of identifying
information, it is advised that all vehicles in a particular area should use the same pseudonym
provider, thus requiring the same form of management asfIrGiSM-01.

ETSI TS 102 941 and TS 102 940 define an architecture and protocol for reseuvaamym

certificaes, however they do not address issues of the overall PKI structure. In some of the research
and demonstration projecthiowever, where PKIs have been defined for the demonstration phase
there have been more detailed examinatgof this topic with eactof CAMH90], PRESERYAB],

and C2€-(91] developing proposals

Divergence

T None
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Incompleteness:

1 HTGiSM02-I-1 Specification of protocol for obtaining new pseudonyms when roaming:
This extends the concerns identifiediHITGIVOBMS1, -HTGIVOBMS2, - HTG1VOB
MS3 andl-HTG1VOBMSA4 for the functionality to allow attachment to local pseudonym
authorities.

7.4 HTG1-SM-03: Updating long -term certificates

Where a certificate is issued for a long life (gthie enrolment and identity cerficates described in
TS102 940 and TS 102 94it)may be necessary to update it in the lifetime of the ITS system-Long
term certificates have certain expiration dates and vehicles would be required to contact the CA via
a communication channel (onlineg even offline) and perform a certificate update before expiration

of their old certificates.

Divergence
 None
Incompleteness:

1 HTG1SM03--1 Specification of protocol for updating long term certificateshis extends
the concerns identified iIRHTG1IVOB-MS1, -HTGIVOBMS 2, -HTG1VOBMS-3 andl-
HTG1VOBMS4 for the functionality to allow attachment to local pseudonym authorities.

7.5 HTG1-SM-04: Resolution of pseudonyms for enforcement purposes

A pseudonym is a temporary alias tied to a single identitth the aim in ITS of frequent changes of
the association of alias to identity. In some cases it may be necessary to resolve the identity
associated to a particular alias using a service of "Reversible Pseudahyiinéynstantiation of a
reversible psadonymity service has to be protected from casual use to prevent privacy violations.

Divergence
1 None
Incompleteness:

1 HTG1SM-04-I1-1 Specification of protocol for reversible pseudonymityhis extends the
concerns identified ikHTG1VOBMS1, -HTGIVOBMS 2, I-HTG1IVOBMS3 andI-HTG1
VOBMS4 for the functionality to allow reversibleseudonymity

1 HTG1SM04-1-2 Specification of conditions for reversible pseudonymitypecify the
circumstances under which authorities are legally allowerkt@rse pseudonymity.

1 HTG1SM-04-1-3 Protocol to notify ITSS owner if privacy policy changel§:SS owners may
wish to be informed if privacy policy changes, to allow them to adjust their behavior
appropriately.
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7.6 HTG1-SM-05: Revocation and distribution of revocation lists

The concern here is how nodes will be excluded from the network. The rationale for exclusion
includesmalicious or misbehaving nodes, and nodes that have reached end of lifergen. a

vehicle is destroyed its certificates should leeaked). This issue has been subject of long debates in
all SDOs, consortia, and research projects with no agreement.-Bresttcerts/keys are generally
agreed to not be subject to inetwork revocation (assumes verification of cert validity on receipt).
Instead, shorterm pseudonymous certificates with limited lifetime would be issued only to valid
and nonrevoked vehicles.

If shortterm pseudonymous certificates have longer lifetime (or at least an expiration date in the
more distant future), there ia consensus that inetwork revocation will be needed but there is no
agreement yet how this can be achieved technically in an efficient manner.

This issue is mentioned in the risk analysis and in the security architecture in ETSI but no
recommendation for solution has been made so far. It is also addressed by various reports of
consortia and research projects which propose specific solutions. A number of solutions do exist but
the aim is to ensure that when a single solution is specified the risk aigéinee from

implementation of the solution is minimized.

Divergence
9 None
Incompleteness:

1 HTGISMO05I-1 Specification of certificate revocation information format for reversible
pseudonymsThis extends the concerns identifiedtive Vehicle Originatingroadcast
section for each ofFHTG1VOBMS 1, -HTG1VOBMS2, -HTG1VOBMS3 andl-HTG1
VOBMS4 by noting the lack of standarder the functionality to allow for management of
units through revocation of certificates.

1 HTG1SMO05I-1 Specification of ceificate revocation distribution processThis extends
the concerns identified iIRHTG1VOBMS1, -HTGIVOBMS2, I-HTG1VOBMS3 andl-
HTG1VOBMSA4 for the functionality to allow for management of units through revocation
of certificates.

7.7 HTG1-SM-06: Revocation, removal, replacement of CAs

Extending from the arguments HTG1SMO5 it can be expected that the PKI structure will change
during the lifetime of an ITS due to new CAs entering or leaving the market. The ITS needs to be able
to cope with thg structural change to PKils by allowing CAs to be revoked, removed, or added to the
PKI. This is mostly an issue of disseminating new or updated CA certificates to vehicles or revocation
certificates that have been deployed.

Depending on the timacale bywhich these changes have to be pushed to all vehicles, this is more
or less challenging. The extent of this challenge also depends on the question how regularly vehicles
will be able to contact backend systems (e.g., by cellular radios or via RSUs).
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Divergence
 None
Incompleteness:

1 HTG1SMO06-1-1 Specification of certificate revocation process for CAkis extends the
concerns identified ihkHTG1VOBMS-1, I-HTGIVOBMS2, I-HTG1VOBMS3 andI-HTG1
VOBMS4 for the functionality to allow for managemeaof units through revocation of
certificates of CAs.

7.8 HTG1-SM-07: Misbehavior reporting

The issue of misbehavior detection and reporting is described as essential to provide a solution for in
the ETSI TVRA. As an observing vehicle only has access to thhenyseof the misbehaving vehicle

and as the pseudonym may change many times whilst the misbehaving vehicle is active it is not
trivial to be able to report to an appropriate authority the detection and identity of a misbehaving
vehicle. Thus standardizedathanisms for both detection and reporting need to be made available
taking due account of the need to prevent additional attack vectors being created by malicious
reporting.

There are three classes of misbehavior detection:

1 Local: The ITFS that receivea message analyses it for internal consistency and consistency
withthe ITS{ Qa 1y26f SRIS 2F (KS SEGSNYyLt 62NIRZ

9 Cooperative: The ITS exchanges information with nearby 43 % determine the
trustworthiness ofincoming messages. This approach is somewhat vulnerable to Sybil
attacks and its widespread use could make Sybil attacks more attrastivee the IT-S
cooperate to identify and ignore bad actors, each$I&uld be considered to be exercising
local rewcation authority.

1 Global: Each ITS periodically reports back to the Misbehavior Authority with messages
chosen according to appropriate critetridor example, they may be messages that resulted
in alerts being raisd and/or they may be randomly selecté@m received messages,
and/or they maybe chosen by some other meariBhe Misbehavior Authority has authority
to request that units are revoked. If a unit is revoked, it may appear on a revocation list that
is distributed to all relevant ITS, and/or tle revocation may be notified to CAs who refuse
new pseudonyms to the revoked unit.

Cooperative and Global misbehavior detection aff@ethnical interoperability asommunicating
entitiesmust usean agreecdupontechnique.

All threeissues may affect conistency of application behavior between implementations.

The issueouldaffect consistency of user experience between jurisdictibdgferent jurisdictions
(a) have different criteria for global revocation and/or (b) restrict the use of cooperativieehasior
detection by groups of ITS, for exampledue to concerns about privately held +8Saking the
decision to exclude another [75from some part of the system
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Divergence
 None
Incompleteness:

1 HTG1SMO07-I-1 Specification of misbehavior detectioalgorithm: It is essential (as
identified by ETSI's TVRA) to be able to detect misbehavior using a common algorithm (i.e.
such that misinterpretation of behavior does not occur).

1 HTGISMO07-1-2 Specification oflobal misbehavior reporting protocolOnce detected it is
essential to have a harmonized and standardized means of reporting misbehavior to an
authorized entity and defining the process of resolving the misbehavior in the network (see
revocation).

1 HTG1SM-07-1-3 Specification of cooperative imbehavior reporting protocolAs above, it is
essential to have a harmonized and standardized means of reporting misbehavior to a
cooperative system and defining the process of resolving the misbehavior in the network
(see revocation).

1 HTG1SMO07-1-4 Crieria for revocation:If different jurisdictions have different criteria for
revocation, it will impact consistency of user experience.

7.9 HTG1-SM-08: Bootstrap

This is closely related t-HTG1VOBO01-2 ITSS initializatiofi but extends to all elements of $T

During the production process of any ITS component initial key material, credentials and root
certificates need to be installed. This bootstrapping process needs to happen in a secure and
tamperresistant way as otherwise all later security mechanissisfailure. Whilst no standards for
generic ceoperative ITS exist there are similar processes used for digital tachographs that may be
considered as the basis of the bootstrap mechanism. See sedtoh<l5.1for further discussion.

Divergence
9 None
Incompleteness:

1 HTG1SM08--1 Specification of bootstrap procesExtendd-HTGIVOBMS2.

8 Local Time-Critical Sessions
8.1 HTGI1-LTCSO01: Security Considerations for Local Time -Critical Session

Local nortime critical session applications are initiated in response to service advertisements.
Communications characteristics of theggplications are described HTG1&31 Overview of
Harmonization Task Groups 1§&¥].
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They may use applicatiespecific security mechanismasdwill probablywishnot to use lowerlayer
security mechanismfer efficiency reasonsStandards already exist for applicati@vel securityfor
certain applicationge.g, tolling [1, 2, 55]). In these standards, in general, the security mechanism
specificationsintegrated with the application specificatiofhis document does not further discuss
applicationspecific security mechanisms for these applications.

Privacy issues relating the use of multiple applications on a single-8 8re discussed in section
14.3 Privacy issues relating to response to service advertisements are discussee idetar
elsewhere in the present document.

Divergence
 None
Incompleteness:

1 HTGLLTC®1-I-1 Extract security mechanisms from applicati@pecific standardsThere
may be value in extracting the security mechanisms from applicati@eific standards so
that they may be used by other applications.

1 HTGLLTC®1-1-2 Use of lower layer security mechanisn8eel3for a discussion of lower
layer security mechanisms. There is an outstanding action item to determine whether lower
layer security mechanisms are necessary to presprvecy; if they are necessary in
general, futher analysis is necessary to determine whether and how individual applications
may opt out from their use.

8.2 HTG1-LTCSO02: Privacy
See sectiod 2.7for a general tscussion of privacy issues associated with responses to
advertisements.

Since timecritical sessions may not wish to use lowagrer encryption methods, in order to preserve
privacy, each session should use different identifiers. This is currently sugxgbbst B5].

Divergence

1 HTGLILTC®2-D-1 Changing identifiers[55] supports the use of identifiers that change
between application sessiond,, P] do not specify a technique to changgentifiers
between sessions.

Incompleteness:

1 HTGLILTC®2-I-1 Guidance on privacyThere are no standardized principles to be followed
by SDOs when developing LTCS applications to ensure that they preserve privacy.
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9 Local Non-Time -Critical Session applications
9.1 HTGI1-LNTCSO01: Security and security management

Local norime-critical session applicatiorae initiated in response to service advertisements.
Communications characteristics of these messages are describ€ldt& 3L Overview of
Harmonization Task Groups 1§&¥].

These appliddons may use applicatiospecific security mechanisms or lowayer security
mechanismsAs noted in sectioB.1, applicationtspecific security mechanisnase out of scopdor
applicationgdefined outside a specific set of SDO working groupgierlayer security mechanisms

are discussed in sectidiB. Privacy issues relating to the use of multiple applications on a single ITS
S are discussed in sectitd.3

9.2 HTGI1-LNTCSO02: Privacy

See discussion under HFGIC®2. The same considerations apply here.

10 Multi -RSU Session applications

10.1 HTG1-MRS01: Maintaining a secure session

10.1.1 Description

Consider an application on a mobile 43 $hat wants to communicate securely with a server to
exchange a lot of data. There may not be time to complete the transaction within the
communication zone of a single RSU, so the data exchange must be capableggatlsumed when

a new RSU is encountered. This includesstablishing the secure session in such a way that the
endpoints are authenticated and appropriate confidentiality services are established before the data
exchange is resumed.

Existing standasloutside the ITS world provide mechanisms for achieving this goal. Different
standards focus on different areas of the stack. For exaNEMO[93] and Mobile IH94] provide
resumable sessiorver IP, and th&ast Session Resurnctionality inTLY95] provides
resumable sessions running via TLS (which in turn typically runs over TCP/IP).

If there is a standardized set of secure session resumption protocols th&tdiliSpliers implement,
it becomes asier to deploy applications that use persistent secure sessions.

10.1.2 Interoperability summary
This issue affects technical interoperability as client and server must use the same technique.

This issue may affect consistency of application behavior betweelemngmtations as applications
may wish to communicate only between stations that support secure session resumption.

The issue probably will not affect consistency of user experience between jurisdictions, as it involves
the use of standardized protocols frooutside the ITS world.
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10.1.3 Existing standards

No specific ITS standards.

10.1.4 Interoperability issues

No standards yet, so no issues.

10.1.5 Notes

The VIIC Proof of Concept project used a variation of HIP (Host Identity Protocol) to suppert multi
RSU secure sessions.

Fa further discussion of Hayer solutions, seblITG1LL-02: Layer 3security mechanisms:
interoperabilityand HTG1LL-03: Layer 3networking (IP): privacy

10.2 HTG1-MRS02: Privacy
10.2.1 Description
SeeHTGIMRSO01: Maintaining a secure sessifor background discussion.

An application that resumes a session with a remote server must present that server with a session
ID to allow session resumption. If the same ID is presented multiple times irtgtgiit may be

obtained by an eavesdropper. Thigynallow tracking. Additionally, the design of the session ID may
leak information about the user and/or the type of service being used, which may count as PII
depending on the amount and type of information leaked. (For example, consider a cookie which
inOf dzZRSa (KS dzaSNNa SYFAf | RRNBaauvo

To protect against linkingr Pll leakagethe session ID should be either encrypted or dynamic so
that it changes every time the session is resumed

Note:

1 Unencrypted but dynamic session IDs may be repeatazh though ginamig to cover the
case where a requested resumption of the session does not take place and the serverisin a
state that the application would otherwise consider stale

1 To protect against Pll leakage, the session ID should be either encrypted orlgareful
designed to avoid leakage of information (this would imply a global format for session IDs so
that the format of the ID dichot leak information about the server).

10.2.2 Existing standards
No specific ITS standards.
10.2.3 Notes

The VIIC Proof of Concept projesied a variation of HIP (Host Identity Protocol) to support multi
RSU secure sessions.
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Elsewhere in this document:

1 HTGLLL02: Layer 3security mechanisms: interoperabilitiiscussesayer 3ncryption,
which may be used to encrypt applicatiayer session IDs.

1 HTGLLL03: Layer 3networking (IP): privacgliscusses dynamic session identifiers for IP

1 HTGLLL04: Layer2 security mechanisms: interoperabilifiscusses Layer 2 encryption,
which may be used to encrypt séas IDs at any higher layer.

ITSS may potentially allow a user to opt out of requiring this type of privacy in order to obtain other
benefits (for example faster/more reliable connections).

11 Multi -RSU Session applications: Security Management

11.1 HTG1-MRSSM: Secure initialization

11.1.1 Description

An implementation of secure session resumption may need to have security information, such as
keys, initialized. Consistency in key initialization will help developers and users.

11.1.2 Interoperability summary

This issue does maffect technical interoperability so long as different key initialization methods
lead to correct keys being established.

This issue may affect consistency of application behavior between implementations as applications
may support different key initiddation mechanisms.

The issue may affect consistency of user experience between jurisdictions, as they may have
regulations about the security of cryptography that may be used.

11.1.3 Existing standards
Noneknown

11.1.4 Interoperability issues
None

11.1.5 Notes

None



Status of Security Standards

12 Advertisem ents
12.1 Overview

See 71] for backgroundmaterial on service advertisements and discussion ofsecurity topics in
interoperability.

12.2 HTG1-Adv-02: Communications security services

12.2.1 Description

The gcurity requirements for service advertisements have not been analysed in depth in the
research literature. IEEE P1609.2 and IEEE Std 1609.3 provide and motivate security services for
WAVE Service Advertisements (WSAs). ISO Z$p2cifies the CALM F&rvice Announcement
Protocol (FSAP), but without specifying security services or providing a motivation for their omission.
To proceed with harmonization it is necessary to determine exactly what the requirements are.

IEEE B609.2 summarizes the securigquirements as follows:

A higher layer entity that registers for a provider service should request that its WSAs are signed
if:

9 The deployer considers there is a risk to the privacy of respondersf aeservice is
sufficiently rarely used that the ¢athat a given User responds to the service can be
used to distinguish or track the user.

1 The deployer considers that an unauthenticated service could cause armitiplied
denial of service attack, i.@hat the service is sufficiently widely usedathif it is
advertised in an area of dense network traffic, so many WAVE devices will respond as to
cause significant channel congestion.

A higher layer entity that registers for a user service should require valid signed WSAs if the deployer
considers tlere is a risk to the privacy of responders. Conversely, a higher layer entity that registers
for a provider or user service may choose not to require signed WSAs if there is no requirement for
authentication or if the privacy of the user service is not poomised by responding to the WSA.

ISO has not provided any analysis and is expected in due course to endorse and extend the TVRA
from ETSJ38]. The IEEE 16Qfoup's analysis that it is acceptable to have some secured and some
unsecured fields in a WSA should be examined by the SDOs prior to endorsement (this has been
addressed in part by the ETSI endorsement of IEEE P1609.2 described in TS 102 941).

IEEE 16@m2and3 do not provide a means to initiate a secure applicateyer session using specific
fields in the WSA, although individual advertised services may include secure session information in
their PSCs.

Neither the WAVE Routing Advertisement in IBEEL609.3 nor the security format in IEEE P1609.2
address IPSec. The IPSec session must be established using mechanisms in band to the IP
connection. See sectiatBfor further discussion.
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No standard specifies a security mechanism for initiating secure sessions at the MAC layer. MAC
layer encryption may be a desired property to protect privacy, particularly inapiitiication
environments . See sectiori3 for further discussion

Divergence

1 HTGAdw-01-D-1 Secured advertisements only specified in IEBEBly IEEE specifies
security for service advertisements.

Incompletenes:

1 HTG2Adv-01-1-01: The ISO standards (e.l50 24105) do not specify security
requirements for FSAP

1 HTGAdw-01-1-02: No standard specifies a generic mechanism for initiating application or
facilities layer secure sessions

1 HTG2Adv-01-1-03: Nostandard specifies a mechanism for initiating network layer secure
sessionsSee sectiod 3 for further discussion.

1 HTG2Adv-01-1-03: No standard specifies a mectisam for initiating MAC layer secure
sessionsSee sectiod 3 for further discussion.

For interoperability, both the EU and US sides should agree on both thetgeeguirements and

the mechanisms that satisfy those requirements. In particular as both parties share a common
adoption of IEEE P1609.2 that supports both secure and unsecure elements in a singlee WSA
selection of such a mechanism should be reviewae:fully in a full risk analysis approach to ensure
the selection is fully informed.

12.3 HTG1-Adv-02: Signed datagram format

For interoperability, signed service advertisements should use the same format.

Existing standards (IEEE (1609.2, 1609.3)) speftifynat for signed service advertisements that has
not been formally adopted by other SDOs foraperative ITS.

12.3.1 Interoperability issues
Incompleteness
1 HTG2Adv-02-1-01: The ISO standards do not specify secure datagram formats for FSAP

Even unsecuretEEE 1609 WSASs are incompatible with ISO FSAP, as the 1609.3 WSAs are wrapped
in a 16092Dot2Data structure of type unsecured.

12.4 HTG1-Adv-03:; Certificate Format

For interoperability, signed service advertisements shouldausendardizedormat for their
cettificates.
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Incompleteness
9 1-01: The ISO standards do not specify secure datagram formats for FSAP

1 1-02 The IEEE standards allow the use of Service Specific Permissions (SSP), but no SDO has
yet defined SSPs for use within FSAP.

Divergence:
1 D01 IEEE@09.2 uses PSID for encoding permissit®® would presumably use {AD.

If security requirements can be harmonized, it should be straightforward to harmonize pseudonym
format.

12.5 HTG1-Adv-05: Freshness requirements

Service advertisements often containomination that does not change frequently. Requiring every
service advertisement to contain a fresh signature may impact performance for sender and
receiver® However, a long lifetime on a service advertisement allows an attacker to replay it until it
expires, even if the valid advertiser has changed the services it wishes to advertise. Security
standards may wish to specify an upper limit on the lifetime of a signed WSA.

Divergence
1 None
Incompleteness

1 1-01: The ISO standards do not specify signing uatis{or any signingfior FSAP. IEEE 1609.2
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12.6 HTG1-Adv-06: Performance requirements and verification policy

IEEE P1609.2 allows a receiver of a WSA not to verify it if no registered user service has requested
signed advertisements.

Whilst for technical interoperability the verification of a signature does not have any impact there
may be an impact on user exgation. There may however be an interoperability issue when

viewed from system and user perspectiwascechoosing not to verify may allow the introduction of
false content by an attacker relying on the reerification that would filter false messagean8arly

a device set to bypass verification may appear to be more responsive than one that strictly enforces
verification.

Incompleteness

1 1-01: Since ISO does not specify verification policy, it is incomplete.

% Less likely for the receiver, who can choose not to verify service advertisements that do not contain fresh
information. Seel2.5for further discussion.
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12.7 HTG1-Adv-07: Privacy

As discussed in sectidr2.2, privacy of units may be compromised by the observable fact that they
respond to an advertisement. To protect privacy in this caseait be useful for other units in the
neighborhood to generate dummy responses (in a way that does not cause harmful congdfstion).
such an approach is deemed to be feasilbleré should be an algorithm for creating a dummy
response that fools an eavesdnogr but not the service provider.

Note that an alternative response to this concern is to take the approach that responses to service
advertisements aréopt-in€ and as such a responder can be deemeddnsent to the necessary
privacyrevealing processmand thus taccept the risks to privacy. While this argument carries
some weight regarding information revealed by the responder to the service provider, it is not clear
that the responder has the level of understanding to accept that they may reveatriafion to
eavesdroppers via signaling ddta privacy processingonsent should be informeénd it is not

clear if the end user has sufficient knowledge to make an informed decision regarding consent)

The appropriate approach should be derived asrdsalt of a risk analysis.
Divergence

f None
Incompleteness:

1 HTG2Adv-07-I-1 Privacy requirementsThere is no specification of privacy requirements
relating to responses to WSAs.

1 HTG2Adv-07-1-2 Dummy responsesThere is no specification afhetherdummyresponses
shouldbe created and if so how.

1 HTG2Adv-07-1-3 Lower layer securitySeediscussion in sectioh3.

13 Lower Layer

13.1 HTG1-LL-01: Statement of application communications security
requirements

In the ISO CALM IBsarchitecture (also adopted in large part by ETSI), an application may request

that the ITSS provides a communications channel with certain properties. The CALM standards do

not currently provide a means for applications to make statements about the required security

properties of a communications channel although such profiles argglsistussed and may be

standardized in ISO or ETSI in due course, and standards are planned that will specify SAPs for this
purpose. If there were a standardized means of specifying application requirements for channel

security, this might simplify the thsof developers who want to develop secure medingutral ITS

applications and reduce the risk that security was compromised due to a misunderstanding of the
LINPLISNIASE 2F | LI NIOAOdzf I NJ &dzLJLJX A SNDa AYLX SYSy il
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This issue daenot affect technical interoperability but may affect consistency of application
behavior between implementations.

Not all ITSS need follow the ETSI/CALM-H Srchitecture.
Incompleteness:

1 HTGLLLO1-1-1 Statement of application communications securitgquirements:No
standard specifies how applications may state communications security requirements.

13.2 HTG1-LL-02: Layer 3 security mechanisms: interoperability

IPSec is highly parameterizable. Existing ITS standarus goovide means to set up parameters
for IPSec sessions. There is no support for odngsr 3security mechanisms.

This issue may affect technical interoperability as there is no adopted standard way to ensure that a
given ITSS can communicate secuyalsing IPSec with a given endpoint even though the IETF has
created the Internet Key Exchange protocols for this purpose. Howevessliay support

standardized (IKE), proprietary or manual configuration.

This issue affects consistency of applicatiohaaor between implementations because different
ITSS may require different methods to configure IPSec, increasing the risk that soi@eltTisot
support particular flavors required by particular applications or endpoints.

The issue probably does not @ft consistency of user experience between jurisdictions.
Incompleteness:

1 HTGLLLO02-I-1 Layer 3 security mechanismNp standard specifies layer 3 security
mechanisms in an ITS context.

13.3 HTG1-LL-03: Layer 3 networking (IP): privacy

If an ITSS uses the samsource IP address multiple timesd, to communicate with a server with
which it has an IPSec Security Association (SA) associated with that particular source address), the
reuse of the source IP address acts as a static identifier that can be usadkdhe ITSS.

This can be avoided by one of the following mechanisms:

1 Change the identifiers used to initiate the IP session, as is dqgriermxample the Host
Identity Protocol (HIP).
1 Encrypt belowayer 3

Neither of these mechanisms are yet stiandized for use in ITBdditionally, there is no explicit
regulatory guidance as to the level of privacy that must be provided against an attack based on
occasional reuse of network identifiers.

This issue affects technical interoperability, if thissacy protection is to be provided, as station
network stacks must support the chosen privacy protection method.
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Incompleteness:

I HTGLLLO3I-1 Layer 3 privacy mechanisnmNp standard specifies layer 3 privacy
mechanisms in an ITS context.

13.4 HTG1-LL-04: Layer 2 security mechanisms: interoperability

Layer 2 security mechanisms allow two or more nodes in a sirgggeeommunications relationship

to protect those communications, for exampfeom eavesdroping (by encryption) or modification

(by integrity/authenttation). These mechanisms might be useful to prevent leakage of PII from
application or network identifiers that are not encrypted at higher layers.FSE6 IMA-02: Privacy

for further discussion. The sections of IEEE Std 802.11 previously known as 802.11i define security
mechanisms. However, 802.11p (IEEE Std 802.11 operating outside the context of a BSS) does not
support layer 2 security mechanisms.

Even if these mehanisms are not applied in all cases, applications may wish to require thaRlayer
encryption is applied in order to operate. Sd&€G1LL-01: Statement of application communications
security requirementgor further discussion.

Layer2 encryption mayeed to be compatible with one MAC chipset listening on multiple MAC
addresses simultaneousl$eel4.3for further discussion.

This issue affects technical interoperability if layer 2 security mechanisms are supported, as
communicating IT<Ss must implement layer 2 security consistently.

This issue may affect consistency of application behavior between implementations as applications
may wish to communicate only between stations that support layer 2 sec(@itg HTG1LL-01:
Statement of application communications security requirements

The issue may affect consistency of user experience between jurisdictions. Local authorities may
wish to enforce privacy by use of layer 2 security, or to enforcel#tyar 2 security is not used to
support law enforcement activities.

Incompleteness:

1 HTGLLLO3I-1 Layer 2 security mechanismNp standard specifies layer 2 security
mechanisms in an ITS context.

14 Multiple applications and application management
14.1 Introduction: application and device initialization

An ITSS may run multiple applications. Each application will have its own security requirements.
However, the combination of applications may introduce additional threats to the communications
security,such as:

1 Privacyg the combination of applications that an FBSuns may act as an identifier

1 Availabilityq one application may consume resources needed by another application
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This section discusses the standardization of security mechanisms that megteo mitigate

these emergent riskgzigure3 shows an overall process flow for application and device initialization.
As withFigure 1it identifies all of thdunctional entities separately for completeness. In practice,
specific use cases (especially for sirapelication devices) may be able to use fewer entities or
merge some of the entities ¢figure3 into a single entity. Se&nnex Gor a further discussion, both

of Figure3 and ofalternate, simpler architectures.
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Figure3: Initialization and approval of applications on multipplication ITSS

14.2 HTG1-MA-01: Statement and approval of appl ication use of resources

ITS applications use resources on the platform (for example CPU time, GPS information,
cryptographic keys) and shared resources (for example the safety channel). Applications should only
be permitted to use those resources if drcbe established that they will use those resources

correctly. For example, the system authorities may want to ensure that a commercial advertising
application should not be able to send on the safety channel, or that malware should not have
access to th€ AM/BSM signing keys. An application may need to demonstrate correctness to
multiple different parties, including:

91 A certification lab that validates that the application behaves correctly
1 The ITSS on which the application is installed
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1 The CA or othesecurity management entity that issues certs for use by the application

In the first two cases, the correctness may be demonstrated by implementagienific means. In

the third case, it may prove useful to provig@ndardspecifications for data structures by which an
application can demonstrate to the CA that it is requesting access only to appropriate resources,
used appropriately. The statements that use these structures should be made in conjunction with a
statement ofplatform capabilities.

No specification for a statement of application resource requirements currently exists.
This issue does not affect technical interoperability.

This issue affects consistency of application behavior between implementations asithisent of
requirements allows the CA only to issue certificates for applications that will behave correctly.

The issue affects consistency of user experience between jurisdictions, as it increases assurance that
received data is correct.

Incompleteness:

1 HTGIMA-01-I-1 Statement and approval of application use of resourc&o standard
specifies statement and approval of application use of resources in an ITS context.

14.3 HTG1-MA-02: Privacy

If an ITSS is transmitting application datagrams from multiple aggiions with the same network
identifiers (such as the MAC address), and if the application related to each datagram can be
determined (perhaps because an identifier such as an application ID or network address is in an
unencrypted header), then an eaves@per can tell that the applications are being run on the same
ITSS The eavesdropper may also be able to tell that the applications are being run on the same ITS
S if the applications use the geonetworking stack, as the location of the sendiSgriiagnly

change by a small amount between sending messages from different applications.

Ny
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participating in one of the applications), this is a leak of personal informagioen if the

eavesdropper does not know the identity of the sender, the combination of applications could be

unique to the station and allow the eavesdropper to track the vehicle.

We refer to this risk as Pl leakage through Use of Multiple ApplicatrRisisl).

Potential countermeasures to this risk are listed below, along with potential issues with their
implementation.

1 Use a different set of network identifiers for each application (in other words, each
application runs on its own virtual machine downdugh the MAC level).
o0 lIssue: to support different addresses for different applications on the same channel
a device would have to receive on multiple MAC addresses simultanedistyis
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theoretically possible with 802.1but it is not clear that there is commercial
support for it

1 Encrypt all identifiers other than those necessary to complete the first hopdile.
identifiers except the destination MAC address for communications over 5.9 GHz).
o This would require laye2 encryption, which is not currently supported by IEEE
802.112012 operating outside the context of a BSS.

1 Ensure that identifiers change between one use of an application and the next and do not
leak information about which application the identifierdeeto.

Additionally, the level of privacy against PUMA may be subject to policy:
1 Regulatory (regional or domain) policy, which might set a minimum level of privacy that
requires protection against PUMA.
9 ITSS local policy, under which a user might reqain@inimum level of protection against
PUMA that exceeds the regulatory policy.

This issue may affect technical interoperability; if [a®@ncryption is the appropriate way to handle
this concern, then devices that support this level of privacy must@ugyer2 encryption in a
consistent way.

This issue affects consistency of application behavior between implementations as an application
may wish to modify its behavior based on whether the platform provides protection against PUMA.

The issue affectonsistency of user experience between jurisdictions, as privacy requirements may
vary from one jurisdiction to another.

Finally, note that if one application has the ability to restrict pseudonym change in an alert state, it
may impact the ability of otheapplications to operate with proper privacy protection if the two
applications share pseudonyms or pseudonym service stiis.can be mitigated by allowing
different applications to havdistinct states within the pseudonym service, corresponding to
different identifiers at all levels of the network stack for which this is achievable without impacting
quality of service.

Incompleteness:

1 HTGIMA-02-I-1 Privacy when using multiple applicationsto standard specifies privacy
mechanisms for use of multiplgplications in an ITS context.

14.4 HTG1-MA-03: Protection against malware

The model in this document assumes that software is carefully evaluated before it is allowed to run
onan ITSS (he evaluation is carried out by the Certification Lab functional elerakatvn inFigure

1 andFigure3 and discussed iAnnex ¢ However, it ipossible that malware may be carefully

designed so as to behave innocuously during evaluation and maliciously under certain circumstances
in deployment. In this case there may need to be mechanisms for removal of those applications

from the system, includig:

1 Platformlevel removal of malware using antirus or similar mechanisms
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1 Some form of revocation list instructing recipients not to trust messages with certain
characteristics

This issue affestechnical interoperabilityf application revocatiofists are to be used.

This issue affects consistency of application behavior between implementétiolasform-level
removal of malware is used as different platforms may have different standards for application
removal

15 Physical and platform security
15.1 HTG1-PPSO01: Minimum security requirements  for platform security

As previously statedTS applications use resources on the platform (for exangiéJ time, GPS
information, cryptographic keys) and shared resources (for example the safety channel).
Applicatons should only be permitted to use those resources if it can be established that they will
use those resources correctly. For example, the system authorities may want to ensure that a
commercial advertising application should not be able to send ondfetyschannel, or that

malware should not have access to the CAM/BSM signing keys. In order to ensure that the
applications behave correctly, the platform alseed tobehave correctly. This may include
providing security mechanisms such as enforcing waostiness of code, ensuring application
separation, requiring code signing on installation, hardware protection of keying material, or the use
of Trusted Platform Module (TPM) or similar technology to disable certain functionality if the
platform is not n a known good state.

There are currently no minimum standards for the platform security mechanisms that -8 St
provide to ensure correct application behavior. It seems advisable to establish some such standards,
or run the risk that easifgompronised devices will be manufactured, allowing attackers to easily
create and send false data. These minimum standards must be harmonized as otherwise a low
security device which is valid in one domain could be brought to and operate in a-Bighaity

doman (assuming that all other standards are harmonized).

This could be implemented in the form of defining a number of assurance levels, from a minimum
assurance level that requires no or minimal extra security mechanisms in a platf@wery high

level assurance level that requires a completely trusted platform that may require continuous
platform integrity checking, trusted computing components, etc.

It would then be either up to the central authorities (e iipe CA) to determine the minimum
assurancedvel that is required to issue specific certificates and authorizatieoisexamplea police
car that wants tcacquire a certificate that allowsontrol traffic lights may require a higher minimal
level of assurance compared to ordinary passenger cars.

In additionto evaluatngthe assurance levels at the CA level when issuing certificates, vehicles may
also send their assurance level in messages (as part of certificates) and let receiving vehicles take the
decision to what extend to trust the messagedats sender. This might be appropriate if vehicles

react differently to the same message. A vehicle that just signals a warning to the drivacoegy
messages originating from vehicles with a lower assurance level compared to vehicles that trigger
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automatic reactions like automatic braking. The latter will likely require a higher assurance level to
be in place.

This issue does not affect technical interoperabiitgept in the second alternativelere, assurance
levels need to be agreaghonand integated into certificates.

This issue affects consistency of application behavior between implementations asadess ITS
S may behave differently from a more secure$I'S

15.2 HTG1-PPS02: Statement of platform capabilities to CA

As previously discussed feifent platforms will have different resources and capabilities. A CA may
need a clear statement of the capabilities of the platform in order to decide to issue certificates for
applications on that platform. This may include information suctiaat level of physical/hardware

key protection is providedr what assurance mechanisms are in place to ensure invalid applications
do not have access to scarce public resources. No specification for a statement of platform
capabilities to a CA currently exists. Bacstatement of capabilities should be standardized.

This issue does not affect technical interoperability.

This issue affects consistency of application behavior between implementations as this statement of
capabilities allows the CA only to issue caxdifes for applications on platforms that will behave
correctly.

The issue affects consistency of user experience between jurisdictions, as it increases assurance that
received data is correct.

15.3 HTG1-PPSO03: Platform authentication to application on install

Applications may need a clear statement of the capabilities of the platform in order to activate or
deactivate featuresor to ensure that they are being installed on a valid platfoxisting mobile

operating systems provide these statements: iOS intilitby providing OS version number and

device type) and Android explicitly (by providing a list of resources to applications on install). The

HTG considers it appropriate to use proprietary mechanisms to state platform capabilities to
applicationsalthodz3 K I aYlFr adSNI f Aad¢e 2F NBaASdepddea GKI G YA
useful resource to platfors language or manufacturerspecific SDOs developing these proprietary
mechanisms.

This issue does not affect technical interoperability.

This issue affects consistency of application behavior between implementationsrasides
assurance to applications that they will operate correctly.

The issueloes not affectonsistency of user experience between jurisdictions.

15.4 HTG1-PPS04: Minimum s ecurity requirements for secure firmware
upgrade

An ITSS supplier may wish to upgrade the firmware on their$ES
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Security mechanisms can be used to provide assurance to the firmware upgrade process. For
example, there may be enforcement mechanismsgisure that firmware has been produced by an
approved supplier, or that it is newer than the currently installed firmware (to prevent rollback
attacks to an older, lessecure version).

Suppliers may also wish to define different upgrade methods: for @i@mver a wired interface
only, or over a wireless interface with appropriate protections.

Although these firmware upgrade mechanisms can be implementapatific, the upgrade
mechanism must be approved in order to demonstrate that it does not comg®thieminimum
security requirementgor platform security previously discussed.

This issue does not affect technical interoperability.

This issue affects consistency of application behavior between implementations asadess ITS
S may behave differgly from a more secure ITS

The issue affects consistency of user experience between jurisdictioméniasum security
requirementsincrease assurance that received data is correct.

15.5 HTG1-PPSO05: Station Management

A station owner may wish to managedémotely. This is particularly the case with infrastructure

nodes such as RSEs, though it may also be of use for commercial vehicle management. There are no
standards currently defined for security remote station management. For remote management, it

may Le the case thathe unit being managed has no network access other than through the

managing unit, and there may be multiple managing units each of which may potentially be
compromised For example, consider a weather and road conditions sensor on a hitiddés

physically hard to access and can be managed by any vehicle from a fleet of maintenance vehicles.

Since RSEs of this type will typically be procured by highway agencies or similar bodies from multiple
vendors and at different times, it is extrergelaluable to have a standard for security for
management, as this will allow the procuring agency to ensure consistent behavior.

Workingitems to address this are currentlfustratedin ISO TC204 WG16 (ISO 242pand IEEE
(IEEE 1609.6).

This issu@ffects technical interoperability.

This issue affects consistency of application behavior between implementations asadess ITS
S may behave differently from a more secure $I'S

The issueloes not significantly affectonsistency of user experiem®etween jurisdictions.

16 Future extensibility

This is related to the issu¢TG3GE06: Releaseslentified in HTG3.:2012.
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16.1 HTG1-Fut-01: Crypto algorithm agility (applications using 1609.2)

Advances in cryptanalysis or in gengraipose computing may ledd currently specified
cryptographic algorithms no longer offering an acceptable level of security. Note that there are
known algorithms for breaking ECDSA rapidly on quantum computers of sufficient size. No such
computers currently exist, but quantum comming is an area of active research and it is highly
conceivable that such computers will be developed within the lifetime of the first vehicles deployed
with inbuilt ITSS.

1 The protocols should support migration to new cryptographic algorithms as apatepri
This is discussed further in this section.

1 If a new cryptographic algorithm is introduced, older implementations may need to be
updated to support that algorithm.

This issue affects technical interoperability: different implementations must ideamiflysupport
algorithms in a consistent waklut for PKI systems where the algorithm is identified in the public key
certificate, the algorithm identity is exchanged between relying parties. Where a new algorithm is
added to 1609.2 by revising the standain@ primary impact will be to require a change to the
version number of the 1609.2 data structures and for applications to act on this version number
when implementing processing.

16.2 HTG1-Fut-02: Crypto algorithm agility (applications not using 1609.2)

As @ove, advances in cryptanalysis or in genprapose computing may lead to a situation where
currently specified cryptographic algorithms no longer offer an acceptable level of security.

9 The protocols should support migration to new cryptographic algoré as appropriate.
This is discussed further in this section.

1 If a new cryptographic algorithm is introduced, older implementations may need to be
updated to support that algorithm.

This issue affects technical interoperability: different implementationst identify and support
algorithms in a consistent way. This is less problematic for PKI systems where the algorithm is
identified in the certificatebut for other systemgs(e.g, symmetric key systems) alternative means

of exchanging algorithm idengitinformation between relying parties are required. The impact is
that nonITSspecific security protocols may or may not support crypto algorithm agility.
Implementers and designers of ITS applications that uselTi®specific protocols should ensure

that they choose protocols that support algorithm agility, track the development of those protocols
to note whether recommendations for crypto algorithms change, and support software/firmware
upgrade mechanisms to ensure that a given application always usgptagraphic mechanism that
gives an appropriate level of security.

16.3 HTG1-Fut-03: Ability to support new formats (applications using
1609.2)

IEEE P1609.2 may be updated or superseded.
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9 Applications and protocols should support migration to a future verefdBEE F609.2 as
appropriate.

1 If a new version of 1609.2 is introduced, older implementations may need to be updated to
support that version.

This issue affects technical interoperability: different implementations must identify and support
1609.2 ver®ns in a consistent way. Currently the 1609.2 version number can be used to identify
new versions of 1609.2. If 1609.2 is superseded, such that the 1609.2 version number is no longer
used, current applications do not support a means to migrate to a diftesecurity mechanism (for
example, the definition of BSM requires that 1609.2 is used). This could be addressed by an
applicationspecific or global security mechanism identifier.

16.4 HTG1-Fut-04: Ability to support new formats (applications not using
1609.2)

All security mechanisms may be updated or superseded.

1 Applications and protocols should support migration to new security mechanisms as
appropriate.

9 Older implementations may need to be updated to support that version.

This issue affects technidateroperability: different implementations must identify and support
security mechanisms in a consistent way. In particulan-ITSspecific security protocols may or
may not be clearly upgradeable. Implementers and designers of ITS applications tharu$&
specific protocols should ensure that they choose protocols that are upgradeable, track the
development of those protocols to note whether upgrades are necessary, and support
software/firmware upgrade mechanisms to ensure that a given applicatiways uses a protocol
that gives an appropriate level of security.
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Annex A Overview of security and privacy model for cooperative ITS

The core cepperative ITS model revolves around the transmission of vehicle status messages for
receipt and processing locally each receiver. There is no ov@e-air response to the status
messages and an assumption that no communications sessions are established. The transmitter
asserts the status of the entire content of the CAM or BSM (and of DENM for events) for venificatio
by each receiver.

The generic model of assertion statements is given below:

AssertionA was issued at timeby issuelRregarding subjecEprovided conditionsare valid.

This statement is what the receiving (and relying) entity is provided, aittithe security model
requires that each of, R SandCare validated to ensure that any action dependentfAis provably
allowed.In ITS validation of thesue identity (R) isachieved by authentication using IEED9.2
digital signature, where the subjec®)( the data being asserted) and the conditions@ are set by
the ITSS. In ITS the subje@) (s normally the ITS.

For efficiency at the air interfacthe transmiter (i.e, R, the entity making the assertion) is expected
to validate that conditions related to the assertion are valid before issuing the assertion to the

relying party.

Whilst it can be argued that privacy is distinct from communicationaritgd ComSeg}he majority

of ITS standards and development organizations have addressed privacy protection by the
application of a number of security mechanisms. With regard to privacy it should be noted that
vehicles are large items that can be trackgdexisting systems (both manual and automatic). Both
vehicles and their drivers are licensed and their rights are strictly regylaitdenforcement of
regulation by both manual and automatic means. It is not possible for protection of radio signaling,
with a view to transmissions not containing Personal Identifiable Information (PIl), to afford privacy
to vehicles in such a way that their behavior is not visible. The efforts of privacy protection in ITS
have therefore been focused on ITS not being acoatributor to privacy loss, and to give assurance
to ITS users that the system has made every effort in design to conform to the requirements set by
Data Protection and Privacy legislation. It is expected that current legislation requiring visible vehic
registration identity and for driver managed regulation compliance will remain in force irrespective
of the capabilities of ITS.
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NOTE: In a widely connected ITS systata that may be initially envisioned to be carried only by
the 5.9GHz pointo-point radio system may in practice be carried by additional radio media, or be
submitted to additional processing in a networked node. &fiect of such broadening of scope in
deployed systems will have an impact on privacy and in particular on maintenaegplicit and
informed consent. Whilst not in the scope of the-H8 Harmonization effort (which has its focus pn
the 5GHz pointo-point radio systems}he recognition that ITS is just one element of both Smart
Cities and Smart Society initiatives ahdttdata from ITS will be integrated to them is important.
Thus data that may be considered as "privacy protected" in the limited context of 5Gitecative
ITS, may have that protection challenged in wider systems where correlation of the ITS data with
other behavioural data may serve to identify an individual or a community of individuals. There is
significant work in this area being carried out in research and in EU FP7 pr&@&sPE andlour
that are addressing this problem and developing distiél life-time consent models that should b
considered in the wider ITS context in due course.

D

The detail of local legislation, and regional interpretations of privacy, are not covered by the present
document. In bothprivacy and security standardizatitsman essential but insufficient element in
deployment. Whilst the work of the HTG is primarily considering gaps in standardjzatias to be
recognized that for full interoperabilitynany issues relating to policy, organizatiand

configuration wil also have to be addressed. However in identifying the ability of harmonized ITS
standards to meet the requirements of both the EU and thedu$ attention has been given in this
document to ensure that standards in support of privacy are analyzed mnchasing or conflicting
elements to achieve interoperability highlighted. Privacy legislation in general follows the principles
established by the Universal Declaration of Human Rights for the right to pratdayugh the

regulation has in most casestranticipated the level of data flows that arise from modern
telecommunications. As a result, in spite of following a common set of princgfessent

jurisdictions may have differentrwacy policies with regard to:

9 Linkability of information for lavenforcement
1 Requirements for a minimum level of privacy
91 Legality of certain law enforcement actions (e automatically issuing speeding tickets)

1 Enforcement of restrictions on movement (e.farring a particular person fromntering or
leaving thecountry).

As shown irFigure 4privacy sits at the centre of a complex mesh of rights, standard$
technologies.
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Figure4: Mindmap of privacy in its wider context

Stakeholders in ITS, both in the U.S. and in Europe, haveréleetant to clearly express their

privacy requirements. In some instanctss is clearly where a conflict of responsibility applies: An
OEM, or a driver, or a road operator, is not a law enforcement entity and thus may not be willing to
commit to suppet requirements that may imply such as role (ewghilst it is reasonable for a law
abiding citizen or corporation to expect that violators of the law should be identified and brought to
justice this is generally not considered to be equivalent to askireq citizens act as law

enforcement agents in reversing an alias to a true identity). Similarly there may be different
regulatory treatments of selfissertion of violationgherefore if an ITS acting on behalf of a driver
asserts that the driver isdg) breaking the speed limis this treated in the same way as

independent detection by a law enforcement agent of the same violation? It should be noted that
many of these issues are not specific to ITS and whilst harmonization of technical standardizat
required to support a broad spectrum of privacy requirements is actively being conducted there may
be variations in the deployment resulting from the fractured regulatory environments.

Insofar as existing standards are concerned IEEE P1609.2 ackresleelgmeed for privacy but

does not provide detailed specifications for either a privacy architecture or anonymous certificates.
In ETSI T2 940 and ET$5 102 94 whilst a highlevel architecture for privacy protection that
provides separation of dhorities for identification and access control is defingaloes not provide
protocol for some aspects of credential management (egyocation of certificates, initialization of
certificate$). Some of the work in consortia (.§2GCC or CAMP) amdsearch projects (e.g.
PRESERVE, V3@ more advanced as the context for deployment is cle#énas allowing full

technical specification of a pseudonym solution.

* An architecture does not define protocols but provides support of them. In this case ETSI TS 102 940 provides
an architectural frameworkor authorities to manage certificates. A detailed protocol is only described in ETSI
TS 102 941 for simple provision of pseudonymous authorisation certificates.
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Annex B Overview of trust model in ITS

The security model required ioo-operative ITS is tollaw trust in the source of data between
parties who have no prdefined relationshipFor many @TS applicationshe means to achieve this
is through asymmetric cryptographic signature of message contemiiere the public key is
exchanged in a messa@asociated certificate.

The model for certificate trust is conceptually simple: Party A (Alice) certifies that they trust a claim
of Party B (Bob) and signs a certificate that proves this and identifies the context for which that trust
is given. Bob can &m exchange this trust certificate with his correspondents (Eua] if Eve also
trusts Alice they may choose to trust the claim of Bob without having to know anything about Bob
other than what has been certified by Alice. The content of the certificatkides the public key
belonging to Bob.

The relationship of Alice to Bokand Eve to a large extentdetermines the level of trust afforded
by Eve to any communication from Bob. If all of Alice, Bob and Eve are {eessalability of the
trust model islow; whereas when Bob and Eve are pedrst Alice is a higher level authority
acknowledged as such by each of Bob and tBeepotential for the scheme to scale is increased.

When generating an asymmetric key pair the role of the public key certificataltgold:

9 It verifies that the authority (Alice) has proven the relationship of the public key to the
private key

It identifies the operationsvith which the key pais allowed to be associated

It identifies the context in which operations are allaive

= = =4

It may identify the holder of the key pair (key pair association to a person)
1 It may identify a specific role (key pair association is to the role).

Each PKC therefore gives qualified claims regarding the use of the key pair.

Annex B.1 CA and PKI hierarchies

The root Certificate Authority is the one that all lower layers in the hierarchy must trust. For ITS,
involving many millions of vehicles and many hundreds of distinct roles, it is also reasonable to have
as few layers in the hierarchy as possible whilstvalig a reasonablenanagement load to be
carried.

® For example encryption, integrity, digital signature.
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The number of levels in the PKI and also the numberntities in each layer need to be carefully
managed. As each leaf acts as the authority for the leaves béldwas to have a manageable
processing load taking account of how many certificates it can issue in a particular time pegod.
important that due care is taken in the process prior to issue of a certifieatéhe issuer is acting as
a trusted thirdparty on behalf of the requesting entity.

Annex B.2 Alternative models to PKI for key management

The rule of operation in asymmetric cryptography is that you can freely share the publiarkky
there are many means to achieve thiscluding publishing on a pubbhegeb site, uthg a keyserver,
distributing with message content (emajland X.500/LDAP directories. Sharing the public key does
not damage the security of the system as there is no-tiimial means of identifying the private key
from knowledge of the pulix key.

Whilst formally a PKI is the most structured it is also the most complex in terms of management. For
small projects the web of trust model may be sufficient. Simi@i$ is not a small undertaking and
justification for anything other than a truekP is difficult to make.

Annex B.3 Overview of ITS requirements

The existing ITS standards do not define the structure of the PKI. The implication of this is that for
harmonisation every application, manufacturer, road authority could establish themselves as a root
authority without clear guidance given on a structure and how they should seek to place themselves
within it. Taking account of the model proposed in EHgufe 1) and the reference points they
introduced the security authority and registration authority are responsible for assuring that the ITS
applications deployed on a station are properly certified and this may be a very simple PKI.
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Figure5: Authorities defined in ETSI foesurity processes

In summary the roles of the authorities with respect to the user of theS'Bee as follows:

Enrolment authority knows the true identity (the canonical identity) of the 1S

Authorisation authority has a transitional relationship to thE'SS identified only be a
pseudonym that is attested by the enrolment authority (ithe enrolment authority acts as
an identity server for the ITS)

There are a number of assumptions that can be stated for ITS applications:

)l
)l

ITS applications are geraed (developed) by various suppliers

ITS security authorities have means to verify/validate the correctness and authenticity of ITS
applications

ITS security authorities issue ITS application certificates
ITS application certificates are granted ordyverified/validated ITS applications
ITS application certificates contains the following information:

0 Permissions

0 Security needs/requirements of the ITS application

ITS applications register at ITS registration authorities usingapp$cation certificate















