EU SNS Safer Social Networking Principles
Self-declaration Form

In the interests of transparency, providers supporting the EU Safer Social Networking Principles agree to
self-declare how they have considered the Principles in relation to the Social Networking Services they
offer, using the form below.

1. About the Social Networking Service(s)

The following is a brief outline of Yahoo! in Europe, including a short description of the services it offers
that fall into the category of “social networking” as outlined in the Principles.

Yahoo! is a leading global internet brand and one of the most trafficked internet destinations worldwide.
Headquartered in Sunnyvale, California, and with its European HQ in Switzerland, Yahoo!'s global network
includes 25 world properties and is available in 13 languages. Yahoo! provides online products and services,
offering a variety of services essential to users’ life with ‘social networking’ features. These comprise Flickr
(photo sharing), Yahoo! Video (commercial and user generated video sharing) and Yahoo! Answers
(knowledge sharing).

[Note: Information in this declaration is relevant to all Yahoo!’s ‘social networking’ services. Any relevant
differences between products are noted.]

2. How has the company considered these services in relation to the Principles?

The following is an outline of how Yahoo! in Europe has considered the EU Safer Social Networking
Principles in relation to its Social Networking Services. This section will make reference to the
recommendations made in the Principles document, where they are applicable and outline how they are
applied.

Principle 1: Raise awareness of safety education messages and acceptable use policies to
users, parents, teachers and carers in a prominent, clear and age-appropriate manner

Terms of use and community guidelines

On joining a Yahoo! service, all users are required to commit to terms of service which set out conditions
of use. They also set out the consequences of a user breaching the terms of service, including
withdrawal of their access to a particular service or, in some cases, the deletion of their Yahoo! ID (i.e.:
withdrawing access to all Yahoo! services). In addition, Yahoo! has developed Community Guidelines
which set out standards of behaviour  for  community-based services (see:
http://help.yahoo.com/|/uk/yahoo/safety/keeping safe/guidelines.html). These may be supplemented
with additional guidelines for particular products (e.g.: Yahoo! Answers
http://uk.answers.yahoo.com/info/community guidelines, Yahoo! Video
http://uk.docs.yahoo.com/video/guidelines.html and Flickr http://www.flickr.com/guidelines.gne).




These set out in easy-to-understand language the dos and don’ts for users. They are widely available
within each service, typically via a link in the page footer.

Safety education and messaging

Online safety is a high priority for Yahoo! in the EU. We offer several mechanisms of raising awareness of
safety and acceptable use in our products among users of all ages:

e Safety information in Help Central pages (widely available across the site and in particular within
social networking products), in-product guidance (notices in the registration flow, pop ups etc) and
Customer Care responders.

e Permanent footers in community-based services linking to Yahoo!’s Community Guidelines and
safety tips.

e Information about direct and indirect support from third party information-providers with credibility
and authority among the target audience (e.g.:
http://help.yahoo.com/I/uk/yahoo/safety/young users/useful resources.html)

e Details of how to contact Yahoo! for feedback and information.

e Specific guidance on privacy and the posting of information and content on user generated services
(e.g.: in the Yahoo! Privacy Policy http://info.yahoo.com/privacy/uk/yahoo/).

Yahoo! expects that young users gain their understanding of safety issues from sharing information and
experiences with their peers. For this reason, safety information is increasingly addressed directly to these
users rather than parents. There is a range of other tools and sources of information expressly dedicated to
help young users increase their awareness of the Internet and the Yahoo! world, and educating them how to
use it responsibly. Yahoo! has also created targeted advice to help educate and support parents and carers.
Yahoo!’s commitment is to provide a wide range of independent sources of educational material to parents
and children, via collaboration with child protection charities, youth organizations and parenting bodies.

Yahoo! has developed a dedicated set of guidelines for young users and carers prominently shown within the
on-site help pages. The UK examples can be found at:

http://help.yahoo.com/I/uk/yahoo/safety/parents and carers/
http://help.yahoo.com/I/uk/yahoo/safety/young users/

These guidance pages are being updated for users in France, Germany, Spain and Italy. This process will be
completed in Summer 09.

Yahoo!’s community-based services themselves provide a fora for users of all ages to obtain information and
advice about how to be safer online. Yahoo! Answers, for example, is extensively used as part of Yahoo!’s
customer help experience and by the users themselves to share knowledge (see
http://help.yahoo.com/l/uk/yahoo/helpcentral/). Also, a leading UK youth charity - The Site - is a Yahoo!
Answers Knowledge Partner whose trained peer advisors answer questions from young users about everyday
life issues.

Community management

Yahoo!’s community-based services have “community-managers”, staff members who engage with the
community to promulgate and encourage respect for the standards of behaviour set by the community
guidelines. This helps build a community based on shared values and attitudes. It also promotes
engagement and encourages users to make quality contributions to their community both in terms of




content they publish and share, and their treatment of others.
Partnership

Yahoo! in the EU also partners with various organisations to help develop best practice and raise awareness
in this area, for example contributing to the UK Home Office Taskforce, FSM in Germany and Protégeles in
Spain publishing materials, and making available advertising space and offering other support to events such
as EU Safer Internet Day.

Principle 2: Work towards ensuring that services are age-appropriate for the intended
audience

Age requirement

The Yahoo! terms of service require users who join a community-based service to have a registered age of
over 13 years (i.e.: the age declared in their Yahoo! ID). Where a young user is found to have lied about their
age, Yahoo! Customer Care will delete their profile.

Product features

Certain measures are deployed to protect young users from inappropriate content and contact:

e Minimum ages apply to Yahoo! community-based services (as noted above)

e Mechanisms are in place to prevent users with a registered age below a certain level from accessing
certain services (e.g.: age-verification for online gambling services in the UK) or being presented with
age-inappropriate content (e.g.: age-targeting of advertising of alcohol).

e Specific customer care processes are in place to escalate reports about ul8 users and to provide
users with tailored guidance in email responses (e.g.: referring them to appropriate sources of help).

e The date of birth provided by the user within their Yahoo! account registration process cannot be
modified by the registrant. This helps counter minors’ attempts to access +18 contents on the
Yahoo! properties —hidden behind an adult wall — by misrepresenting their age.

e ‘Rating and review’ tools, commonly used to allow community members to share their view on the
quality of a piece of content or a comment posted by another member, helps surface high quality
content and earn it a wide audience but ‘demotes’ poor quality content (which, by definition, will
have a limited audience).

Advertising

Advertising content running on Yahoo!’s community-based services are regulated by a strict set of internal
guidelines and enforced by the Yahoo! Legal Team across Europe. These also reflect good practice and
relevant local self regulation (e.g.: Committee of Advertising Practice (CAP) self-regulatory code in the UK and
Autocontrol code in Spain). These guidelines set out specific guidance on advertising aimed at children and
advertising which may be unsuitable for children or cannot be targeted at children, in line with Yahoo! brand
positioning. Such rules apply, for example, to the advertising of alcohol, some financial services and age-
restricted services such as cosmetic surgery or tobacco products. There are also specific rules on the
portrayal of children in adverts. Yahoo! advertising guidelines are complemented by dedicated training for
the Yahoo! Sales and Editorial team across the Yahoo! offices in the EU.




Other

e Capture of some IP data associated with use of our community services and content uploaded by
users

e  Work with content partners to help ensure users are given information to assist in making informed
choices about commercially-produced content available on Yahoo!, for example content labelling

e Contractual requirements with partners to meet Yahoo! standards and label content where
appropriate.

See also comments on Principle 3 below.

Principle 3: Empower users through tools and technology

Profiles and invitations

As noted above, Yahoo! users can only sign up to a community-based service if they have a registered age of
over 13 years (i.e.: the age declared in their Yahoo! ID).

Users with a registered age of 13-17 years can be presented with a different profile (e.g.: Flickr) with more
sensitive fields removed. These profiles are not searchable and are defaulted to ‘private’ (although a user
may choose to make their profile visible to their ‘friends’ or all users). Users of this age are not able to
access images which are flagged as “restricted” or adult.

Meanwhile, the default user profiles in Yahoo! Answers and Yahoo! Video are not full profiles. They are more
like ‘user cards’ and contain a very limited number fields which, by default, do not prompt the sharing of
personal details. Users are invited to create an online identity or nickname rather than use their real
identities. UK Home Office Task Force good practice on social networking determined the risk to u18s from
this type of profile to be low and Yahoo!, along with other providers, decided to permit all these ‘user cards’
to be public by default. There is specific safety messaging about posting content and accepting ‘connection’
invitations from other users. Users must expressly choose to create a fuller profile e.g.: by sharing their video
playlist or share their contact details (i.e.: Mail or Messenger ID) with online friends or other users. All
visitors to Yahoo! may browse Yahoo! Answers, Yahoo! Video and Flickr content anonymously without being
registered or logged in if they wish to remain anonymous, though in this mode they cannot interact with
other users.

Users of all Yahoo! services may send and receive invitations to be connected with other users in a Yahoo!
community. All users can refuse an invitation or simply allow it to expire without responding. Users can also
‘ignore’ or block another user and are encouraged to report any suspect behaviour to Customer Care for
investigation.

Technical tools
Yahoo! employs network level solutions to detect content that violates our terms of service including ‘junk’

filters (e.g. to detect profanities in Yahoo! Answers), randomly select content for human review (e.g.: on
Flickr) and traffic flow monitoring.




User-initiated tools

As noted above, users can, for example, block or ‘ignore’ another user. Yahoo! users may also decline or
ignore invitations. Users may change their privacy settings on their profile(s) at any time. All the necessary
instructions are also collected within the Help Pages Central available widely across the Yahoo! properties.

Reputation

Yahoo! Answers awards users points for contributions they make to the community (e.g.: posting content
that is respected by other users or reporting ‘bad’ content or behaviour). Likewise, points are deducted for
bad behaviour or posting content of which breaches community guidelines or is misleadingly tagged. This is
known as building ‘reputation’ within a community. Building reputation ‘raises the stakes’ for users and
incentivizes positive behaviour. This has helped build a body of committed users with ‘high reputation’ and
has also provided the basis for introducing community moderation
(http://help.yahoo.com/I/uk/yahoo/answers/moderation/).

Reporting abuse

See comments on Principle 4 below.

Principle 4: Provide easy-to-use mechanisms to report conduct or content that violates the
terms of service

An easily-identifiable “report abuse” flag or button is typically displayed on every page where user generated
content can be posted on Yahoo!. Users are encouraged to indicate in their report they type of abuse (e.g.:
content breaching terms of service or inappropriate contact from another user) and reports are assigned
accordingly in different queues in order to be effectively processed and analyzed by dedicated Customer Care
agents. Users receive an automated response from Yahoo! Customer Care confirming the receipt of their
complaint. Responses for certain types of reports will contain advice for users and sources of additional
information or help (e.g.: sources of emotional support or contacts in law enforcement).

Yahoo! also provides information about where else users can report questionable content or behaviour
(http://help.yahoo.com/l/uk/yahoo/abuse/report other.html).

Users are advised to contact their local emergency services in cases where there could be an immediate
threat to life.

Principle 5: Respond to notifications of lllegal content or conduct

Reports about content or conduct




Yahoo! has in place clear procedures to handle complaints about content or conduct which breaches terms of
service. These are typically handled by Customer Care agents. Serious abuses of a Yahoo! service may be
escalated internally to a dedicated team within the Legal group which provides professional support and
advise on more complex matters and determines an appropriate response. Abuse reports from users are
acted upon in a timely way and are typically resolved within 48 hours. More complex reports generally
require further investigation and may take longer to resolve.

Liaison with law enforcement

Yahoo! has dedicated points of contact for law enforcement agencies in Europe and processes to receive
and process lawful requests for assistance. These include arrangements to handle urgent matters out of
hours. Where reporting mechanisms exist, Yahoo!’s Legal team has processes in place to pass on

suspected illegal content or reports of suspected grooming of minors to the relevant enforcement body.

Liaison with other agencies

In all European markets, Yahoo! supports the local hotline (INHOPE member) responsible for handling
reports about hosted child abuse content.

Principle 6: Enable and encourage users to employ a safe approach to personal information
and privacy

Yahoo! has a dedicated Privacy Centre for each market outlining the practical steps users can take to
manage their privacy and personal information. This includes advise on posting information about
themselves and content to Yahoo!’s community-based services. The Privacy Centre is available via a
permanent link at the foot of almost every page on Yahoo!. Users may also edit their online profile(s) at
any time by clicking on prominent “edit my profile” links.

Principle 7: Assess the means for reviewing illegal or prohibited content/conduct

See comments on Principle 1 (community moderation), Principle 3 (technical tools) and Principle 5
(reporting above) above.

1. Other information
This section provides an outline of any other information that is relevant with regards how the
company has considered the Principles.
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