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ANNEX 1. SAFER SQCNETWORKING PRINES

PRINCIPLE RAISE AWARENESS @FES'Y EDUCATION MEGES AND ACCEPTABLE
USE POLICIES TO USEHMARENTS, TEACHERB CARERS IN A PROENT, CLEAR
AND AGEAPPROPRIATE MANNER

Providers should create clear, targeted guidance and educational materials designed toilgha @nd young
people the tools, knowledge and skills to navigate their services safely.

These messages should be presented in a prominent, accessiblepeasgerstand and practical format (e.qg.

on a help pages and/or in locations where the user nsaliedecision about how to use the service). Service
providers should provide clear information about what constitutes inappropriate behaviour. This information
should be easily accessible and include information about the consequences of breaching these te
Providers should explore other ways to communicate this information outside of the Terms and Conditions.
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to discuss safety issuegth their child in an open and informed way. As such, providers should offer parents

targeted links, educational materials and other technical controls as appropriate with the aim of fostering
dialogue, trust and involvement between parents and childaeout responsible and safer internet use.

Teachers and other carers also play a crucial role in promoting the safe use of SNSs by children and SNS
providers should ensure that such materials also empower teachers to help children use SNSs safely and
respasibly.

PRINCIPLE 2: WORKWARDS ENSURING THERVICES ARE AMFEPROPRIATE FOR
THE INTENDED AUDIERC

Providers should, in the normal course of developing and managing SNSs, consider how their service may be
associated with potential risks to childramd young people, where it is intended for them to use the sefvice

! This Annex lists the Principlé=or the full text of the agreement, including background information, please refer to
http://ec.europa.eu/information_society/activities/social_networking/docs/sn_principles.pdf.
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* Each SNS is different in terms of target audience, the range of activities users can engage in, the platforms on which they

can be consumed and the countries in which they are availdiiiese factors will affect the range and extent of the risks

that may affect children and young people when using the site. Assessments of what constitutes inappropriate content for

children and young people also varies.



Service providers should seek to limit exposure to potentially inappropriate content and contact. Measures
that are available or appropriate to each service will vary in eact’t@geut may include for example:

1 making clear when services are not appropriate for children and young people or where a minimum
registration age applies;

i taking steps to identify and delete undage users from their services;

1 taking steps to prevent usersoim attempting to reregister with a different age if they have
previously been rejected for being below the minimum age (if their terms require a minimum age),
such as employing cookies;

1 working within technical and legal constraints to promote complianegh minimum age
requirements;
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service;

1 providing means for content providers, partners or users to label, rate or age restrict content where
appropriaté;

1 only showing certain professionally produced content certain times of the day.

PRINCIPLE 3: EMPOWESRERS THROUGH TOANS TECHNOLOGY

Providers should employ tools and technologies to assist children and young people in managing their
experience on thie service, particularly with regards to inappropriate or unwanted (but not illegal) content or
conduct. Service providers should make an assessment of what measures to implement based on the services
being offered and the intended audience.

The measureshiat can help minimise the risk of unwanted or inappropriate contact between children and
young people and adults may include for example:

1 taking steps to ensure that private profiles of users registered as under the age’ddrd ot
searchable (unless ¢huser actively consents for their profile to be searchable), either on the service
or via search engines;
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users);

1 ensuring that setting a profile to private means that the full profile cannot be viewed or the user
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to public or equivalent);

9 giving users control over who can access their full profile by, for example, being able to block a user
from viewing their profile and 'reject’ friend requests;

9 giving users the option to allow only direct friends to postnments and content to their profile or to
delete unwanted comments;

9 giving users the option to prmoderate comments of other users before being published on their
profile;

® The same combination of factoss listed in the previous footnote will determine what measures are appropriate to

address the unique set of challenges and potential risks to users on a particular service. In addition, service providers may

also be required to comply with specific lofaS 3+ f NBIlj dzZANBYSy ia LISNIFAYAYy3 (2 OKAf RNE
service is operated in any given jurisdiction. For example, it is common fbadé8l service providers to adopt a minimum

age of 13 years for their services. This reflects ®djrdzA NEYSy ia 2F G(KS / KAf RNByQa hytays$s
which only allows providers to collect data without parental consent from users over 13 years old. In the absence of specific

local legal requirements, however, service providers willrdodefault specification for their product which is determined

by a range of factors such as company policy, adherence to industry good practice or the prevailing law in their principle

market.
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"The 18+ age requirements may be difficult for services that have already been developed around the legal age of consent,
e.g. 16 years. However, future services ddaonsider using 18 years.

8 The 18+ age requirements may be difficult for services that have already been developed around the legal age of consent,
e.g. 16 years. However, future services should consider using 18 years.
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providing easyto-use tools for users to report inappropriate contact from or dant by another user;

1 educating parents about available tools, both for wider internet access (for example, the benefits of
using filtering tools and/or parental contrd)sand the tools, information and advice provided to
parents by social networking si¢o help them protect young people.

|PRINCIPLE 4: PROVEEESYTO-USE MECHANISMS TGAPRRT CONDUCT OR CBNT
|THAT VIOLATES THRWES OF SERVICE

Providers should provide a mechanism for reporting inappropriate content, contact or behaviour as outlined in
their Terms of Service, acceptable use policy and/or community guidelines. These mechanisms should be easily
accessible to users at all times and the procedure should be easily understandable aappeggriate.

Reports should be acknowledged and act@dm expeditiously.

Users should be provided with the information they need to make an effective report and, where appropriate,
an indication of how reports are typically handled.

| PRINCIPLE 5: RESPONDNOTIFICATIONS RQEEGAL NOTIFICATEONLEGAL
| CONENT OR CONDUCT

Upon receipt of notification of alleged illegal content or condEm’oviders should have effective processes in
place to expeditiously review and remove offending content.

Service providers should have in place arrangements to share repbilegal content or conduct with the
relevant law enforcement bodies and/or hotlines. These arrangements will depend on local jurisdiction and
applicable law, as well as the existence of effective reporting frameworks.

Providers may consider includirigks to other local agencies or organisations, for example the relevant InHope
services and law enforcement agencies. Where there is an immediate threat to safety or life, users should be
advised to contact the emergency services by, for example, pho®iagK) or 112 (EU).

|PRINCIPLE 6: ENABAND ENCOURAGE USERSEMPLOY A SAFE RBRCH TO
|PERSONAL INFORMATIEND PRIVACY

Providers should provide a range of privacy setting options with supporting information that encourages users
to make informed desions about the information they post online. These options should be prominent in the
user experience and accessible at all tiftes

Providers should consider the implications of automatically mapping information provided during registration
onto profiles,make users aware when this happens, and should consider allowing them to edit and make
public/private that information where appropriate.
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privacy gttings should be visible at all times.

[PRINCIPLE 7: ASSESIE MEANS FOR REVIE®/ ILLEGAL OR PRBIFIEE?
| CONTENT/CONDUCT

SNS providers should, during the normal course of developing and managing SNSs, assess their service to
identify potential risks tochildren and young people in order to determine appropriate procedures for
reviewing reports that images, video and text may contain illegal and inappropriate/unacceptable/forbidden

® See some of the solutions attl®ly on Safer Internet Programme BENCHmarking of Filtering software and services" at
http://www.sip-bench.eu/index.html

%11 the context of child protection, illegal content and conduct in this context seferchild abuse images and grooming
respectively.

" Social networks are used for myriad purposes and by a wide range of users. Different services have different profile
formats which allow users to share different information about themselves, for exasophe providers encourage users to
create nicknames and post avatars and create a novel online identity. These formats vary between sites.

2prohibited content/conduct as defined by Terms of Use, Acceptable Use Policy and/or House Rules.

2|


http://www.sip-bench.eu/index.html

content and/or conduct. There is a range of procedures which can be tasptbmote compliance with the
Terms of Use, Acceptable Use Policy and/or House Rules. These may include for example:

1 human and/or automated forms of moderation;

1 technical tools (e.g. filters) to flag potentially illegal or prohibited content;

1 community aérts;

1 usergenerated reports.

Some providers employ human moderators who interact in-tisaé with children or young people. Such
providers should take reasonable steps (working within good practice frameWawkere possible or legal
frameworks as apmable), to minimise the risk of employing candidates who may be unsuitable for work which
involves reatime contact with children or young people.

13 Home Office Intmet Task Force Good Practice Guidance for the Moderation of Interactive Services for Children
http://police.homeoffice.gov.uk/publications/operadnalpolicing/moderatiorndocumentfinal.pdf



http://police.homeoffice.gov.uk/publications/operational-policing/moderation-document-final.pdf

ANNEX 2. TESTING GBITEONNAIRE FOR SBIHCLARATION

Date of updated seldeclaration:

Principle 1: Raiseawareness of safety education messages and acceptable use policies to users, parents,
teachers and carers in a prominent, clear and agepropriate manner

FOR EACH OF THE PWING STATEMENTSWMA 2 L ¢ | I HOX @HAT BEST BESERMBOUR ASSESSMHENT O
THE SEHPECLARATION OF TNE 8OU ANALYZED.

Does the selfleclaration state that...? YES NO Comments Not applicable
(explain  why
not and add
relevant quote
from the self
declaration}*

the service provider providesclear
guidance for children angoung people on
how to navigate their website safely

the website provides guidance specifica
targeted at children and young people ol
how to navigate the website safely

the website provides educational materia|
to help children and young pete
navigate the website safely

the signatory provides clear informatio
about what constitutes inappropriate
behaviour

the service provider includes informatio|
about the consequences of inappropriat
behaviour on the website

the consequeces of inappropriate
behaviour are included in the Terms ar
Conditions of the website

the consequences of inappropriaf]
behaviour are included in other sectior
apart from the Terms and Conditions ¢
the website

the information on the consegnces of
inappropriate behaviour on the website |
easily accessible on the website (i.e. it ¢
be found quickly and effortlessly on th
website)

the information on the Terms an
conditions is easyo-understand for young
children and teenagers

the website offers parents, carers and/q
teachers targeted links and education
material that support dialogue, trust an
involvement between parents and childre
about responsible safer internet

the website offers parents and/or teachel
technical controls (e.g. parental filters]
that support dialogue, trust anc
involvement between parents and childre
about responsible safer internet

141f explicitly stated in the selfleclaration, eplain why this specific recommendation has not been included or considered
by the signatory in their seffeclaration. If no explicit explanationisgiverpg | vy mar k t he col umn ANOO



Assessment of Principle 1 on the seléclaration

Principle | How satisfactory
Princple on the seldeclaration?

is the Assessment of tl What has been well| Areas for further

implemented so far? improvement

Very Rather
satisfactory Satisfactory

Unsatisfactory

Principle 2: Work towards ensuring that services are agppropriate for the intendedaudience®

FOR EACH OF THE BOUNG STATEMENTS,RKATHE BOX THAT BEBESCRIBES YOUR AS®EST OF THE SELF

DECLARATION OF TNE 8OU ANALYZED.

The selfdeclaration includes
relevant information on the
following:

YES

NO

Comments

Not  applicable
(add relevant
quote from the
selfdeclaration)

The mechanisms throug|
which the service provide|
ensures limited exposure t(
potentially inappropriate
content and contact for
children

The types of services that af
considered as not
appropriate for cHdren and
young people

The minimum registration
age requirements in order t¢
subscribe to their website

The measures taken by th
provider in order to identify
and delete undeiage users
from their services®

The steps taken by the
provider in order to prevent
users from attempting to re
register with a different age
if they have previously beel
rejected for being below the
minimum agé’, e.g. by
employing cookies

The kinds of technical and/o
legal constraints that are
employed by the povider in
order to promote
compliance with minimum
age requirements

The ways in which thig
service provider promotes
the wuptake of parental
controls to allow parents tg
YIEyF3S GKSANI

of the service
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16 Only if their Terms require a minimum age.
7 Only if their Terms require a minimum age.
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The functionalities put at the
disposal of content|
providers, partners or user]
in order to label, rate or agg
restrict  content  where
appropriate

Assessment of Principle 2 on the seléclaration

Principle | How satisfactory is the Assessment of ti What has been well| Areas for further
Principle on the selfleclaraton? implemented so far? improvement
Very Rather Unsatisfactory

satisfactory Satisfactory

Principle 3: Empower users through tools and technology

FOR EACH OF THE BOWING STATEMENTS,RKATHE BOX THBEST DESCRIBES YASFESSMENT OF THH-SE
DECLARATION OF TNE 8OU ANALYZED.

The selfdeclaration includes| YES NO Comments Not applicable(add
relevant information on the relevant quote from
following: the selfdeclaration)

Tools and technologiesngloyed by
the service provider in order to assi
children and young people i
managing their experience on the
service, particularly with regards t
inappropriate or unwanted (but no
illegal) content or conduct

How the tools and technologieg
employed to assist children an
young people in managing the
experience on their service hay
been assessed in order to ensu
their effectiveness

what steps are taken by the servig
provider in order to ensure tha
private profiles of users registerexs
under the age of 18 are no
searchable

the service provider ensures that th
default full profiles of those
registering under the age of 18 hg
0SSy asSi Ba) $RNK
approved contact list®

that the users can control who cd
access their full profile by, fo
example, being able to block a us
FNRBY @GASgAy3ad (GKS
FNASYRAQ NBIj dzSai

that users have the possibility (if the
wish so) to allow only direct friend

18 Ensuring that setting a profile to private means that the fudifie cannot be viewed or the user contacted except by
WFNASYRAQ 2y GKSANI O2yidl OG tAad o6dzaSNR Yl & | OGAgSte OKz22aS8

YSome service providers set the profile default as o6private



to post comments and content tg
their profile or to delete unwanted
comments

that users have the possibility to pre
moderate comments of other user
before being published on thei
profile

that the service provider support
the safety education of parents i
order to help them protect chilren
and young people (e.g. safel
tips/information online, etc.)

that the service provider help
parents be aware of the existence
other available safety
tools/information (not just on this|
SNS) to help them protect youn
people. For instance, byducating
them about the

uses/ benefits of filtering toolg
and/or parental controls

Assessment of Principle 3 on the seléclaration

Principle | How satisfactory is the Assessment of
Principle on the selfleclaration?

Very Rather

satisfactory | Satisfactory

Unsatisfactory

What has been
implemented so far?

well

Areas  for further
improvement

Principle 4: Provide easto-use mechanisms to report conduct or content that violates the Terms of Service

FOR EACH OF THE BOVING STATHMWTS, MARK THE BGAT BEST DESCRIBESRYASSESSMENT OE $HL-F

DECLARATION OF TNE 8OU ANALYZED.

The selfdeclaration include| YES
relevant information on the
following:

NO

Comments

Not applicable(add
relevant quote from
the selfdeclaration)

The mechanisms employed t
report inappropriate content,
contact or behaviour that
violates the Terms of Servide

The mechanisms to repor
inappropriate content, contact
or behaviour that violates thei
Terms of Service should b
easily accessibl® users

20 As outlinedin the SNS Terms of Service, acceptable use policy and/or community guidelines




The mechanisms to repof
inappropriate content, contact
or behaviour that violates thei
Terms of Service should b
available to users at all times

The procedure to report
inappropriate content, contact
or behaviour that violates the
Teams of Service should b
easily understandable for
children and young people q
well as for adults

The procedure to report
inappropriate content, contact
or behaviour that violates thg
Terms of Service should b
age-appropriate

Iffnow the reports are
acknowledged, e.g. by mear
of an acknowledgement-mail
sent to the potential user at
risk and indicating the steps t
be taken by the servicg
provider, etc.

The reports are acted upo
expeditiously

how users are provided witl
the informaion they need to
make an effective report

Users are provided with a
indication of how reports arg
typically handled (if
appropriate)

Assessment of Principle 4 on the seléclaration

Principle | How satisfactory is the Assessment of tf What has been well| Areas for further
Principle on the selfleclaration? implemented so far? improvement
Very Rather Unsatisfactory
satisfactory Satisfactory

4

Principle 5: Respond to notifications of illegal content or conduct

FOR EACH OFHWOLLOWING STATEMENMARK THE BOX THFEST DESCRIBESRYASSESSMENT OF $HHE-

DECLARATION OF TNE $OU ANALYZED.

Does the seldeclaration state that...?

YES

NO

Comments

Not applicable (add
relevant quote from the
seltdeclaration)

Upon recépt of notification of alleged
illegal content or conduct, the servig
provider has effective processes
place to expeditiously review and

remove offending content




the service provider implement
appropriate  mechanisms to decid
what (offending) cotent to review

the service provider implement
appropriate  mechanisms to remoy|
content found offending

the processes of reviewing an
removing offending content arg
effective and expeditious

the service provider has implemente
arrangenents to share reports o
illegal content or conduct with the
relevant law enforcement bodie
and/or hotline$

the service provider includes releval
links to other local agencies (¢
organizations in order to support th
process of reporting illegaloatent or
conduct (e.g. InSafe, law enforceme|
agencies, etc.)

Assessment of Principle 5 on the seléclaration

Principle | How satisfactory is the Assessment of tf What has been well| Areas for further
Principle on the selileclaration? implemented so far? improvement
Very Rather Unsatisfactory

satisfactory | Satisfactory

Principle 6: Enable and encourage users to employ a safe approach to personal information and privacy

FOR EACH OF THE BOUING STATEMENTS,RKAONE BOX THAESE DESCRIBES YOSBEBSMENT OF THHE-SEL
DECLARATION OF TNE 8OU ANALYZED.

Does the seHdeclaration | YES | NO | Comments Not applicable

state that...? (add relevant
quote from the
selfdeclaration}?

users of this SNS are providg
with a range of psacy
setting options

users are provided with
supporting information to
help them make informed
decisions about the
information they post online

the privacy settings options
are accessible at all times

the privacy settings options
are prompent on the SNS

The service provider hal

2 These arrangements will depend on local jurisdiction and applicable law, as well as the existence of effective reporting
frameworks

22 If explicitly stated in the selfleclaation, eplain why this specific recommendation has not been included or considered
by the signatory intheirsetf e c | ar at i on. I f no explicit explanation is give
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taken into consideration the
implications of automatically
uploading information
provided by users (during
registration) onto  their
profiles

the service provider notifieg
users when any informatior
provided (during their
registration) is automatically
uploaded onto their profiles

the service provider allows
users, where appropriate, tq
edit and make public/private
the information (provided
during registration) that ig
automatically uploaded ontg
their profiles

users are allowed to viev
their privacy status of
settings at any given time

Assessment of Principle 6 on the seléclaration

Principle | How satisfactory is the Assessment of
Principle on the selfleclaration?

Very Rather Unsatisfactory
satisfactory | Satisfactory

What has been
implemented so far?

we

Areas  for further
improvement

Principle 7: Assess the means for reviewing illegal or prohibff‘embntent/conduct

FOR EACH OF THE BOUNG STATEMENTS,RKATHE ®@X THAT BEST DESERIBOUR ASSESSMENTHE SELF

DECLARATION OF TNE 8OU ANALYZED.

Does the seHldeclaration| YES | NO Comments
include relevant information
on the following?

Not applicable
(add relevant
quote from the
self
declaration§*

If and howthe SNS provide
assesses their service f
identify potential risks to
children and young people

the mechanisms employed b
the SNS provider in order t
determine the most
appropriate procedures fo
reviewing reports of illegal o
inappropriate  conteh  or
conduct

the types of procedures

2 prohibited content/conduct as defined by Terms of Servicegptable Use Policy and/or House Rules

2 explicitly stated in the setleclaration, explain why this specific recommendation has not been included or considered
by the signatory in their setfeclaration. If no explicit explanation is given, simplyimarii KS 02t dzYy dabhé
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employed by the SNS providg
in order to promote
compliance with the Terms ¢
Service, Acceptable Use Poli
and/or House Rules (e.q
human and/or automated
forms of moderation; technical
tools (e.g. filters) to lag
potentially illegal or prohibited
content; usergenerated
reports, etc.

Where human moderators arg
employed, reasonable step|
are taken to minimize the ris
of employing candidates wh
may be unsuited for work
which  involves  realime
contact wih children or young
people

Assessment of Principle 7 on the seléclaration

Principle | How satisfactory

is the Assessment of t

Principle on the selfleclaration?

Very Rather Unsatisfactory
satisfactory Satisfactory

What has been
implemented so far?

well

Areas for
improvement

further
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ANNEX 3. TESTING SBRIO SNBIDEGSHARING PLATFORMS

Name of SNS being reviewed

URL of SNS

Date(s) of testing

Name of tester

Contact email of tester

Contact phone of tester

Browserused for testing Chrome Firefox | Internet Explorer(7/8)| Opera Safari | Other, please specify

Section 1

Principle 1: Raise awareness of safety education messages and acceptable use policies to users, parents, teachers andqan@rsnent, clear and ge-appropriate
manner

1. IN THE FOLLOWIR&ERCISE YOU WILVEHAO MEASURE THHETIT TAKES YOU TROFSOME INFORMATION THE WEBSITE YAQREA'ESTING. USE RONOMETER TO
MEASURE THE EXACDAMT OF TIME IT T&KEOU TO FIND THEEOWING INFORMANGTART ALL THERRAEROM THE HOMEPAGHHE SNS WITHOBGRSTERING AS A USER

Starting from the homepage, find information about Time (in seconds) to find this info Info not available on this website

Terms of Use

Privacy information

Tips oreducational material on how to use the internet safely (for children)

Tips or educational material on how to use the internet safely (for parents, teachers,
carers)

Tips or educational material on how to use this SNS safe safely (for children)

Tips or educational material on how to use this SNS safely (for parents, teachers,
carers)

External links/referrals to educational materials about child safety

External links/referrals about organizations/authorities active in child safety, Insafe,
national hotline, police, etc.




2. WITHOUT REGIBTNG AS A USER, YEEASE ANSWER THE.BW/ING QUESTIONS:

This SNS contains the following type of information. Please mark all thg YES NO Observations
applies:

Tips/information fa children and young people on how to navigate ti

specific website safely and responsibly

Tips/information for parents, teachers or other adult carers on how to h

their children navigate this website safely

Terms of use/service for this SNS

Information on what constitutes inappropriate behaviour on this webs

and the consequences thereof (e.g. a code of conduct)

Privacy policy or privacy information about this SNS

General safety tips/information specifically targeted at childesrd young

people on how to surf the Internet safely and responsibly, for insta;

i KNPdzZK Wl St LJ LI3ISaQ

General safety tips/information or educational materials specific;

targeted at parents, teachers or other carers to help children surf

Internet safely and responsibly

Other. Please specify:

3. WHAT KIND OFFGIRMATION DOES TSNS PROVIDE ABOWHECIPIC ONLINE RISKNIPASE MARK ALL TARFLIES.

Does this SNS provide any information regarding the following YES YES, but it is difficult to NO Observations

online risks? Please cbse ALL that apply

understand for children ang
young people

The possibility of seeing or being the subject of images of chilg
abuse

Hate speech

Pornography or sexual content

Violence

Inappropriate contact from adults with a sexual interest in
children

Bullying

Divulging personal information

14



Posting sexually provocative photographs

Information on sekbharm actions (anorexia, suicide, etc.)

Other, please specify:

4. WHAT IS THE ROR OF THE SAFETRORMATION PROVIDEDTHIS SNS? CHOOBERJIAT APPLY

The safety (educational) information on this SNS contains YES

(Please mark all that applies):

NO

Observations

Audiovisual fragments (video / audio fragmentmimations, etc.)

Quizzes or games

Concrete examples related to safety (e.g. anecdotes, informati
on concrete consequences of safety threats, etc.)

External links/referrals to educational materials about child
safety

External links/regrrals about organizations/authorities active in
child safety, e.g. Insafe, national hotline, police, etc.

Written texts about safety

If written texts are used, short pieces of text are used (no more
than 1 or 2 short paragraphs per idea/caption)

If written texts are used, they are formatted with sub heads,
bullets and other devices (e.g. visible links) that facilitate
skimming and scanning of info rather than plain reading

Other. Please specify:

5. WHAT KIND OFFHGIRMATION IS PRESENTHE TERMS OF SEEXUSE OF THIS SIREEASE CHOOSE AIATTAPPLY.

In their Terms of Service/use does this SNS clearly state the
following? Please choose ALL that apply

YES

YESbut it is difficult to
understand for
children/young people

NO

Obsevations

Content that is not allowed on the social network (e.g.
pornographic or racist content)

Conduct (behaviour/actions) that is not allowed (e.g. bullying,
harassment, racist comments)

Consequences of engagementirohibited behaviour/actions (e.g.
your user profile/messages/photos might be deleted, or police
contacted)

Age requirements
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Other. Please specify

6. WHAT IS THE MR OF THE INFORMBANIABOUT THE TERMSSERVICE/USE OREOB CONDUCT RRQED ON THIS SNS®OSE ALL THAT APPLY

The information about the Terms of service/use or Code of
conduct provided on this SNS is presented in the form of (Pleg
mark all that applies):

YES

NO

Observations

Audiovisual fragments (video / audio fragmis, animations, etc.

Quizzes or games

Concrete examples related to safety (e.g. anecdotes, informati
on concrete consequences of safety threats, etc.)

External links/referrals to educational materials about child
safety

External linksfeferrals about organizations/authorities active in
child safety, e.g. Insafe, national hotline, police, etc.

Written texts about the Terms and conditions

If written texts are used, short pieces of text are used (no more
than 1 or 2 short paragrdys per idea/caption)

If written texts are used, they are formatted with sub heads,
bullets and other devices (e.g. visible links) that facilitate
skimming and scanning of info rather than plain reading

Other. Please specify:

7. THINKING FROME PERSPECTIVE CHIAD YOUNGER THANEARS OLD (E.(REENA MINOR 3), ANSRVTHE FOLLOWING SUBNS. IF THE SREWRE TESTING HAS A
MINIMUM AGE REQUIRENTT OF 13 YEARS OQIEDOLDER, QUESTI@NSID 8 SHOULD NCH ANSWERED AND YEBOGLD CONTINMATH QUESTION 9.

The safety tips and educational materials on this SNS

YES

NO

Observations

are presented using plain and succinct language appropriate for a child of thi

do not contain technical jargon difficult for a child of this age to ustierd

are easily seen because they are prominently placed on the SNS

there is no need to excessively scroll the webpage(s) to find this information

8. THINKING FROMHEHERSPECTIVE ORIACCYOUNGER THANEARS OLD (E.G. RERSMINOR 3ANSWER THE FOLLR®/QUESTIONS. IF BNES YOU ARE TESHKG A
MINIMUM AGE REQUIRENTT OF 13 YEARS OIFDOLDER, QUESTIGNB®ULD NOT BE ANSBIERND YOU SHOULINTMIUE WITH QUESTKDN

The information related to the website privacy and safety pofi(e.g. Terms ang

Conditions, Safety policy, Code of conduct, etc.)

YES

NO

Observations
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is presented using plain and succinct language for a child of this age

does not contain excessive technical jargon difficult for a child of this age to
understard

is easily seen because it is prominently placed on the SNS

there is no need to excessively scroll the webpage(s) to find this information

9. THINKING FROMHE PERSPECTIVE OF¥ YEARS OLD TEENAGEEG. MINOR 1 ANDNOR 2), ANSWERH FOLLOWING QUESIHO

The safety tips and educational materials on this SNS YES NO Observations

are presented usinglain and succinct language appropriate for a child of this

do not contain excessive technical jargon difficult for a child hi$ age to
understand

are easily seen because they are prominently placed on the SNS

10. THINKING FROME PERSPECTIVE 081X YEARS OLD TEENAGEEG. MINOR 1 ANDNOR 2), ANSWER THBELLOWING QUESTIONS:

The information related to the webite privacy and safety policy (e.g. Terms a YES NO Observations
Conditions, Safety policy, Code of conduct, etc.)

is presented using plain and succinct language for a child of this age

does not contain excessive technical jargon difficult forhddcof this age to
understand

is easily seen because it is prominently placed on the SNS

Alternative ways of implementing Principle 1 on this SNS website

7. Here refer to any alternative ways this Principle has beggiemented on this specific website and which has not been included in this test
8. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to thBoafpiicctionality in question, links to relevan
additional information on the website, etc.




Section 2
Principle 2: Work towards ensuring that services are aaapropriate for the intended audience

1. WHICH OF THELEOWING STATEMENREARUE OF THE SDIS XRE TESTING?

¢tKA&d 6S0aArlsSX YES NO Observations

clearly indicates which services are not appropriate for children and yq
people or where a minimum registraticage applies

By defaultemploys a safety mode/family filter/etc. that automatically restrig
AYELLINRLNALF GS GARS2a (2 @&2dzy3SNI dz
for first time users.

Offers access to safety mode/family filter/etchat automatically restricts
AYEFLILINRLINAEF GS @OARS2a (2 @&2dzy3ISNI dz
default.

encourages the uptake of parental controls by prominently displaying how t
i22ta tt2g LI NByiGa (2heséryece 3S G KSA

allows users to label, rate or age restrict videos/content where appropriate

Ffft2ga LI NByda G2 Y2yAG2NJ GKSANI O

does something else to ensure that its services are-agg®opriate for the
intended audiencePlease specify what they do:

1 Before continuing answering the next series of questions you must create an account of a minor on this SNS (Minor 3).

1 While signing up only include the minimum information required by this SNS. If you are asked anymamidamnation to sign up use the data from (Minor 3).

1 If during the test you are required to provide any extra personal information not contained in the persona’ s descriggigonutself in the description provided in order to create
credible infomation that matches the current persona. If necessary you may provide credible, but not real addresses and/or telepha(®.numbe

1 If you are required to provide one (or morenail accounts (for instance a child’s plus an adult's email account), a®atany eamail accounts as necessary. Try to avoid using your
existing personal-enail accounts.

2. WHAT TYPE OF INFORMMN DOES THIS SEQRBIRE FROM YOU ED K¥OU SIGN UP?

When trying to sign up as a-@ear old this SNS requires you to submit thH ~ Yes No Observations
following information. Mark all that applies:

Name
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Nickname

e-mail*

Date of birth

Sex

Address or place of residence

A valid telephone or mobile phone number

Parental or guardian permission (e.g. via am&i sent to your parent/guardian)

Other, please specify:

* |f asked for your enail for verification purposes DO NOT check yemad!, yet

3. AFTER SIGNINBAS 9EAR OLD USER, WHAPPENED?

What happened during/after signing up? YES NO Observations

| was able to sign up because this SNS is netegjdacted

| was able to sign up even thougty®ar old children are not supposed to use t
SNS

| was able to sign up even without verifying mynail*address

| was able to signpuonly after clicking on the verification link** sent to me via
mail

| was able to sign up only after my parent/guardian authorised me to do so
via a confirmation enail)

L 260FAYSR aLI NBydalt O2yaSyié roigk an
account | created on the spot, but a child could also do the same, so no 3
parental consent is heeded to be able to use this website.

| was not able to sign up. The SNS denied the signing up due to age restrictig

I was not able tsign up. The SNS denied the signing up, but | was not told wh

Other. Please specify:

*If youwere notasked for& F A f @GSNAFAOFGAZ2Y RdzZNAY3I aA3Ty dzLJ YFENJ] abz2d F@FAtlroftS 2y GKAA {b{é
** |f necessary you can check youmail verification now

If youwere rejected to create an account on this SNS for being under the minimum age requirement try to sign up again, beitigesamage just above the minimum age required by this
SNS to sign up. Do not change any of your computer settings (e.g. domaser any cookies or browsing history).
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4. AFTER SIGNINBAS A CHILD ABOVIE MINIMUM AGE RE®ED BY THIS SNS, WHAPPENED?

What happened when trying to sign up this time? Mark ALL that applies YES NO Not available on this| Observations
SNS

| was able to sign up because this SNS is notresgfeicted

| was able to sign up even though this SNS is supposed to besigeted

| was able to sign up even without verifying mynail* address

I was able to sign up only after clicking the verification link** sent to me via-¢
mail

I was not able to sign up. The SNS denied the signing up due to age restrictig

| was not able to sign up. The SNS denied the signing up, but | was not told W

| was not able to sign in bease of my previous attempt to sign up as a 9 yelar
child. The SNS has installed cookies on my computer that do not allow me t
up again from this computer

Other. Please specify:

*If you were not asked for-enail verification during sign upark N/A
** |f necessary you can check youmail verification now

IF YOUR PREVIOUSEMHATS TO SIGN UPAASINOR HAVE FAILPDEASE REMOVE AN®KIES THAT MAY HBHEN INSTALLED ONR@OMPUTER AND SUBPNAGAIN USING THE
MINIMUM AGE REQUIRED TH8 SNS. IF THIS DABS WORK TRY SIGNINNG-ROM ANOTHER COVIER.

5. AFTER SIGNINBAS A CHILD ABOWE MINIMUM AGE RE®ED BY THIS SNS, WHAPPENED?

What happened when trying to sign up this time? Mark all that applies YES NO Not available onthis | Observations
SNS

| was able to sign up because this SNS is notesjgacted

| was able to sign up even though this SNS is supposed to besigeted

| was able to sign up even without verifying mynail* address

| was able to gin up only after clicking on the verification link** sent to me via
mail

| was not able to sign up. The SNS denied the signing up due to age restrictig

| was not able to sign up. The SNS denied the signing up, but | was not told W

I was not able to sign in because of my previous attempt to sign up as a-®glge
child. The SNS has installed cookies on my computer that do not allow me t
up again from this computer.
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Other. Please specify:

*If you were not asked for-enail verification during sign up mark N/A
** |f necessary you can check youmail verification now

1 To continue with the test you will have to create 4 new user accounts: two adult profiles and two minor profiles. Createcinests using the informatiorofn the 2 girl teenage
(minor 1 and 2) and the 2 adult personas you were given together with the instructions of this test.

1 If during the test you are required to provide any extra personal information not contained in the personas” descrigtigaut®lé in the description provided in order to create
credible information that matches the current PERSONA. If necessary you may provide credible Address or telephoneBuliflbgr(s),means, real ones!

6. SIGN UP AS MINORND ADULT 1, WHKIND OMNFORMATION DOESSBNS REQUIRE FRABNHEOF THESE USERS?

When signing up the SNS requires you to submit the followi Minor 1 Adult 1 Observations
information. Mark all that applies:

Real name (First and last)

Real name (only first)

Nickname

e-mail*

Date of birth

Gender

Nationality

Home address

Place of residence

School or work address

Telephone or cell phone number

It requires me to accept the Terms and Conditions of the service

Other, please specify:

BEFORE CONTNUINGMWIHE TEST, FOLLOAESE STEPS:

1 DO NOT change any settings on your SNS accounts because in the next section you will have to perform some testdefathitthettangs.
1 Create user accounts for Minor 2 and Adult 2.
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=A =4 =4 4 -4 A

Add as muah information as possible to ALL THE profiles (Minors 1, 2 and 3 and Adults 1 and 2), but do not change any settiofhthasaraccounts. The

account settings should be the default ones.

/| KFy3dS aAy2NloQa 38 (G2 wmoouldbe23N) 6KS NBad 2F GKS GSaid aAy2Nl o

Minors 1, 2 and 3 should be each other’s friends. Add them to each other’s contacts/friends.

G! Rdzf G Hé¢ aK2dZ R 06S FTNASYR 2F a! Rdz G wmé¢ 2ytes odzi KS a!{¢ bh¢ 06S FNASYR 27F
Post some pictures and some comments on yourafie

Post some pictures and comments on each of your yseafifes Also, leave comments on your other usprefilesd 2 (G KF G (KSe& 221 aaz20Al ¢
From now on you will have to use one or several of the user profilesrgated épending ontie question you have to answer. Sign in with the most appropriate

profile according to the tasks you have to perform.

Write down the user names;raails, passwords and age of ALL your accounts.

User name Adult 1

Password Adult 1 account

Age Adult 1

e-mail Adult 1

User name Adult 2

Password Adult 2 account

Age Adult 2

e-mail Adult 2

User name Minor 1

Password Minor 1 account

Age Minor 1

e-mail Minor 1

User name Minor 2

Password Minor 2 account

Age Minor 2

e-mail Minor 2

Username Minor 3

Password Minor 3 account

Age Minor 3

e-mail Minor 3
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Alternative ways of implementing Principle 2 on this SNS website

9.

10. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to tagoagfplictionality in question, links to relevant additiong

Here refer to any alternative ways this Principle has been implementebisispecific website and which hawet been included in this test:

a. Specify if and how this SNS has considered how their service may be associated with potential risks to children andpleundeepit is intended for them to use the

service
b. Specifithe mechanisms/measures employed by this SNS is order to limit exposure to potentially inappropriate content and contact

information on the website, etc.

1. USING THE DEFASBETTINGS OFYROSNS ACCOUNTSWHHOUT CHANGINGUR INITIAL SETTINGBSANY OF THE ACCDENNDICATE WHIBHOhwa! ¢ Lhb Bhw | M€ dal

IS VISIBLE TO THEIFOWING PEOPLE. BEERAY ATTENTIONIHE FOLLOWING:

Make sure your Minor 1's and Minor 2's Profiles @aionas much information as possible (e.qg. likeklress, hobbies, etc.).
Add a few videos and use some other applications (e.g. ratings, post comments, descriptions of the videos, etc.)ysuthabéles look active
To search the profile of Mindras a useof this SNS, only employ the internal search engine of the SNS you are testing.

= =4 -8 =

searchand Yahoo! search

To search the profile of Minords a nonuserof this SNS (i.e. notsignéady’ ' & | dzASNL I dza8 GKS F2tf26Ay3

a @ EQednk MSNy 34y S a

f  Inbothcasesusethe naraadii KS adz2Ny I YS 2F aYAY 2N mé FSTHIIReENYy BENG SR GBYNOK dSNIE o W2 K

By default Which of the following My current Visible to +AhaAiof S 1 Visibletod ! Rdzt| Visible to other Observations
AYTF2NXIEGA2Y A& WLz f | profile contains | & a A y 2 N (your contact) (user of this SNS, | people who are non
all that applies: the following but not your users of this SNS

information contact)

Real name (First and last)

Real name (only first)

Nickname

e-mail

Date of birth

Gender

Educatim

Nationality

Hobbies

Home address
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http://www.google.com/webhp?hl=en
http://search.yahoo.com/
http://search.yahoo.com/
http://search.yahoo.com/

Place of residence

School or work address

Telephone or cell phone number

Pictures where you appear

(Any) videos you posted

Videos of you uploaded by you oy bthers

My online status

aeé ftAald 2F O2yidl Olax

Comments/messages posted by other users
Y& allzof A0 LINBTFAL SE

Other, please specify:

H® {LDb vi bmé& & a{allOn SETTIBIGSECF BHISOUNT, |.E. WHOUT CHANGING YONRIAL SETTINGDIGATE WHICH OF REELOWING THINGS YZ2M DO.

By default, s KSy &aA3dySR Ay & daAy2N] mé| YES | YEShutlneed permission| NO | Not available Observations
from the user who posted if on this SNS
on my profile

lamabf G2 RSt SGS LRAGAYI&kO02YYSyl
i.e. my profile as others can see it

| am able to delete content (e.g. videos) | have uploaded on my p
profile (e.g. by deleting tags)

| am able to delete postings/commentsthers have made about m
BARS2akYS 2y Yé WLzt A0 LINRPTAL SO

| am able to delete content (e.g. videos) others have uploaded of me o
public profile (e.g. by deleting tags)

Something else happens. Please specify:

oD { LDb vi bmEING TIHEEEAUKT SETTINGISTHIS ACCOUNT, WETHOUT CHANGINGUR INITIAL SETTING®ICATE WHICH THE FOLLOWING THINKAS! HAPPEN
ON YOUR PROFILE.

.®@ RSTldA G ¢6KSy aAa3aySR Ay | & dal YES | YESbutlmust NO | Not available Observations
approve it on this SNS
before it is
published

ltf dzaSNE Oly LRad O2vYYSyida 2y | | | | |
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with information about me that others can see)

Only my contacts/friends can post comments on my public profile

All users can uphkd content (e.g. videos) on my public profile

Only my contacts/friends can upload content (e.g. videos) about me or
public profile

By default,anybody (registered and neregistered users of this SNS) ¢
contact me (e.g. via (private) mesgyes)

By default,all registered users can contact me (e.g. via (private) messa
By default, only people belonging to my approved contacts list can con
me (e.g. via (private) messages)

By default my full profile is set tod LANAI G Smyzprofledifotmation
OLyyz2i ©6S @ArASsSR: SEOSLII o6& TN
tAadée

By default all users of this SNS can send me friend requests
Bydefault 2yfé& Yeé FTNASYyRa wOz2yidl Oia
Something else happens. Please specify:

4. KEEP ON USING MOUt wh CL [ 9 EXRLOREHTWE RREVIENTINGS ON YOURMREROAND ANSWER HAELOWING QUESTIARNSIEEDED SIGN INA$ER USERS AS WELL.

l'a daAy2NI mé 2y (rwing: {b{X L OlYy YES NO Not available on Observations
this SNS

report abuse or bullying

block other users from contacting me
block other users from viewing my profile
reject friendship requests

Specify who or which groups of users can contaet (defined by age
gender, etc.)

Restrict the search options of other users so that they cannot find me
Do not allow adults to find/contact me)

Set my profile to private so that nfull profile cannot beviewed except by
YFNR Sy R&OtActsisy Ye O2

Set my profile to private so that | cannot bentactedS E O S LJi 6 &
my contacts list

| have to change settings for my personal information (all the informaj
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contained on my current profile including videos, contacts fissts, etc.) to
be viewed by other minors

| have control over the display of my online status. | can decide if o
LIS2LX S Oy 4SS YS 6KSYy LQY 2yf Ay

I am notified when | am identified (tagged) in pictures/videos, etc. pos
2y 20 KSNiofilgs 2 LI SQa

This SNS provides me with other privacy features. Please specify how
work

5. KEEPONUSINGY® t wh CL [ 9. INRELABIONVTOMBHEVACY SETTINGS JI8T EXPLORED, HOWMIDIFFICULT WASOIDO THE FOLLOWING?

OntheSNS K2g Sl aé ¢l a Al 02XK

report abuse or bullying

Very easy

easy

Not easy but not
difficult

difficult

Very difficult

Not available on
this SNS

block other users from contacting me

Block other users from viewing my profile

reject friendsip requests

Restrict the search options of other users so that they cannot find me
Do not allow adults to find/contact me)?

Set my profile to private, i.e.my“full profile cannot be viewed or | can
608 02yl OGSR SEny8dniactlisté WFNRAR Sy RA

Change settings before my personal information could be visible to g
users

Change settings for my personal information (all the informat
contained on my current profile including pictures, contacts list, po
etc.) o be viewed by other minors

Control the display of my online status (i.e. deciding if other people
4SS YS gKSYy LQY 2yt AySo

use additional privacy feature X. If this SNS contains any additional pf
features, please refer to them here

use additional privacy feature Y. If this SNS contains any additional ptf
features, please refer to them here
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6. KEP ONUSING YOURPR. [ 9 & a L bThHAPREBSPNVHEN YOANN TO UPLOAD PICEBR/IDEOS OR POSTORMATION TO YOURFRE?

l'a daAy2NI mMéxX gKSy L Y loz2dzi 0 YES NO Observations
get:

Technical guidance on how to upload videos or other types of content

Safety warnings/guidance about uploading videos or other typeg
content online
Technical guidance on how to post information/comments

Safety warnings/guidance on publishing personal information online

Other type of relevant information. Please specify:

7. KEEPONUSINGY® t wh CL [ 9 INREULADIONMTOMBENENT AVAILABLE ONSWEBSITE, IS IT 8IBEGE FOR MINOR 1HAYE ACCESS TO TRIHBWING TYPE OF
INFORMATION?
1 Use the internal search engine of this SNS,exthustivelylook for videos, comments, photos, etc. that may contain inappropriate contentifiarsras the ones listed belo¥ou
Oly GelL)s GSNya adOK a aLER2NYyér GSEGNBYS OAz2fSy0Sésy aNIlIOA&AYEZ aadzAi OARSés SO0
1 Keep screenshots of ALL the inappropriate content you find.

Is it possible for Minor 1 to have access to videos with  Through video search| ¢ K NB dzZ3 K F y|  Through links to Through another Observations
the following type of cantent in the following places on| intheinternalsearch | 2y f € ¢ I NS related place/functionality
the SNS? Mark with an X all that applies. engine 0Sda0 aas videos/content on this SNS

Discriminatory language or behaviour

Drug taking in a context that promotes encourages
drug misuse or the misuse of easily accessible

highlydangerous substances (for example, aerosols
solvents)

Detailed dangerous behaviour (for example, hangi
suicide, selharming, etc.) which could b
copied/imitated by youngsters

Nudity in a sexual context and with strong detail (i
very explicit sexual images) and/lor who
primary purpose is sexuarousal or stimulation

Strong violence that dwells on the infliction of pain
injury
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Strong sadistic osexualised violence (e.g. a rape)

Detailedverbal references to sexual violence

Other types of content whose treatment is n
appropriate for minors. Specify what type of content th
is (add links AND keep screenshots) and justify why 4
content would not be appropriate for children of this ag

8. ARE THERE ANY MERISMS IN PLACE THNS WEBSITE TO AYODHAT REGISRHED MINORS (E.G. @RS 1 AND 3) GET BESS TO INAPROPRIBREUNWANTED (BUT NOIOEGAL)

CONTENT?

Which of the following mechanisms are employed by this website to
avoid that minors have access to inappropriate or unwanted content?

Family or parental Filtering

YES

NO

Observations

Automatically blocking of inappropriate content for children younger th
a certain minimum age

Certain sections of the site are restricted to minors (e.g. adoly
channels, sex channels, etc.)

Warnings placed o the content itself so that users can make inform
decisions regarding if they want to access that content or not (e.g.
video you are about to watch contains strong violent images.)

Other mechanisms. Please specify how this provider makes sate
children and young people registered on their website are not expose

inappropriate content on their website

9. WITHOUT SIGNIN AS A REGISTERESEBDF THIS WEBSITHTIBOSSIBLE FOR ASER (INCLUDING MRE) TO HAVE ACCESS$HE FOLLOMG INFORMATION ONISISNS?

f Use the internal search engine of this SNS to look for videos/photos/comments that may contain inappropriate contentgoy inz Ol y

PGA2t Sy0Séz aadha OARS¢éz SiOo
1 Keep screenshots of all thiappropriate content you find.

G e s

G SN a

Without being a registered user of this website, is it possible for any us
(including minors) to have access to the following type of information?

Discriminatory language or behaviour

YES

NO

Observations

Drug takng in a context that promotes @ncourages drug misuse or th
misuse of easily accessible and higlaygerous substances (for exampl

aerosols or solvents)
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Detailed dangerous behaviour (for example, hanging, suicide;
harming, etc.) which coulde copied/imitated by youngsters

Nudity in a sexual context and with strong detail (i.e. very explicit se
images) and/or whose primapurpose is sexual arousal or stimulation

Strong violence that dwells on the infliction of pain or injury

Strong sadistic osexualised violence (e.g. a rape)

Detailedverbal references to sexual violence

Other types of content whose treatment is not appropriate for ming
Specify what type of content this is (add links AND keep screenshots|
justify why such content would not be appropriate for children of this a

10. WITHOUT SIGMKENN AS ANY USERHERE INFORMATIONTBNS SNS ABOUT TRELFOWING?

Does this SNS provide the following information?

Information/tips for parents on the available tools for wider intern
access (e.g. the benefits of using filtering tools and/or parental conti
and how they can be used to help them protect young people

YES

NO

Observations

Information/tips for parents on the available tools on shENS (e.g
parental controls, filtering tools, etc. provided by this SNS) and how
can be used to help them protect young people

Any other relevant information/advice/tools to help parents support the
children in managing a safe online experiemmn this SNS. Please specify

Alternative ways of implementing Principle 3 on this SNS website

content or conduct

additional information on the website, etc.

5. Here refer to any alternative ways this Principle has been implemented on this specific website and whidhbleas macluded in this test. Include information on:
a. How this provider assists children and young people in managing their experience on their service, particularly witlo iegaptdpriate or unwanted (but no illegal)

b. Refer to anytools/functionalities employed by this provider to minimise the risk of unwanted or inappropriate contact between childrag/people and adults
6. Clearly specify the places on the website where such information/application(s) is/are placed by adds)gtdirtke application/functionality in question, links to releva
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Section 4
Principle 4: Provide easip-use mechanisms to report conduct or content that violates the Terms of Service

1.IN THE FOLLOWING EREE YOWILL HAVE TO MEARRUTHE TIME IT TAKBE® TO FIND THE REPMIG MECHANISMS THE SNS YOU ARE TNESTUSE A CHRONEMR TO
MEASURE THE EXACDAMT OF TIME IT TSKEOU TO FIND THEEWIART ALL THE TASRGM THE HOMEPAGETGE SNS.

Starting from the homepage, find the following: Time (in seconds) to find this info Info not available on this SNS

Abuse Report Form

Report abuse via-malil

Link to abuse report form from an external local agency or organization,
Inhope, Insafe, ChildNet, @t

A hotline/phone number to contact a safety expert/responsible from within {
SNS

A hotline/phone number to contact a safety expert from another organizatior|

A link/information on Violation of terms and where and how to report them

An indication of how reports are typically handled by this SNS

Other reporting mechanism, please specify:

2. MENTION ALL THE EXISTING MECHANISMS AND TOOLS AVAILABLE ON THIS WEBSITE TO REPORT ABUSE/VIOLATIONS OWNBPEKS DFEVYHEBESIAREFULLY AND
READ THE TERMS OF SERVICE, ACCEPTABLE USE POLICY AND/OR COMMUNITY GUIDELINES PROVIDED ON YOUR SNS AND ANESVEERNSHE FOLLOWING QU

Mention all the possible mechanisms and tools YES add URL on | NO,not available Observations
available to report abuse/violations of Terms of SNS) on this SNS
Use/policy on this site:

A button to flag inappropriate content
A report button

Abuse Report Form

Report abuse via-malil

Link to abuse report form from an external local ager
or organization, e.g. Inhope, Insafe, ChildNet, etc.
A hotline/phone number to contact a safel
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expert/responsible from within this SNS

A hotline/phone number to contact a safety expert fro
another organization

A link/information on Violatiorof terms and where and
how to report them

An indication of how reports are typically handled by t

SNS

Other, please specify:

3.SIGN IN AS MINORGAO TO THE INTERNEKBRCH ENGINE OF T3NS AND LOOK FORARROPRIATE CONTEDR A CHILDF THIS AGE. YOU @ANt 9
a9 - ¢w9a9 zd{h[L9/bL 0T AVIDETHAPNABPROPRIATE FORLCREN AGED 15 OR MGBR TO SEE. ANSWHR QUESTIONS BELMVRELATION TO THE

REPORTING MECHANIS®SLS AVAILABLE THNS SNS

¢cOwal{t WWhésx

1 Report the video selected as containing inappropriate content using the most prominent and most readily available mauhiaais&year old child would normally use on this SNS.

1 Check if the inappropriate content is removed from the site. How loeg itltake to be removed?

1 Because it may take some time before the SNS sends a reply to minor 1 about the report, the following question (qusstitor34)fmay be answered at a later time. Please keep
on checking the email address you used to reghee problem to the SNS until right before you submit your national report. Do not forget to check your spam as wellthesaus

types of messages may also arrive directly to the spam folder.

1 If the provider contacts Minor 1 asking for specific infation, answer all the messages you may receive and keep screenshots of them-ag. BOKNOT initiate contact with the

provider yourself.

1 Report the situation using only ONE reporting mechanism ONCE. If nothing happens, do not try any other regobréinignms and do not contact the provider.

ANSWER THE FOLLOWINUESTIONS IN RELATT® THE REPORTINECMANISMS/TOOLS AWBILE ON THIS SNS:

REPORTING MECHANT®STED:

In relation to the reporting mechanism available on the site

The instructions on how to use the reporting tools/mechanism are writ
using planeand succinct language, easy for a child of this age to understand

Yes

No

Not available on this
website

Observations

The instructions on how to use the reporting tools/mechanism do not con
excessive technical jargon difficult for a child of this age to understand

The instructions on how tase the reporting tools/mechanism are easily se
because they are prominently placed on the SNS

there is no need to excessively scroll the webpage(s) to find instructions on

to use the reporting tools/mechanism
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The reporting mechanism/tda@an be accessed at all times from the SNS

There is a link to the report mechanism/tool on every page on this SNS

I could successfully report abuse without encountering any difficulties in
whole process

| could report abuse, but | encatered some difficulties during the proceg
(please specify which difficulties you encountered in the observations sectiq

The report mechanism/tool sends a natification of receipt to the user indical
that the report is being handled

The repat mechanism gives feedback to the user about the report result. If
how long did it take to get an answer?

I did not receive any reply, but the inappropriate content was removed from
site. If so, how long did it take to remove the content?

Abuse report mechanism/tool asked for information | could not provide

Abuse report mechanism/tool asked for unnecessary or irrelevant informat
(i.e. additional details without which an efficient report could still be handled
*Include concreteexamples of unnecessary information in the Observati
section

If there are forums or volunteer moderators on this SNS, can you report
problem to them or ask them for advice on how to report your problem?

If you contacted any volunteer medator or forum on your SNS, did you g

successful guidance/information from them?

Alternative ways of implementing Principle 4 on this SNS website

guidelines, etc.

additional information on the website, etc.

5. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not beshimthigitest. Include information on:
a. Any additional mechanisms employed by this provider to rep@ppropriate content, contact or behaviour as outlines in their Terms of Service, community

6. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to thBoagipiictionality in question, links to relevant
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Principle 6: Enable and encourage users to employ a safe approach to personahiion and privacy

1o {LDb wL bméldf .¢ a LHGBHOF THE EALLGWINBORMATION NEED3J/RAPERMISSION BEFBREG VISIBLE TO ERHUSERS?

Do your privacy settings allow you to make
the following information visible/invisible to
each of he following people/groups? Which
of the following information can be made
available to which of the following people?
Mark all that applies.

Your current profile
contains this info

Specific friends in
you contact list

(e.g. only visible to
GaAy 2Nl HE

All the people in
your contacts list
6So3ad a!

Other users of this SNS,
but not in your contacts
tAad oSo3a0

Other nonregistered
users of this SNS

Observations

Real name (First and last)

Real name (only first)

Nickname

e-mail*

Date of birth

Gender

School | attend

Nationality

Hobbies

Home address

Place of residence

School or work address

Telephone or cell phone number

Pictures of you

Picures/videos of me uploaded by me or |
others

My online status

ad fAald 2F O2yidl Oldax

Comments/messages posted by other users
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Y& allzft Al

others)

LINETAE S¢

Other, please specify:

2. EXRDRE THE PRIVACY BEITF OPTIONS AND BANICE AVAILABLE GNSTSNS AND ANSWHE FOLLOWING QUESIBO

Ly NBfFliAzYy (2

LINA g Qe

AYVF2NXIGAZ2Y

While adding information to your profile, were you informeddole aware that
(some of) this information would be made visible/available to other users?

YES

NO

Observations

information online?

Did you receive any supporting information on the consequences of posting

possible?

Did you get any information/guidance on how make your peofis private as

Are you able to view your privacy status or settings at any given time?

3. IN THIS SECTION WoIUL HAVE TO EXPLORKE OF THE PRIVAEYTINGS AVAILABNETEIIS SNS. FOLLOYETNSTRUCTIONS:

1 Sign in as Minor.1

1 Post avideo that is only meant to be viewed by Minor 2. Change your privacy settings so that this video is only visible to her.
1 You do not want adult 2 to be able to have access to any of your information on your profile. Block this user.
1 Right after answeringupstions 3 and 4 make sure your privacy settings are set back to the default privacy settings, i.e. undo all the prigacyosethay have changed.

After having restricted access to your Your Visible to Visible to Visibleto |+ AaA 0t S 2| Visible to other people who Observations
information on this SNS, can other users still| current dary2NaaAy2N a! Rdz | (userof this SNS, but| are nonusers of this SNS
have access tohe following information on profile not your contact)
your profile? contains after my consent
this info

Real name (First and last)

Real name (only first)

Nickname

e-mail*

Date of birth

Gender

School | attend

Nationality

34




Hobbies

Home address

Place of residence

School or work address

Telephone or cell phone number

Pictures of you

Pictures/videos of me uploaded by you or
others

Your online status

C2dzNJ fA&G 2F O2yial O

Comments/messages posted by other users
Y& alldzftAO LINRBTAL S¢
others)

The video that should only be visible to Min
2

Other, please specify:

4. ANSWER THE FOWING QUESTIONS BLRTION TO THE PRAVAETTISGAVAILABLE ON TEHINS

Ly NBflIdA2Yy (2 0GKS LINA@GIFO& &aSi Yes No

The instructions on how to use the privacy settings are written us
plane and succinct language, easy for Minor liiderstand

Not available on this
website

Observations

The instructions on how to use the privacy settings do not con
excessive technical jargon difficult for a child of this age to underst

The instructions on how to use the privacy settings are easily ¢
because they are promently placed on the SNS

there is no need to excessively scroll the webpage(s) to
instructions on how to change privacy settings

The privacy settings can be accessed at all times from the SNS

There is a link to the privacy settings every page on this SNS

| could successfully restrict access to my personal information to o
users, except Minor 2, without encountering any difficulties in 1
whole process

| could restrict access to my personal information other userseptx

Minor 2, but | encountered some difficulties during the proce




(please specify which difficulties you encountered)

I could successfully block Adult 2 without encountering any difficul
in the whole process

| could block Adult 2, but | eountered some difficulties during th
process (please specify which difficulties you encountered in

observations section)

IN THIS LAST TASK YOU WILL HAVE TO EVALUATE HOW EASY IT IS TO DETELE AN EXISTING USER PROFILE ON THIS 38I8RAS-AIH SYSHMUPREREMAIN
ACTIVE EVEN AFTER THE TEST HAS FINISHED, YOU WILL HAVE TO CREATE A NEW USER ACCOUNT). PLEASENKEBP YYXOMRNBRENADOUS ACCOUNTS
SHOULD BE DELETED

1 Create a new user account for a minor (e.g. Minor3" s brother).

9 Fillin some personal information for this new profile (e.g. name, age, place of residence, hobbies, etc.).
1 Add some extra information to this account (e.g. upload a couple of pictures, comments, etc.).
1 Delete this account.
1 Once you have deleted this newcount, answer the following questions

5. HOW EASY WAS IT TO DO THE FOLLOWING?

hy GKS {b{X K2¢ Slae gsla Al G2X Very easy easy Not easy but not difficult Very difficult Not available on
difficult this SNS

Delete this profile?
Find instrucions on how to delete the account you just created?

Find information on the consequences of deleting your profile (e.g. y
profile will be deleted, but some information will be retained by t|
provider, etc.)

6. WHAT HAPPENED WHDEHETINGaL bhw o0¢é¢ t whCL[ 9K

While deleting this profile: YES NO Observations

| could find easyo-understand information on how to delete my profile

There was a clear link/button provided for deleting my profile

| could only deactivate my profile bubhcompletely delete it

The provider clearly states what personal information they collect/ret
after deleting my profile
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The provider clearly states how my personal information is/may be (
once my profile is deleted

Alternative ways ofimplementing Principle 6 on this SNS website

3.

4.

Here refer to any alternative ways this Principle has been implemented on this specific websiteiandhagnot been included in this test. Include information on:

a. Any additional functionality/tool, etc. that may support children and young people make informed decisions about the iidfortiney post online.
Clearly specify the places on the website whsuch information/application(s) is/are placed by adding link(s) to the application/functionality in question, linkeuante
additional information on the website, etc.
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ANNEX4. TESTING SCENARNBSAMING PLATFORMS BHTE)

Name of SNS being reviewe(

URL of SNS

Date(s) of testing

Name of tester

Contact email of tester

Contact phone of tester

Browser used fotesting Chrome Firefox | Explore(7/8) Opera Safari Other, please
specify

Section 1

Principle 1: Raise awareness of safety education messages and acceptable use policies to users, parents, teachers andagan@rgnent, clear and
age-appropriate manner

1. IN THE FOLLOWIEGERCISE YOU WILVEHAO MEASURE THHEETIT TAKES YOU TROFSOME INFORMATION THE WEBSITE YQREATESTING. USE A
CHRONOMETER TO MBRSUHE EXACT AMOWNFTTIME IT TAKES YAUFIND THE FOLLOWINFORMATION. START THEASKS FROM THE HOMEPAOF THE
SNS WITHOUT REGISNERS A USER.

Starting from the homepage, find information about Time (in seconds) to find this info Info not available on this website

Terms of Use

Privacy information

Tips or educational mateti@mn how to use the internet safely (for children)

Tips or educational material on how to use the internet safely (for parg
teachers, other carers)

Tips or educational material on how to use this website safe safely (for childrer

Tips or eduational material on how to use this website safely (for pare
teachers, other carers)

External links/referrals to educational materials about child safety

External links/referrals about organizations/authorities active in child safety,
Insak, national hotline, police, etc.




2. WITHOUT REGIBTNEG AS A USER, HEEASE ANSWER THE BW/ING QUESTIONS:

This website contains the following type of information. Please YES NO
mark all that applies:

Observations

Tips/information for childrerand young people on how to naviga
this specific website safely and responsibly

Tips/information for parents, teachers or other adult carers on h
to help their children navigate this website safely

Terms of use/service for this website

Information on what constitutes inappropriate behaviour on tH
website and the consequences thereof (e.g. a code of conduct)

Privacy policy or privacy information about this website

General safety tips/information specifically targeted at children &
young people on how to surf the Internet safely and responsibly|
AyadlyoOS GKNRBdzZAK WISt LI LI ISAEC

General safety tips/information or educational materials specific
targeted at parents, teachers or other carers to help children
the Internet @fely and responsibly

Other. Please specify:

3. WHAT KIND OFHGRMATION DOES TWESBSITE PROVIDE ABSBECIFIC ONLINEKRSI? PLEASE MARKTMAT APPLIES.

Does this website provide any information regarding the YES YES but it is difficult to NO

following online risks? Pleaseéhoose ALL that apply understand for children ang
young people

Observations

The possibility of seeing or being the subject of images ¢
child abuse

Hate speech

Pornography or sexual content

Violence

Inappropriate contact from adults with a sexual interest i
children
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Bullying

Divulging personal information

Posting sexually provocative photographs

Information on sekharm actions (anorexia, suicide, etc.)

Other, please specify:

4. WHAT IS THE MO OF THE SAFETRORMATION PROVIDEDTHIS WEBSITE? CBEG@LL THAT APPLY

The safety (educational) information on this website
contains (Please mark all that applies):

YES

NO

Observations

Audiovisual fragments (video /audiodgments,
animations, etc.)

Quizzes or games

Concrete examples related to safety (e.g. anecdotes,
information on concrete consequences of safety threats,
etc.)

External links/referrals to educational materials about
child safety

External lnks/referrals about organizations/authorities
active in child safety, e.g. Insafe, national hotline, police,
etc.

Written texts about safety

If written texts are used, short pieces of text are used (n
more than 1 or 2 short paragraphs per idea/tiap)

If written texts are used, they are formatted with sub
heads, bullets and other devices (e.qg. visible links) that
facilitate skimming and scanning of info rather than plain
reading

Other. Please specify:
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5. WHAT KIND OFFH@RMATION ISESENT IN THE TERWMSSERVICE/USE OFSTWEBSITE? PLEASEBQSE ALL THAT APPLY

In their Terms of Service/use does this website clearly state t| YES YESbut it is difficult to NO Observations

following? Please choose ALL that apply understand for
children/young peple

Content that is not allowed on the social network (e.g.
pornographic or racist content)

Conduct (behaviour/actions) that is not allowed (e.g. bullying,
harassment, racist comments)

Consequences of gagement in prohibited behaviour/actions
(e.g. your user profile/messages/photos might be deleted, or
police contacted)

Age requirements

Other. Please specify

6. WHAT IS THE RORT OF THE INFORMBNIABOUT THE TERMSSERVICE/USE OREOBCONDUCT PROVIDEDTBINS WEBSITE? CHOGISETHAT APPLY

The information about the Terms of service/use or Code of conduct provided| YES NO Observations
this website is presented in the form of (Please mark all that applies):

Audiovisual fragments (dieo / audio fragments, animations, etc.)

Quizzes or games

Concrete examples related to safety (e.g. anecdotes, information on concretg
consequences of safety threats, etc.)

External links/referrals to educational materials about child safety

External links/referrals about organizations/authorities active in child safety, e
Insafe, national hotline, police, etc.

Written texts about the Terms and conditions

If written texts are used, short pieces of text are used (no more than2lshort
paragraphs per idea/caption)




If written texts are used, they are formatted with sub heads, bullets and other
devices (e.g. visible links) that facilitate skimming and scanning of info rather
plain reading

Other. Please specify:

7. THINKING FROM THERBEECTIVE OF A CMIDDNGER THAN 13 YEARD (E.G. MINORANSWER THE FOLLR®/QUESTIONS. IF WEBSITE YOU ARE TNEST
HAS A MINIMUM AGE®EBIREMENT OF 13 YBAR.D OR OLDER, QUENS 7 AND 8 SHOWNDT BE ANSWERED AMIJ SHOWD CONTINUE WITH GUEON 9.

The safety tips and educational materials on this website YES NO Observations

are presented using plain and succinct language appropriate for a child of th
age

do not contain technical jargon difficult for a child ofgtage to understand

are easily seen because they are prominently placed on the SNS

there is no need to excessively scroll the webpage(s) to find this information

8. THINKING FROMERERSPECTIVE ORIACYOUNGER THANEARS OLD (E.GNEIR 3), ANSWER THE.EOWING QUESTIOIRSTHE WEBSITE YQREAESTING
HAS A MINIMUM AGE®EBIREMENT OF 13 YBAR.D OR OLDER, QUEN 8 SHOULD NOTANSWERED AND YOU SHDCONTINUE WITHE3TION

The information related to the website privacy and sdfepolicy (e.g. Terms and  YES NO Observations
Conditions, Safety policy, Code of conduct, etc.)

is presented using plain and succinct language for a child of this age

does not contain excessive technical jargon difficult for a child of this age to
understand

is easily seen because it is prominently placed on the SNS

there is no need to excessively scroll the webpage(s) to find this information
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9. THINKING FROMBE PERSPECTIVE Q& YEARS OLD TEENA®EEG. MINOR 1 ANDNOR 2), NSWER THE FOLLOWINMESTIONS:

The safety tips and educational materials on this website YES NO Observations

are presented usinglain and succinct language appropriate for a child of this ag

do not contain excessive technical jargon difficult forchild of this age to
understand

are easily seen because they are prominently placed on the SNS

10. THINKING FROME PERSPECTIVE OF1X YEARS OLD TEENRAEEG. MINOR 1 ANDNOR 2), ANSWER THELLOWING QUESTIONS:

The information relatedto the website privacy and safety policy (e.g. Terms a| YES NO Observations
Conditions, Safety policy, Code of conduct, etc.)

is presented using plain and succinct language for a child of this age

does not contain excessive technical jargon diffidor a child of this age tq
understand

is easily seen because it is prominently placed on the SNS

Alternative ways of implementing Principle 1 on this website

5. Here refer to any alternative ways this Principle basn implementecn this specific website and which has not been included in this test

6. Clearly specify the placem the website where such information/application(s) is/are placed by adding link(s) to the application/functionality tioiyug
links to relevant additional information on the website, etc.




Section 2

Principle2: Work towards ensuring that services are agppropriae for the intended audience

1. WHICH OF THELFOWING STATEMENREARUE OF THE WHBSIOU ARE TESTING?

¢CKAE 6S0aArAlSX YES NO Observations

clearly indicates which services are not appropriate for children and young p¢
or where a minimunregistration age applies

encourages the uptake of parental controls by prominently displaying how t
G22fa Ftft2¢ LI NByda (G2 YIyF3IS GKSA

allows users to label, rate or age restrict content where appropriate

akga | LINByld (2 Y2YyAG2NI GKSANI OKA

does something else to ensure that its services are-aggwopriate for the
intended audience. Please specify what they do:

1 Before continuing answering the next series of questions you eneate an account of a minor on this website (Persona Minor 3). While signing up only INCLUDE
the minimum information required by this website. If you are asked any mandatory information to sign up use the datadoma Maror 3.

1 If during the test gu are required to provide any extra personal information not contained in the persona’ s description, base yoursedsarifimn provided in
order to create credible information that matches the current PERSONA. If necessary you may provigebereddilreal addresses and/or telephone number(s).

1 If you are required to provide one (or morenail accounts (for instance a child’s plus an adult’s email account), create as 1mailyaecounts as necessary. try
to avoid using your existing persal email accounts.

2. WHAT TYPE OF INFORMMN DOES THIS WEBRREQUIRE FROM YOUW.ET YOU SIGN UP?

When trying to sign up as a-@ear old this website requires you t¢ YES NO Observations
submit the following information. Mark all that applies:

Name
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Nickname

e-mail*

Date of birth

Sex

Address or place of residence

A valid telephone or mobile phone number

Parental or guardian permission (e.g. via armal sent to your
parent/guardian)

Other, please specify:

* |f asked for your email for verification purposes DO NOT check yourad, yet

3. AFTER SIGNINBAB 9YEAR OLD USER, WHAPPENED?

What happened during/after signing up?

YES

NO

Observations

| was able to sign up without parental consent

| was abldo sign up even though-gear old children are not supposed
use this website

| was able to sign up even without verifying mynail*address

| was able to sign up only after clicking on the verification link** sen
me via email

| was &le to sign up only after my parent/guardian authorised me to
so (e.g. via a confirmationmail)

L O2dzZ R 2060GFAy aLI NByiGlrt 0O2yas
through a fake account | created on the spot

| was not able to sign up. TheNS denied the signing up due to a
restrictions

| was not able to sign up. The SNS denied the signing up, but | wa
told why

Other. Please specify:

*If you were not asked for&' Af GSNAFAOI GA2Y RdzZNAYy 3 &aayi 843 YI NJ

** |f necessary you can check younail verification now

Gb2d F@FAflIofS

2y

0KA&
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1 To continue with the test you will have to create 4 new user accounts: two of adult profiles and two of MINOR profikethé&maiccounts using the infoation

from the 2 girl teenageMinor 1 and 2) and the 2 adult personas you were given together with the instructions of this test.

1 If during the test you are required to provide any extra personal information not contained in the personas’ descrigtigaytsasdf in the descriptigorovided in

order to create credible information that matches the current persona. If necessary you may provide credible addredwaoe telepber(s), but, by no means,

real ones!

4. SIGN UP AS MIRQ AND ADULT 1, WHKRIND OF INFORMANIDOES THIS BETE REQUIRE FROKIHEOF THESE USERS?

When signing up the SNS requires you to submit the followi
information. Mark all that applies:

As minor 1

As adult 1

Observations

Real name (First and last)

Real name (only first)

Nickname

e-mail*

Date of birth

Gender

School you attend

Home address

Place of residence

School address

Telephone or cell phone number

Other, please specify:

BEFORE CONTINUINGMTHE TEST, FOLLTAESE STEPS:

1 Do not change any settingsiggour SNS accounts because in the next section you will have to perform some tests withfthdssettings.

9  Create user accounts for minor 2 and adult 2.

1 Add as much information as possible to ALL THE profiles (Minors 1, 2 and 3 and adults bardb2)pt change any settings. The account settings should be the

default ones.
T / KFIy3dS YAYy2NJoQa |3IS G2

M O

6C2NJ GKS

N

Fald 27

iKS

dSaid

aily2NJ o

aK2dz R
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=A =4 =4 A -4

Minors 1, 2 and 3 should be each other’s friends. Add them to each other’'s contacts/friends.

If possible, Post some comments (e.g. your favourite videogames) on your own profile

If possible on this website, Post some information (comments about games, etc.) on each of your users “profiles sb tRa2they ¢ & 2 OA | f €
d! Rdzf i enb/bedrign@lsiebniact oAdult 1, but NOT of any tfe other users you created.

From now on you will have to use one or severghefuser profiles you createcpending on the question you have to answer. Sign in with the most appropriate
profile accordig to the tasks you have to perform.

1 Write down the user names, passwords and age of ALL your accounts.

e ¢

User name Adult 1:

Password Adult 1 account:

Age:

User name Adult 2:

Password Adult 2 account:

Age:

User name Minor 1:

Password Minor Account:

Age:

User name Minor 2:

Password Minor 2 account:

Age:

User name Minor 3:

Password Minor 3 account:

Age:

5. ADULT 2 WANTS GET IN TOUCH WITHN@R 1. ON THIS WEBSIT IS POSSIBLBDTAT IS THROUGH HIRUM APPLICATIOQLEOW THE INSTRUCTB@ND

ASNWER THE QUESTIBERISOW.

9 Sign in as Minor 1 and post A COMMENT (reply) on any of the existing threads in the forum. Do not start a new thread.
1 Sign in as Adult 2, find Minor 1's comment and send Minor 1 a private messagégarher for some personal information (where she lives, school where she
studies, her instant messaging address or cell phone number).
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Was Adult 2 able to do the following?

Adult 2 was allowed to contact Minor 1 even though thesre not each other's contacts

YES

NO

Observations

Adult 2 was not allowed to contact Minor 1 because they were not each other’s contacts

Minor 1 received a warning/information on the potential negative consequenceg
contacting/being contacted by (adult) strangers non-appropriate ways (according to th
Terms of Use of this website)

Adult 2 could send a private message to Minor 1 but was not able to ask/obtain any pe
information from them. If this happened please specify how this was possible

Adult2 was banned from the forum for having attempted to contact/having contacted a m

Adult 2 was banned from the forum for having attempted to obtain personal information f
minors

Something else happened. Please specify:

Alternative ways ofimplementing Principle 2 on this website

intended for them to use the service*

relevant additional information on the website, etc.

what constitutes inappropriate content for children and young people also varies.

5. Here refer to any alternative ways this Principle has been implemented on this specific website and whicbthsaen included in this test:
a. Specify if and how this website fi@onsidered how their service may be associated with potential risks to children and young people, where it is

b. Specify the mechanisms/measures employed by this website is order to limit exposure to potentially prégiproontent and contact
6. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to tagoagfoirctionality in question, links to

*Each SIS is different in terms of target audience, the range of activities users can engage in, the platforms on which theynoanrbedcand the countries in
which they are available. These factors will affect the range and extent of the risks that maychiffietn and young people when using the site. Assessmen
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Section 3

Principle 3: Empower users through tools and technology

1. USING THE DEFAULTTEEGS OF YOUR SBS@UNT, I.LE. WITHOCHANGING ANY SETTING { LDb LRé¢! { b&! BbEME 9¢C i aLBIRIwWa9 | h
ACwL9b5é€ék/ SWERTHEFOLLOWINESTIONS:

Observations

N
< <

. @ RSTldA G ¢6KSy aAdaySR Ay & a! Rdz YES NO

pv
N
oy X0«
Qx
00
[t

| am allowed to add minors to my contacts list without any restrictions

| am allowed to add minors to myouotacts list but before being able to do it
receive a warning (e.g. Are you sure you know this person?)

| need to sign a special agreement/form before being able to add children tq
contacts list

| receive information on the consequences ohtacting minors in nofappropriate
ways according to the Terms of Use

| am not allowed to add children to my contact list

Something else happens. Please specify:

2. USING THE DEFAULTTHEGS OF YOUR SKRE®UNT, I.E. WITHOCHANGING ANY 88Tb D{ 2 { LDbhwb mé& E BTAISINVITATIOB BE YOUR
FRIEND. ANSWER TBELFOWING QUESTIONS:

. @ RSTldAf G ¢6KSy aAdaySR Ay & dag VYES NO

U ¢
S

<<

Q Observations
Q

-
No

| am allowed to add adults to my contacts list withouyaestrictions
I am allowed to add adults to my contacts list but before | receive a war
(e.g. Are you sure you know this person?)

I need parental consent before allowing adults to become members o

contacts list
| receive safety gdance on dangerous contacts before accepting an a
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| am not allowed to add an adult as a contact

| can share my profile with any other user

| can share my profile with other users of my age only (e.g. Minor 2)

| can add new friends

| can see matureelated content (e.g. games rated as 18+)

| can receive usegenerated content created by other minor users

| can receive usegenerated content created by adult users

Other users (apart from my corttts) can search my gamer tag

Other users (apart from my contacts) can see only limited information f
my gamer tag

Other users (apart from my contacts) can see all the info contained ir
gamer tag

My contacts can see only limited infortien from my gamer tag

My contacts can see all the info contained my gamer tag

Something else happens. Please specify

3. USING THE DEFASETTINGS OF YOURABISOUNTS, |.E. WITHOCHANGING ANY SEGBE ON ANY OF THECOUNTS, INDICATEI@HHNFORMATION ABOUT
dalLbhw wméTATHE EALKOWING ®HE PLEASE PAY ATIGN TO THE FOLLA®/

If possible on thisweb&§tz L322 &4 LA O dzNB &

= =4 -8 =4

M £G6ogle Msn searctand Yahod search
f Inboth cases use the naraed(i KS & dzZNy I YS 2 F

To search the profile ofiinor 1as a nonuserof this website (i.e. not signedy I a

Make sure your minor 1's and minor 2°s PROFILES contain as much information as possible éeldrdissdobbies, etc.).

YR G 3 SIOK 20KSNJ 2y UGKSY a2

AYAY 2N m¢

dza SND =

0SGsSSy

To search the profile of minorak a usef this website, only employ the internal search engine of the Website you are testing.
|.

a Gz

dzaS GKS F2tft26Ay3 aSINOK &

AY@SNIi SR

2YYLIl a

60SdaI P G W2
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http://www.google.com/webhp?hl=en
http://search.yahoo.com/
http://search.yahoo.com/

By default, Which of the following
AYF2NXYIEGAZ2Y Aa
Mark all that applies:

Y 1LJdz

My current
profile contains
the following
information

Visible to
aaiy?

Visible to
& ! Rdz{ydur
contact)

Visible to

4! Rdz{uder ¢
of this website,
but not your
contact)

Visible to other
people who are
non-users of
this website

Obervations

Real name (First and last)

Real name (only first)

Nickname

e-mail

Date of birth

Gender

School you attend

Nationality

Your location

Hobbies

Home address

Place of residete

School address

Telephone or cell phone number

L 2dzNJ fAAad 2F O2y il

Comments/messages posted by oth
dzZAiSNBE 2y Y& @G LJdzoft A

Your online status

Games you play

Your game history

Online achievements
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Groups you belong to. Specify which ong
Other, please specify:

nao {LDb Wwhbméd  a{allBWIE SETTINGCSCEFCHISOUNT, |.E. WITHODOHANGING ANY SNEGB, INDICATE WHICH THE FOLLOWINGNIGS YOU
CAN DO

Bydefault 6 KSy &A3JIYySR Ay a daaAy2NJ mMmé Y YES|YESbutineed| NO | Not Observations
permission from available on
the user who this website
posted it on my
profile

L Y 6fS G2 RSESGS LkRaldAay3aakOzy
i.e. my profile a®thers can see it

I am able to delete pictures/videos | have uploaded on my public profile
by deleting tags)

| am able to delete postings/comments others have made about me
LIAOGdZINBAKk ARS24& 2y Y& WLzt A O LINJ
| am able to delte pictures/videos others have uploaded of me on my pul
profile (e.g.by deleting tags)

| am able to delete pictures/videos others have uploaded of me on t
public profile (e.g.by deleting tags)

Something else happens. Please specify:

5. {LDb Lb ! {USINGTHBERAUM ¢SETTINGIS THIS ACCOUNT, WETHOUT CHANGINSWASETTINGS, INDIEAVHICH OF THE FOMMG THINGS CAN
HAPPEN ON YOUR PRBFI

. @ RSTlLdA G 6KSyYy aA3daySR Ay | & YES | YESbutlmust NO | Not available Observations
approve it before it on this
is published website

lff dzaSNa OFly Llad 02YYSyda
space with information about me that others can see of me)
Only my contacts/friends can post comments on my public grofil
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All users can send me private messages (messagesmil,elM,
forum, etc. that only the sender and | can see)

Only my contacts/friends can send me private messages (mesg
via email, IM, forum, etc. that only the sender and | can see)
Something else happens. Please specify:

6. KEEP ON USING MOUt wh CL [ 9 EXRLDRENTHE RREVBEENTINGS ON YOURREBOAND ANSWER RIELOWING QUESTIONISLY IF NEEDED YQAYM
SIGN IN AS OTHER RISAS WELL.

l'a GaAy2N mé eafdolhgolbwingSoaArisSs L YES| NO Not available Observations
on this website

Report abuse or bullying

Block other users from contacting me
Block other users from viewing my profile
Reject friendship requests

Specify who or which groups afsers can contact me (defined by ag
gender, etc.)

Restrict the search options of other users so that they cannot find me
Do not allow adults to find/contact me)?

Set my profile to private, i.e.my full profile cannot be viewed or | careo
Oz2y il OGSR SEOSLIi 6& WFNASYRaQ 2y
I have to change settings before my personal information can be visib
adult users

| have to change settings for my personal information (all the informa|
contained on my current profilencluding pictures, contacts list, posts, et
to be viewed by other minors

I have control over the display of my online status. | can decide if ¢
LIS21LJX S OFy &4SS YS 46KSy LQY 2yt Ay
| can decide who can have access to my whole gamer profile

I can decide who can have access to which specific parts of my gamer |
(e.g. history, online achievements, etc.)

This website provides me with other privacy features. Please specify
they work
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7. KEEPONUSINGY® t whCLyWO9M&daLblh WEPRIVACK BETTINGS JUST EXPLOREIWHEASY/DIFFICULTSNATO DO THE FOMIRG?

hy UKS {b{z K26 Srae sFa Ad

Report abuse obullying

Very easy

Easy

Not easy but
not difficult

Difficult

Very
difficult

Not available on
this website

Block other users from contacting me

Block other users from viewing my profile

Reject friendship requests

Specify who or which groups of users can contact me (define
age, gender, etc.)

Restrict the search djpns of other users so that they cannot fir
me (e.g. Do not allow adults to find/contact me)?

Set my profile to private, i.e.my full profile cannot be viewed
OFyy2i 0SS O2yial OGSR SEOSLIi o

I have to changeedtings before my personal information can [
visible to adult users

| have to change settings for my personal information (all
information contained on my current profile including picture
contacts list, posts, etc.) to be viewed by other ori

| have control over the display of my online status. | can decic
20KSNJ LIS2L)X S OFy &aSS YS 6KSy

| can decide who can have access to my whole gamer profile

I can decide who can have access to which specific partsyg
gamer profile (e.g. history, online achievements, etc.)

use additional privacy feature X. If this website contains
additional privacy features, please refer to them here

use additional privacy feature Y. If this website contains

addtional privacy features, please refer to them here
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8. ARE THERE ANY MERISMS IN PLAC ETINS WEBSITE TO AYOHAT REGISTERENORS (E.G. MINORSND 3) GET ACCESSNAPROPRIATE OR UNWED

(BUT NOT ILLEGALNIGNT?

Which of the followhng mechanisms are employed by this website to avoid that
minors have access to inappropriate or unwanted content?

Family or parental Filtering

YES

NO

Observations

Automatically blocking of inappropriate content for children younger than a cer
minimum age

Warnings placed on the content itself so that users can make informed deci
regarding if they want to access that content or not (e.g. explicitly mentioning w
GARS23FYSa FNBE FLILINPLNREFGS F2N ¢K7ihe
game/video/photo you are about to play/watch contains strong violent images.
@2dz adzNB e2dz ¢6tyd (2 &aSS AGKEXT SiOd0

Other mechanisms. Please specify how this provider makes sure that childre
young people registered on their website are nofpesed to inappropriate conten

on their website

9. ARE THERE ANY MERISMS IN PLAC ETMNS WEBSITE TO AYDHAT NOREGISTERED MINORB AECESS TO INAPROHROR UNWANTED BUOT

ILLEGAL) CONTENT?

minors have access to inappropriate or unwanted content?

Family or parental Filtering

Which of the following mechanisms are employdxy this website to avoid that| YES

NO

Observations

Automatically blocking of inappropriate content for children younger tha
certain minimum age

Warnings place on the content itself so that users can make informed decis
regarding if they want to access that content or not (e.g. explicitly mentio
which videogames are appropriate for which age segment; written warn
adzOK a dadKS 3t Y8 eok BDRywWalkh2cinBainsesaty
GA2E Syl AYIFIASad I NB &2dz adzNB &2dz 4

Other mechanisms. Please specify how this provider makes sure that ch
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and young people registered on their website are not exposed to inapprop
content on their website

10. WITHOUT SIGKENN AS ANY USERTHERE INFORMATIONTBNS WEBSITE ABOHE FOLLOWING?

Does this website provide the following information? YES

Information/tips for parents on the available tools for widaternet access (e.g
the benefits of using filtering tools and/or parental controls) and how they
be used to help them protect young people

NO

Observations

Information/tips for parents on the available tools on this website (e.g. pare
controls, filtering twls, etc. provided by this website) and how they can be u
to help them protect young people

Any other relevant information/advice/tools to help parents support th
children in managing a safe online experience on this website. Please speci

Alternative ways of implementing Principle 3 on this website

3. Here refer to any alternative ways this Principle basn implementedn this specific website and which has not been included in this test. Include

information on:

a. How this provider assists children and young people in managing their experience on their service, particularly witto iegagtapriate or

unwanted (but nollegal) content or conduct

b. Refer to any tools/functionalities employed by this provider to minimise the risk of unwanted or inappropriate contact bethikzen/young

people and adults

4. Clearly specify the places on the website where such informationiegupn(s) is/are placed by adding link(s) to the application/functionality in quest|

links to relevant additional information on the website, etc.
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1. IN THE FOLLOWING E3ISE YOU WILL HAZEMEASURE THE TIMHAKS YOU TO FIND THIP@RTING MECHANISDMSTHE WEBSITE YAQRREAESTING. USE A
CHRONOMETER TO MEBRSUHE EXACT AMOUNITIME IT TAKES YRUFIND THEM. START THE TASKS FREGIE HOMEPAGE OF TNE S

Starting from the homepage, find the following: Time(in seconds) to find this info Info not available on this website

Abuse Report Form

Report abuse via-mail

Link to abuse report form from an external local agency or organiza
e.g. Inhope, Insafe, ChildNet, etc.

A hotline/phone number d contact a safety expert/responsible fro
within this website

A hotline/phone number to contact a safety expert from anotk
organization

A link/information on Violation of terms and where and how to rep
them

An indication of how reports argypically handled by this website

Other reporting mechanism, please specify:

2. MENTION ALL THE EXISTING MECHANISMS AND TOOLS AVAILABLE ON THIS WEBSITE TO REPORT ABUSE/VIOLATIONS ORNNEFRIZS OFE)NERSILEY
CAREFULLY AND READ ERE$ OF SERVICE, ACCEPTABLE USE POLICY AND/OR COMMUNITY GUIDELINES PROVIDED ON YOUR SNS AND ANSWER THE FOLLO\
QUESTIONS:

Mention all the possible mechanisms and tools available to report YES NO Observations
abuse/violations of Terms of Use/policy on this site: (not

available

on this

website)

A button to flag inappropriate content

A report button

Abuse Report Form

Report abuse via-mail

Link to abuse report form from an external local agency or organization,
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Inhope, Insafe, ChiNet, etc.

A hotline/phone number to contact a safety expert/responsible from within {
website

A hotline/phone number to contact a safety expert from another organizatio
A link/information on Violation of terms and where and how to refibiem

An indication of how reports are typically handled by this website

Other, please specify:

3. WHILE PLAYING @NLINE GAME AGAINENOR 3, MINOR 1 WE®NTINUOUSLY HARASSE THIS PLAYERPGRET MINOR 3°S HARIMES BEHAVIOUR WHILE
PLAWG. USE THE MOST BIEEX AVAILABLE REPAR MECHANISM ONETWEBSITE THAT ALOHDF THIS AGE WOBIARMALLY USE TO REPDHE SITUATION.
ANSWER THE QUESTIBRISOW IN RELATIONTHE REPORTING MECISM$/TOOLS AVAILABLE

9 Because it may take some timefbre the SNS sends a reply to Minor 1 about the report, some of the following questions may be answered at a lateagéme. Ple

keep on checking the email address you used to report the problem to the SNS until right before you submit your repioidrgbbto check your spam as well
because these types of messages may also arrive directly to the spam folder.

TESTED REPORTINGHARISM:

In relation to the reporting mechanism/tool 1 available on the site Yes No Not available on Observations
this website

The instructions on how to use the reporting tools/mechanism

written using plane and succinct language, easy for a difithis age to
understand

The instructions on how to use the reporting tools/mechanism do
contain excessive technical jargon difficult for a child of this agf
understand

The instructions on how to use the reporting tools/mechanism

easily seen because they are prominently placed on the SNS

there is no need to excessively scroll the webpage(s) to find instruc
on how to use the reporting tools/mechanism

The reporting mechanism/tool can be accessed at all times froen
SNS
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There is a link to the report mechanism/tool on every page on
website

| could successfully report abuse without encountering any difficultig
the whole process

| could report abuse, but | encountered some difficulties during
process (please specify which difficulties you encountered in
comments section)

The report mechanism/tool sends a notification of receipt to the u
indicating that the report is being handled

The report mechanism gives feedback to the rusbout the report
result. If so, how long did it take to get an answer?

Abuse report mechanism/tool asked for information | could not provi

Abuse report mechanism/tool asked for unnecessary or irreley
information* (i.e. additional details ithout which an efficient reporf
could still be handled).

*Include concrete examples of unnecessary information in
Observations section

If there are forums or volunteer moderators on this website, can
report your problem to them or ask thenoif advice on how to repor
your problem?

If you contacted any volunteer moderator or forum on your SNS,
you get successful guidance/information from them?

Alternative ways of implementing Principle 4 on this website

3. Here rekr to any alternative ways this Principle Hasen implementedn this specific website and which has not been included in this test. Include
information on:
a. Any additional mechanisms employed by this provider to report inappropriate content, contachawioeir as outlines in their Terms of Service,
community guidelines, etc.
4. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to thgasmgfpiirctionality in question,
links to relevant additinal information on the website, etc.




Section 5

Principle 6: Enable and encourage users to employ a safe approach to personal information and privacy

M P { LDt wL me!Z{ 2 d &FDH OWING INFORMANIREEDS YOUR PERMISBEFORE BEINGBIE TO OTHER USERS?

Which of the following information
needs your permission before being
made public (i.e. visible) to the following
people? Mark all the instances that
require your consent

Your current
profile
contains this
info

tAaAotsS
after your consent

l.j

A

Z

Visible to
a! Rdzt G
(your
contact)
after your
consent

+AaAofS (37
(user of this website,
but not your contact)
after your consent

Visible to other people
who are nonusers of this
website after your
consent

Observations

Real name (First and last)

Real name (only first)

Nickname

e-mail*

Date of birth

Gender

School you attend

Nationality

School address

Hobbies

Home address

Place of residence

Telephone or cell phone number

Your location

Yaur game history

Your online achievements

Your bio
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Your online status

L2dzNJ fAaG 2F O2ydl

Comments/messages posted by oth
dzZAiSNBE 2y Y& aLJdzoft A

Other, please specify:

2. EXPLORE THHWACY SETTINGS ORTIAND GUIDANCE AWSLE ON THIS WHESAND ANSWER THEIEKDNVING QUESTIONS

LY NBtlFGAZ2Yy a2

LINK @ O

AYTF2NNI GA2YK3dzA R

While adding information to your profile, were you informed/deaware that (some of) thi
information would be made visible/available to other users?

YES

NO

Observations

online?

Did you receive any supporting information on the consequences of posting this inform

Did you get any information/guidance on how make your pecdi$ private as possible?

Are you able to view your privacy status or settings at any given time?

4. IN THIS SECTION YOUMHAVE TO EXPLCGRIE OF THE PRIVBEYTINGS AVAILABNETEIIS WEBSITE. RODM.THE INSTRUCTIONS:

9 Sign in as Minor 1

1 Restrit access to your location and bio to all other users except to Minor 2. Other users may still contact you.
9 Block adult 2 so that he is not able to have access to any of your information on your profile and also to contact Ythld. \Bleck
1 Right afteranswering questions 3 and 4 make sure your privacy settings are set back to the default privacy settings, i.e. undivaditisettings you may have

changed.

After having restricted access to your
information on this website, can other
users still lave access to the following
information on your profile?

Your
current
profile
contains
this info

Visible to
GaAyz2|

Visible to
aGaAy?2

Visible to
a! Rdz

+AaAroftS

(user of this

website, but not
your contact) after

my consent

Visibleto other people who
are nonusers of this
website

Observations

Real name (First and last)
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Real name (only first)

Nickname

e-mail*

Date of birth

Gender

School you attend

Nationality

School ddress

Hobbies

Home address

Place of residence

Telephone or cell phone number

Your location

Your game history

Your online achievements

Your bio

Your online status

YourlistofO2 y (I OG &k € FNR §

Comments/messages posted by oth
dzZaSNB 2y Y& G LJzf A

The information (location + bio) thg
should only be visible to Minor 2

Other, please specify:
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4. ANSWER THE FOWING QUESTIONS BLRTON TO THE PRIVACYTHRGS AVAILABLETINS WEBSITE

Ly NBtFGA2Yy (2 GKS LINRGI O&

The instructions on how to use the privacy settings are writ
using plane and succindianguage, easy for Minor 1 t
understand

Yes

No

Not available on this
website

Observations

The instructions on how to use the privacy settings do
contain excessive technical jargon difficult for a child of this
to understand

The instructions on how to use the privacy settings are ¢
seen because they are prominently placed on the SNS

there is no need to excessively scroll the webpage(s) to
instructions on how to change privacy settings

The privacy settings can be accessed at all times from the S

There is aihk to the privacy settings on every page on t|
website

I could successfully restrict access to the information that \
only supposed to be viewed by Minor 2 without encounteri
any difficulties in the whole process

| could restrict access tdhe information that was only
supposed to be viewed by Minor 2, but | encountered so
difficulties during the process. Please specify which difficul
you encountered in the comments section

| could successfully block Adult 2 without encounterigy
difficulties in the whole process

| could block Adult 2, but | encountered some difficulties dur
the process. Please specify which difficulties you encountg

in the comments section
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IN THIS LAST TASK YOU WILL HAVE TO EVALUATE HOB/ EASETELE AN EXISTING USER PROFILE ON THIS SNS. AS ALL YOUR PREVIOUS PROFILES SHOULD RE
ACTIVE EVEN AFTER THE TEST HAS FINISHED, YOU WILL HAVE TO CREATE A NEW USER ACCOUNT). PLEASENEEBP YOMRNPRENADUS ACCOUNTS

SHOULD BE DELETE
1 Create a new user account for a minor (e.g. Minor3" s brother).
1 Fillin some personal information for this new profile (e.g. name, age, place of residence, hobbies, etc.).
1 Add some extra information to this account (e.g. upload a couple of pictoesnents, etc.).
1 Delete this account.

ONCE YOU HAVE DELETED THIS NEW ACRXBWMER THE FOLLOWING QUESTIONS

5. HOW EASY WAS IT TO DO THE FOLLOWING?

hy GKS {b{ZX K2¢ Slae gl a Al (47 Veryeasy easy Not easy but difficult Very Not available on
not difficult difficult this website
Delete the profile you just created?

Find instructions on how to delete this account?

Find information on the consequences of deleting your profile (|
your profile will be deleted, but some information livbe retained by
the provider, etc.)

7. WHAT HAPPENED WHBLE[ 9 ¢ L b D G4GROEIbEHPW o0¢ t

While deleting this profile: YES NO Observations

| could find easyo-understand information on how to delete/deactivate m
profile

There was a clear kfbutton provided for deleting/deactivating my profile
| could only deactivate my profile but not completely delete it

The provider clearly states what personal information they collect/retain &
deleting/deactivating my profile
The provide clearly states how my personal information is/may be used o
my profile is deleted/deactivated
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Alternative ways of implementing Principle 6 on this website

1. Here refer to any alternative ways this Principle basn implementedn this specific wiasite and which has not been included in this test. Include
information on:
a. Any additional functionality/tool, etc. that may support children and young people make informed decisions about the ifdorthay post online.
2. Clearly specify the places on theebsite where such information/application(s) is/are placed by adding link(s) to the application/functionality in que|
links to relevant additional information on the website, etc.
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ANNEX5. TESTING SCENARNBSSAMING PLATFORMS (ESDLE)

Name of SNS beingviewed

URL of SNS

Date(s) of testing

Name of tester

Contact email of tester

Contact phone of tester

Browser used for testing Chrome Firefox | Explore(7/8) Opera Safari Other, please
specify

Section 1

Principle 1: Raise awareness of safetyuedtion messages and acceptable use policies to users, parents, teachers and carers in a prominent, clear and
age-appropriate manner

1. IN THE FOLLOWIR&GERCISE YOU WILVEHAO MEASURE THHEETIT TAKES YOU TQCFSOME INFORMATION THE CONSOLE Y®H AESTING. USE A
CHRONOMETER TO MERSUHE EXACT AMOWNFTTIME IT TAKES YKWUFIND THE FOLLOWINFORMATION. START THE TASKS FRG®M HOMEPAGE OF THE
SNS WITHOUT REGISNERS A USER.

Starting from the homepage, find information about Time (in seonds) to find this info Info not available on this console

Terms of Use

Privacy information

Tips or educational material on how to use the internet safely (for children)

Tips or educational material on how to use the internet safely (for parg
teachers, other carers)

Tips or educational material on how to use this console safe safely (for childrer

Tips or educational material on how to use this console safely (for par
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teachers, other carers)

External links/referrals to educatial materials about child safety

External links/referrals about organizations/authorities active in child safety,

Insafe, national hotline, police, etc.

2. WITHOUT REGIBTNEG AS A USER, HEEASE ANSWER THE BW/ING QUESTIONS:

This consle contains the following type of information. Please
mark all that applies:

YES

NO

Observations

Tips/information for children and young people on how to navig
this specific console safely and responsibly

Tips/information for parents, teachersr other adult carers on hov
to help their children navigate this console safely

Terms of use/service for this console

Information on what constitutes inappropriate behaviour on tk
console and the consequences thereof (e.g. a code of conduct)

Privacy policy or privacy information about this console

General safety tips/information specifically targeted at children &
young people on how to surf the Internet safely and responsibly|
Ayaidl yOS GKNRdIZAK WI St LI LI ISAC

General safety tipsformation or educational materials specifical
targeted at parents, teachers or other carers to help children
the Internet safely and responsibly

Other. Please specify:

3. WHAT KIND OFHGRMATION DOES TEGINSOLE PROVIDE ABORECIF@NLINE RISKS? PLEWSEK ALL THAT APBLIE

Does this console provide any information regarding the YES
following online risks? Please choose ALL that apply

YES but it

understand for children ang

young people

is difficult to

NO

Observations

The possility of seeing or being the subject of images of
child abuse
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Hate speech

Pornography or sexual content

Violence

Inappropriate contact from adults with a sexual interest i
children

Bullying

Divulging personal information

Posting sexually provocative photographs

Information on sekharm actions (anorexia, suicide, etc.)

Other, please specify:

4. WHAT IS THE MR OF THE SAFETWORMATION PROVIDEDTHIS CONSOLE? CHB@ALL THAT APPLY

The safety (educationiq information on this console
contains (Please mark all that applies):

YES

NO

Observations

Audiovisual fragments (video / audio fragments,
animations, etc.)

Quizzes or games

Concrete examples related to safety (e.g. anecdotes,
information on oncrete consequences of safety threats,
etc.)

External links/referrals to educational materials about
child safety

External links/referrals about organizations/authorities
active in child safety, e.g. Insafe, national hotline, police,
etc.

Written texts about safety

If written texts are used, short pieces of text are used (n
more than 1 or 2 short paragraphs per idea/caption)

If written texts are used, they are formatted with sub
heads, bullets and other devices (e.g. visible linka) th
facilitate skimming and scanning of info rather than plain

reading
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| Other. Please specify:
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5. WHAT KIND OFH@IRMATION IS PRESENTHE TERMS OF SEEXUSE OF THIS CONS? PLEASE CHORISETHAT APPLY

In their Terms of Service/use does thiensole clearly state the following?
Please choose ALL that apply

YES

YESbut it is difficult to
understand for
children/young people

NO

Observations

Content that is not allowed on the social network (e.g. pornographic or ra
content)

Condut (behaviour/actions) that is not allowed (e.g. bullying, harassmen
racist comments)

Consequences of engagement in prohibited behaviour/actions (e.g. your
user profile/messages/photos might be deleted, or police contacted)

Age requirements

Other. Please specify

6. WHAT IS THE RORT OF THE INFORMANIABOUT THE TERMSSERVICE/USE ORIEOB CONDUCT PROUVIDE THIS CONSOLH®OSE ALL THAT APPLY

The information about the Terms of service/use or Code| YES
of conductprovided on this console is presented in the
form of (Please mark all that applies):

NO

Observations

Audiovisual fragments (video / audio fragments,
animations, etc.)

Quizzes or games

Concrete examples related to safety (e.g. anecdotes,
information on concrete consequences of safety threats,
etc.)

External links/referrals to educational materials about
child safety

External links/referrals about organizations/authorities
active in child safety, e.g. Insafe, national hotline, police
etc.

Written texts about the Terms and conditions
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If written texts are used, short pieces of text are used (n
more than 1 or 2 short paragraphs per idea/caption)

If written texts are used, they are formatted with sub

heads, bullets and othedevices (e.g. visible links) that
facilitate skimming and scanning of info rather than plain
reading

Other. Please specify:

7. THINKING FROM TPEERSPECTIVE OF ACMDUNGER THAN EARS OLD (E.G. PERSM®INOR 3), ANSWHERE FOLLOWING QUBNS. IF THE CONSOOB Y
ARE TESTING HAS ANIMUM AGE REQUIREMEDF 13 YEARS OLDODRER, QUESTIONNDA SHOULD NOT BES®WERED AND YOU SHOUOONTINUE WITH

QUESTION 9.

The safety tips and educational materials on this console

YES

NO

Observations

are presented using plain and succinct language appropriate for a ch
this age

do not contain technical jargon difficult for a child of this age to
understand

are easily seen because they are prominently placed on the SNS

there is no needd excessively scroll the webpage(s) to find this
information

8. THINKING FROMHBIRERSPECTIVE OHALI YOUNGER THANYEARS OLD (E.G. MR\NB), ANSWER THE EFOWING QUESTIONSTHE CONSOLE YOU ARE

TESTING HAS A MINIMBGE REQUIREMENTIONRARS OLD OR OLDERESUON 8 SHOULD NBETANSWERED AND BBIOULD CONTINUE WQIBESTION

The information related to the console privacy and safety policy (e.g.
Terms and Conditions, Safety policy, Code of conduct, etc.)

YES

NO

Observations

is presentel using plain and succinct language for a child of this age

does not contain excessive technical jargon difficult for a child of this
to understand

is easily seen because it is prominently placed on the SNS

there is no need to excessivedgroll the webpage(s) to find this
information
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9. THINKING FROMBE PERSPECTIVE Q&1 YEARS OLD TEENRA®EEG. MINOR 1 ANDNOR 2), ANSWER THE.LOWING QUESTIONS:

The safety tips and educational materials on this console YES NO Observations

are presented usinglain and succinct language appropriate for a chilg
this age

do not contain excessive technical jargon difficult for a child of this ag
understand

are easily seen because they are prominently placed on the SNS

10. THINKING FROM THERBEECTIVE OF ALTI3YEARS OLD TEENAEEG. MINOR 1 ANDNOR 2), ANSWER THE.LOWING QUESTIONS:

The information related to the console privacy and safety policy (e YES NO Observations
Terms and Conditions, Safety policy, Code of conduct, etc.)

is presented using plain and succinct language for a child of this age

does not contain excessive technical jargon difficult for a child of this
to understand

is easily seen because it is prominently placed on the SNS

Alternative ways of implementing Principle 1 on this console

3. Here refer to any alternative ways this Principle hasn implementedn thisspecific console and which has not been included in this test

4. Clearly specify the places on the console where such information/application(s) is/are placed by adding link(s) to #iteafphctionality in question, links
to relevant additional inforration on the console, etc.
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Section 2

Principle 2: Work towards ensuring that services are eaggpropriate for the intended audience

1. WHICH OF THELEFOWING STATEMENREARUE OF THE CONSDU ARE TESTING?

TKAa O2yazf SX YES NO Observations

clearly indicates which services are not appropriate for children
young people or where a minimum registration age applies

encourages the uptake of parental controls by prominently display
how these tod & Fff2¢ LI NBydGa G2 YIyl

service
allows users to label, rate or age restrict content where appropriate
Fftf2ga + LI NBYydG (G2 Y2yAG2N) GKSA

does something else to ensure that its serviees ageappropriate for
the intended audience. Please specify what they do:

BEFORE CONTINUINGWERING THE NEXTIBSERF QUESTIONS ¥IS$T CREATE AN ACRDOF A MINOR ON $SHIONSOLE (PERSOINMOR 3). WHILE SIGIS
UP ONLY INCLUDE THIRIMUM INFORIATION REQUIRED BYSTCONSOLE. IF YERE ASKED ANY MANORY INFORMATION TIGNs UP USE THE DAROM
PERSONA MINOR 3).

1 If during the test you are required to provide any extra personal information not contained in the persona’ s descriggigowbelf in the description provided in
order to create credible information that matches the current PERSONA. If necessary, you may provide credible, addretssss and/or telephone number(s).

1 If you are required to provide one (or morehail acounts (for instance a child’'s plus an adult’s email account), create as mmaay &counts as necessary. Try
to avoid using your existing personalmail accounts.
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2. WHAT TYPE OF INFORMON DOES THIS CONSREQUIRE FROM YOUWET YOU SIGN UP?

When trying to sign up as a 9ear old this console requires you t¢ YES NO Observations
submit the following information. Mark all that applies:

Name

Nickname

e-mail*

Date of birth

Sex

Address or place of residence

A valid telephone omobile phone number

Parental or guardian permission (e.g. via armal sent to your

parent/guardian)

Other, please specify:

* |f asked for your enail for verification purposes DO NOT check yonrad, yet

3. AFTER SIGNINB AS 9YEAR D USER, WHAT HAPPERN

What happened during/after signing up? YES NO Observations

| was able to sign up without parental consent

| was able to sign up even thougty®ar old children are not supposed
use this console

| was able to sign up em without verifying my enail*address

| was able to sign up only after clicking on the verification link** sen
me via email

| was able to sign up only after my parent/guardian authorised me t(
so (e.g. via a confirmationmail)

lcadzt R 2060GFAY aLI NBydalt O2yasSydé

through a fake account | created on the spot.
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| was not able to sign up. The SNS denied the signing up due t
restrictions

| was not able to sign up. The SNS denied the sigmndput | was not
told why

Other. Please specify:

*If you were not asked for&F A f GSNAFAOIGA2Y RdzZNAy 3

** |f necessary you can check yourmail verification now

AAdy dzLJ Y NJ

Gb20 F@FAfIOES

2y GKAa O2y

TO CONTINUE WITH THEST YOU WILL HAYECREATE 4 NEW UBEROUNTS: TWO OF ADBROFILES AND TWFOMINOR PROFILESEATE THESE ACCOUNTS
USING THE INFORMAYIEROM THE 2 GIRIENBGE (MINOR 1 ANPAND THE 2 ADULTREONAS YOU WERE BIVEGETHER WITH TNETRUCTIONS OF THIS

TEST.

IF DURNG THE TEST YOU RERUIRED TO PROWADE EXTRA PERSOMIWKHORMATION NOT CONNED IN THE PERSONBASSCRIPTION, BASRJRSELF IN THE

DESCRIPTION PROVIDEORDER TO CREAREMBLE INFORMATIMAT MATCHES THE REIRT PERSONA.

TELEPHONE NUMBEREB][, BY NO MEANSARBNES!

4. SIGN UP AS MIR@ AND ADULT 1, WHKIND OF INFORMANIDOES THIS CONSRERUIRE FROM EACHBESE USERS?

IERESARY YOU MAY\HRE CREDIBLE ADERER

When signing up the SNS requires you to submit the followi
information. Mark all that applies:

As minor 1

As adult 1

Observations

Real name (First and last)

Real name (only first)

Nickname

e-mail*

Date of birth

Gender

School you attend

Home address

Place of residence

School address

Telephone or cell phone number
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| Other, please specify:

BEFORE CONTINUINGMTHE TEST, FOLLTAESE STEPS:

= =4

=A =4 =4 -4 -4 4

Do not change any settings on your accounts because in the next section you will have to perform some tests défatitesetting.

Create user accounts for Minor 2 and Adult 2.

Add as much information as possible to ALL THE profiles (Minors 1, 2 and 3 and adults 1 and 2), but do not changesamheedtingunt settings should be the

default ones.

/ KF'y3S aAiy 230\Footedestlofdte test Blinom3 should be 13).

Minors 1, 2 and 3 should be each other’s friends. Add them to each other’s contacts/friends.

If possible, Post some comments (e.g. your favourite videogames) on your own profile

If possible onthisconsoS = t 2480 a2YS AYyF2NNXI A2y 002YYSyida lo2dzi 3IFryYSaz Si0o0v 2y SI OK 2°
! RdzZf i Hé¢ &K2dzZ R 2yfteé 6S FNASYR 2F ! RdZA G mX odzi y204 2F lye 2T GKS 20 KSNJ d:
From now on you will have to use orreseveral of the user profiles you created Depending on the question you have to answer. Sign in with the most appropriate
profile according to the tasks you have to perform.

Write down the user names, passwords and age of ALL your accounts.

User name Adlt 1:

Password Adult 1 account:

Age:

User name Adult 2:

Password Adult 2 account:

Age:

User name Minor 1:

Password Minor 1 account:

Age:

User name Minor 2:

Password Minor 2 account:

Age:

User name Minor 3:
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Password Minor 3 accolt
Age:

Alternative ways of implementing Principle 2 on this console

11. Here refer to any alternative ways this Principle basn implementedn this specific console and which hawa been included in this test:

a. Specify if and how this console has considered how their semégebe associated with potential risks to children and young people, where it is

intended for them to use the service*

b. Specify the mechanisms/measures employed by this console is order to limit exposure to potentially inappropriate contemtactd

12. Clearly specify the places on the console where such information/application(s) is/are placed by adding link(s) to the aphlivetionality in question,
links to relevant additional information on the console, etc.

*Each SNS is different in terms ofdat audience, the range of activities users can engage in, the platforms on which they can be consumed and the cou
which they are available. These factors will affect the range and extent of the risks that may affect children and yoleng/lpeopsing the site. Assessment o
what constitutes inappropriate content for children and young people also varies.

Section 3

Principle 3: Empower users through tools and technology

1. USING THE DEFAULTTEEGS OF YOUR SBS®@UNT, I.LE. WITHOCHANGING ANY SETTING { LDb L b€ !!'{b 54 !L5hi+{iM€9 ¢halL®Hwa9 , h| w
ACwL9b5¢ K/ BWERTHEFOLLOWINESTIONS:

. @ RSTldAf G ¢6KSYy aiA3iaySR Ay & al!| VYES NO Q Observations
Q

Qx

e

N

U» X«
No

<<

| am allowed to add minors to my contacts list without any restrictions
I am allowed to add minors to my contacts list but before being able tg
it | receive a warning (e.g. Are you sure you know this person?)

I need to sign a special agreement/form before being able to add chil

to my contacts list
I receive mformation on the consequences of contacting minors in -n
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appropriate ways according to the Terms of Use
| am not allowed to add children to my contact list

Something else happens. Please specify:

2. USING THE DEFAULTTHEGS OF YOUR SK8XNT, |.E. WITHOUHANGING ANY SETTINGS{ LDb Lbm& I l/al ®th dGNVITATIGNCTO BE YOU
FRIEND. ANSWER TBELFOWING QUESTIONS:

. @ RSTlLdz 0 6KSy aAdySR Ay | & ag YES NO 1 Observations

-
N

U» ¢
¢ N
<<

| am allowed to add adts to my contacts list without any restrictions

I am allowed to add adults to my contacts list but before | receive a war
(e.g. Are you sure you know this person?)

I need parental consent before allowing adults to become members o
contacts list

| receive safety guidgnce on dang,erou§ contacts before accepting an
Fa WINASYRQkO2Yy Ul Ou

| am not allowed to add an adult as a contact

| can share my profile with any other user

| can share my profile with other usersraf/ age only (e.g. Minor 2)

| can add new friends

| can see matureelated content (e.g. games rated as 18+)

| can receive usegenerated content created by other minor users

| can receive usegenerated content created by adult users

Other users (apart from my contacts) can search my gamer tag

Other users (apart from my contacts) can see only limited information f
my gamer tag

Other users (apart from my contacts) can see all the info contained i
gamer tag

My cantacts can see only limited information from my gamer tag
My contacts can see all the info contained my gamer tag

Something else happens. Please specify
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3. USING THE DEFASENTINGS OF YOURABISOUNTS, L.E. WITHOCHANGING ANY SEGE ON MY OF THE ACCOUNNB]CATE WHICH INMORION ABOUT
dalLbhw wméTATHE EALKOWING $HE PLEASE PAY ATIGN TO THE FOLLA®!

1 Make sure your minor 1's and minor 2°s PROFILES contain as much information as possible éeldrdéssdobbiestc.).

f LT LIaaArotsS 2y (KAa O2yaz2ftSy Llaid LAOGIINBa IyR (I3 SIFHOK 20KSNJ 2y (KSY a

1 To search the profile of minor 1 as a user of this console, only employ the internal search engine of the Consaéstng.are

f To search the profile of minor 1 as a agser of this console (i.e. notsigrkd/ ' a | dzaSND X dzaS GKS F2tt26Ay3a asSI NOK

M £G60gle Msn searctandyahoo search

T LY 020K OlFlasSa dzaS GKS yIFIYS FyR GKS adaNYyIYS 2F AaYAY2N mé 0SG6SSyYy Ay@SNI
By default, Which of the following My current Visible to | Visible to Visible to Visible to other Observations
information isWLJdzo £ A OQk @A &| profile contains | G a Ay 2| a! Rdz{ydur § & ! R dz{uéer { people whoare
Mark all that applies: the following contact) of this console, | non-users of

information but not your this console

contact)

Real name (First and last)

Real name (only first)

Nickname

e-mail

Date of birth

Gender

School you attend

Nationality

Your location

Hobbies

Home address

Place of residence

School address

Telephone or cell phone number

2dzNJ tAaqG 2F O2yadl

Comments/messages posted by oth
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http://www.google.com/webhp?hl=en
http://search.yahoo.com/
http://search.yahoo.com/

dzZaSNB 2y Y& GLJdzof A
Your online status

Games you play

Your game history

Online achievements

Groups you belong to. Specify which ong
Other, please specify:

nao {LDb whbwm¢ @ pal BT SETTINGS QFCAGSEOUNT, |LE. WITHOOHANGING YOUR INLTSETTINGS, INBTE WHICH OF THE [FOWVING
THINGS YOU CAN DO

Bydefault6 KSy aA3IySR Ay & aaAy2N{ YES | YESbutlneed permission NO | Not Observations
from the user who posted it available on
on my profile this console

| am able to delete postings/comments | have Bad 2 y Y &
LINPFAE SQS AdSd Y& LINPFAES I &

| am able to delete pictures/videos | have uploaded on my pu
profile (e.g. by deleting tags)
| am able to delete postings/comments others have made al
me/my pictures/videosy Y& WLIdzof A O LINR T A f
| am able to delete pictures/videos others have uploaded of mg
my public profile (e.g.by deleting tags)
| am able to delete pictures/videos others have uploaded of mg
their public profile (e.g.by deleting tags)

Something else happens. Please specify:
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p ® {LDb Wwhbméd $ |aREEAIT SETHTNGKS THIS ACCOUNT, WETHOUT CHANGINSYASETTINGS, INDIEAWHICH OF THE FOMING THINGS CAN
HAPPEN ON YOUR PREFI

. @& RSTldAf G ¢KSYy :aA3ySR Ay | & YES | YESbutlmust NO | Not available Observations
approve it before it on this
is published console

lff dzaSNa Oly L}ad 02YYSyida 2
space with information about me that others can see of me)
Only my contactsfiends can post comments on my public profile
All users can send me private messages (messagesnad,dM,
forum, etc. that only the sender and | can see)

Only my contacts/friends can send me private messages (messa
via email, IM, forum etc. that only the sender and | can see)
By default my full profile is set to & LINR @I ({in$/£pEofile
information cannot be viewed, except by friends belonging to
GF LILINE SR O2y il OGa fAaié

By default anybody (registered and newegistaed users of thig
SNS) can contact me (e.g. via (private) messages)

By default only registered users can contact me (e.g. via (priv
messages)

By default only people belonging to my approved contacts list
contact me (e.g. via (prae) messages)

By default all users of this SNS can send me friend requests
Bydefault 2yfté& Y& FTNRASYR&A WO2y il (
Something else happens. Please specify:
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6. KEEP ON USING MOUt wh CL [ 9 EXRLORENTRRIWACY SETTINGSYONR PROFILE ANDWHR THE FOLLOWINGEQUIONS. ONLY IF DEE YOU MAY
SIGN IN AS OTHER RSEAS WELL.

l'a daAy2NI wmé 2y (GKAa O2yazftsSs YES NO Not available Observations
on this
console
Report abuse or bullying

Block other users from contacting me
Block other users from viewing my profile
Reject friendship requests

Specify who or which groups of users can contact me (define
age, gender, etc.)

Restrict the search options of other useso that they cannot fing
me (e.g. Do not allow adults to find/contact me)?
Set my profile to private, i.e.my full profile cannot be viewed (¢
Otyy2i 08 O02yil OGSR SEOSLIi oe&
I have to change settings before my pamal information can beg
visible to adult users

| have to change settings for my personal information (all
information contained on my current profile including picture
contacts list, posts, etc.) to be viewed by other minors
I have controlover the display of my online status. | can decidg
20KSN) LIS21L) S Oy &aSS YS 46KSy
| can decide who can have access to my whole gamer profile

| can decide who can have access to which specific parts o
gamer profile (e.g. historygnline achievements, etc.)
This console provides me with other privacy features. Please sp
how they work
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7. KEEPONUSINGY® t wh CL [ 9. INCRELADIONVTOVMEREVACY SETTINGS JIBT EXPLORED, HOWYEDIFFICULT WASOTDO THEJELOWING?

hy (KS O2yaz2tSzy K2¢ Sl ae sl a

Report abuse or bullying

Very easy

Easy

Not easy but
not difficult

Difficult

Very
difficult

Not available on
this console

Block other users from contacting me

Block other users from viewing npyofile

Reject friendship requests

Specify who or which groups of users can contact me (define
age, gender, etc.)

Restrict the search options of other users so that they cannot
me (e.g. Do not allow adults to find/contact ne)

Set my profile to private, i.e.my full profile cannot be viewed
OFyy2i 0SS O2yial OGSR SEOSLIi o

I have to change settings before my personal information car
visible to adult users

| have to changeetdtings for my personal information (all th
information contained on my current profile including picture
contacts list, posts, etc.) to be viewed by other minors

| have control over the display of my online status. | can decic
otherpeoplet y aSS YS 46KSy LQY 2yt

| can decide who can have access to my whole gamer profile

I can decide who can have access to which specific parts g
gamer profile (e.g. history, online achievements, etc.)

use additional privacy featar X. If this console contains ai
additional privacy features, please refer to them here

use additional privacy feature Y. If this console contains

additional privacy features, please refer to them here
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8. ARE THERE ANY MERISMS IN PCAE ON THIS CONSTQRAVOID THAT REGRED MINORS (E.GNMRS 1 AND 3) GETCASS TO INAPROPRREINWANTED
(BUT NOT ILLEGALNIGNT?

Which of the following mechanisms are employed by this YES NO Observations
console to avoid that minors have access to inappropriate or
unwanted content?

Family or parental Filtering

Automatically blocking of inappropriate content for childre
younger than a certain minimum age

Warnings placed on the content itself so that users can m
informed decisions rgarding if they want to access that content
not (e.g. explicitly mentioning which videogames are appropri
F2NJ 6KAOK +3S aS3avySydaT 46N
game/video/photo you are about to play/watch contains stro
violentimages. Areyousureydz g+ yiG (2 &SS A
Other mechanisms. Please specify

9. ARE THERE ANY MERISMS IN PLAC ETHNS CONSOLE TO AVTHAT NOREGISTERED MINORB BECESS TO INAPRAHROR UNWANTED TBUOT
ILLEGAL) CONTENT?

Which of the following mechanisis are employed by this consol{ YES NO Observations
to avoid that minors have access to inappropriate or unwanted
content?

Family or parental Filtering

Automatically blocking of inappropriate content for childr¢
younger than a certain minimum age

Warnings placed on the content itself so that users can m
informed decisions regarding if they want to access that conten
not (e.g. explicitly mentioning which videogames are appropri
F2N) 6KAOK F3S &S3IYSYydT 6 NJ
game/video/photo you are about to play/watch contains strof
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A2t Syl AYlFI3Saod ! NB &2dz adaNB | |

Other mechanisms. Please specify how this provider makes
that children and young people registered on their console are
exposed tonappropriate content on their console

10. WITHOUT SIGKENN AS ANY USERTHERE INFORMATIONTBNS CONSOLE ABOHE FOLLOWING?

Does this console provide the following information? YES | NO Observations

Information/tips for parents on the availabl tools for wider
internet access (e.g. the benefits of using filtering tools anc
parental controls) and how they can be used to help them prof
young people

Information/tips for parents on the available tools on this consi
(e.g. parental contris, filtering tools, etc. provided by this consol
and how they can be used to help them protect young people

Any other relevant information/advice/tools to help paren
support their children in managing a safe online experience on
console. Plese specify:

11. SIGN AS GUARDI(E.G. ADULT 1XBL.ORE THE SAFETIEASETTINGS AVABILEA ON THE CONSONE AN THE XBOX LWEBSITE. SET THELBOVING
RESTRICTIONS TO YOMIRD'S ACCCOUNTI@¥HOF THE FOLLOWOY®! YOU DO FROM WHRLATFORM

| can set the following restrictions on the following platforms XBOX Console XBOX Live Observations
website

Specify acceptable categories of games your child can access

Specify acceptable categories of movies your child can access

Set the cosole so that your child can only play and communic
with approved friends (e.g. Minor 2)

Specify that your child can only play a certain amount of time
day

Specify 3 games your child can play and block the rest




Create a personal XBOX Lsetting for your child’s account
Require parental approval of your childs list of online friends
Specify that your child can communicate via text, voice and v
with you and with Minor 3 and ONLY via text with all the otl
users

Limit exposure of usegenerated content by other users to yol
child

| can set other restrictions. Please specify which one(s) in ea
the platforms.

12. MAKE SURE THASCH OF YOUR PREVISNEETY/FAMILY SEGEMRE INSTALLEDREIRLY. THEN TESHEY CAN BE BYPASSEMINOR 1.

1 Sign in as Minor 1. Check that the previously safety/family settings are installed properly by your guardian. Can ythebhyp&an your guardian notice you are
trying to bypass them?

91 If you succeed in bypassing anylwd testrictions set, explain all the steps you had to follow in order to bypass the settings in the observations secti@epAls
screenshots as proof that you did.

1 If you could bypass the safety settings, but your guardian was informed about itinetxpVa this happened in the observations section.

I can bypass the following restrictions on the following XBOX Console XBOX Live website Observations
platforms Could bypass Could not Could Could not
this setting bypass it bypass this bypassit
setting

Specify acceptable categories of games your child can acq

Specify acceptable categories of movies your child can ag
from the console

Set the console so that your child can only play i
communicate with approved friends (e.g. Min2)

Specify that your child can only play a certain amount of t
per day

Specify 3 games your child can play and block the rest

Create a personal XBOX Live setting for your child’s acco
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Require parental approval of your chidist of online friends
Specify that your child can communicate via text, voice
video with you and with Minor 3 and ONLY via text with
the other users

Limit exposure of usegenerated content by other users t
your child

| coul bypass other restrictions. Please specify which on
in each of the platforms.

Alternative ways of implementing Principle 3 on this console

1. Here refer to any alternative ways this Principle has been implemented on this specific console emtiaghnot been included in this test. Include
information on:
a. How this provider assists children and young people in managing their experience on their service, particularly witto iegagtdpriate or
unwanted (but no illegal) content or conduct
b. Refea to any tools/functionalities employed by this provider to minimise the risk of unwanted or inappropriate contact betwieemlyoung
people and adults
2. Clearly specify the places where such information/applicdtpis/are placed by adding link(s)ttee application/functionality in question, links to relevar
additional information on the console, etc.

Section 4

Principle 4: Provide easip-use mechanisms to report conduct or contehat violatesthe Terms of Service

1. IN THE FOLLOWING EREE YOU WILL HAZEMEASURE THE TIMEAKES YOU TO FIME REPORTING MECISM$ ON THE CONS®OE) ARE TESTING.
USE A CHRONOMETBRMEASURE THE EXAN@DUNT OF TIME ITKEES YOU TO FIND THEWART ALL THESKS FROM THE HOMEP OF THE SNS

Starting from the homepage, find the following: Time (in seconds) to find this info | Info not available on this console

Abuse Report Form

Report abuse via-mail
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Link to abuse report form from an external locageacy or organization
e.g. Inhope, Insafe, ChildNet, etc.

A hotline/phone number to contact a safety expert/responsible fr
within this console

A hotline/phone number to contact a safety expert from anoth
organization

A link/information onViolation of terms and where and how to repo
them

An indication of how reports are typically handled by this console

Other reporting mechanism, please specify:

2. MENTION ALL THE EXISTING MECHANISMS AND TOOLS AVAILABLE ON THIS CONSSRBSENRBPATIONS OF TERMS OF USE/POLICY. INSPECT THE CONSOLE
CAREFULLY AND READ THE TERMS OF SERVICE, ACCEPTABLE USE POLICY AND/OR COMMUNITY GUIDELINES PROVIDED ON EFGORLENANGED ANSWER TH
QUESTIONS:

Mention all the possible mechanisms anddts YES NO Observations
available to report abuse/violations of Terms of (not available
Use/policy on this site: on this console)

A button to flag inappropriate content
A report button

Abuse Report Form

Report abuse via-mail

Link to aluse report form from an external loca
agency or organization, e.g. Inhope, Insg
ChildNet, etc.

A hotline/phone number to contact a safe
expert/responsible from within this console

A hotline/phone number to contact a safe
expert from anoher organization

A link/information on Violation of terms and wher
and how to report them
An indication of how reports are typically handlg
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by this console | |
Other, please specify:

3. SIGN IN AND MIN@QRAND PLAY A GAMEMEST MINOR 3. RERT MINOR 3°S BUNGYBEHAVIOUR WHRIRAYING. USE THE MIBEADILY AVAILABEPORTING
MECHANISM THAT AIOBIOF THIS AGE WOBIGRMALLY USE TO REPDHE SITUATION.

9 Because it may take some time before the SNS sends a reply to minor 1 about thesoeperof the following questions may be answered at a later time. Please
keep on checking the email address you used to report the problem to the SNS until right before you submit your regioidrgebta check your spam as well
because these typed messages may also arrive directly to the spam folder.

1 Answer the following questions in relation to the reporting mechanisms/tools available on this console

1 If the provider contacts Minor 1 asking for specific information, answer all the messagesmyaaceive and keep screenshots of them as4oacloO NOT initiate
contact with the provider yourself.

1 Report the situation using only ONE reporting mechanism ONCE. If nothing happens, do not try any other reporting mendadosne eontact the mvider.

REPORTING MECHANT®STED:

In relation to the reporting mechanism/tool 1 available on the site Yes No Not available on Observations
this console

The instructions on how to use the reporting tools/mechanism

written using plane and succinct language, easy for a child of this a
understand

The instructions on how to use the reporting tools/mechanism do
contain excessive technical jargon difficult for a child of this agg
understand

The instructions on how to use the reporting tools/mechanism

easily seen because they are prominently placed on the SNS

there is no need to excessively sctbkk webpage(s) to find instruction
on how to use the reporting tools/mechanism

The reporting mechanism/tool can be accessed at all times from
SNS

There is a link to the report mechanism/tool on every page on

console

| could succssfully report abuse without encountering any difficulties|
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the whole process

| could report abuse, but | encountered some difficulties during
process (please specify which difficulties you encountered in
comments section)

The report mehanism/tool sends a notification of receipt to the us
indicating that the report is being handled

The report mechanism gives feedback to the user about the re
result. If so, how long did it take to get an answer?

Abuse report mechanism/tdasked for information | could not provids

Abuse report mechanism/tool asked for unnecessary or irreley
information* (i.e. additional details without which an efficient repg
could still be handled).

*Include concrete examples of unnecessary infation in the
Observations section

If there are forums or volunteer moderators on this console, can
report your problem to them or ask them for advice on how to rep
your problem?

If you contacted any volunteer moderator or forum on ydNS, did
you get successful guidance/information from them?

Alternative ways of implementing Principle 4 on this console

1. Hererefer to any alternative ways this Principle has been implemented on this specific console and which has not been initlisdegtninclude
information on:
a. Any additional mechanisms employed by this provider to report inappropriate content, contadethaviour as outlines in their Terms of Service,
community guidelines, etc.
2. Clearly specify the places on the console whaueh information/application(s) is/are placed by adding link(s) to the application/functionality in queg
links to relevant aditional information on the console, etc.




Section 5

Principle 6: Enable and encourage users to employ a safe approach to personal information and privacy

1. Sbb Lb ! { WHICHOFWHBFOL DB INFORMATION NEMI®JR PERMISSION BEEBEING VISIBLEJTMER USERS?

Which of the following information Yourcurrent [+ AaA06f S {4 Visibleto +AaAoft S (7 Visble to other people Observations
needs your permission before being profile after your consent & ! Rdzt G| (user of this console,| who are nonusers of this
made public (i.e. visible) to the following| contains this (your but not your contact) | consoleafter your consent
people? Mark all the instaces that info contact) after your consent
require your consent after your
consent

Real name (First and last)

Real name (only first)

Nickname

e-mail*

Date of birth

Gender

School you attend

Nationality

School address

Hobbies

Home address

Place of residence

Telephone or cell phone number

Your location

Your game history

Your online achievements

Your bio
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Your online status

Yourlis2 ¥ O2y Gl OGakéTN

Comments/messages posted by oth
dzZAiSNBE 2y Y& G LJdzoft A

Other, please specify:

2. EXPLORE THBEVRARIY SETTINGS OPBIAND GUIDANCE AWAILE ON THIS CONSANE ANSWER THE FONINIG QUESTIONS

Inrel GA2y G2 LINKAGIO& AYyTF2NNIGAZ2YyK YES | NO | Observations

While adding information to your profile, were you informed/ma
aware that (some of) this information would be made visible/availablg
other users?

Did you receie any supporting information on the consequences
posting this information online?

Did you get any information/guidance on how make your profile
private as possible?

Are you able to view your privacy status or settings at any given time”

5. IN THIS SECTION W8MWL HAVE TO EXPLSREIE OF THE PRIVAEYTINGS AVAILABNETBEIIS CONSOLE. FWITHE INSTRUCTIONS:
9 Sign in as Minor 1

9 Restrict access to your location and bio to all other users except to Minor 2. Other users may still contact you
9 Block Adult 2 so that he is not able to have access to any of your information on your profile and also to contact Ythid.Bleck

1 Right after answering questions 3 and 4 make sure your privacy settings are set back to the default privacyi.gettinds,all the privacy settings you may have
changed.
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After having restricted access to your

information on this console, can other
users still have access to the following
information on your profile?

Your
current
profile
contains
this info

Visibleto
aaiy2|

Visible to
aaiyz2

Visible to
a! Rdz

+AaAofS
(user of this
console, but not
your contact) after
my consent

Visible to other people who
are nonusers of this
console

Observations

Real name (First and last)

Realname (only first)

Nickname

e-mail*

Date of birth

Gender

School you attend

Nationality

School address

Hobbies

Home address

Place of residence

Telephone or cell phone mober

Your location

Your game history

Your online achievements

Your bio

Your online status

L 2dzNJ tAAad 2F O2y il

Comments/messages posted by oth
dzZASNBE 2y Y& G LJdzof A

The iformation (location + bio) that
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should only be visible to Minor 2

Other, please specify:

4. ANSWER THE FOWING QUESTIONS BLRTION TO THE PRIVAETTINGS AVAIEABN THIS CONSOLE

In relation to the privacy settings available onkha & A G §

The instructions on how to use the privacy settings are writ
using plane and succinct language, easy for Minor 1
understand

Yes

No

Not available on this
console

Observations

The instructions on how to use the privacy settings do
contain excessive technical jargon difficult for a child of this
to understand

The instructions on how to use the privacy settings are e
seen because they are prominently placed on the SNS

there is no need to excessively scroll thebpage(s) to find
instructions on how to change privacy settings

The privacy settings can be accessed at all times from the S

There is a link to the privacy settings on every page on
console

I could successfully restrict access te ihformation that was
only supposed to be viewed by Minor 2 without encounteri
any difficulties in the whole process

I could restrict access to the information that was ol
supposed to be viewed by Minor 2, but | encountered so
difficulties durhg the process. Please specify which difficuli
you encountered in the comments section

I could successfully block Adult 2 without encountering i
difficulties in the whole process

| could block Adult 2, but | encountered some difficultiesiigir
the process. Please specify which difficulties you encountg

in the comments section
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IN THIS LAST TASK YOU WILL HAVE TO EVALUATE HOW EASY IT IS TO DETELE AN EXISTING USER PROFILE ON THISIENBRAF IWHSSHIRIPBRAMAIN
ACTIVEWEN AFTER THE TEST HAS FINISHED, YOU WILL HAVE TO CREATE A NEW USER ACCOUNT. PLEASE KEEP IN MIND THAT ACCEUWDH 8OUR PREVIOUS
SHOULD BE DELETED.

1 Create a new user account for a minor (e.g. Minor 3" s brother).

1 Fillin some personal informationrfthis new profile (e.g. name, age, place of residence, hobbies, etc.).
1 Add some extra information to this account (e.g. upload a couple of pictures, comments, etc.).
1 Delete this account.
1 Once you have deleted this new account, answer the following quasti

5. HOW EASY WAS IT TO DO THE FOLLOWING?

hy GKS {b{ZX K2g¢ Slae ol a Al Very easy easy Not easy but difficult Very Not available on
not difficult difficult this console
Delete this newly created profile?

Find instructions on how to defe this account?

Find information on the consequences of deleting your profile (|
your profile will be deleted, but some information will be retaini
by the provider, etc.)

8. WHAT HAPPENED WHILE[ 9 ¢ L b D OGROEIbHPW o0¢ t

While deleting this profile: YES NO Observations

| could find easyo-understand information on how to delete m
profile

There was a clear link/button provided for deleting my profile

| could only deactivate my profile but not completely delete it
The provider clearly states what personal information thi
collect/retain after deleting my profile

The provider clearly states how my personal information is/may
used once my profile is deleted
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Alternative ways of implementing Principle 6 on thiconsole

5. Here refer to any alternative ways this Principle has been implemented on thidisperisole and which has not been included in this test. Include informati
on:
a. Any additional functionality/tool, etc. that may support children and young people make informed decisions about the ifdorthay post online.
6. Clearly specify the places the console where such information/application(s) is/are placed by adding link(s) to the application/functionalitytiorguiks to
relevant additional information on the console, etc.
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ANNEX6. TESTING SCENARIKOTEGSHARING PLATFORMS

Name of SNS being reviewe(

URL of SNS

Date(s) of testing

Name of tester

Contact email of tester

Contact phone of tester

Browser used for testing Chrome Firefox | Explore(7/8) Opera Safari Other, please
specify

Section 1

Principle 1: Raise awareness of safety education messages and acceptable use policies to users, parents, teachers andagqan@rgnent, clear and
age-appropriate manner

1. IN THE FOLLOWIRZERCISE YOU VWHIAVE TO MEASURE THEE IT TAKES YOU HID SOME INFORMANION THE WEBSITE YARE TESTING. USE A
CHRONOMETER TO MERBSUHE EXACT AMOWUNFTTIME IT TAKES YKUFIND THE FOLLOW/INFORMATION. START THE TASKS FR® HOMEPAGE OF THE
SNS WITHOUERISTERING AS A USER

Starting from the homepage, find information about Time (in seconds) to find this info Info not available on this website

Terms of Use

Privacy information

Tips or educational material on how to use the internet safely (fddn)

Tips or educational material on how to use the internet safely (for parg
teachers, other carers)

Tips or educational material on how to use this SNS safe safely (for children)

Tips or educational material on how to use this SNS séfetyparents, teachers
other carers)

External links/referrals to educational materials about child safety
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External links/referrals about organizations/authorities active in child safety,
Insafe, national hotline, police, etc.

2. WITHOUTHGISTERING AS A USER. PLEASE ANSWHR FOLLOWING QUBESB:

This SNS contains the following type of information. Please mark all that applies:

YES

NO

Observations

Tips/information for children and young people on how to navigate this specifisitecbafely
and responsibly

Tips/information for parents, teachers or other adult carers on how to help their chilg
navigate this website safely

Terms of use/service for this SNS

Information on what constitutes inappropriate behaviour oristtwebsite and the consequencst
thereof (e.g. a code of conduct)

Privacy policy or privacy information about this SNS

General safety tips/information specifically targeted at children and young people on how t(
the Internet safely and resporisif 8 3 F2NJ Ayaidl yOS GKNRdzZZIK Wi

General safety tips/information or educational materials specifically targeted at parents, teal
or other carers to help children surf the Internet safely and responsibly

Other. Please specify:

3. WHAKIND OF INFORMATIONES THIS SNS PREWBOUT SPECIFICIANIRISKS? PLEASIRKIALL THAT APPLIES.

Does this SNS provide any information regarding the YES YES but it is difficult to
understand for children and

following online risks? Please choose ALL that apply
young people

NO

Observations

The possibility of seeing or being the subject of images of
child abuse

Hate speech

Pornography or sexual content

Violence

Inappropriate contact from adults with a sexual interest in
children
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Bullying

Divulging personal information

Posting sexually provocative photographs

Information on sekharm actions (anorexia, suicide, etc.)

Other, please specify:

4. WHAT IS THE MR OF THE SAFETRORMATION PROVIDEDTHISSNS? CHOOSE ALL TARPHFLY

The safety (educational) information on this SNS contains (Please mark all tha
applies):

YES

NO

Observations

Audiovisual fragments (video / audio fragments, animations, etc.)

Quizzes or games

Concrete examples reladeto safety (e.g. anecdotes, information on concrete
consequences of safety threats, etc.)

External links/referrals to educational materials about child safety

External links/referrals about organizations/authorities active in child safety, e.g
Insafe, national hotline, police, etc.

Written texts about safety

If written texts are used, short pieces of text are used (no more than 1 or 2 sho
paragraphs per idea/caption)

If written texts are used, they are formatted with sub heads,dtsland other
devices (e.g. visible links) that facilitate skimming and scanning of info rather th
plain reading

Other. Please specify:

5. WHAT KIND OFH@RMATION IS PRESENTHE TERMS OF SEEXUSE OF THIS SIREEASE CHOOSE AATTAPPLY

In their Terms of Service/use does this SNS clearly| YES

YESbut it is difficult to

state the following? Please choose ALL that apply understand for
children/young people

NO

Observations

Content that is not allowed on the social network (e
pornographic or racist content)

Conduct (behaviour/actions) that is not allowed (e.g
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bullying, harassment, racist comments)

Consequences of engagement in prohibited
behaviour/actions (e.g. your user
profile/messages/photos nght be deleted, or police
contacted)

Age requirements

Other. Please specify

6. WHAT IS THE RORT OF THE INFORMBNIABOUT THE TERMSSERVICE/USE OREOB CONDUCT PROBIDE THIS SNS? CHP@SEL THAT APPLY.

The information about the Terrs of service/use or Code of conduct provided on this SN
presented in the form of (Please mark all that applies):

YES

NO

Observations

Audiovisual fragments (video / audio fragments, animations, etc.)

Quizzes or games

Concrete examples reladeto safety (e.g. anecdotes, information on concrete consequen
of safety threats, etc.)

External links/referrals to educational materials about child safety

External links/referrals about organizations/authorities active in child safety,resatd,
national hotline, police, etc.

Written texts about the Terms and conditions

If written texts are used, short pieces of text are used (no more than 1 or 2 short parag
per idea/caption)

If written texts are used, they are formatteditv sub heads, bullets and other devices (e.g
visible links) that facilitate skimming and scanning of info rather than plain reading

Other. Please specify:
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7. THINKING FROM TPERSPECTIVE OF ACMOUNGER THAN EARS OLD (E.G. MIN)RANSWERHE FOLLOWING QUESIB. IF THE SNS YXRE TESTING HAS
A MINIMUM AGE REQEMRENT OF 13 YEAR® OR OLDER, QUESBGMND 8 SHOULD NEETANSWERED AND BBIOULD CONTINUE WQIBHESTION 9.

The safety tips and educational materials on this SNS YES NO Obsrvations

are presented using plain and succinct language appropriate for a ch
this age

do not contain technical jargon difficult for a child of this age to
understand

are easily seen because they are prominently placed on the SNS

there is no need to excessively scroll the webpage(s) to find this
information

8. THINKING FROMHBHERSPECTIVE ORIRICYOUNGER THANEARS OLD (E.G. MR\E), ANSWER THE FOWING QUESTIONSTHE SNS YOU ARE TEESHAS
A MINIMUM AGE REQERENT © 13 YEARS OLD ORER, QUESTION 8 SHDMOT BE ANSWERKD AOU SHOULD CONJENWITH QUESTION 9.

The information related to the website privacy and safety policy (e.g. Terms and Conditiq YES NO Observations
Safety policy, Code of conduct, etc.)

is presented using plain and succinct language for a child of this age

does not contain excessive technical jargon difficult for a child of this age to understand

is easily seen because it is prominently placed on the SNS

there is no need to ecessively scroll the webpage(s) to find this information

9. THINKING FROMH PERSPECTIVE Q&% YEARS OLD TEENAEEG. MINORS 1 ARDANSWER THE FOMIRG QUESTIONS:

The safety tips and educational materials on this SNS YES NO Observations

are presented usinglain and succinct language appropriate for a child of this age

do not contain excessive technical jargon difficult for a child of this age to understand

are easily seen because they are prominently placed on the SNS
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10. THINKING FROMBHERSPECTIVE O8-H/1IYEARS OLD TEENA®GEG. MINORS 1 ARDANSWER THE FOMIRG QUESTIONS:

The information related to the website privacy and safety policy (e.g. Terms and Conditi
Safety policy, Code of conduct, etc.)

YES

NO

Observations

is presented using plain and succinct language for a child of this age

does not contain excessive technical jargon difficult for a child of this age to understand

is easily seen because it is prominently placed on the SNS

Alternative ways of implementing Principle 1 on this SNS website

links to relevant additional information on the website, etc.

1. Here refer to any alternative ways this Principle basn implementedn this specific website and which has not been included in this test

2. Clearly specify the places on the website where such information/egin(s) is/are placed by adding link(s) to the application/functionality in quest

Section 2

Principle 2: Work towards ensuring that services are eagpropriate for the intended audience

1. WHICH OF THELEOWING STATEMENREARUE OF THE SDIS3 XRE TESTING?

Thisg Soa Al S X YES

NO

Observations

clearly indicates which services are not appropriate for children and young peop
where a minimum registration age applies

encourages the uptake of parental controls by prominently displaying how these
Fff2¢ LI NByida (G2 YFEyF3aS GKSANI OKAf RNBY]
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allows users to label, rate or age restrict content where appropriate

Ffft26a LI NByda G2 Y2yAG2NI 6KSANI OKAf RO

does something else to ensure that its services age-appropriate for the intended
audience. Please specify what they do:

BEFORE CONTINUINGWERING THE NEXTISERF QUESTIONS ¥U$T CREATE AN ACERDOF AYEAFROLD MINOR ON THISSS(RERSONA MINORVBHILE
SIGNING UP ONLY INDE THE MINIMUM ISRMATION REQUIREDTBYS SNS. IF YOU ASKED ANY MANDATORYORMATION TO SIGR USE THE DATA FROM

PERSONA MINOR 3.

1 If during the test you are required to provide any extra personal information not contained in the persona’ s descriggigouts# in the description provided in
order to create credible information that matches the current PERSONA. If necessary, you may provide credible, bebntacteaformation (e.g. address,

telephone number).
1 If you are required to provide one (or rep email account(s) (for instance a child's plus an adult’s email account), create as maflyaecounts as necessary.

Avoid using your personalmail accounts.

2. WHAT TYPE OF INFORMMN DOES THIS SEQRBIRE FROM YOU ED ¥OU SIGN UP?

When trying to sign up as a-9ear old this SNS requires you to subn] YES NO Observations
the following information. Mark all that applies:

Name

Nickname

e-mail*

Date of birth

Sex

Address or place of residence

A valid telephone or mobilphone number

Acceptance of Terms and Conditions

Other, please specify:

* |f asked for your enail for verification purposes DO NOT check yourad, yet
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3. AFTER SIGNINBAS 9YEAR OLD USER, WHAPPENED?

What happened during/after gyning up?

YES

NO

Observations

| was able to sign up because this SNS is notesgjacted

| was able to sign up even thougky8ar old children are not supposed
use this SNS

| was able to sign up even without verifying mynail*address

| was able to sign up only after clicking on the verification link** sen
me via email

| was not able to sign up. The SNS denied the signing up due t
restrictions

| was not able to sign up. The SNS denied the signing up, but | wa
told why

Other. Please specify:

*If you were not asked for& | Af GSNAFAOFGA2Y Rdz2NAYy 3

** |f necessary you can check yourail verification now

aA3y dzJ Y NJ

ab20G gl AflofS

0KAA

IF YOU WERE REJECTEGIREATE AN ACCOWUNITTHIS SNS FOR BEUNDER THE MINIMUM EQREQUIREMENT TRYSIGN UP AGAIN, BURI® TIME USE AN
AGE JUST ABOVE THRIMUM AGE REQUIRBY THIS SNS TO SIGN DO NOT CHANGEYARNF YOUR COMPUTERBNGS (E.G. DO NREMOVE ANY COOKIES

OR BROWSING HISTORY)

4. AFTER SIGNINB AS A CHILD ABOWE MINIMUM AGE RERED BY THIS SNSAVHAPPENED?

What happened when trying to sign up this time? Mark ALL that appli

YES

NO

Not available on
this SNS

Observations

| was able to sign up because this SNS is notesjected

| was able to sign up even though this SNS is supposed to be
restricted

| was able to sign up even without verifying mynail* address

| was able to sign up only after clicking on the verification link** sen
me via email

| wasnot able to sign up. The SNS denied the signing up due to
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restrictions

| was not able to sign up. The SNS denied the signing up, but | wa
told why

| was not able to sign in because of my previous attempt to sign up a
yearold child.The SNS has installed cookies on my computer that dag
allow me to sign up again from this computer

Other. Please specify:

*If you were not asked for-enail verification during sign up mark N/A
** [f necessary you can check youmail verificaton now

IF YOUR PREVIOUS BMPTS TO SIGN UPAABIINOR HAVE FAILER,EASE REMOVE ANYKIES THAT MAY HABREEN INSTALLED ONJRCCOMPUTER AND SIGN
UP AGAIN USING THENMWMUM AGE REQUIRBY THIS SNS. IF TEHIZES NOT WORK TRENSNG UP FROM ANORIEOMPTER.

5. AFTER SIGNINBAS A CHILD ABOVIE MINIMUM AGE RE®ED BY THIS SNS, WHAPPENED?

What happened when trying to sign up this time? Mark all that applieg YES NO Not available on| Observations
this SNS

| was able to sign up because this $\®t agerestricted

| was able to sign up even though this SNS is supposed to be
restricted

| was able to sign up even without verifying mynail* address

| was able to sign up only after clicking on the verification link** sen
me via email

| was not able to sign up. The SNS denied the signing up due t
restrictions

I was not able to sign up. The SNS denied the signing up, but | wg
told why

| was not able to sign in because of my previous attempt to $igas a 9
yearold child. The SNS has installed cookies on my computer that d
allow me to sign up again from this computer.

Other. Please specify:

*If you were not asked for-enail verification during sign up mark N/A
** [f necessary you can ebk your email verification now
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TO CONTINUE WITH THEST YOU WILL HAYECREATE 4 NEW UBEROUNTS: TWO OF ADBROFILES AND TRFOMINOR PROFILEREATE THESE ACCOUNTS
USING THE INFORMAYIEROM THE 2 GIRIENBGE (MINOR 1 ANPAND THE 2 ADULTRBENAS YOU WERE GIVESETHER WITH THETIRUCTIONS OF THIS

TEST.

IF DURING THE TE®UWRE REQUIRED RODYIDE ANY EXTRASTEWAL INFORMATIONTNOONTAINED IN THERBONAS™ DESCRIPTEN$E YOURSELFHIE T
DESCRIPTION PROVIDEDRDER TO CREAREMBE INFORMATION THWATCHES THE CURREERSONA. IF NECRYSAOU MAY PROVIRREDIBLE ADDRESS OR

TELEPHONE NUMBEREB),, BY NO MEANSARBENES!
6. SIGN UP AS MIRQ AND ADULT 1, WHKRIND OF INFORMANIDOES THIS SNS RRGWFROM EACH OFSHBSES?

When signing up the SNS requires you to submit the following information. Mark|  Minor 1 Adult 1 Observations
that applies:

Real name (First and last)

Real name (only first)

Nickname

e-mail*

Date of birth

Gender

School youattend

Nationality

Home address

Place of residence

School or work address

Telephone or cell phone number
Other, please specify:

BEFORE CONTNUINGMWIHE TEST, FOLLOAESE STEPS:

1 Do not change any settings on your SNS acaoloetause in the next section you will have to perform some tests withdb&adt settings.

1 Create user accounts for minor 2 and adult 2.
1 Add as much information as possible to ALL THE profiles (Minors 1, 2 and 3 and adults 1 and 2), but do nahgtsamttjegs in any of these accounts. The

account settings should be tliefault ones.
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/ KIy3aS YAY2N oQa F3S (42 Mo O6C2NJ GKS NBad 2F GKS (dSaid aAy2NJ o aK2dz
Minors 1, 2 and 3 should be each other’s friends. Add them to each other’s coneauls!fri

! RdzZft i Hé¢ &dK2dzZ R 6S FNASYR 2F a! Rdzf G mé¢ 2yfér odzi KS a'!'{¢ bh¢ 6S ¥
Post some pictures and some comments on each other’s profiles.

Write down the user names;raails, passwords and age of ALL your accounts.

=A =4 =4 -8 -4

User name Adall

Password Adult 1 account

Age Adult 1

e-mail Adult 1

User name Adult 2

Password Adult 2 account

Age Adult 2

e-mail Adult 2

User name Minor 1

Password Minor 1 account

Age Minor 1

e-mail Minor 1

User name Minor 2

Password Minor 2account

Age Minor 2

e-mail Minor 2

User name Minor 3

Password Minor 3 account

Age Minor 3

e-mail Minor 3

Alternative ways of implementing Principle 2 on this SNS website

7. Here refer to any alternative ways this Principle has been implemented on this specific website and whichtheaen includedn this test:

a. Specify if and how this SNS has considered how their service may be associated with potential risks to children and pleyadeemit is

intended for them to use the service*

b. Specify the mechanisms/measures employed by this SNS is ortieittexposure to potentially inappropriate content and contact

8. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to tasiompipiicctionality in
question, links to relevant additional imfmation on the website, etc.

*Each SNS is different in terms of target audience, the range of activities users can engage in, the platforms on wdachbiaepnsumed and the
countries in which they are available. These factors will affect the randextent of the risks that may affect children and young people when using t
site. Assessment of what constitutes inappropriate content for children and young people also varies.




Section 3

Principle 3: Empower users through tools and techogy

1. USING THE DEFAULTTEEGS OF YOUR SBS®UNT, I.LE. WITHOCHANGING ANY SETTINKGG { L Db

ACwL9b5¢k/ BWERTHEFOLLOWINESQTIONS:

Lé! {bB! BbELL OCH aLld/hiwa 9

. @ RSTlLdA G ¢6KSy aAdaySR Ay & a!

I am allowed to add minors to my contacts list without any restrictions

YES

NO

X

2

U
QX

n

gugit
y Qi

Observations

I am allowed to add minors to my contacts list but before being able tg
it | receive a warning (e.g. Are you sure you know this person?)

I need to sign a special agreement/form before being able to add chil
to my contacts list

| receive information on the consequences of contacting minors in
appropriate ways according to the Terms of Use

I am not allowed to add childreto my contact list

Something else happens. Please specify:

2. USING THE DEFAULTTEEGS OF YOUR SKRE®@UNT, I.E. WITHOCHANGING ANY SETTINNG { L Db

ON THIS WEBSITE).ANER THE FOLLOWINGEQUIONS:

Limé!s{ ! dd 94 MINVITETIGNETO BB YOU
FRIEND. THEN, SIGNAS ADULT 2 (NOTRRIEND OF MINOR 1)ANRY TO GET IN TEWZITH MINOR 1 (EHA A MESSAGE OR ANER AVAILABLE MERISM

& RSTIdZX Gz 6KSY aA3ySR Ay & 64

| am allaved to add adults to my contacts list without any restrictions

YES

NO

Py
No

u» X«

¢ N

<<

[N et

Observations

| am allowed to add adults to my contacts list but before | receive a war
(e.g. Are you sure you know this person?)

| need parental consent before allowing adults to become memsiloé my
contacts list

| receive safety guidance on dangerous contacts before accepting an
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4 WFNASYRQk O2y il Ol

| am not allowed to add an adult as a contact

L Oy
on this SNS

0S O2yidl OUSR o0& a! Rdzf d HE

Something else happens. Please specify.

3. USING THE DEFASETTINGS OF YOURABISOUNTS, |.LE. WITHOCHANGING ANY SEGE ON ANY OF THECOUNTS, INDICATEI@HHINFORMATION ABOU

dalLbhw wmé¢TATHE EALEOWING PHE PLEASEY ATTENTION TO FOELOWING:
1 Make sure your minor 1's and minor 2°s PROFILES contain as much information as possible éeldrdgssdiobbies, etc.).
T t2ald LAOGIZNBAE 2F SIOK 20KSNJ FYR GF3 St OKacRdihkrSNJ 2y GKSY a2 Fa (G2 aakKz2gé
1 To search the profile of minor 1 as a user of this SNS, only employ the internal search engine of the SNS you are testing.
f To search the profile of minor 1 as a naser of this SNS (i.e. not sigradas a user), use the following searcllehy Sa G2 &SI NODK F2NJ Ay T2
M €G¥ogle MSN searcland Yahoo! search
f In both cases use the name and the sumam@ A y 2 NJ mé¢ 0Si6SSy AYy@SNISR O02YYlFa o0So®3a3d aW2Ky { YAUK
By default, Which of the following My current Visible to Visbt S G2 |[tA&A0ft S (37 Visible to other Observations
AYF2NXIFGA2Y Aa WLIZ profile contains | & a A Y 2 N| m gyour contact) | (user of this SNS, bu{ people who are
Mark all that applies: the following not your contact) non-users of this

information SNS

Real name (First and last)

Real name (only first)

Nickname

e-mail

Date of birth

Gender

Nationality

Hobbies

Home address

Place of residence

Telephone or cell phone number

Your pictures

Pictures of you uploaded by others
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http://www.google.com/webhp?hl=en
http://search.yahoo.com/
http://search.yahoo.com/

My online status

My listofcont Ol ak ¢ FNA Sy R
Comments/messages posted by oth
users on my pictures

Other, please specify:

nao {LDb Wwbwmé¢ ¢ lGal WET SETTINGS QFCAGEOUNT, I.LE. WITHOOHANGING YOURTIHL SETTINGS, INDIE WHICH OF THE IEDWING
THINGS YOU CAN DO

Bydefault6 KSy aA3IySR Ay | & aaAy2N YES | YESbutlneed NO Not available Observations
permission from the on this SNS
user who posted it on
my profile

| am able to delete postings/comments | have made on my pictur
| am able to delete pictures | have uploaded on my public profile
| am able to delete postings/comments others have made about
pictures

| am able to delete pictures others have uploaded of me
Something else happens. Please specify:

p ® {LDb Wwbwmé¢ ¢ KPEFBUET SHTBINGE THIS ACCOUNT, WETHOUT CHANGINGUR INITIAL SETTINB®ICATE WHICH DIHE FOLLOWING
THINGS CAN HAPPENYQNUR PROFILE.

. @ RSTlLdA G 6KSyYy aA3daySR Ay | & YES | YESbutlmust NO | Not available Observations
approve itbefore it on this SNS
is published

All users can post comments on my pictures

Only my contacts/friends can post comments on my pictures
Other users can upload photos of me

Only my contacts/friends can w#d videos/photos of me

By default my full profile is set to & LINR @I {n$¢pEofile
information cannot be viewed, except by friends belonging to
Gl LILINR GSR O2y il OGa fAadé
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By default anybody (registered and nenegistered users of thig
NS) can contact me (e.g. via (private) messages)

By default only registered users can contact me (e.g. via (priv
messages)

By default only people belonging to my approved contacts list
contact me (e.g. via (private) messages)

By default all users of this SNS can send me friend requests

Bydefault 2y f& Y& FTNASYRa WwWO2yil (

Something else happens. Please specify:

6. KEEP ON USING MOUt wh CL [ 9 EXRLOREHRTHWE RREVEBENTINGS ONOUR PROFILE ANDWER THE FOLLOWINGEQUIONS.

l'a GaAy2NI mé 2y (GKAa {b{= L (G

Report abuse or bullying

YES

NO

Not available
on this SNS

Observations

Block other users from contacting me

Block other users from viewing npyofile

Reject friendship requests

Specify who or which groups of users can contact me (e.g. frig
family, etc.)

Restrict the search options of other users so that they cannot
me (e.g. Do not allow adults to find/contact me)?

St my profile to private so that my full profile cannot be view
SEOSLIi o0& WINASYR&aAQ 2y Yé 02y

Set my profile to private, i.e. | cannot be contacted except
WFNASYRaAaQ 2y Yeé O2yidl OG fAad

| have to change my privacy settings before reyspnal information
can be visible to adult users

| have to change settings for my personal information (all
information contained on my current profile including picture
contacts list, posts, etc.) to be viewed by other minors

| have contol over the display of my online status. | can decid
2O0KSN) LIS21L) S Oy aSS YS gKSy

I am notified when | am identified (tagged) in pictures/videos, ¢
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L2AGSR 2y 20KSNJ LIS2L) SQa LINE ¥

| can prevent other users from commenting ory photos

This SNS provides me with other privacy features. Please sy

what they are and how they work

7. KEEPONUSINGY® t wh CL [ 9. INGRELADIOGNVTOVMRRVACY SETTINGS JUBY EXPLORED, HOWMEDIFFICULT WASOIDO THE FOLLDWG?

hy GKS {b{3 K26 SFLae 6& Ad

Block other users from contacting me

Very easy

Easy

Not easy but
not difficult

Difficult

Very
difficult

Not available on
this SNS

Block other users from viewing my profile

Reject friendship requests

Specify who or which groups of users can contact me (e.g. frie
family, etc.)

Restrict the search options of other users so that they cannot
me (e.g. Do not allow adults to find/contact me)?

Set my profile to private so that nfyll profile cannot be viewec
SEOSLJi o6& WFINASYRaAaQ 2y Y& 02

Set my profile to private, i.e. | cannot be contacted except
WFNASYRaAaQ 2y Yeé O2yidl OG fAad

| have to change my privacy settings before my persc
information can be visie to adult users

| have to change settings for my personal information (all
information contained on my current profile including picture
contacts list, posts, etc.) to be viewed by other minors

I have control over the display of my lore status. | can decide
20KSNJ LIS2L)X S OFy &aSS YS 46KSy

I am notified when | am identified (tagged) in pictures/videos, ¢
L2AGSR 2y 20KSNJ LIS2LJ SQ&a LINR

| can prevent other users from commenting on my photos

use addii A 2 y' I f LINKR @I O& FSI {dz2NB
additional privacy features, please refer to them here

dzaS | RRAUGAZ2YI € LINA @ O& FSI G
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additional privacy features, please refer to them here

8. KEPONUSINGh | w t wh CLN&O® d2alLlbdh wi INtYOWWANT 7O WPLOADTURES/VIDEOS ORPINFORMATION T@UR PROFILE?

l'a GaAy2NI més 6KSYy L Y | 02dg
information, | get:

Technical guidance on how to upload photddeos

YES

NO

Observations

Safety warnings/guidance about uploading photos/videos onling

Technical guidance on how to post information/comments

Safety warnings/guidance on publishing personal informat
online

Other type of relevant information. Please spgcif

9. ARE THERE ANY MERISMS IN PLACE ONS WEBSITE TO AYOHAT REGISTERERORS (E.G. MINORSND 3) GET ACCESINAPROPRIATE OR UNWED

(BUT NOT ILLEGALNJEGNT?

Which of the following mechanisms are employed by this
website to avoid thd minors have access to inappropriate or
unwanted content?

Family or parental Filtering

YES

NO

Observations

Automatically blocking of inappropriate content for childr¢
younger than a certain minimum age

Contextual warnings (placed on the contdtgelf) so that users
can make informed decisions regarding if they want to access
content or not (e.g. the photo you are about to watch conta
strong violent images. Are you sure you want to see it?)

Other mechanisms. Please specify how thisviler makes surg
that children and young people registered on their website are
exposed to inappropriate content on their website
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10. ARE THERE ANYOWIENISMS IN PLACET®NS WEBSITE TO AYDHAT NOREGISTERED MINORBARECESS TO INAPROFHEOR UNWANTED (BUT NOT

ILLEGAL) CONTENT?

Which of the following mechanisms are employed by this
website to avoid that minors have access to inappropriate or
unwanted content?

Family or parental Filtering

YES | NO

Observations

Automatically blocking ofinappropriate content for childrer|
younger than a certain minimum age

Contextual warnings placed on the content itself so that users
make informed decisions regarding if they want to access |
content or not (e.g. the photo you are about to watclntains
strong violent images. Are you sure you want to see it?)

Other mechanisms. Please specify how this provider makes
that children and young people not registered on their website
not exposed to inappropriate content on their website

11. POST THE PICTORBU WERE GIVEN ETCER WITH THE MAIRER FOR THIS TENTEACH OF THE PRBE&IYOU CREATED. €8N ADD MORE PICTERE

YOUR OWN.
T LY 020K I RdzZ G LINBFAfSa asSi

that your search is exhaustive.

@ 2 dzNJ LJA O dzNEB &e pictiiresiniehch & thése threezate§dbdsi S¢ ! b 5
1 Sign in as Minor 1 and search for the photos you just uploaded. If possible, use different search settings (e.g. epdopoisefsom your contacts, etc.) to ensure

Which types of pictures from Adults 1 and 2 could you

Adult 1

access? Safe Moderate

| could find and see the following pictures

Restricted

Adult 2

Safe ‘

Moderate

Restricted

| could find, but not see the following pictures

| got a contextual warning abottie restricted content of
the pictures

Something else. Specify what happened:
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12. SIGN IN AS MINQRND AS ADULT 1. GO ADVANCED SEAREHRIONS AND TURN OHE SAFE SEARCH HUDIALITY. WHAT HARS?

What happens when trying to turn Safe Seh off? Minor 1 Adult 1 Observations

| could turn Safe Search off

| could not turn Safe Search off

Apart from Safe Search other search options are availab

Something else. Specify what happened:

13. WITHOUT SIGMKENN AS ANY USERHERE INFORMATION TOINS SNS ABOUT TBELFOWING?

Does this SNS provide the following information? YES | NO Observations

Information/tips for parents on the available tools for wid
internet access (e.g. the benefits of using filtering tools anc
parental controls) and how they can be used to help them prot
young people

Information/tips for parents on the available tools on this SNS (|
parental controls, filtering tools, etc. provided by this SNS)
how they can be used to help them protecung people

Any other relevant information/advice/tools to help paren
support their children in managing a safe online experience on
SNS. Please specify:

Alternative ways of implementing Principle 3 on this SNS website

7. Here refer to any alternative ways this Principle has begriémented on this specific website and which has not been included in this test. Include
information on:
a. How this provider assists children and young people in managing their experience on their service, particularly witlo iegagudpriate or
unwanted (but no illegal) content or conduct
b. Refer to any tools/functionalities employed by this provider to minimise the risk of unwanted or inappropriate contact beathileen/young
people and adults
8. Clearly specify the places on the website where suchrimftion/application(s) is/are placed by adding link(s) to the application/functionality in quest
links to relevant additional information on the website, etc




Section 4

Principle 4: Provide easio-use mechanisms to report conduct or content that violates the Terms of Service

1. IN THE FOLLOWING EXEE YOU WILL HAVBMEASURE THE TIMEAKES YOU TO FIME REPORTING MECISMS$ ON THE SNS YXRE TESTING. USE A

CHROIOMETER TO MEASURE EXACT AMOUNT @WHIT TAKES YOUHIND THEM. START AHE TASKS FROM TBEBBPAGE OF THE SNS

Starting from the homepage, find the following:

Time (in seconds) to find this info

Info not available on this SNS

A button to flag mappropriate content

A report button

Abuse Report Form

Report abuse via-mail

Link to abuse report form from an external local agency or organization, e.g. Inhope, |
ChildNet, etc.

A hotline/phone number to contact a safety expeesponsible from within this SNS

A hotline/phone number to contact a safety expert from another organization

A link/information on Violation of terms and where and how to report them

An indication of how reports are typically handled by this SNS

Other reporting mechanism, please specify:

2. MENTION ALL THE EXISTING MECHANISMS AND TOOLS AVAILABLE ON THIS WEBSITE TO REPORT ABUSE/VIOLATIONS ORNNEBERIGT DFEMEBSITEY
CAREFULLY AND READ THE TERMS OF SERVICE, ACCEPTISRLANIZEBRCOMMUNITY GUIDELINES PROVIDED ON YOUR SNS AND ANSWER THE FOLLOWING

QUESTIONS:
Which of the following reporting mechanisms are available to | YES NO Observations
report abuse/violations of Terms of Use/policy on this site: (add URL on | (Not available

A button to flag inappropriate content

SNS) on this SNS)

A report button

Abuse Report Form
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Report abuse via-mail

Link to abuse report form from an external local agency
organization, e.g. Inhope, Insafe, ChildNet, etc.

A hotline/phone number to contact a safety expert/responsil
from within this SNS

A hotline/phone number to contact a safety expert from anott
organization

A link/information on Violation of terms and where and how
report them

An indication of how reports are typically handled by this SNS
Other, please specify:

3. SIGN IN AS MINQRGO TO THE INTERNJEARCH ENGINE BISTSNS AND LOOK RORPPROPRIATE CONTESR A CHILD OFSTHGE. YOU CAN TYERMS
{'/1 !'{ GQIREMBMWEOGAO &S ETC.SELECHIDMETEDN THAT IS INAPPRGATE FOR CHILDREED 13 OR OLDERSEE. FLAG AND REPORT

THE PHOTO/VIDEO/C@&NT SELECTED AS @GODWNWG INAPPROPRIATEONTENT. ANSWER THBHESTIONS BELOW IELARTION TO THE RERGR
MECHANISBITOOLS AVAILABLETBMNS SNS:

1 1If there are different reporting mechanisms (e.g. report buttemadl, etc.) available, report this situation using the most prominent and most readily available
mechanism that a 1dyear old child would normally use ongt8NS.

1 Check if the inappropriate content is removed from the site. How long does it take to be removed?

1 Because it may take some time before the SNS sends a reply to minor 1, the next question (question 3 of section 4)weagdatamtater time. Base keep on
checking the email address you used to report the problem to the SNS until right before you submit your national repoforet mo check your spam as well
because these types of messages may also arrive directly to the spam folder.

1 1f the provider contacts Minor 1 asking for specific information, answer all the messages you may receive and keep scifeiieshats lbaciup. DO NOT initiate
contact with the provider yourself.

9 Report the situation using only ONE reporting mechanisi@EN nothing happens, do not try any other reporting mechanisms and do not contact the provider.

REPORTING MECHANT®%TED:

In relation to the reporting mechanism/tool available on the site ‘ Yes ‘ No ‘ Not available on ‘ Observations
this website

The instructions on how to use the reporting tools/mechanism
written using plane and succinct language, easy for a child of this a|
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understand

The instructions on how to use the reporting tools/mechanism do
contain excessive technical jargon difficult for a child of this agg
understand

The instructions on how to use the reporting tools/mechanism
easily seen becauseedii are prominently placed on the SNS

There is no need to excessively scroll the webpage(s) to find instrug
on how to use the reporting tools/mechanism

The reporting mechanism/tool can be accessed at all times from
SNS

There is dink to the report mechanism/tool on every page on this SN

| could successfully report abuse without encountering any difficultig
the whole process

I could report abuse, but | encountered some difficulties during
process (please specifwhich difficulties you encountered in th
comments section)

The report mechanism/tool sends a notification of receipt to the u
indicating that the report is being handled

The report mechanism gives feedback to the user about the re
result.If so, how long did it take to get an answer?

| did not receive any reply, but the inappropriate content was remo
from the site. If so, how long did it take to remove the content?

Abuse report mechanism/tool asked for information | could paivide

Abuse report mechanism/tool asked for unnecessary or irreley
information* (i.e. additional details without which an efficient repa
could still be handled).

*Include concrete examples of unnecessary information in
Observations section

If there are forums or volunteer moderators on this SNS, can you rg
your problem to them or ask them for advice on how to report y
problem?

If you contacted any volunteer moderator or forum on your SNS,

you get successful guidancefarfnation from them?
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Alternative ways of implementing Principle 4 on this SNS website

7. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not beshimthigtest. Include
information on:

a. Any additional mechanisms employed by this provider to report inappatggontent, contact or behaviour as outlines in their Terms of Service,

community guidelines, etc.

8. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to thdomgfpiicctionality in question

links to relevant additional information on the website, etc.

M P

{ LDt wL baé ]

Section 5

Principle 6: Enable and encourage users to employ a safe approach to personal information and privacy

. @ aHIEM QR THE ROLLOWINBORMATION NEEDSJRPERMISSION BEFBREG VISIBLE TO BRHUSERS?

Which of the following information
needs your permission before being
made public (i.e. visible) to the following
people? Mark all the instances that
require yourconsent

Your current
profile contains
this info

Visible to Minor 2

Visible to
a! Rdzt G
(your
contact)

+Aarof S

(user of this SNS, bu

not your contact)

U 7

Visible to other people
who are nonusers of this
SNS

Observations

Real name (First ahlast)

Real name (only first)

Nickname

e-mail*

Date of birth

Gender

Nationality

Hobbies

Home address

Place of residence
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School or work address

Telephone or cell phone number

Your uploaded pictures

Pictures/videos of me uploaded by me
by others

My online status

ae fAad 2F O2ydal Od
Comments/messages posted by oth
users on my pictures

Other, please specify:

2. EXPL@RTHE PRIVACY SEGSIOPTIONS AND GINOA AVAILABLE ONSTENS AND ANSWER FBIEL.OWING QUESTIONS

Ly NBtFGAZ2Y (2 LINRGFO& AYyTF2NXNI (] YES | NO | Observations

While adding information to your profile, were you informed/mal
aware that (some of) this information would be made visible/availablg
other users?

Did you receive any supporting information on the consequence
posting this information online?

Did you get any information/guidance on how make your profie
private as possible?

Are you able to view your privacy status or settings at any given time”

3.IN THIS SECTION WBILL HAVE TO EXPLSREIE OF THE PRIVAEYTINGS AVAILABNETEIS SNS. FOLLONE TNSTRUCTIONS:
9 Sign in as Minor 1.
1 At the keginning of this test you uploaded several pictures on this SNS. Three of those pictures should only be visible teMiitbryduRother friends’/contacts
W 00Saa G2 (GK2aS aLISOAFAO LAOGIINBad ,2dz YIe OK22aS 6KAOK LAOGINBa G2 YIS L
1 You do notvant adult 2 to be able to have access to any of your information on your profile. Block this user.
1 Right after answering questions 3 and 4 make sure your privacy settings are set back to the default privacy settirdgsallehamprivacy settings yauay have
changed.
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After having restricted access to your
information on this SNS, can other
users still have access to the following
information on your profile?

Your current
profile
contains this
info

Visible to
aaAyzN

Visible to
aaiy?

Visible to
a! Rdz

+AaArofS
(user of this SNS,
but not your
contact) after my
consent

G

Visible to other people who
are nonusers of this SNS

Observations

Real name (First and last)

Real name (only first)

Nickname

e-mail*

Date of birth

Gender

Nationality

Hobbies

Home address

Place of residence

School or work address

Telephone or cell phone number

Your uploaded pictures

Pictures/videos of me upaded by me
or by others

My online status

ae tAau 2F O2yatl Of
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Comments/messages posted by oth
users on my pictures

The pictures that should only be visib
to Minor 2

Other, please specify:
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4. ANSWER THE FOLLOWQNUESTIONS IN RELATT® THE PRIVACYTIEGS AVAILABLE GNSTSNS

Ly NBtFGA2Yy (2 GKS LINRGI O& Yes No Not available on this Observations
website

The instructions on how to use the privacy settirage written
using plane and succinct language, easy for Minor 1
understand

The instructions on how to use the privacy settings do
contain excessive technical jargon difficult for a child of this
to understand

The instructions on howto use the privacy settings are eas
seen because they are prominently placed on the SNS
there is no need to excessively scroll the webpage(s) to
instructions on how to change privacy settings

The privacy settings can be accessedldiraes from the SNS
There is a link to the privacy settings on every page on this |
I could successfully restrict access to my three pictures (|
supposed to be viewed by Minor 2) without encountering ¢
difficulties in the whole process

| could restrict access to my three pictures (only suppose
be viewed by Minor 2), but | encountered some difficulti
during the process. Please specify which difficulties
encountered in the observations section

I could successfully blockdult 2 without encountering any
difficulties in the whole process

| could block Adult 2, but | encountered some difficulties dur
the process (please specify which difficulties you encounte
in the observations section)

IN THIS LAST TASKIY@LL HAVE TO EVALUATE HOW EASY IT IS TO DETELE AN EXISTING USER PROFILE ON THIS SNS. AS ALL YOUR PREEMAJS PROFILES SHC
ACTIVE EVEN AFTER THE TEST HAS FINISHED, YOU WILL HAVE TO CREATE A NEW USER ACCOUNT). PLEAEENKEEP YO MHRENVTEIAS ACCOUNTS
SHOULD BE DELETED
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Create a new user account for a minor (e.g. Minor 3" s brother).

Delete this account.
Once you have deleted this new account, answer the following questions

=A =4 =4 =4 A

5. HOW EASY WAS IT TO DO THE FOLLOWING?

Fill in some personal information for this new profile (e.g. name, age, place of residence, hobbies, etc.).
Add some extra information to this accouetg. upload a couple of pictures, comments, etc.).

hy GKS {b{ZX K2g Slae ¢gla Al Very easy easy

Delete the profile you just created?

Not easy but
not difficult

difficult

Very
difficult

Not available on
this SNS

Find instructions on how to delete this account?

Find information on the consequences of deleting your profile (i
your profile will be dedted, but some information will be retaine
by the provider, etc.)

9. WHAT HAPPENED WHBLE[ 9 ¢ L b D G4GROEIbBPW o0¢ t

While deleting this profile: YES NO

| could find easyo-understand information on how to delete m
profile

Observations

There was a clear link/button provided for deleting my profile

| could only deactivate my profile but not completely delete it

The provider clearly states what personal information th
collect/retain after deleting my profile

The provider cledy states how my personal information is/may |
used once my profile is deleted

Alternative ways of implementing Principle 6 on this SNS website

7. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not besshimttligdtest. Include

information on:

a. Any additional functioality/tool, etc. that may support children and young people make informed decisions about the information they post ol.26

8. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to th@cepfulicctionality in question,

links to relevant additional information on the website, etc.




ANNEX7. TESTING SCENARLDBGING PLATFORMS

Name of SNS being reviewe(

URL of SNS

Date(s) of testing

Name of tester

Contact email of tester

Contact phone of tester

Browser used for testing Chrome Firefox | Explore(7/8) Opera Safari Other, please
specify

Section 1

Principle 1: Raise awareness of safety education messages angtadile use policies to users, parents, teachers and carers in a prominent, clear and
ageappropriate manner

1. IN THE FOLLOWIEGERCISE YOU WILVEHAO MEASURE THHEETIT TAKES YOU TROFSOME INFORMATION THE WEBSITE YQREATESTING. USE A
CHRONOMEER TO MEASURE THE®E AMOUNT OF TIMETAKES YOU TO FIME FOLLOWING INF@RWON. START ALL TASKS FROM THE HOMEP OF THE
SNS WITHOUT REGISNERS A USER.

Starting from the homepage, find information about Time (in seconds) to find this info Info not available on this website

Terms of Use

Privacy information

Tips or educational material on how to use the internet safely (for children)

Tips or educational material on how to use the internet safely (for parg
teachers, other carejs

Tips or educational material on how to use this SNS safe safely (for children)
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Tips or educational material on how to use this SNS safely (for parents, tea

other carers)

External links/referrals to educational materials about child safety

External links/referrals about organizations/authorities active in child safety,

Insafe, national hotline, police, etc.

2. WITHOUT REGIBMNEG AS A USER, VEEASE ANSWER THEBWING QUESTIONS:

This SNS contains the following type of imfoation. Please mark
all that applies:

YES

NO

Observations

Tips/information for children and young people on how to navig
this specific website safely and responsibly

Tips/information for parents, teachers or other adult carers on h
to help their children navigate this website safely

Terms of use/service for this SNS

Information on what constitutes inappropriate behaviour on tt
website and the consequences thereof (e.g. a code of conduct)

Privacy policy or privacy information algtahis SNS

General safety tips/information specifically targeted at children ¢
young people on how to surf the Internet safely and responsibly|
Ayaidl yOS GKNRdAZAK WI St LI LI ISAC

General safety tips/information or educational materials specific|
targeted at parents, teachers or other carers to help children ¢
the Internet safely and responsibly

Other. Please specify:

3. WHAT KIND OFHGRMATION DOES T&INS PROVIDE ABOUHGPIC ONLINE RISNSPASE MARK ALL TAHRFLIES.

Does ths SNS provide any information regarding the following
online risks? Please choose ALL that apply

YES

YESbut it is difficult to
understand for children
and young people

NO

Observations

The possibility of seeing or being the subject of images of child
abuse
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Hate speech

Pornography or sexual content

Violence

Inappropriate contact from adults with a sexual interest in childre

Bullying

Divulging personal information

Posting sexually provocative photographs

Information on selfharm actions (anorexia, suicide, etc.)

Other, please specify:

4. WHAT IS THE MR OF THE SAFETRORMATION PROVIDEDTHIS SNS? CHOOBEWIAT APPLY

The safety (educational) information on this SNS contains (Please mark all that
applies):

YES

NO

Observations

Audiovisual fragments (video / audio fragments, animations, etc.)

Quizzes or games

Concrete examples related to safety (e.g. anecdotes, information on concrete
consequences of safety threats, etc.)

External linksfeferrals to educational materials about child safety

External links/referrals about organizations/authorities active in child safety, e.g.
Insafe, national hotline, police, etc.

Written texts about safety

If written texts are used, short pies of text are used (ho more than 1 or 2 short
paragraphs per idea/caption)

If written texts are used, they are formatted with sub heads, bullets and other devi
(e.g. visible links) that facilitate skimming and scanning of info rather than pladinge:

Other. Please specify:
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5. WHAT KIND OFF@IRMATION IS PRESENTHE TERMS OF SEEXUSE OF THIS SIREEASE CHOOSE AIATAPPLY

In their Terms of Service/use does this SNS clearly state th( YES YESbut it is difficult to

following? Please choose ALL that apply understand for
children/young people

NO

Observations

Content that is not allowed on the social network (e.g.
pornographic or racist content)

Conduct (behaviour/actions) that is not allowed (e.g. bullyin
harassment, rast comments)

Consequences of engagement in prohibited behaviour/actiq
(e.g. your user profile/messages/photos might be deleted, g
police contacted)

Age requirements

Other. Please specify

6. WHAT IS THE RORTOF THE INFORMATIOBODAT THE TERMS OR\BEE/USE OR CODEEORDUCT PROVIDEDTBINS SNS? CHOOSETAAT APPLY

The information about the Terms of service/use or Code of conduct provided o| YES
this SNS is presented in the form of (Please mark all that asli

NO

Observations

Audiovisual fragments (video / audio fragments, animations, etc.)

Quizzes or games

Concrete examples related to safety (e.g. anecdotes, information on concrete
consequences of safety threats, etc.)

External links/réerrals to educational materials about child safety

External links/referrals about organizations/authorities active in child safety, e.g
Insafe, national hotline, police, etc.

Written texts about the Terms and conditions

If written texts areused, short pieces of text are used (no more than 1 or 2 shor
paragraphs per idea/caption)
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If written texts are used, they are formatted with sub heads, bullets and other
devices (e.g. visible links) that facilitate skimming and scanning of inferrdtan
plain reading

Other. Please specify:

7. THINKING FROM TPMERSPECTIVE OF ACMDUNGER THAN EARS OLD (E.G. MIN)RANSWER THE FOMIRG QUESTIONS. HETSNS YOU ARE TESHAS
A MINIMUM AGE REQERENT OF 13 YEAR® OR OLDER, RSTIONS 7 AND 8 SHOWOT BE ANSWERRD AOU SHOULD CONJENVITH QUESTION 9.

The safety tips and educational materials on this SNS YES NO Observations

are presented using plain and succinct language appropriate for a child of th
age

do not congin technical jargon difficult for a child of this age to understand

are easily seen because they are prominently placed on the SNS

there is no need to excessively scroll the webpage(s) to find this informatior]

8. THINKING FROMBHERSPEEREIOF A CHILD YOURGHAN 13 YEARS QE. MINOR 3), ANER THE FOLLOWING QUBNS. IF THE SREWYRE TESTING HAS
A MINIMUM AGE REQERENT OF 13 YEARS® OR OLDER, QUESTBGHOULD NOT BE ANERED AND YOU SHOGONTINUE WITH QUESBN'D.

The information related to the website privacy and safety policy (e.g. YES NO Observations
Terms and Conditions, Safety policy, Code of conduct, etc.)

is presented using plain and succinct language for a child of this age

does not contain excessive technigaigon difficult for a child of this age
to understand

is easily seen because it is prominently placed on the SNS

there is no need to excessively scroll the webpage(s) to find this
information

9. THINKING FROMH PERSPECTIVE Q&% YRRS OLD TEENAGER.(HINOR 1 AND MIN@QR ANSWER THE FOMIRG QUESTIONS:

The safety tips and educational materials on this SNS YES NO Observations
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are presented usinglain and succinct language appropriate for a child of this age

do not containexcessive technical jargon difficult for a child of this age to understang

are easily seen because they are prominently placed on the SNS

10. THINKING FROME PERSPECTIVE OF1X YEARS OLD TEENAGEG. MINOR 1 ANDNOR 2), ANSWER THELDWING QUESTIONS:

The information related to the website privacy and safety policy (e.g. Terms and Conditi YES NO
Safety policy, Code of conduct, etc.)

Observations

is presented using plain and succinct language for a child of this age

does not ontain excessive technical jargon difficult for a child of this age to understand

is easily seen because it is prominently placed on the SNS

Alternative ways of implementing Principle 1 on this SNS website

9. Here refer to any alternative ways this Principle basn implementedn this specific wiesite and which has not been included in this test

10. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to th@oapfirctionality in question,

links to relevant additional information on theebsite, etc.
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Section 2

Principle 2: Work towads ensuring that services are aggpropriate for the intended audience

1. WHICH OF THELEFOWING STATEMENREARUE OF THE SDS XRE TESTING?

¢tKAAE 6S0aArAlSX YES NO Observations

clearly indicates which services are not appropriate for céildand young people o
where a minimum registration age applies

encourages the uptake of parental controls by prominently displaying how these
Fff2¢ LI NByida G2 YFEyr3aS G§KSANI OKAf RNBY,

allows users to label, rate or age nést content where appropriate

Fff2ga LI NByda (2 Y2YAG2NI 6KSANI OKAf RQ

does something else to ensure that its services are-agwopriate for the intended
audience. Please specify what they do:

BEFORE CONTINUINGYWERINGHE NEXT SERIES OESJIONS YOU MUSERLRE AN ACCOUNT OFYEAROLD MINOR ON THISSSMVHILE SIGNING ORLY
INCLUDE THE MINIMUNFORMATION REQUIRERDTHIS SNS. IF YXRE ASKED ANY MANORY INFORMATION TGNSUP USE THE DAROM MINOR 3.

1 If during the test you are required to provide any extra personal information not contained in the persona’ s descriptioryrsaffarythe description provided in
order to create credible information that matches the current persona. If necessary, yquawie credible, but not real addresses and/or telephone number(s).

1 If you are required to provide one (or morehail accounts (for instance a child’s plus an adult’s email account), create as /mailyagcounts as necessary. Try
to avoid using yowuexisting personal-enail accounts.
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2. WHAT TYPE OF INFORMON DOES THIS SEQBIRE FROM YOU EJ ¥OU SIGN UP?

When trying to sign up as a-gear old this SNS requires you to subm
the following information. Mark all that applies:

Yes

No

Observatons

Name

Nickname

e-mail”™

Date of birth

Sex

Address or place of residence

A valid telephone or mobile phone number

Parental or guardian permission (e.g. via armal sent to your
parent/guardian)

Other, please specify:

3. AFTER SIGNINBAS 9YEAR OLD USER, WHAPPENED?

What happened during/after signing up?

YES | NO Not applicable
to this SNS

Observations

| was able to sign up because this SNS is notesjected

| was able to sign up even thougty8arold children are not supposed to use this SNS

| was able to sign up even without verifying mynaif°address

| was able to sign up only after clicking on the verificatiorf lisént to me via email

25 |f asked for your email for verification purposes DO NOT check youmail, yet
AA3Yy dzLJ YFEN] dab2d + @I

% |f you were not asked for¥  Af GSNATFTAOFGA2Y RdzNRAY 3

%’ If necessary you can check youmail verification ow

Aflots$s

2y

KA &
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| was able to sign up only after my patgyuardian authorised me to do so (e.g. vig
confirmation email)

L 20GFAYSR GLI NByidltf O2yaSyidé G2 2LSy
| created on the spot

| was not able to sign up. The SNS denied the signing up due tesigetions

| was not able to sign up. The SNS denied the signing up, but | was not told why

Other. Please specify:

IF YOU WERE REJECTEGIREATE AN ACCOWNITTHIS SNS FOR BEBBNDER THE MINIMUMGE REQUIREMENT TRYSIGN UP AGAIN, BUHIS TIME USE AN
AGE JUST ABOVE THRIMUM AGE REQUIRBY THIS SNS TO SIGN DO NOT CHANGEYARF YOUR COMPUTEREBNGS (E.G. DO NRHMOVE ANY COOKIES
OR BROWSING HISTQRY)

4. AFTER SIGNINBAS A CHILD ABOWE MINIMUM AGE RE®ED BY THIS SM&JAT HAPPENED?

What happened when trying to sign up this time? Mark ALL that appli¢ YES NO Not applicable| Observations
to this SNS

| was able to sign up because this SNS is netesjected

| was able to sign up even though this SNS is supptsdoe age
restricted

| was able to sign up even without verifying mynaif° address

| was able to sign up only after clicking on the verification’lisknt to

me via email

| was not able to sign up. The SNS denied the signing up dage
restrictions

I was not able to sign up. The SNS denied the signing up, but | wg
told why

%8 |f you were not asked for-mail verification during sign up mark N/A

# If necessary you can check youmail verification now
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| was not able to sign in because of my previous attempt to sign up a
yearold child. The SNS has installed cookies on my computer that d
allow me to sign up again from this computer

Other. Please specify:

IF YOUR PREVIOUS BMPTS TO SIGN UPAABIINOR HAVE FAILELEASE REMOVE ANYORIES THAT MAY HABEEN INSTALLED ONURGCOMPUTER AND SIGN
UP AGAIN USING THENWMUM AGE REQUIRBY THIS SNS. IRSBOES NOT WORK BR¥NING UP FROM ANER COMPUTER.

5. AFTER SIGNINBAS A CHILD ABOVWEMINIMUM AGE RE®ED BY THIS SNS, WHAPPENED?

What happened when trying to sign up this time? Mark all that applieg YES NO Not avaibble on| Observations
this SNS

| was able to sign up because this SNS is netesjected

| was able to sign up even though this SNS is supposed to be
restricted

| was able to sign up even without verifying mynaif° address

| was abé to sign up only after clicking on the verification fingent to

me via email

| was not able to sign up. The SNS denied the signing up due t
restrictions

| was not able to sign up. The SNS denied the signing up, but | wa
told why

| was not able to sign in because of my previous attempt to sign up a
yearold child. The SNS has installed cookies on my computer that d
allow me to sign up again from this computer.

Other. Please specify:

% If you were not asked for-enail verification during sign up mark N/A

% If necessary you can check youmail veification now
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TO CONTINUE WITH THEST YOWILL HAVE TO CREATNEW USER ACCOSINWO OF ADULT PREGE AND TWO OF MRIBROFILES. CREATESE ACCOUNTS
USING THE INFORMAYIEROM THE 2 GIRIENBGE (MINOR 1 ANDAND THE 2 ADULTREONAS YOU WERE BIVEGETHER WITH TNETRUCTIONS OF THIS

TEST.

IF DURING THE TE®UWRE REQUIRED RODVYIDE ANY EXTRASTEWAL INFORMATIONTNOONTAINED IN THERBONAS™ DESCRIPTEN$E YOURSELFHIE T
DESCRIPTION PROVIDEORDER TO CREAREMBLE INFORMATIMAT MATCHES THE REIRT PERSONA. IEEESARYOU MAY PROVIDEDIBLE ADDRESS OR

TELEPHONE NUMBERESY);, BY NO MEANSARPENES!

6. SIGN UP AS MIRQ AND ADULT 1, WHKRIND OF INFORMANIDOES THIS SNS RRGWROM EACH OFSHBSERS?

When signing up the SNS requires you to submit the follogy As minor 1 As adult 1 Observations
information. Mark all that applies:

Real name (First and last)

Real name (only first)

Nickname

e-mail*

Date of birth

Gender

School you attend

Nationality

Home address

Place of reislence

School address

Telephone or cell phone number

Other, please specify:

BEFORE CONTNUINGMWIHE TEST, FOLLOAESE STEPS:

1 DO NOT change any settings on your SNS accounts because in the next section you will have to perforre sitméheesddefault settings.
1 Create user accounts for Minor 2 and Adult 2.
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=A =4 =4 4 -4 A

Add as much information as possible to ALL THE profiles (Minors 1, 2 and 3 and Adults 1 and 2), but do not changesainy asgttioigthese accounts. The

account settings shdd be the default ones.

/ KFy3dS aAy2NloQa 38 (G2 mMo O0C2NJ KS NBald 2F (KS GSaid aAy2Nl o aK2dzZ R ©6S mMo0
Minors 1, 2 and 3 should be each other’s friends. Add them to each other’s contacts/friends.

G! Rdzf G Hé¢ aK2dzZ R 0S T NA NORbeignd afariy dethé mimoes. 2 yf 82 o6dzi KS al { ¢

Post some pictures and some comments on your own blog

Post some pictures and comments on each of your users’ blogs. Also, leave comments on your other users’ blogs s@thattibesila OA I t € 8¢ | OGA PGS
From now on yowill have to use one or several of the user profiles you created Depending on the question you have to answer. Sige imagtappropriate

profile according to the tasks you have to perform.

Write down the user names;raails, passwords and age oflAyour accounts.

User name Adult 1

Password Adult 1 account

Age Adult 1

e-mail Adult 1

User name Adult 2

Password Adult 2 account

Age Adult 2

e-mail Adult 2

User name Minor 1

Password Minor 1 account

Age Minor 1

e-mail Minor 1

Use& name Minor 2

Password Minor 2 account

Age Minor 2

e-mail Minor 2

User name Minor 3

Password Minor 3 account

Age Minor 3

e-mail Minor 3
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7. AFTER HAVING BRED YOUR ACCOUNNB ADDED SOME BABSIEORMATION TO THEMST THE CHAT FURGALITY.

1 Go to the chatroom of the country you are testing. Sign in as Minor 1 and as Minor 2. Talk to each other.
1 If while on the chatroom you are approached by other people, just react very briefly to their questions (yes, no, magps) ignere thembut do not give out

any personal information.

1 Go to the same chatroom as Minorl/2 is and sign in as Adult 2 (not a contact of any of the minors). Approach Minor H atar@cératting with them.

1 During the conversation explicitly ask Minors 1 and2personal information such as their age, school they attend, where they live, address, their telephone

number, etc.

T aAy2NE ™M YR H aK2dZ R IAGS 2 dzi

OKSANI aFl {S¢

LISNE2Y T AYF2NXYIGAZ2Y

G2 | Rdz

While Adult 2 was chatting with Minor 1 and 2, what happed@

Adult 2 was allowed to chat with minors even though they were not e
other’s contacts.

YES

NO

Observations

Adult 2 was not allowed to chat with minors 1 & 2 because they were
each other’s contacts.

Minors 1 & 2 received a warning/infaration on the potential negative
consequences of contacting/being contacted by (adult) strangers in
appropriate ways.

Adult 2 could chat with Minors 1 & 2 but was not able to ask/obtain
personal information from them. If this happened pleageafy how this
was possible.

Adult 2 was banned from the chatroom for having attempted
contact/having contacted minors.

Adult 2 was banned from the chatroom for having attempted to obt
personal information from minors.

Something elsedppened. Please specify:
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8. WHICH OF THELEOWING STATEMENREARUE OF THE SDNS XRE TESTING?

CKAE 6S06aAr(SX

YES

NO

Observations

clearly indicates which services are not appropriate for children and young people or wh
minimum registration ag applies

by default employs a safety mode/family filter/etc. that automatically restricts inappropri
O2y Syl (2 @&2dzyISN)I dzZaASNES APSd GKSAS TFdzy(

offers access to safety mode/family filter/etc. thatitomatically restricts inappropriate videos {
82dzyISN) dzaSNAR o6dzi GKSaS FTdzyOlA2yl tAGASE |

encourages the uptake of parental controls by prominently displaying how these tools
LI NBydGa G2 YIyl3S iskrficeNJ OKAf RNByQa dzasS 27

allows users to label, rate or age restrict videos/content where appropriate

Ftf2g6a LI NByda 2 Y2yAiG2NJ GKSANI OKAf RQa

does something else to ensure that its services are-aggmopriate for the intended audience
Please specify what they do:

9. ANSWER THE FOWING QUESTIONS ABGDVERTSING ON BHE YOU ARE TESTING?

When signed in as a Minor 1 and Minor 3 YES

NO

Observations

Is there any type of advertising displayed on this SNS? If so, mentidpp&kLlof
advertising available in the observations section (e.g. bannersjremerce ads,
interstitials, ingames advertising, etc.).

Is advertising on this SNS specifically targeted at minors&dseavailable on this
SNS are about products and seps specially targeted at children/teenagers?

This SNS displays advertising that is appropriate for minors although it is not
specifically targeted at them, e.g. Electronics, food products, etc.

Does advertising on this SNS include potentially inappropriate content for
minors (e.galcohol,cigarettes, etc.). If so, which ones? Mention ALL types of
advertising available in the observations sectiBlease keep screenshots about
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| inappropriate ads as evidence. |
Alternative ways of implemeting Principle 2 on this SNS website

1. Here refer to any alternative ways this Principle has been implemented on this specific website and whicbt eees included in this test:
a. Spediy if and how this SNS has considered how their service may be associated with potential risks to children and youvgheeejitiés intended for them to use the)
service*
b. Specify the mechanisms/measures employed by this SNS is order to limit expmpatertially inappropriate content and contact
2. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to th&cafiictionality in question, links to relevan
additional information on the wesite, etc.

*Each SNS is different in terms of target audience, the range of activities users can engage in, the platforms on wddoh#epnsumed and the countries in which they are
available. These factors will affect the range and extent ofifies that may affect children and young people when using the site. Assessment of what constitutes inappropriat¢
content for children and vouna peonble also varies.

Section 3

Principle 3: Empower users through tools and technology

1. USING THE DEFAULTTSEGS OF YOUR SRS®@UNT, |.E. WITHOCHANGING ANY SETTING { LDb Lké! [ bB! BbEM& 9¢Baldhiwa9 , h! w
CwLOb5EéK/ hWERTHE ROLLOMW{NGEQUIONS:

@ RSTlLdA G 6KSy aA3aySR Ay & al!| VYES NO L R2y Qi Observations

I am allowed to add minors to my contacts list without any restrictions

I am allowed to add minors to my cats list but before being able to d
it | receive a warning (e.g. Are you sure you know this person?)

I need to sign a special agreement/form before being able to add chil
to my contacts list

| receive information on the consequences of amting minors in non
appropriate ways according to the Terms of Use

| am not allowed to add children to my contacts list

| can interact with children without any difficulties
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| Something else happens. Please specify: | |

2. USING THE DEFAULTTHEGS OF YOUR SKEE@UNT, I.E. WITHOCHANGING ANY SETTING { LDb L wé!s{ !dd 194 MINVITATIONCTO BE YOU
FRIEND. THEN, SIGNAS ADULT 2 (NOFRIEND OF MINOR NIATRY TO GET IN TBIUNITH MINOR 1 (EVBA A MESSAGE OROAHER AVAABLE MECHANISM

ON THIS WEBSITE)SMER THE FOLLOWINMESTIONS:

. @& RSTldAf G ¢KSYy arA3iaySR Ay & ag VYES NO Observations

U ¢
D¢ N
<<

e«
No

| am allowed to add adults to my contacts list without any restrictions

I am allowed to adédults to my contacts list but before | receive a warn
(e.g. Are you sure you know this person?)

I need parental consent before allowing adults to become members o
contacts list

| receive safety guidance on dangerous contacts before argepn adult
Fa WEINASYRQkO2y il Of

| am not allowed to add an adult as a contact

L Oy 0SS O2yidl OGSR o0& da! RdzZ G H¢e
on this SNS

| can interact with adults on this SNS without any difficulties

Sonething else happens. Please specify.

3. USING THE DEFASETTINGS OF YOURABISOUNTS, I.E. WITHOCHANGING ANY SEGE ON ANY OF THEC®OUNTS, INDICATEI@HHINFORMATION ABOU
dalLbhw wmé¢TATHE EQLEOWING PHE PLEASE PAY NTTEN TO THEOLLOWING:
1 Make sure your minor 1's and minor 2's profiles contain as much information as possible (eagldiless, hobbies, etc.). If possible on this SNS, post pictures
FYyR GF3 SIFEOK 20KSNJ 2y GKSY &2 |a (2 daakKz2¢é GKIFIG YAY2NIwmM FYyR v (y26 S| OK
1 To search the profile of minorak a usef this SNS, only employ the internal search engine of the SNS you are testing.
f To search the profile of minorak a noruserof this SNS (i.e. not signadas a user), use the following search enginestioS&® K T2 NJ Ay F2mrY GA 2y 2

Google MSN searcland Yahoo! search
f Inboth cases use the naraed(i KS & dzNY/ | YSO0 @ F 6 8K yRWOIMNI SR O02YYlFa o0S®ad awW2Ky {YAOGKEOD |a |

142


http://www.google.com/webhp?hl=en
http://search.yahoo.com/
http://search.yahoo.com/

By default, Which of the following
AYF2NXEGAZ2Y Aada WLIZ
Mark all that applies:

My current
profile contains
the following
information

Visible to
aaAy 2N,

+AaAof &
M gyour contact)

+AaArofS (47
(user of this SNS, bui
not your contact)

Visible to other
people who are
non-users of this
SNS

Observations

Real name (First and last)

Real name (only first)

Nickname

e-mail

Date of bith

Gender

Political views

Name of school

Nationality

Hobbies

Home address

Place of residence

School address

Telephone or cell phone number

Your notes/posts

Reactions/comments madeabout your
notes/posts.

Pictures/videos of you

My online status

ae fAad 2F O2ydal Od

Comments/messages posted by oth
dzZaSNBR 2y Ye@& GLJzof A
viewed by others)

Other, please specify:
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4. {LDb Lb ! {USINGITHENDEFABETTINGS OF THIS@IOCT, |.E. WITHOURANGING ANY SETTINGSICATE WHICH THE FOLLOWING THING®
CAN DO

Bydefault,d KSy aA3IySR Ay | & aaAy2N YES | YESbutlneed NO Not available Observations
permission from the on this SNS
user who posted it o
my profile

L Y 6tS G2 RStSGS LkRadAay3a
LINEFAE SQY ADSd Y& LINRPFAES | &

| am able to delete pictures/videos | have uploaded on my py
profile (e.g. by dleting tags)
| am able to delete postings/comments others have made about
2y Y& WLzt A0 LINPFALSQ
| am able to delete pictures/videos others have uploaded of meg
my public profile (e.g.by deleting tags)
Something else happens. Pleagecify:

p ® {LDb Wwbwmé¢ ¢ K PEFBUET SHTBINGE THIS ACCOUNT, WETHOUT CHANGINGUR INITIAL SETTINBE®ICATE WHICH DIHE FOLLOWING
THINGS CAN HAPPENY@NUR PROFILE.

. @ RSTldzAZ G ¢6KSYy aAdaySR Ay | & YES | YESbutlmust NO | Not available Observations
approve it before it on this SNS
is published

All users can post comments/reactions on my notes/posts in
blog

Only my contacts/friends can post comments/reactions in my blo
All users can upload videos/photéiacluding of myself) in my blog
Only my contacts/friends can upload videos/photos of me in
blog

By default my full profile is set to & LINR @I {n¢pEofile
information cannot be viewed, except by friends belonging to

By default my blog is set tod LINA @I ing @ogts/piktdr&s @nd
other information in my blog cannot be viewed, except by frien
0St2y3Ay3 (2 Y& al LIWNRBOSR 02y
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By default anybody (registered and nenegistered users fothis
SNS) can contact me (e.g. via (private) messages)

By default all registered users can contact me (e.g. via (priv
messages)

By default only people belonging to my approved contacts list
contact me (e.g. via (private) messsy

By default all users of this SNS can send me friend requests
Bydefault 2yfe& Y& FTNRSYRA WYWO2y il
Something else happens. Please specify:

6. KEEP ON USING WOUt wh CL[ 9 EXBUORHK THE REINMBEFYINGS ON YOUR PREPFAND ANSWER THE LEFDAING QUESTIONSNEEDED SIGN IN AS
OTHER USERS AS WELL.

l'a GaAy2N mé 2y (GKAa {b{= L {d YES NO Not available Observations
on this SNS

report abuse or bullying

block other users from contding me
block other users from viewing my profile
reject friendship requests

specify who or which groups of users can contact me (defineg
age, gender, etc.)
restrict the search options of other users so that they cannot f{
me (eg. Do not allow adults to find/contact me)?

set my prgfile to private so that miyll profile,cannog beviewed except by
WEFNASYRAQ 2y Yé O2yial Oda fAal

set my profile to private so that | cannot bentactedS EOS LJi o6 &
my contacts list

set my blog to private so that it cannot beewedS EOSLII o0& W
contacts list

| have to change settings before my personal information car
visible to adult users

| have to change settings for my personal information (all
information contained on my current profile including picture
contacts list, posts, etc.) to be viewed by other minors
| have control over the display of my online status. | can decig
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20KSNJ LIS2L)X S OFly &aSS YS 6KSy

I am notified vhen | am identified (tagged) in pictures/videos, e
L2aiGSR 2y 20KSNJ LIS2L)X SQ& LINRTF

This SNS provides me with other privacy features. Please sy

what they are and how they work

7. KEEPONUSINGY® t wh CL [ 9. INSRELABIONVTOVMEREVACY SETTINGS XWIBT EXPLORED, HOWYEDIFFICULT WASOIDO THE FOLLOWING?

hy GKS {b{3 K2g SFae o6& Ad

report abuse or bullying

Very easy

easy

Not easy but
not difficult

difficult

Very
difficult

Not available on
this SNS

block otherusers from contacting me

Block other users from viewing my profile

reject friendship requests

Specify who or which groups of users can contact me (define
age, gender, etc.)

Restrict the search options of other users so tttay cannot find
me (e.g. Do not allow adults to find/contact me)?

Set my profile to private, i.e.my full profile cannot be viewed ¢
OFlyy2i 0SS O2yil OGSR SEOSLIi o

Change settings before my personal informatémuld be visible to
adult users

Change settings for my personal information (all the informat|
contained on my current profile including pictures, contacts |
posts, etc.) to be viewed by other minors

Control the display of my online dtes (i.e. deciding if othel
LIS2LX S OFy &4SS YS 46KSy LQY 2

use additional privacy feature X. If this SNS contains any addit
privacy features, please refer to them here

use additional privacy feature Y. If this SNS contains any awialit
privacy features, please refer to them here
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8. KEPONUSING YOURPR. [ 9 & a L bThHAPREKSHWWHEN YOANN TO UPLOAD PICESR/IDEOS OR POSHURMATION TO YOUROFRE?

l'a daAy2NI wméx gKSYy L Y Fo02di YES NO Observations
information, | get:

Technical guidance on how to upload photos/videos
Safety warnings/guidance about uploading photos/videos onling
Technical guidance on how to post information/comments

Safety warnings/guidance on publishing persoriaformation
online
Other type of relevant information. Please specify:

9. KEEP ON USING Y@ t wh CL[ 9. INiRELATHON T TEEGNTENT AVAILABLE NS WEBSITE, ISPIOSSIBLE FOR MINOROLHAVE ACCESS T@ TH
FOLLOWING TYPE OGFORMATION
1 Use the ir_1terna| sgarch eAnginfa Qf this SNS to Iopk for any type of content (e.g. video§, comments, photos, etc_.) thgii[nmappmpriate content for minors.
,2dz Oy GeLlS GSN¥a a4dzOK |a aLRNYyéEéX aNIOAAYeéZ aadzhi OARSéEéx SiOo
1 Keep screenshots of all thappropriate content you find.

Is it possible for Minor 1 to have access to the following type of| Posts or personal Videos that contain Pictures that contain Other (Please specify
information? blogs that contain the format of this type
of content, e.gads)

Content that endorses discriminatory language or behaviour

Drug taking in a context that promotes encourages drug misus|
or the misuse of easily accessible and higlaggerous substance
(for example, aerosols or solvents)

Detailed dagerous behaviour (for example, hanging, suicide; <
harming, etc.) which could be copied/imitated by youngsters
Sexual context and with strong detail (i.e. very explicit se
images) or whose primanmyurpose is sexual arousal or stimulatio
Strong violence that dwells on the infliction of pain or injury

Strong sadistic osexualised violence (e.g. a rape)
Other types of content whose treatment is not appropriate for
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year olds or older minors. Specify what type of content thisdkl
links and keep screenshots) and justify why such content is
appropriate for children of this age

10. ARE THERE ANYOMIENISMS IN PLACNETHIS WEBSITE T@WAYTHAT REGISTERHIORS (E.G. MINORBND 3) GET ACCESSNAPROPRIATE ORMANTED
(BUT NOT ILLEGALNIGNT?

Which of the following mechanisms are employed by this YES NO Observations
website to avoid that minors have access to inappropriate or
unwanted content?

Family or parental Filtering

Automatically blocking of inapprojate content for children
younger than a certain minimum age

Contextual warnings placed on the content itself so that users
make informed decisions regarding if they want to access |
content or not (e.g. the video/photo you are about to wats
contains strong violent images. Are you sure you want to see it
Other mechanisms. Please specify how this provider makes
that children and young people registered on their website are
exposed to inappropriate content on their website

11. WITHOUT SIGNING IS A REGISTERED UFERHIS WEBSITHTIBOSSIBLE FOR ASER (INCLUDING MRE) TO HAVE ACCE3SHE FOLLOWING
INFORMATION ON TIHISS?
1 Use the internal sea[cb engine of this SNS to look for videos/photos/comments that may auegpiropriate content for minorsyou can type terms such as
GLR2NYEéES GSEGNBYS @OA2fSy0Sés aadzhi OARSéx SO0
1 Keep screenshots of all the inappropriate content you find.

Without being a registered user of this website, is it possible fol Posts or personal| Videos that contain | Pictures that contain| Other (Please specify the

any user (including rimors) to have access to the following type | blogs that format of this type of
of information? contain content, e.g. ads)

Content that endorses discriminatory languagebehaviour

Drug taking in a context that promotes encourages drug misus
or the misuse of easily accessible and higlaggerous substance
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(for example, aerosols or solvents)

Detailed dangerous behaviour (for example, hanging, suicide,
harming, etc.) which could be copied/imitated by youngsters

Sexual context and with strong detail (i.e. very explicit se
images) or whose primagurpose is sexual arousal or stimulatio

Strong violence that dwells on the infliction of paininjury

Strong sadistic osexualised violence (e.g. a rape)

Other types of content whose treatment is not appropriate for
year olds or older minors. Specify what type of content this is (
links and keep screenshots) and justify why saohtent is not

appropriate for children of this age

12. ARE THERE ANYGWENISMS IN PLACET®NS WEBSITE TO AYOHAT NOREGISTERED MINORB BECESS TO INAPRAHROR UNWANTED TBUOT

ILLEGAL) CONTENT?

Which of the following mechanisms are empled by this
website to avoid that minors have access to inappropriate or
unwanted content?

Family or parental Filtering

YES

NO

Observations

Automatically blocking of inappropriate content for childre
younger than a certain minimum age

Warningsplaced on the content itself so that users can mg
informed decisions regarding if they want to access that conten
not (e.g. the video you are about to watch contains strong viol
images. Are you sure you want to see it?)

Other mechanisms. Pleasspecify how this provider makes su
that children and young people not registered on their website

not exposed to inappropriate content on their website
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13. WITHOUT SIGKENN AS ANY USERTHERE INFORMATIONTBNS SNS ABOUT TBELFOWING?

Does this SNS provide the following information?

Information/tips for parents on the available tools for wider internet access (e.g
benefits of using filtering tools and/or parental controls) and how they can be [
to help themprotect young people

YES

NO

Observations

Information/tips for parents on the available tools on this SNS (e.g. parg
controls, filtering tools, etc. provided by this SNS) and how they can be used tq
them protect young people

Any other relevant information/adee/tools to help parents support their childre

in managing a safe online experience on this SNS. Please specify:

Alternative ways of implementing Principle 3 on this SNS website

9. Here refer to any alternative ways this Principle basn implementedn this specific website and which has not been included in this test. Include

information on:

a. How this provider assists children and young people in managing their experience on their service, particularly witto iegagtapriate or

unwanted (but no illegal) content or conduct

b. Refer to any tools/functionalities employed by this provider tmimise the risk of unwanted or inappropriate contact between children/young

people and adults

10. Clearly specify the places on the website where such informéfplication(s) is/are placed by adding link(s) to the application/functionality in quest

links to relevant additional information on the website, etc.
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Section 4

Principle 4: Provide easlp-use mechanisms to repbconduct or content that violates the Terntd Service

1.IN THE FOLLOWING EXESE YOU WILL HACEBMEASURE THE TIMEAKES YOU TO FIME REPORTING MECISAMS$ ON THE SNS YXRE TESTING. USE A

CHRONOMETER TO MERSUHE EXACT AMOUNITIME IT TAKREOU TO FIND THESWART ALL THE TASKGM THE HOMEPAGETEE SNS

Starting from the homepage, find the following:

Time (in seconds) to find this info

Info not available on this SNS

Abuse Report Form

Report abuse via-mail

Link to abuse reportorm from an external local agency or organizatiq
e.g. Inhope, Insafe, ChildNet, etc.

A hotline/phone number to contact a safety expert/responsible fr
within this SNS

A hotline/phone number to contact a safety expert from anotk
organization

A link/information on Violation of terms and where and how to rep
them

An indication of how reports are typically handled by this SNS

Other reporting mechanism, please specify:
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2. MENTION ALL THE EXISTING MECHANISMS AND TOOLS AVAHISBMEBSITE TO REPORT ABUSE/VIOLATIONS OF TERMS OF USE/POLICY. INSPECT THE WEBSI
CAREFULLY AND READ THE TERMS OF SERVICE, ACCEPTABLE USE POLICY AND/OR COMMUNITY GUIDELINES PROVIDED ON E¥ GORLENHNGD ANSWER TH
QUESTIONS:

Which of the followingreporting mechanisms are available tf YES add | NO,not Observations
report abuse/violations of Terms of Use/policy on this site: | URL on available
SNS) on this
SNS

A button to flag inappropriate content

A report button

Abuse Report Form

Repat abuse via amail

Link to abuse report form from an external local agency
organization, e.g. Inhope, Insafe, ChildNet, etc.

A hotline/phone number to contact a safe
expert/responsible from within this SNS

A hotline/phone number to cdact a safety expert from
another organization

A link/information on Violation of terms and where and how
report them

An indication of how reports are typically handled by this SN
Other, please specify:

SIGN IN AS MINORPRETEND THXOU HAVE BEEN BURLREPORT THIS SMOA USING THE MGBROMINENT AND MOSHARILY AVAILABLE MERISM THAT
A 15YEAR OLD CHILD WONORMALLY USE ON THNS.
9 Because it may take some time before the SNS sends a reply to Minor 1 about the bulyinghefollowing question (question 3 of section 4) may be answered at
a later time. Please keep on checking the email address you used to report the problem to the SNS until right beforé yoursotional report. Do not forget to
check your sparas well because these types of messages may also arrive directly to the spam folder.
1 Check if the inappropriate content is removed from the site. How long does it take to be removed?
1 If the provider contacts Minor 1 asking for specific information, &nsil the messages you may receive and keep screenshots of them agpbBek NOT initiate
contact with the provider yourself.

152



1 Report the situation using only ONE reporting mechanism ONCE. If nothing happens, do not try any other reporting mendatisnas eontact the provider.

3. ANSWER THE FOWING QUESTIONS BLRTION TO THE RERNE MECHANISMS/TGAVAILABLE ON TENS

REPORTING MECHANT®& TED:

In relation to the reporting mechanism/tool 1 available on the site

The instructions on how to use the reporting tools/mechanism
written using plane and succinct lgnage, easy for a child of this age
understand

Yes

No

Not available on
this website

Observations

The instructions on how to use the reporting tools/mechanism do
contain excessive technical jargon difficult for a child of this agf
understand

The instructions on how to use the repowjirtools/mechanism arg
easily seen because they are prominently placed on the SNS

there is no need to excessively scroll the webpage(s) to find instruc
on how to use the reporting tools/mechanism

The reporting mechanism/tool can be accedsa all times from the
SNS

There is a link to the report mechanism/tool on every page on this S

| could successfully report abuse without encountering any difficultig
the whole process

| could report abuse, but | encountered some idiffties during the
process (please specify which difficulties you encountered in
observations section)

The report mechanism/tool sends a notification of receipt to the u
indicating that the report is being handled

The report mechanism gig feedback to the user about the repog
result. If so, how long did it take to get an answer?

Abuse report mechanism/tool asked for information | could not provi

Abuse report mechanism/tool asked for unnecessary or irreley
information* (i.e additional details without which an efficient repo

could still be handled).
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*Include concrete examples of unnecessary information in
Observations section

If there are forums or volunteer moderators on this SNS, can you rg
your problem tothem or ask them for advice on how to report yo
problem?

If you contacted any volunteer moderator or forum on your SNS,
you get successful guidance/information from them?

If inappropriate content was involved in the reporting situation, s
inappropriate content removed by the provider? How long did it take
remove such content?

If other offenders were involved in the reporting situation, did anyth
happen to them (e.g. did they receive a warning? Were their acco
blocked? E.). Please specify what happened to them in {
observations section

Alternative ways of implementing Principle 4 on this SNS website

9. Here refer to any alternative ways this Principle basn implementecn this specifi website and which has not been included in this test. Include

information on:

a. Any additional mechanisms employed by this provider to report inappropriate content, contact or behaviour as outlinesTierttnei of Service,

community guidelines, etc.

10. Clealy specify the places on the website where such information/application(s) is/are placed by adding link(s) to the apfflinationality in question,

links to relevant additional information on the website, etc.
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Section 5

Principle 6: Enable and encourage users to employ a safe approach to personal information aadypriv

M { LDt wL me!d{ . ¢ aHEM OF THE BALLOWINFORMATION NEEOBJR PERMISSION BEEBEING VISIBLEOTBER USERS?
Which of the following information Your current +AaAof S | Visibleto +AaAiof S (| Visible to other people Observations
needs your permission before being profile contains | H € G ! Rdzf | (user of this SNS, by who are nonusers of this
made public (i.e. visible) to the this info (your not your contact) SNS
following people? Mark all the contact)

instances that require your consent

Real name (First and last)

Real name (only first)

Nickname

e-mail

Date of birth

Gender

Political views

School you attend

Nationality

Hobbies

Home address

Place of residence

School or work address

Telephone or cell phone number

Your pictures

Pictures/videos of me uploaded by ni
or by others

My online status
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agd tAad 2F O2y il Ol
Comments/message posted by other
dzZAiSNE 2y Y& @ LJdzo t A

Your articles

Other, please specify:

2. EXPLORE THBE/RIY SETTINGS OPBIAND GUIDANCE AWEBILE ON THIS SNS ANBWER THE FOLLOWINIESTIONS

In relation to privacy information/guid y OS | @ Af 6t S 2y GKA& {b{X YES | NO | Observations

While adding information to your profile, were you informed/made aware that (some of) this information wou
made visible/available to other users?

Did you receive any supporting information on ttensequences of posting this information online?
Did you get any information/guidance on how make your profile as private as possible?
Are you able to view your privacy status or settings at any given time?

3.IN THIS SECTION YWIWLL HAVE TEXPLORE SOME OF FREVACY SETTINGSIPARLE ON THIS SN3LLOW THE INSTROGMH:
9 Sign in as Minor 1.

1 You published an article on your blog but you only want that article to be visible to Minor 2. Restrict your other figfidsVcO i & W Isg26fi8 article (e8. byl K I G
using the secret mode feature).

9 You do not want Adult 2 to be able to have access to any of your information on your profile. Block this user.
9 Right after answering questions 3 and 4 make sure your privacy settings are set tiexldtault privacy settings, i.e. undo all the privacy settings you may have

changed.
After having restricted access to your Your Visibleto | Visibleto | Visibleto|+ A & A o6t S (| Visible to other people who| Observations
information on this SNS, can other userg current GaAy2|aaAiy2|da! Rdz| (userof this SNS, | are nonusers of this SNS
still have access to the following profile but not your
information on your profile? contains contact)

this info

Real name (First and last)
Red name (only first)
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Nickname

e-mail

Date of birth

Gender

School you attend

Nationality

Hobbies

Home address

Place of residence

School or work address

Telephone or cefphone number

Your pictures

Pictures/videos of me uploaded by me
by others

Your online status

3

L 2dzNJ fAAad 2F O2y il

Comments/messages posted by oth
dzZASNBE 2y Y& @G LJdzoft A

The article tlat should only be visible t
Minor 2

Other, please specify:

4. ANSWER THE FOMING QUESTIONS BLRTION TO THE PRIVAETTINGS AVAIEABN THIS SNS

Ly NBtFGAZ2Yy (2 GKS LINAGIFOe aSidiy3a

The instructions on how to use the privacy settings are written using plane
succinct language, easy for Minor 1 to understand

Yes

No

Not available
on this website

Observations

The instructions on how to use the privacy settings do not contain excessive tec
jargon difficult for a child of this age to understand

The instructions on how to use the privacy settings are easily seen because th
prominently placed on the SNS
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there is no need to excessively scroll the webpage(s) to find instructiomswan to
change privacy settings

The privacy settings can be accessed at all times from the SNS

There is a link to the privacy settings on every page on this SNS

| could successfully restrict access to my article (only supposed to be viswdador
2) without encountering any difficulties in the whole process

| could restrict access to my article (only supposed to be viewed by Minor 2),
encountered some difficulties during the process. Please specify which difficultie
encountred in the Observations section.

| could successfully block Adult 2 without encountering any difficulties in the w
process

| could block Adult 2, but | encountered some difficulties during the process. P
specify which difficulties youneountered in the Observations section

IN THIS LAST TASK YOU WILL HAVE TO EVALUATE HOW EASY IT IS TO DETELE AN EXISTING USER PROFILE ON THISIENBRAE WHSSHIRIPRRAMAIN
ACTIVE EVEN AFTER THE TEST HAS FINISHED, YOU WILIEAA¥EATNEBRUSER ACCOUNT). PLEASE KEEP IN MIGNEHBATYOUR PREVIOUS ACCOUNTS
SHOULD BE DELETED

Create a new user account for a minor (e.g. Minor 3" s brother).

Fill in some personal information for this new profile (e.g. name, age, place of Esitbbies, etc.).
Add some extra information to this account (e.g. upload a couple of pictures, comments, etc.)
Delete this account

Once you have deleted this new account, answer the following questions

=A =4 =4 -4 =4

5. HOW EASY WAS IT TO DO THE FOLLOWING?

NY

oniKS {b{>X K2g Slae gla AG 0 Very easy easy Not easy but difficult Very Not available on
not difficult difficult this SNS
Delete the profile you just created?

Find instructions on how to delete this account?

Find information on the consemnces of deleting your profile (e.
your profile will be deleted, but some information will be retaini
by the provider, etc.)
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10. WHAT HAPPENED WHILE[ 9 ¢ L b D d4ROEIbHPW o0¢ t

While deleting this profile: YES NO Observations

| could find easyo-understand information on how to delete m
profile

There was a clear link/button provided for deleting my profile

| could only deactivate my profile but not completely delete it

The provider clearly states what personal information th
calect/retain after deleting my profile

The provider clearly states how my personal information is/may
used once my profile is deleted

Alternative ways of implementing Principle 6 on this SNS website

9. Here refer to any alternative wayhis Principle habeen implementecn this specific website and which has not been included in this test. Include
information on:
a. Any additional functionality/tool, etc. that may support children and young people make informed decisions about the irdorthay post online.
10. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to tagasyfolicctionality in question,
links to relevant additional information on the website, etc.
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ANNEX8. TESTING SCENARIBTUAL WA PLATFORMS

Name of SNS being reviewe(

URL of SNS

Date(s) of testing

Name of tester

Contact email of tester

Contact phone of tester

Browser used for testing Chrome Firefox | Explore(7/8) Opera Safari Other, please
specify

Section 1

Prindple 1: Raise awareness of safety education messages and acceptable use policies to users, parents, teachers and qa@rsnerd, clear and
age-appropriate manner

1. IN THE FOLLOWIRRERCISE YOU WILVEHAO MEASURE THHEETIT TAKES YOU TIRCF®ME INFORMATION ONH WEBSITE YOU ARBTING. USE A
CHRONOMETER TO MERSUHE EXACT AMOWNFTTIME IT TAKES YKWUFIND THE FOLLOWINFORMATION. START THE TASKS FRG® HOMEPAGE OF THE
SNS WITHOUT REGISNERS A USER.

Starting from the homepaggfind information about Time (in seconds) to find this info Info not available on this website

Terms of Use

Privacy information

Tips or educational material on how to use the internet safely (for children)

Tips or educational material on howo tuse the internet safely (for parent
teachers, other carers)

Tips or educational material on how to use this SNS safe safely (for children)

Tips or educational material on how to use this SNS safely (for parents, tea




other carers)

Externd links/referrals to educational materials about child safety

External links/referrals about organizations/authorities active in child safety,
Insafe, national hotline, police, etc.

2. WITHOUT REGIBINEG AS A USER, VEEASE ANSWER THEGWING QUESTIONS:

This SNS contains the following type of information. Please marl YES NO
all that applies:

Observations

Tips/information for children and young people on how to navig
this specific website safely and responsibly

Tips/informatian for parents, teachers or other adult carers on he
to help their children navigate this website safely

Terms of use/service for this SNS

Information on what constitutes inappropriate behaviour on tt
website and the consequences thereof (e.goae of conduct)

Privacy policy or privacy information about this SNS

General safety tips/information specifically targeted at children ¢
young people on how to surf the Internet safely and responsibly|
Ayaidl yOS GKNRdAZAK WI St LI LI ISAC

Geneal safety tips/information or educational materials specifice
targeted at parents, teachers or other carers to help children ¢
the Internet safely and responsibly

Other. Please specify:

3. WHAT KIND OFHGRMATION DOES T&INS PROVIDE ABGRPECIFIC ONLINEKRI? PLEASE MARKTAAT APPLIES.

Does this SNS provide any information regarding the YES YES but it is difficult to NO

following online risks? Please choose ALL that apply understand for children ang
young people

Observations

The possibility of seeing or being the subject of images
child abuse
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Hate speech

Pornography or sexual content

Violence

Inappropriate contact from adults with a sexual interest
children

Bullying

Divulging personal informatio

Posting sexually provocative photographs

Information on sekharm actions (anorexia, suicide, etc.)

Other, please specify:

4. WHAT IS THE MR OF THE SAFETRORMATION PROVIDEDTHIS SNS? CHOOBEWIAT APPLY

The safety (educatinal) information on this SNS contains (Please mark all tha]
applies):

YES

NO

Observations

Audiovisual fragments (video / audio fragments, animations, etc.)

Quizzes or games

Concrete examples related to safety (e.g. anecdotes, information ocreten
consequences of safety threats, etc.)

External links/referrals to educational materials about child safety

External links/referrals about organizations/authorities active in child safety, ¢
Insafe, national hotline, police, etc.

Written texts about safety

If written texts are used, short pieces of text are used (no more than 1 or 2 sh
paragraphs per idea/caption)

If written texts are used, they are formatted with sub heads, bullets and other
devices (e.g. visible links) thacilitate skimming and scanning of info rather thg
plain reading

Other. Please specify:
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5. WHAT KIND OFF@IRMATION IS PRESENTHE TERMS OF SEEXUSE OF THIS SIREEASE CHOOSE AIATAPPLY

In their Terms of Service/use does this SN&acly state the YES | YESbut it is difficult to

following? Please choose ALL that apply understand for

children/young people

NO

Observations

Content that is not allowed on the social network (e.g. pornogray
or racist content)

Conduct (behaviar/actions) that is not allowed (e.g. bullying,
harassment, racist comments)

Consequences of engagement in prohibited behaviour/actions (e
your user profile/messages/photos might be deleted, or police
contacted)

Age rejuirements

Other. Please specify

6. WHAT IS THE RORT OF THE INFORMANIABOUT THE TERMSSERVICE/USE ORIEOB CONDUCT PROWBIDE THIS SNS? CHP®BL THAT APPLY

The information about the Terms of service/use or Code of conduct provided on
this SNS is presented in the form of (Please mark all that applies):

YES

NO

Observations

Audiovisual fragments (video / audio fragments, animations, etc.)

Quizzes or games

Concrete examples related to safety (e.g. anecdotes, information on etencr
consequences of safety threats, etc.)

External links/referrals to educational materials about child safety

External links/referrals about organizations/authorities active in child safety, e.g.
Insafe, national hotline, police, etc.

Written texts about the Terms and conditions

If written texts are used, short pieces of text are used (no more than 1 or 2 short
paragraphs per idea/caption)
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If written texts are used, they are formatted with sub heads, bullets and other
devices (e.g. sible links) that facilitate skimming and scanning of info rather than
plain reading

Other. Please specify:

7. THINKING FROM TPMEERSPECTIVE OF ARMDUNGER THAN EARS OLD (E.G. PERSM®INOR 3), ANSWHERE FOLLOWING QUBSIB. IF THE SNS YXIRE
TESTING HAS A MINIMAGE REQUIREMENTIOFEARS OLD OR AR.OBJESTIONS 7 ANBHOULD NOT BE ANSBERND YOU SHOULINCMIUE WITH
QUESTION 9.

The safety tips and educational materials on this SNS YES NO Observations

are presented using plain drsuccinct language appropriate for a child
this age

do not contain technical jargon difficult for a child of this age to
understand

are easily seen because they are prominently placed on the SNS

there is no need to excessively scroll thebpage(s) to find this
information

8. THINKING FROMHBHERSPECTIVE ORIRICYOUNGER THANEARS OLD (E.G. MR\E), ANSWER THE FOWING QUESTIONSTHE SNS YOU ARE TEESHAS
A MINIMUM AGE REQHERENT OF 13 YEAR® OR OLDER, QUESTB@GHOLD NOT BE ANSWEREID YOU SHOULD CONH WITH QUESTION 9.

The information related to the website privacy and safety policy (e.g. YES NO Observations
Terms and Conditions, Safety policy, Code of conduct, etc.)

is presented using plain and succinaidaage for a child of this age

does not contain excessive technical jargon difficult for a child of this
to understand

is easily seen because it is prominently placed on the SNS

there is no need to excessively scroll the webpage(s) totfiisd
information
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9. THINKING FROMBE PERSPECTIVE Q&1 YEARS OLD TEENRA®EEG. MINOR 1 ANDNOR 2), ANSWER THE.LOWING QUESTIONS:

The safety tips and educational materials on this SNS

YES

NO

Observations

are presented usinglain and sccinct language appropriate for a child of this age

do not contain excessive technical jargon difficult for a child of this age to understand

are easily seen because they are prominently placed on the SNS

10. THINKING FROME PERSPECTIVEAQ2317 YEARS OLD TEENAEEG. MINOR1 ANDNWOR 2), ANSWER THELLOWING QUESTIONS:

The information related to the website privacy and safety policy (e.g. Terms and Conditi
Safety policy, Code of conduct, etc.)

YES

NO

Observations

is presented ging plain and succinct language for a child of this age

does not contain excessive technical jargon difficult for a child of this age to understand

is easily seen because it is prominently placed on the SNS

Alternative ways of implementing RAnciple 1 on this SNS website

11. Here refer to any alternative ways this Principle basn implementedn this specific website and which has not been included in this test

12. Clearly specify the places on the website where saébrmation/application(s) is/are placed by adding link(s) to the application/functionality in quest

links to relevant additional information on the website, etc.
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Section 2

Principle 2: Work towards ensuring that services are egpropriate for the intended audience

1. WHICH OF THELEFOWING STATEMENREARUE OF THE SDS XRE TESTING?

¢CKAAE 6S0aArAlSX YES | NO Observatiors

clearly indicates which services are not appropriate for children and young people or w|
a minimum registration age applies

encourages the uptake of parental controls by prominently displaying how these tools &
parents to manage their childggQa dzaS 2F GKS & SNIWAOS

allows users to label, rate or age restrict content where appropriate

Fff2ga F LINBYydG (2 Y2yAiG2NI 6KSANI OKAf R

does something else to ensure that its services areagw@opriate for the intended
audence. Please specify what they do:

BEFORE CONTINUINGWERING THE NEXTIEERF QUESTIONS ¥I$T CREATE AN ACSDOF A MINOR ON BHBNS (PERSONA MIPRVHILE SIGNING UP
ONLY INCLUDE THE MMM INFORMATION REIRED BY THIS SIRYOU ARE ASKATY MANDATORY INFORNDN TO SIGN UP UStE DATA FROM MIN&R

9 If during the test you are required to provide any extra personal information not contained in the persona’ s descriggigautself in the description provided in
order to create cretile information that matches the current PERSONA. If necessary, you may provide credible, but not real addressespdnue miefeber(s).

1 If you are required to provide one (or morednail accounts (for instance a child’s plus an adult’s email atgaweate as many-mail accounts as necessary. try
to avoid using your existing personafmail accounts.

2. WHAT TYPE OF INFORMN DOES THIS SEQRBIRE FROM YOU ED ¥YOU SIGN UP?

When trying to sign up as a-gear old this SNS requires you to ksmit YES NO Observations
the following information. Mark all that applies:

Name

Nickname

e-mail*
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Date of birth

Sex

Address or place of residence

A valid telephone or mobile phone number

Parental or guardian permission (e.g.avan email sent to your
parent/guardian)

Other, please specify:

* |f asked for your enail for verification purposes DO NOT check yonrad, yet

3. AFTER SIGNINBAS 9YEAR OLD USER, WHAPPENED?

What happened during/after signing up?

YES

NO Not applicable
to this SNS

Observations

| was able to sign up because this SNS is netesjected

| was able to sign up even thougty®ar old children are not supposed
use this SNS

| was able to sign up even without verifying mynail*address

| was able to sign up only after clicking on the verification link** sen
me via email

| was able to sign up only after my parent/guardian authorised me ft(
so (e.g. via a confirmationmail)

L 200F Ay SR & Llidopdd sihinecodunt Oretlyisandhsite hroug
a fake account | created on the spot, so no actual parental conse
needed to be able to use this website.

I was not able to sign up. The SNS denied the signing up due t
restrictions

I was notable to sign up. The SNS denied the signing up, but | wa
told why

Other. Please specify:

*If you were not asked for&F A f GSNAFAOI GA2Y RdzNAy 3

** |f necessary you can check yowrail verification nav

AAIy dzLd Y NJ

ab2i

FgFAtlFotS

2y

KA &
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IF YOU WERE REJEATEDREATE AN ACCOONTTHIS SNS FOR BEUWNDER THE MINIMUNGE REQUIREMENT TRYSIGN UP AGAIN,TBTHIS TIME USE AGEA
JUST ABOVE THE MINNMAGE REQUIRED BNSTSNS TO SIGN DR. NOT CHANGE ANYYQRJR COMPUTER SEGSINE.GDO NOT REMOVE ANYOBEES OR
BROWSING HISTORY)

4. AFTER SIGNINBAS A CHILD ABOWE MINIMUM AGE RE®ED BY THIS SNS, WHAPPENED?

What happened when trying to sign up this time? Mark ALL that appli¢ YES NO Not applicable to | Observatios
this SNS

| was able to sigh up because this SNS is notegjected

| was able to sign up even though this SNS is supposed to be
restricted

| was able to sigh up even without verifying mynail* address

| was able to sign up only afterailing on the verification link** sent tq
me via email

I was not able to sign up. The SNS denied the signing up due t
restrictions

| was not able to sign up. The SNS denied the signing up, but | wg
told why

| was not able to sigim because of my previous attempt to sign up as
yearold child. The SNS has installed cookies on my computer that d
allow me to sign up again from this computer

Other. Please specify:

*If you were not asked for-enail verification duringign up mark N/A
** [f necessary you can check youmail verification now

IF YOUR PREVIOUS BMPTS TO SIGN UPAABIINOR HAVE FAILEL,LEASE REMOVE ANYKRIES THAT MAY HABEEN INSTALLED ONURGCOMPUTER AND SIGN
UP AGAIN USING THENWUM AGE REQUIRBY THIS SNS. IF TE3ES NOT WORK TRENSNG UP FROM ANORHEOMPUTER.

5. AFTER SIGNINBAS A CHILD ABOVE MINIMUM AGE RE®ED BY THIS SNS, WHAPPENED?

What happened when trying to sign up this time? Mark all that applieg YES NO Not availade on | Observations
this SNS

| was able to sign up because this SNS is notesjected

| was able to sign up even though this SNS is supposed to be
restricted
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| was able to sigh up even without verifying mynail* address

| was ableto sign up only after clicking on the verification link** sent
me via email

| was not able to sign up. The SNS denied the signing up due t
restrictions

| was not able to sign up. The SNS denied the signing up, but | wa
told why

| was not able to sign in because of my previous attempt to sign up a
yearold child. The SNS has installed cookies on my computer that d
allow me to sign up again from this computer.

Other. Please specify:

*If you were not asked for-enail verification during sign up mark N/A
** |f necessary you can check youmeil verification now

TO CONTINUE WITH THEST YOU WILL HAYECREATE 4 NEW UBEROUNTS: TWO OF ADBROFILES AND TQWFOMINOR PROFILESEATE THESE ACCOUNTS
USING THE INR®IATION FROM THE IRG TEENAGE (MINORND 2) AND THE 2 ADUPERSONAS YOU WEREN TOGETHER WTHE INSTRUCTIONSTEIFS

TEST.

IF DURING THE TE®UWRE REQUIRED RODYIDE ANY EXTRASTHRAL INFORMATIONTNOONTAINED IN THERBONAS™ DESCRIP,TBAISE YOURSELF IN THE

DESCRIPTION PROVIDEORDER TO CREAREMBLE INFORMATIMAT MATCHES THE REIRT PERSONA.

TELEPHONE NUMBEREB)[, BY NO MEANSARBNES!

6. SIGN UP AS MIR@ AND ADULT 1, WHKIND OF INFORMANIDOES THIS SNSBRRE FROM EACH OESH USERS?

IERESARY YOU MAY RBEZREDIBLE ADDRESS

When signing up the SNS requires you to submit the followi
information. Mark all that applies:

As minor 1

As adult 1

Observations

Real name (First and last)

Real name (only fits

Nickname

e-mail*

Date of birth

Gender

Education
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Nationality

Religion

Home address

Place of residence

School or work address

Personal security/identification number

Telephone or cell phone number

Other, please specify:

BEFORE CONTNUINGMWIHE TEST, FOLLOAESE STEPS:

Do not change any settings on your SNS accolmgsause in the next section you will have to perform some tests with dedselt settings.

Create user accounts for minor 2 antL 2.

Add as much information as possible to ALL THE profiles (Minors 1, 2 and 3 and adults 1 and 2), but do not change sany a®jtiofythese accounts. The

account settings should be the default ones.

/| KFy3aS YAY2N oQa FtAeSestivitor sishouldl Be2180 G KS NBaid 2

Minors 1, 2 and 3 should be each other’s friends. Add them to each other’s contacts/friends.

G! Rdzf § Hé aK2dZ R 06S FTNASYR 2F a! RdzA 4 wmé 2yfes odzi KS a!{¢ bh¢ 6S FNASYR 27F
If possible on this SNS, Post SomA Y F2 NX | A2y 60Sd3ad O2YYSyidazr SO0 2y SIFEOK 2F @&2dzNJ dza SNAE & LIN
From now on you will have to use one or several of the user profiles you created Depending on the question you have Sgmnsweith the mostppropriate

profile according to the tasks you have to perform.

1 Write down the user names;mails, passwords and age of ALL your accounts.

User name Adult 1
Password Adult 1 account
Age Adult 1

e-mail Adult 1

User name Adult 2
Password Adult 2czount
Age Adult 2

e-mail Adult 2

User name Minor 1
Password Minor 1 account

=A =4 =4

=A =4 =4 -4 -4
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Age Minor 1

e-mail Minor 1

User name Minor 2
Password Minor 2 account
Age Minor 2

e-mail Minor 2

User name Minor 3
Password Minor 3 account
Age Minor 3

e-mail Minor 3

7. ANSWER THE FOWMING QUESTIONS ABADVERTSING ON BHES YOU ARE TESTING?

When signed in as a Minor 1 and Minor 3 YES NO Observations

Is there any type of advertising displayed on this SNS? If so, mention ALL typej
adwertising available in the observations section (e.g. bannecgnemerce ads,
interstitials, ingames advertising, etc.).

Is advertising on this SNS specifically targeted at minors&dseavailable on this
SNS are about products and services splgdiatgeted at children/teenagers?
This SNS displays advertising that is appropriate for minors although it is not
specifically targeted at them, e.g. Electronics, food products, etc.

Does advertising on this SNS include potentially inappropiate content for
minors (e.galcohol,cigarettes, etc.)? If so, which ones? Mention ALL types of
advertising available in the observations section. Please keep screenshots abo
inappropriate ads as evidence.

8. IF THE SNS YCREATESTING HAS CRANCTIONALITY, TEBBY DOING THE FOMUEG. IF NOT SKIPSKUESTION:

I Go to any chatroom (e.g. hotel room). Sign in as minor 1. If while on the chatroom you are approached by other peeplet, yasy briefly to their questions, but
do not give outiny personal information.
Sign in as Adult 2 (not a contact of any of the minors). Go to the same chatroom as Minorl. Approach Minor 1 and chat with he

During the conversation explicitly ask Minor 1 for personal information such as her age, the behattéisds, where she lives, IM address, her telephone number,
etc.

f
f
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T aAy2NIm aK2dzZ R IAGS 2dzi aFF{1S¢ LISNE2YIE AYyT2NNIGA2y G2 ! Rdf G Ho

While Adult 2 was chatting with Minor 1, what happened? Yes Observations

Adult 2 was allowed to chat with minor 1 evidrough they were not each other’s contacts
Adult 2 was not allowed to chat with minors 1 because they were not each other’s contacts
Minors 1 received a warning/information on the potential negative consequences of giving
personal (contact) imrmation to (adult) strangers

Adult 2 could chat with Minor 1 but was not able to ask/obtain any personal information
her. If this happened please specify how this was possible

Adult 2 was banned from the chatroom for having attempted to cotiteaving contacted minors
Adult 2 was banned from the chatroom for having attempted to obtain personal information
minors

Something else happened. Please specify:

9. IN STARDOLIGHEIIN AS A T2EAFOLD CHILD AND ANSWHE FOLLOWING QUBSIS

When signed in as a child YES NO Observations

Canyou write any content on your own (e.g. your own presentation)?

Can you participate in the Starblog?

Can you have access to information on Starblogs?

Can you join clubs?

Canyou have access to information in clubs even though you are not a member?

Can you keep a guestbook?

Can you access other users™ guest books?

Can you access other users’ written content?

Can you communicate with other members?

10. AL® IN STARDOLL, SIGMS MINOR 1, POSOME COMMENTS INCIN®INAPPROPRIATRGAAGE AND/OR RACT®IMMENTS ON MINORROFILE. MINOR
2 SHOULD ALSO RERLM INAPPROPRIAARIGUAGE AND/OR COMWIES. WHAT HAPPENED?

1 DELETE THESE COMMEMNI HOURS AFTERVHWG POSTED THEM 8BONER IF THE SNEERAANY ACTIONS BEFOHIS TIME. DO NOHAVE THE
COMMENTS ONLINE!
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1 KEEP SCREENSHOTBHEFCOMMENTS AT TWHEMENT THAT YOU PAOSIEM AND OF ALL TAETIONS TAKEN BY BNE, IF ANY, WITHINE 12 HOURS
THESE COMMESN ARE ONLINE.

When the inappropriate language was used, what happened? YES Observations

The swear words/racist language were immediately replaced by asterisks

The swear words/racist language were published on the blog, but after a few minutes/ineyrs
were deleted/replaced by asterisks

The swear words/racist language were published on the blog and were kept there

Something else happened. Please specify what happened:

Alternative ways of implementing Principle 2 on this SNS website

3. Here refer to any alternative ways this Principle has been impteeateon this specific website and which hawa been included in this test:
a. Specify if and how this SNS has considered how their service may be associated with potential risks to children and pleyadgheepit is
intended for them to use the service*
b. Specify the mechanisms/measures employed by this SNS is order to limit exposure to potentially inappropriate contentaahd cont
4. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to tatoaffplictionality in question
links to relevant additional information on the website, etc.

*Each SNS is different in terms of target audience, the range of activities users can engage in, the platforms on wtachthepnsumed and the countries i
which they are available. These factors will affect the range and extent of the risks that may affect children and yolenylpeojpising the site. Assessment ¢
what constitutes inappropriate content for children and young people also varies.
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Section 3

Principle 3: Empower users through tools and technology

1. USING THE DEFAULTTEEGS OF YOUR SBS®UNT, I.LE. WITHOCHANGING ANY SETTINKGG { L Db

GCwLO9b5¢k/ BWERTHEFOLLOWINESONS:

Lé! {bB! BbELL OCH aLld/hiwa 9

. @ RSTlLdA G ¢6KSy aAdaySR Ay & a!

I am allowed to add minors to my contacts list without any restrictions

YES

NO

X

2

U 20«
QX

2

y Qi
y Qi

Observations

I am allowed to add minors to my contacts list but before being able tg
it | receive a warning (e.g. Are you sure you know this person?)

I need to sign a special agreement/form before being able to add chil
to my contacts list

| receive information on the consequences of contacting minors in
appropriate ways accordg to the Terms of Use

I am not allowed to add children to my contact list

Something else happens. Please specify:

2. USING THE DEFAULTTEEGS OF YOUR SEE®UNT, I.E. WITHOTHANGING ANY SETTING { L Db L vé!Z{ !'d d 19k MINITATION @O BESYJOUR
FRIEND. ANSWER TBELFOWING QUESTIONS:
. @ RSTldAf G ¢6KSy aA3daySR Ay & &g VYES NO L R2y Qi Observations
R2SayQi

| am allowed to add adults to my contacts list without any restrictions

| am allowed to add adult® my contacts list but before | receive a warni
(e.g. Are you sure you know this person?)

I need parental consent before allowing adults to become members o
contacts list

| receive safety guidance on dangerous contacts before acceptiaglah

Fa WINASYRQkO2ydl Of
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| am not allowed to add an adult as a contact
Something else happens. Please specify
3. ADULT 2 WANTS GET IN TOUCH WITHN®@R 1. CHECK WHATOWRNISMS ARE AVALLRABN THIS SNS TO GETOUCH WITH SGDNE WHO ISOT YOUR
FRIEND/CONTACT.
1 Sign in as adult 2 and send Minor 1 a private message (e.g. minimail). If this is not possible simply post a commeublangrefile.
1 In the message/comment mention that you like her style, that you share some of the sasnanld that you would like to keep in touch with her via instant
messaging.

Was Adult 2 able to do the following? YES NO Observations

Adult 2 was allowed to contact Minor 1 even though they were not e
other’s contacts

Adult 2 was not allowedo contact Minor 1 because they were not ea
other’s contacts

Minor 1 received a warning/information on the potential negati
consequences of contacting/being contacted by (adult) strangers in

appropriate ways (according to the Terms of Usehig tvebsite)

Adult 2 could send a private message to Minor 1 but was not abl
ask/obtain any personal information from them. If this happened ple
specify how this was possible

Adult 2 was banned from the SNS for having attempted to contaetfigy
contacted a minor

Adult 2 was banned from the SNS for having attempted to obtain persg
information from minors

Something else happened. Please specify:

4. USING THE DEFASETTINGS OF YOURABEOUNTS, I.LE. WITHOCHANGING ANY SHGE ON ANY OF THEAONTS, INDICATE GHIINFORMATION ABOUT
dalLbhw wméTATHE EALKOWING PHE PLEASE PAY ATIGN TO THE FOLLA®I

Make sure your minor 1's and minor 2°s PROFILES contain as much information as possible éeldrdi#simbbies, etc.).

LT LIRaarotsS 2y GKA& {b{zX LkRald LAOGINNBEA IyR GF3 SIOK 20KSNJ 2y GKSY &
To search the profile of minorak a usef this SNS, only employ the internal search engine of the SNS you g test

To search the profile of minorak a noruserof this SNS (i.e. notsignéddy’ Fa | dzaSNL X dzaS GKS F2tft2gAy3 amkd W
Goodgle Msn searclandyahoo search

=A =4 -8 =4
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http://www.google.com/webhp?hl=en
http://search.yahoo.com/
http://search.yahoo.com/

60Sd3ad G w2

f Inboth cases use the naraadi KS A dzZNy I YS 2F aYAY 2N mé€ 0SG6SSYy AYy@SNISR O2YYIl &
By default, Which of the following My current Visible to | Visible to Visible to Visible to other Observations
AYTF2NNI GAQyW DA &A LIS profile contains | da Ay 2 | a! Rdz{ydur § & ! R dz{uSer { people who are
Mark all that applies: the following contact) of this SNS, but| non-users of
information not your this SNS
contact)

Real name (First and last)

Real name (only first)

Nickname

e-mail

Date of birth

Gender

Name of school you attend

Nationality

Hobbies

Home address

Place of reidence

School address

Telephone or cell phone number

Your online status

L2dzNJ tAAd 2F O2y il

Comments/messages posted by oth
dzZaSNB 2y @& 2 dzNJ & LJdzo

Other, please specify:
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5. SIGNIN { dalLbhw TME BEFAULTLSEDTIRESHIS ACCOUNT, WETHOUT CHANGINGUR INITIAL SETTING®ICATE WHICH DHE FOLLOWING
THINGS YOU CAN DO

Bydefault s KSy &A3IySR Ay | & dahiy?2N| YES| YESbutlneed NO | Not available Observations
permission from the on this SNS
user who posted it on
my profile

L Y ofS G2 RStS(GS LRadAay3Ia
LINEFAESQS APSd Y& LINPFAES | &
| am able to delete pictures/videos | have uploaded on my py
profile (e.g. by deting tags)
| am able to delete postings/comments others have made al
YSkYe LAOGdINBak@PARS2a 2y Ye Y
| am able to delete pictures/videos others have uploaded of meg
my public profile (e.g.by deleting tags)

| am able todelete pictures/videos others have uploaded of me
their public profile (e.g.by deleting tags)

Something else happens. Please specify:

co {LDb wbwmé¢ ¢ o pPEFBUT SATBINGS THIS ACCOUNT, WETHOUT CHANGINGUR INITIAL SENTGS, INDICATE WHIOR THE FOLLOWING
THINGS CAN HAPPENYQNUR PROFILE.

. @ RSTldAf G ¢6KSYy aAiA3daySR Ay | & YES | YESbutlmust NO | Not available Observations
approve it before it on this SNS
is published

lff dzaSNR OFy LkRad MRWANSYE ao A
space with information about me that others can see)

Only my contacts/friends can post comments on my pu
profile/pictures/videos

By default my full profile is set to & LINRA @I Gn$y€pEofile
information cannot beviewed, except by friends belonging to n
G LILWINPGSR O2y Gl OGa tAahté
By default anybody (registered and nenegistered users of thig
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SNS) can contact me (e.g. via (private) messages)

By default only registered users can contact me (e.g.(pidvate)
messages)

By default only people belonging to my approved contacts list
contact me (e.g. via (private) messages)

By default all users of this SNS can send me friend requests
Bydefault 2y f & Y& TN S RaifrieNd@euesis: (¢
Something else happens. Please specify:

7. KEEP ON USING MOUt wh CL [ 9 EXRLORENTWE RRIVBENTINGS ON YOURMRBEOAND ANSWER HIELOWING QUESTIODISLY IF NEEDED YQAYM
SIGN IN AS OTHER RISAS WELL.

la Gawéy 2N GKA& {b{=ZX L OFy R2| YES NO Not available Observations
on this SNS

report abuse or bullying

block other users from contacting me

block other users from viewing my profile

reject friendship requests

specify who or Wich groups of users can contact me (defined
age, gender, etc.)

restrict the search options of other users so that they cannot f
me (e.g. Do not allow adults to find/contact me)?

set my profile to private so that miull profile cannot beviewed except by
WFINRASYRaQ 2y Yeé O2yil OGa fAaaid

set my profile to private so that | cannot kentactedS E OS LJG 0 &
my contacts list

set my blog to private so that it cannot beewedS EOS LJG 6& W
contacts list

| have b change settings before my personal information can
visible to adult users

| have to change settings for my personal information (all
information contained on my current profile including picture
contacts list, posts, etc.) to be viewed byher minors

I have control over the display of my online status. | can deciq
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20KSNJ LIS2L)X S OFly &aSS YS 6KSy

I am notified when | am identified (tagged) in pictures/videos, ¢
L2aiGSR 2y 20KSNJ LIS2L)X SQ& LINRTF

This SNS provideme with other privacy features. Please sped

what they are and how they work

8. KEEPONUSINGY® t wh CL [ 9. INSRELADBIONVTOMEHEVACY SETTINGS XIBT EXPLORED, HOWYEDIFFICULT WASOIDO THE FOLLOWING?

On the SNS, how easy wasli (i 2 X K

report abuse or bullying

Very easy

easy

Not easy but
not difficult

difficult

Very
difficult

Not available on
this SNS

block other users from contacting me

Block other users from viewing my profile

reject friendship requests

Specify who or which groups of users can contact me (define
age, gender, etc.)

Restrict the search options of other users so that they cannot
me (e.g. Do not allow adults to find/contact me)?

Set my profile to private, i.e.my Huprofile cannot be viewed or
Olyy2i 0SS 02yl OGSR SEOSLIi o

Change settings before my personal information could be visibl
adult users

Change settings for my personal information (all the informat|
contaned on my current profile including pictures, contacts i
posts, etc.) to be viewed by other minors

Control the display of my online status (i.e. deciding if otl
LIS2LX S OFy &4SS YS 46KSy LQY 2

use additional privacy feature X. If $f6NS contains any addition
privacy features, please refer to them here

use additional privacy feature Y. If this SNS contains any addit
privacy features, please refer to them here
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9. ARE THERE ANY MERISMS IN PLAC ETINS WEBSITE AVOID THAT REGED MINORS (E.GNMRS 1 AND 3) GETCASS TO INAPROPRREINWANTED
(BUT NOT ILLEGALNIGNT?

Which of the following mechanisms are employed by this YES NO Observations
website to avoid that minors have access to inappropriate or
unwanted content?

Family or parental Filtering

Word filters

Active monitoring of synchronous on the site (e.g. while chatf
with other users)

Other mechanisms. Please specify how this provider makes
that children and young people géstered on their website are ng
exposed to inappropriate content on their website

10. ARE THERE ANYOWENISMS IN PLACET®NS WEBSITE TO AYOHAT NOREGISTERED MINORB BECESS TO INAPRAHROR UNWANTED TBUOT
ILLEGAL) CONTENT?

Which of thefollowing mechanisms are employed by this YES NO Observations
website to avoid that minors have access to inappropriate or
unwanted content?

Family or parental Filtering

Automatically blocking of inappropriate content for childr¢
younger than a céain minimum age

Warnings placed on the content itself so that users can m
informed decisions regarding if they want to access that conten
not (e.g. explicitly mentioning which content is appropriate |
which age segment; written warnings suchH & 0
game/video/photo you are about to play/watch contains stro
QA2 Syl AYIF3ASad ! NB &2dz adzNB
Other mechanisms. Please specify how this provider makes
that children and young people registered on their website are
exposed to inappropriate content on their website
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11. WITHOUT SIGKENN AS ANY USERTHERE INFORMATIONTBNS SNS ABOUT TBELFOWING?

Does this SNS provide the following information?

Information/tips for parents on the ailable tools for wider internet access (e
the benefits of using filtering tools and/or parental controls) and how they cal
used to help them protect young people

YES

NO

Observations

Information/tips for parents on the available tools on this SNS (e.g. pare
controls, filtering tools, etc. provided by this SNS) and how they can be us
help them protect young people

Any other relevant information/advice/tools to help parents support their child

in managing a safe online experience on this SNS. Pleasiéy/spe

Alternative ways of implementing Principle 3 on this SNS website

11. Here refer b any alternative ways this Principle has been implemented on this specific website and which has not been includesbinitithite

information on:

a. How this provider assists children and young people in managing their experience on their serticelgpigrwith regard to inappropriate or

unwanted (but no illegal) content or conduct

b. Refer to any tools/functionalities employed by this provider to minimise the risk of unwanted or inappropriate contact bethiken/young

people and adults

12. Clearly pecify the places on theebsite where such information/application(s) is/are placed by adding link(s) to the application/functionality in que

links to relevant additional information on the website, etc.
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Section 4

Principle 4: Provide easip-use mechanisms to report conduct or content that violates the Terms of Service

1.IN THE FOLLOWING EXESE YOU WILL HACEBMEASRE THE TIME IT TAKBE® TO FIND THE REPOG MECHANISMS THE SNS YOU ARE TNESTUSE A
CHRONOMETER TO MERSUHE EXACT AMOUNMITIME IT TAKES YUFIND THEM. START THE TASKS FREGIE HOMEPAGE OF TNE S

Starting from the homepage, find théllowing: Time (in seconds) to find this info | Info not available on this SNS

Abuse Report Form

Report abuse via-mail

Link to abuse report form from an external local agency or organiza
e.g. Inhope, Insafe, ChildNet, etc.

A hotline/phore number to contact a safety expert/responsible frg
within this SNS
A hotline/phone number to contact a safety expert from anoth
organization

A link/information on Violation of terms and where and how to rep
them

An indication of how repds are typically handled by this SNS

Other reporting mechanism, please specify:

2. MENTION ALL THE EXISTING MECHANISMS AND TOOLS AVAILABLE ON THIS WEBSITE TO REPORT ABUSE/VIOLATIONS ORNNEFRIZS OFE)SEPBSILEY
CAREFULLY AND READTERMS OF SERVICE, ACCEPTABLE USE POLICY AND/OR COMMUNITY GUIDELINES PROVIDED ON YOUR SNS AND ANSWER THE FOLLO

QUESTIONS:

Mention all the possible mechanisms and tools | YES addURL on | NO,Not Observations
available to report abuse/violations of Terms of | SNS) available on this
Use/policy on this site: SNS

A button to flag inappropriate content
A report button
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Abuse Report Form

Report abuse via-mail

Link to abuse report form from an external log
agency or organization, e.g. Inhopdnsafe,
ChildNet, etc.

A hotline/phone number to contact a safe
expert/responsible from within this SNS

A hotline/phone number to contact a safe
expert from another organization

A link/information on Violation of terms and wher
and howto report them

An indication of how reports are typically handlg
by this SNS

Other, please specify:

3. SIGN IN AS MINQRPRETEND THAT YOAYE BEEN BULLIEHEP@GRT THIS SITUATUSING THE MOST PROENT AND MOST READNVAILABLE MECHANIS

THAT A I%EAR OLD CHILD WONORMALLY USE ON THNS.

9 Because it may take some time before the SNS sends a reply to minor 1 about the bullying report, the following questar8(gfisection 4) may be answered at
a later time. Please keep on chkew the email address you used to report the problem to the SNS until right before you submit your national reporbrgetriot f
check your spam as well because these types of messages may also arrive directly to the spam folder.

9 1f the provider cordcts Minor 1 asking for specific information, answer all the messages you may receive and keep screenshots of tham.d3@MRT initiate

contact with the provider yourself.

9 Report the situation using only ONE reporting mechanism ONCE. If nothimgnisado not try any other reporting mechanisms and do not contact the provider.

ANSWER THE FOLLOWINUESTIONS IN RELATT® THE REPORTINECMANISMS/TOOLS AWBILE ON THIS SNS:

REPORTING MECHANT®STED:

understand

In relation to the reporting mechanism/tool 1 available on the site

The instructions on how to use the reporting tools/rhaaism are
written using plane and succinct language, easy for a child of this a

Yes

No

Not available on
this website

Observations

The instructions on how to use the reporting tools/mechanism do
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contain excessive technical jargon difficult for a child of this agg
understand

The instructions on how to use the reporting tools/mechanism
easily seen because they are prominently placed on the SNS

there is no need to excessively scroll the webpage(s) to find instruc
on how to use the reporting tools/mechanism

The reporting mechanism/tool can be accessed at all times from
SNS

There is a link to the report mechanism/tool on every page on this S

| could successfully report abuse without encountering any difficultie
the whole process

| could report abuse, but | encountered some difficulties during
process (please specify which difficulties you encountered in
observations section)

The report mechanism/tool sends a notification of receipt to the u
indicating that the reports being handled

The report mechanism gives feedback to the user about the re
result. If so, how long did it take to get an answer?

Abuse report mechanism/tool asked for information | could not provi

Abuse report mechanism/tool asketbr unnecessary or irrelevan
information* (i.e. additional details without which an efficient repg
could still be handled).

*Include concrete examples of unnecessary information in
Observations section

If there are forums or volunteer moderat® on this SNS, can you repq
your problem to them or ask them for advice on how to report y
problem?

If you contacted any volunteer moderator or forum on your SNS,
you get successful guidance/information from them?

If inappropriate contat was involved in the reporting situation, was th
inappropriate content removed by the provider? How long did it take
remove such content?

If other offenders were involved in the reporting situation, did anyth

happen to them (e.g. did they ceive a warning? Were their accoun
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blocked? Etc.). Please specify what happened to them in
observations section

Alternative ways of implementing Principle 4 on this SNS website

11. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not beshimthigitest. Include
information on:

a. Any additional mechanissnemployed by this provider to report inappropriate content, contact or behaviour as outlines in their Terms of Servi
community guidelines, etc.

12. Clearly specify the places on the website wheveh information/application(s) is/are placed by adding (&Ko the application/functionality in question
links to relevant additional information on the website, etc.

Section 5

Principle 6: Enable and encourage users oy a safe approach to personal information and privacy

M O {LDthwL me!ld{ . ¢ alSHAF'THH FOLLOWINBORMATION NEEDSJRGPERMISSION BEFBREG VISIBLE TO BRHUSERS?
Which of the following information Yourcurrent| + A&A0f S (2| Visibleto +AaAof S (7 Visible to other people Observations
needs your permission beforbeing profile G ! Rdzf @] (user of this SNS, bul who are nonusers of this
made public (i.e. visible) to the following| contains this (your not your contact) SNS
people? Mark all the instances that info contact)

require your consent

Real name (First and last)

Real name (only first)

Nickname

e-mail*

Date of birth
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Gender

School you attend

Nationality

Hobbies

Home address

Place of residence

School address

Telephone or cell phone number

My online status

ae fAald 2F O2yal Od

Comments/messages posted by oth
dzZASNBE 2y Y& @G LJdzoft A

Cther, please specify:

2. EXPLORE THBEVRARIY SETTINGS OPBIAND GUIDANCE AWEILE ON THIS SNS ANBWER THE FOLLOWINUESTIONS

Ly NBtFdA2y (2 LINARGFO& AYTF2NXNI GA2|YES | NO | Observations

While adding informatiorio your profile, were you informed/made aware thé
(some of) this information would be made visible/available to other users?

Did you receive any supporting information on the consequences of po;
this information online?

Did you get any inforition/guidance on how make your profile as private
possible?

Are you able to view your privacy status or settings at any given time?

6. IN THIS SECTION WolIL HAVE TO EXPLORKEIE OF THE PRIVAEYTINGS AVAILABNETBIIS SNS. FOLLCME TNSTRUTIONS:

9 Sign in as Minor 1

1 1f possible on this SNS, restrict access to some of your personal information (location, likes, etc.) to all other piseerd/fixae2. Other users may still contact you.

1 Block adult 2 so that he is not able to have accesmy of your information on your profile and also to contact you. Block this user.

1 Right after answering questions 3 and 4 make sure your privacy settings are set back to the default privacy settirtysalléharprivacy settings you may have chahge
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| RESTRICTED THELBWING INFORMATION ODTHER USERS, EXGHNOR 2:

After having restricted access to your
information on this SNS, can other users
still have access to the fldwing
information on your profile?

Your
current
profile
contains
this info

Visible to
GaAyz2|

Visible to
GaAy?2

Visible to
a! Rdz

+AaAof S
(user of this SNS,

but not your

contact) after my

consent

lj

Visible to
other people
who arenon-
users of this
SNS

Observations

Real name (First and last)

Real name (only first)

Nickname

e-mail*

Date of birth

Gender

School you attend

Nationality

Hobbies

Home address

Place of residence

School or work address

Telephone or cell phone number

Your online status

L2dzNJ tAAd 2F O2y il

Comments/messages posted by oth
dzZaSNBR 2y @ 2 dzNJ & Lddzg
be viewed by otbrs)

The information that should only b
visible to Minor 2

Other, please specify:
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4. ANSWER THE FOWING QUESTIONS BLRTION TO THE PRIVAETTINGS AVAIEABN THIS SNS

In relation to the privacy settings available onthi & A G S Yes No Not available on this Observations
website

The instructions on how to use the privacy settings are writ
using plane and succinct language, easy for Minor 1
understand

The instructions on how to use the privacy settings do
contain excessive technical jargon difficult for a child of this
to understand

The instructions on how to use the privacy settings are e
seen because they are prominently placed on the SNS

there is no need to excessively scroll the wabe(s) to find
instructions on how to change privacy settings

The privacy settings can be accessed at all times from the S

There is a link to the privacy settings on every page on this |

| could successfully restrict access to thevinfation that was
only supposed to be viewed by Minor 2 without encounteri
any difficulties in the whole process

I could restrict access to the information that was ol
supposed to be viewed by Minor 2, but | encountered so
difficulties during tle process. Please specify which difficult]
you encountered in the observations section

I could successfully block Adult 2 without encountering i
difficulties in the whole process

| could block Adult 2, but | encountered some difficulties g
the process. Please specify which difficulties you encountg
in the observations section

5.IN STARDOLL, EKGHD 9 da L 59 BhNERORMATION CEEG. GANCT DETAILS).
1 Signin as Adult 2 and contact Minor 1 (e.g. by writing on her public profileiardpersonal message, if possible).
1 Ask her for information such as her age, what she does, where she lives, the name of her school, location, phone number, etc.
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T 9EOKFYy3S a4 YdOK GARSYGATeAYI AyTF2NNIGA2YE | &

LRaairot So 2

KFid KIFLLSyYyaKk

While Adult 2 wasi NBEAy3 G2 3ISG aARSY(GAFeAy:d
happened?

Adult 2 was allowed to get in touch with minor 1 even though they were not ¢
other’s contacts

Yes

Observations

Adult 2 was not allowed to get in touch with minors 1 because tivere not each
other’s contacts

Minor 1 received a warning/information on the potential negative consequence
giving away personal (contact) information to (adult) strangers

Adult 2 could chat with Minor 1 but he was not able to ask/obtain anssqeal
information from her. If this happened please specify how this was possible

Adult 2 was banned from Stardoll for having attempted to contact/having conta
minors

Adult 2 was banned from Stardoll for having attempted to obtain persq
information from minors

Something else happened. Please specify:

IN THIS LAST TASK YOU WILL HAVE TO EVALUATE HOW EASY IT IS TO DETELE AN EXISTING USER PROFILE ON THISIENBRAE WHSSHIRIPRRAMAIN
ACTIVE EVEN AFTER THE TEST HABKINESH WILL HAVE TO CREATE A NEW USER ACCOUNT). PLEASE KEERNDNEINE YOAR PREVIOUS ACCOUNTS

SHOULD BE DELETED
Create a new user account for a minor (e.g. Minor3" s brother).

1

91 Fillin some personal information for this new profile (e.g. naage, place of residence, hobbies, etc.).
1 Add some extra information to this account (e.g. upload a couple of pictures, comments, etc.).
1
1

Delete this account.

Once you have deleted this new account, answer the following questions

6. HOW EASY WAS ITD@THE FOLLOWING?

hy GKS {b{ZX K2g Slae ¢la Al Very easy

Delete this newly created profile?

easy

Not easy but
not difficult

difficult

Very
difficult

Not available on
this SNS

Find instructions on how to delete this account?
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Find infomation on the consequences of deleting your profile (e
your profile will be deleted, but some information will be retaini
by the provider, etc.)

11. WHAT HAPPENED WHBLE[ 9 ¢ L b D dROEIbE?YwW o0 €

t

While deleting the profile:

| could find easyo-understand information on how to delete m
profile

YES

NO

Observations

There was a clear link/button provided for deleting my profile

| could only deactivate my profile but not completely delete it

The provider clearly states what personaiformation they
collect/retain after deleting my profile

The provider clearly states how my personal information is/may
used once my profile is deleted

Alternative ways of implementing Principle 6 on this SNS website

11. Here refer to any alternative ways this Principle haen implementedn this specific website and which has not been included in this lesiude information

on:

a. Any additional functionality/tool, etc. that may support children and young people make informed decisions about the ifdorthay post online.

12. Clearly specify the places on the website where such information/applicationdsg islaced by adding link(s) to the application/functionality in question, link

relevant additional information on the website, etc.
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ANNEXO. TESTINGCENARIO OTHERS®PLATFORMS

Name of SNS being reviewe(

URL of SNS

Date(s) of testing

Name of tester

Contact email of tester

Contact phone of tester

Browser used for testing Chrome Firefox | Explore(7/8) Opera Safari Other, please
specify

Section 1

Principle 1: Raise awareness of safety education messages and acceptable use policies to users, parents, teachers dndgamrsnent, clear and
age-appropriate manner

1. IN THE FOLLOWIRRERCISE YOU WILVEHAO MEASURE THHEETIT TAKE YOU TO FIND SOMEORMATION ON THEBBEHE YOU ARE TEGTINSE A
CHRONOMETER TO MERESUHE EXACT AMOWUNFTTIME IT TAKES YKUFIND THE FOLLOW/INFORMATION. START THE TASKS FR® HOMEPAGE OF THE
SNS WITHOUT REGISNERS A USER.

Starting from the homepage, find information about Time (in seconds) to find this info Info not available on this website

Terms of Use

Privacy information

Tips or educational material on how to use the internet safely (for children)

Tips or educational marial on how to use the internet safely (for parent
teachers, other carers)

Tips or educational material on how to use this SNS safe safely (for children)

Tips or educational material on how to use this SNS safely (for parents, tea
other caers)

External links/referrals to educational materials about child safety




External links/referrals about organizations/authorities active in child safety,

Insafe, national hotline, police, etc.

2. WITHOUT REGIBINEG AS A USER, WEEASENSWER THE FOLLOWINUESTIONS:

This SNS contains the following type of information. Please mark all that applig YES NO

Observations

Tips/information for children and young people on how to navigate this spe

website safely and responsibly

Tips/information for parents, teachers or other adult carers on how to help tk

children navigate this website safely

Terms of use/service for this SNS

Information on what constitutes inappropriate behaviour on this website and

consequenceshiereof (e.g. a code of conduct)

Privacy policy or privacy information about this SNS

General safety tips/information specifically targeted at children and young pe
alk St g

2y K2g¢g G2 adaNF GKS LydSNySi
pk 35&Q

General safety tips/information or educational materials specifically targete
parents, teachers or other carers to help children surf the Internet safely

responsibly

Other. Please specify:

3. WHAT KIND OFHARMATION DOES T&INs PROVIDE ABOUT $PIECONLINE RISKEEASE MARK ALL TARPLIES.

Does this SNS provide any information regarding the following
online risks? Please choose ALL that apply

YES

YES but it is difficult to
understand for children and
young people

NO

Obseavations

The possibility of seeing or being the subject of images of child
abuse

Hate speech

Pornography or sexual content
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Violence

Inappropriate contact from adults with a sexual interest in
children

Bullying

Divulging persnal information

Posting sexually provocative photographs

Information on sekharm actions (anorexia, suicide, etc.)

Other, please specify:

4. WHAT IS THE MR OF THE SAFETRORMATION PROVIDEDTHIS SNS? CHOOBEWIAT APPLY

The sé#ety (educational) information on this SNS contains (Please mark all tha
applies):

YES

NO

Observations

Audiovisual fragments (video / audio fragments, animations, etc.)

Quizzes or games

Concrete examples related to safety (e.g. anecdotesrimidion on concrete
consequences of safety threats, etc.)

External links/referrals to educational materials about child safety

External links/referrals about organizations/authorities active in child safety, ¢
Insafe, national hotline, policetc.

Written texts about safety

If written texts are used, short pieces of text are used (no more than 1 or 2 sh
paragraphs per idea/caption)

If written texts are used, they are formatted with sub heads, bullets and other
devices (e.g. visib links) that facilitate skimming and scanning of info rather th
plain reading

Other. Please specify:
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5. WHAT KIND OFF@IRMATION IS PRESENTHE TERMS OF SEEXUSE OF THIS SIREEASE CHOOSE AIATAPPLY

In their Terms of Service/useaks this SNS clearly state the following? YES | YESbut it is difficult to

Please choose ALL that apply understand for

children/young people

NO

Observations

Content that is not allowed on the social network (e.g. pornographic g
racist content)

Caonduct (behaviour/actions) that is not allowed (e.qg. bullying,
harassment, racist comments)

Consequences of engagement in prohibited behaviour/actions (e.g. V
user profile/messages/photos might be deleted, or police contdpte

Age requirements

Other. Please specify

6. WHAT IS THE RORT OF THE INFORMBNIABOUT THE TERMSSERVICE/USE OREOP CONDUCT PROWBIDE THIS SNS? CHB®@EBL THAT APPLY

The information about the Terms of service/use or Code of condpiaivided on this SNS i
presented in the form of (Please mark all that applies):

YES

NO

Observations

Audiovisual fragments (video / audio fragments, animations, etc.)

Quizzes or games

Concrete examples related to safety (e.g. anecdotes, indtion on concrete consequence
of safety threats, etc.)

External links/referrals to educational materials about child safety

External links/referrals about organizations/authorities active in child safety, e.g. Insafe
national hotline, police, &t

Written texts about the Terms and conditions

If written texts are used, short pieces of text are used (no more than 1 or 2 short parag
per idea/caption)

If written texts are used, they are formatted with sub heads, bullets and otheicds (e.qg.
visible links) that facilitate skimming and scanning of info rather than plain reading
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Other. Please specify: |

7. THINKING FROM TPEERSPECTIVE OF ATMOUNGER THAN EARS OLD (E.G. MIN)RANSWER THE FOMIRG QUESTIONS. HETSIS YOU ARE TESTIMG H
A MINIMUM AGE REQEMRENT OF 13 YEAR® OR OLDER, QUESBUGMND 8 SHOULD NEETANSWERED AND BBIOULD CONTINUE WQIBHESTION 9.

The safety tips and educational materials on this SNS YES NO Observations

are presented using piaand succinct language appropriate for a child
this age

do not contain technical jargon difficult for a child of this age to
understand

are easily seen because they are prominently placed on the SNS

there is no need to excessively sctbk webpage(s) to find this
information

8. THINKING FROMHBHHERSPECTIVE ORIRICYOUNGER THANEARS OLD (E.G. MR\E), ANSWER THE IFOWING QUESTIONSITHE SNS YOU ARE TEESHAS
A MINIMUM AGE REQHERENT OF 13 YEARS® OR OLDER, QUEST8GYOULD NOT BE ANERED AND YOU SHOUGONTINUE WITH QUESBND.

The information related to the website privacy and safety policy (e.g. Terms and| YES | NO Observations
Conditions, Safety policy, Code of conduct, etc.)

is presented using plain and sucditanguage for a child of this age

does not contain excessive technical jargon difficult for a child of this age to
understand

is easily seen because it is prominently placed on the SNS

there is no need to excessively scroll the webpage(§htbthis information
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9. THINKING FROMHBE PERSPECTIVE Q& YEARS OLD TEENAGEG. MINOR 1 ANDNOR 2), ANSWER THELLOWING QUESTIONS:

The safety tips and educational materials on this SNS

YES

NO

Observations

are presented usinglainand succinct language appropriate for a child of this ag

do not contain excessive technical jargon difficult for a child of this ag
understand

are easily seen because they are prominently placed on the SNS

10. THINKING FROME PERSPIYH OF A 137 YEARS OLD TEENRAGEEG. MINOR 1 ANDNOR 2), ANSWER THELLOWING QUESTIONS:

The information related to the website privacy and safety policy (e.g. Terms §
Conditions, Safety policy, Code of conduct, etc.)

YES

NO

Observations

is presated using plain and succinct language for a child of this age

does not contain excessive technical jargon difficult for a child of this ag
understand

is easily seen because it is prominently placed on the SNS

Alternative ways of implemeting Principle 1 on this SNS website

13. Here refer to any alternative ways thisiitiple hasheen implementedn this specific website and which has not been included in this test

14. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to thgasyfolicctionality in question,

links to relevant additional information on the website, etc.
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Section 2

Principle 2: Work towards ensuring that services are eagpropriate for the intended audience
BEFORE CONTINUINGWERING THE NEXTIEERF QUESTIONS ¥I$T CREATE AN ACRDOF AYEAROLD MINORMTHIS SNS.

1  While signing up only include the minimum information required by this SNS. If you are asked any mandatory informationpteisigthe data from persona
minor 3.

9 If during the test you are required to provide any extra personal informatat contained in the persona’ s description, base yourself in the description provided in
order to create credible information that matches the current PERSONA. If necessary, you may provide credible, adadretssss and/or telephone number(s).

1 If you are required to provide one (or morejnail accounts (for instance a child’s plus an adult’'s email account), create as mmilyaecounts or ID’s (e.qg.
Yahoo! ID) as necessary. Avoid using your persemalileaccounts.

1. WHICH OF THELEOWNG STATEMENTS ARBEHRF THE SNS YO8 ARSTING?

¢CKAE 6S0aArAlSX YES NO Observations

clearly indicates which services are not appropriate for children and young p¢
or where a minimum registration age applies

encourages the uptake of parti controls by prominently displaying how the
G22fa Ftft2¢ LI NByda (2 YIrylF3S GKSAN

allows users to label, rate or age restrict content where appropriate

Fff2ga F LINBYydG (G2 Y2yAid2NJ G6§KSANI OK

does something else to ensure that its services areagopriate for the intended
audience. Please specify what they do:
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2. WHAT TYPE OF INFORMON DOES THIS SEQBIRE FROM YOU EJ ¥OU SIGN UP?

When trying to sign up as a-gear old thisSNS requires you to subm
the following information. Mark all that applies:

YES

NO

Not applicable to
this SNS

Observations

Name

Nickname

e-mail*

Date of birth

Sex

Address or place of residence

A valid telephone or mobilelne number

Parental or guardian permission (e.g. via armal sent to your
parent/guardian)

Other, please specify:

* |f asked for your enail for verification purposes DO NOT check yonrad, yet

3. AFTER SIGNINBAS 9YEAR OLD USERJAT HAPPENED?

What happened during/after signing up?

YES

NO

Not applicable
to this SNS

Observations

| was able to sign up because this SNS is notesjected

| was able to sign up even thougty®ar old children are not supposed
use this 8IS

| was able to sign up even without verifying mynail*address

| was able to sign up only after clicking on the verification link** sen
me via email

| was able to sign up only after my parent/guardian authorised me t(
so (e.g. la a confirmation email)

L 204FAySR aLINBydalt O2yasSydeée a

a fake account | created on the spot
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| was not able to sign up. The SNS denied the signing up due t
restrictions, lack of valid parental congeetc. Specify why you were ng
allowed to sign up

| was not able to sign up. The SNS denied the signing up, but | wa
told why

Other. Please specify:

*If you were not asked for& | Af GSNATFAOFGA2Y RdzZNAVIKABA W {dzlJ YI N} ab20 | GFAftloftS 2y
** |f necessary you can check yourmail verification now

ONLY IF YOU WERHEERHEED TO CREATE BR@UNT ON THIS SB& BEING UNDER THEIMUM AGE REQUIREWMIETRY TO SIGN URARNG BUT THIS TIMBEJAN
AGE JUST ABOVE THEIMUM AGE REQUIRBD THIS SNS TO SN DO NOT CHANGEYADF YOUR COMPUTERTENGS (E.G. DO \REMOVE ANY COOKIRS O
BROWSING HISTORY).

4. AFTER SIGNINBAS A CHILD ABOVEE MINIMUM AGE RE®ED BY THIS SNS, WHAPPENED?

What happened when trying to sign up thisme? Mark ALL that applies| YES NO Not applicable| Observations
to this SNS

| was able to sign up because this SNS is notegjected

| was able to sign up even though this SNS is supposed to be
restricted

| was able to sign up even wdht verifying my email* address

| was able to sign up only after clicking on the verification link** sen
me via email

I was not able to sign up. The SNS denied the signing up due t
restrictions

I was not able to sign up. The Sthied the signing up, but | was n
told why

| was not able to sign in because of my previous attempt to sign up a
yearold child. The SNS has installed cookies on my computer that d
allow me to sign up again from this computer

Other.Please specify:

*If you were not asked for-enail verification during sign up mark N/A
** [f necessary you can check youmail verification now

199



IF YOUR PREVIOUSEMHATS TO SIGN UPAAGINOR HAVE FAILEPDEASE REMOVE AN®YKIES THAT MAY H/ABHEEN INTALLED ON YOUR COMER AND SIGN UP
AGAIN USING THE MWINIM AGE REQUIREDTBNS SNS. IF THISEBONOT WORK TRY $IGNUP FROM ANOTHEBRMPUTER.

5. AFTER SIGNINBAS A CHILD ABOVWEMINIMUM AGE RE®ED BY THIS SNS, WHAPPENED?

What happened wken trying to sign up this time? Mark all that applies | YES NO Not available on| Observations
this SNS

| was able to sign up because this SNS is notegjected

| was able to sign up even though this SNS is supposed to be
restricted

| wasable to sign up even without verifying myngail* address

| was able to sign up only after clicking on the verification link** sen
me via email

| was not able to sign up. The SNS denied the signing up due t
restrictions

| was notable to sign up. The SNS denied the signing up, but | wa
told why

| was not able to sign in because of my previous attempt to sign up g
yearold child. The SNS has installed cookies on my computer that d
allow me to sign up again frorhis computer.

Other. Please specify:

*If you were not asked for-enail verification during sign up mark N/A
** |f necessary you can check youmeil verification now

TO CONTINUE WITH THEST YOU WILL HAYECREATE 4 NEW UBEROUNTS: TWO OF EDBROFILES AND TWOMINOR PROFILESERRE THESE ACCOUNTS
USING THE INFORMAYIEROM THE 2 GIRIENEGE (MINOR 1 ANPAND THE 2 ADULTRE®ONAS YOU WERE BIVEGETHER WITH TNETRUCTIONS OF THIS
TEST.

IF DURING THE TE®UWYRE REQUIRED RODYIDE XY EXTRA PERSONAORMATION NOT CONNED IN THE PERSONASSCRIPTION, BASEREELF IN THE
DESCRIPTION PROVIDEDRDER TO CREAREMIBLE INFORMATIGMT MATCHES THE REIRT PERSONA. IEEESARY YOU MAY RBDCREDIBLE ADDRESS
TELEPHONE NUMBERBUT, BY NO MERA\NREAL ONES!
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6. SIGN UP AS MIRQ AND ADULT 1, WHKRIND OF INFORMANIDOES THIS SNS RRGWFROM EACH OFSHBESERS?

When signing up the SNS requires you to submit the followi
information. Mark all that applies:

As minor 1

Asadult 1

Observations

Real name (First and last)

Real name (only first)

Nickname

e-mail*

Date of birth

Gender

School you attend

Nationality

Home address

Place of residence

School address

Telephone or cell phoneumber

Other, please specify:

BEFORE CONTINUINGMTHE TEST, FOLLTDAESE STEPS:

1 Do not change any settings on your SNS accounts because in the next section you will have to perform somehesexiefthult settings

1 Create user accounterfminor 2 and adult 2.

1 Add as much information as possible to ALL THE profiles (Minors 1, 2 and 3 and adults 1 and 2), but do not changesamhsedtingunt settings should be the

default ones.

4! Rdzt & wé &aK2dzZ R hb[., 085

=A =4 =4 =4

profile according to the tasks you have to penf.

G! Rdzf @

ME O A

Minors 1, 2 and 3 should be each other’s friendsl them to each other's contacts/friends.

FNASYRO®

If possible on this SNS, Post some information (e.g. comments, etc.) on each of yoUlubEBsT A f S &
From now on you will have to use one or several of the user profiles you created Depending on the question you have Sgmweith the most appropriate

I 8
a2

aK2dA R y2i
GKIG GKS?

0S FTNASYRkO2yil

f22]

Gaz2 oAl ff
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1  Write down the user names, passwordsnail and age of ALL your accounts.

User name Adult 1

Password Adult 1 account

Age Adult 1

e-mail Adult 1

User name Adult 2

Password Adult 2 account

Age Adult 2

e-mail Adult 2

User name Minor 1

Password Minor 1 account

Age Minor 1

e-mail Minor 1

User name Minor 2

Password Minor 2 account

Age Minor 2

e-mail Minor 2

User name Minor 3

Password Minor 3 account

Age Minor 3

e-mail Minor 3

7. ONLY FOR WINDSWVE, ANSWER HEELOWING QUESTIAB®OUT ADVERTSING

When signed in as a Minor 1 and Minor 3

YES

NO

Observations

Is there any type of advertising displayed on this SNS? If so, mention ALL type
advertising available in the observations section (e.g. banmeremmerce ads,
interstitials, ingames advertising, etc.).

Is advertising on this SNS specifically targeted at minors&@dseavailable on this
SNS are about products and services specially targeted at children/teenagers?
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This SNS displays\adtising that is appropriate for minors although it is not
specifically targeted at them, e.g. Electronics, food products, etc.

Does advertising on this SNS include potentially inappropriate content for
minors (e.galcohol,cigarettes, etc.).flso, which ones? Mention ALL types of
advertising available in the observations sectiBlease keep screenshots about
inappropriate ads as evidence.

Alternative ways of implementing Principle 2 on this SNS website

13. Hererefer to any alternative ways this Principle has been implemented on this specific website and whiclohbgen included in this test:
a. Specify if and how this SNS has considered how their service may be associated with potential risks to children and pleyadeepit is
intended for them to use the service*
b. Specify the mechanisms/measures employed by this SNS is order to limfuegdo potentially inappropriate content and contact
14. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to thgocapfirctionality in question,
links to relevant additional information athe website, etc.

*Each SNS is different in terms of target audience, the range of activities users can engage in, the platforms on wdachbthepnsumed and the countries ir
which they are available. These factors will affect the range and exfeheaisks that may affect children and young people when using the site. Assessmg
what constitutes inappropriate content for children and young people also varies.

Section 3

Principle 3: Empoweusers through tools and technology

1. USING THE DEFAULTTEEGS OF YOUR SBS®@UNT, I.LE. WITHOCHANGING ANY SETTING { LDb Ll@é¢! { b&! BbE& 9¢alLdDhiwa9 |, h| w
ACwL9b5¢ K/ BWERTHEFOLLOWINESTIONS:

By default, whensigned y | & a&! Rdzt G wmé£Y YES| NO |L R2yQi Observations

| am allowed to add minors to my contacts list without any restrictions
| am allowed to add minors to my contacts list but before being able to dq
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receive a warning (e.g. Areyasure you know this person?)

| need to sign a special agreement/form before being able to add children t
contacts list

I receive information on the consequences of contacting minors in-1
appropriate ways according to the Terms of Use

| am not allowed to add children to my contact list

Something else happens. Please specify:

2. USING THE DEFAULTTEEGS OF YOUR SKEE@UNT, I.E. WITHOCHANGING ANY SETTING { LDb L wé!s{ !dd 194 MINVITATIONCTO BE YOU
FRIENDANSWER THE FOLLOWQNUESTIONS:

. @ RSTldAf G ¢KSYy aiA3daySR Ay | a& aaAyi YES| NO Observations

U» ¢
D¢ N
<<

P
No

| am allowed to add adults to my contacts list without any restrictions
| am allowed to add adults to my contacts list butdref | receive a warning (e.(
Are you sure you know this person?)

| need parental consent before allowing adults to become members of
contacts list

| receive safety guidance on dangerous contacts before accepting an ad
WFNRASYRQkO2y il O

| am not allowed to add an adult as a contact

Something else happens. Please specify

3. ADULT 2 WANTS GET IN TOUCH WITHN@R 1. CHECK WHATQWANISMS ARE AVAILABN THIS SNS TO GETOUCH WITH SGDMNE WHO IS NOT YOUR
FRIEND/CONTACT (B/@&\ MSN, PRIVATEESSAGES, ETC.).

9 Sign in as Adult 2 and send Minor 1 a private (instant) message. If this is not possible simply post a comment onghmefileublic
1 In the message/comment mention that you would like to be her friend and that yaldwke to keep in touch with her, e.g. via instant messaging.
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Was Adult 2 able to do the following? YES NO Observations

Adult 2 was allowed to contact Minor 1 even though they were not ¢
other’s contacts
Adult 2 was not allowed to contact ikbr 1 because they were not eag
other’s contacts

Minor 1 received a warning/information on the potential negati
consequences of contacting/being contacted by (adult) strangers in
appropriate ways

Adult 2 could send a private message to bdfinl but was not able tg
ask/obtain any personal information from them. If this happened ple
specify how this was possible

Adult 2 was banned from the SNS for having attempted to contact/ha
contacted a minor
Adult 2 was banned from the SX8 having attempted to obtain persong
information from minors

Something else happened. Please specify:

4. USING THE DEFASETTINGS OF YOURADEOUNTS, I.E. WITHCCHANGING YOURIAL SETTINGS ON ANNYTHE ACCOUNTS,|OMOE WHICH INFORNRAY
I'.h} ¢ a&al bSIBLE MEXTHE ROLHDBVWPEOPLE. PLEASE RTTENTION TO REELOWING:

1 Make sure your Minor 1's and Minor 2°s profiles contain as much information as possible (e additess, hobbies, etc.).
1 If possible on this SNS, postgat5 & | yR (F 3 SIFIOK 2GKSNJ 2y GKSY a2 la (2 aakKz2gé GKFdG aAy2z2NI |
1 To search the profile of Minor 1 as a user of this SNS, only employ the internal search engine of the SNS you are testing.

1 To search the profile of Minor 1 as a rese of this SNS (i.e. not signadas a user), use the following search engines to search for information on Minor
Google MSN searcland Yahoo! search

T Ly 062GK OFada d&as GKS yEYS FyR GKS &dNYFYS 2F aiAy2NIm 0SG688y AyOSNISR O
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http://www.google.com/webhp?hl=en
http://search.yahoo.com/
http://search.yahoo.com/

By default, Which of the following
AYF2NXYIEGAZ2Y Aa
Mark all that applies:

Y 1LJdz

My current
profile contains
the following
information

Visible to
aaiy?

Visible to
& ! Rdz{ydur
contact)

Visible to

& ! Rdz{uder ¢
of this SNS, but
not your
contact)

Visible to other
people who are
non-users of
this SNS

Observations

Real name (First and last

Real name (only first)

Nickname

e-mail

Date of birth

Gender

School you attend

Nationality

Hobbies

Home address

Place of residence

School address

Telephone or cell phoneumber

Pictures of you

Pictures of you uploaded by you or |
others

Your online status

L2dzNJ tAAdG 2F O2y il

Comments/messages posted by oth
dzi SNBE 2y @& 2 dzNJ & LJdzo

Other, please specify:
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p ® {LDb WwWbwm¢ P pal B SETTINGS OFCAIEOUNT, |LE. WITHOOHANGING YOUR INLTSETTINGS, INDIEANVHICH OF THE FODMNG
THINGS YOU CAN DO

Bydefault 6 KSy &A3IYySR Ay a daaAy2N YES|YESbutineed | NO | Notavailable Observations
permission from on this SNS
the user who
posted it on my
profile

L Y o6tS G2 RStSGS LkRadAay3a
LINPFAE SQS AdSd Y& LINPFAES &

| am able to delete pictures/videos | have uploaded on my py
profile (e.g. by deleting tags)
| am able to delete postings/comments others have made ab
YSkYe LAOGdzZNBaAak@PARS2a 2y Yeé U
| am able to delete pictures/videos others have uploaded of mg
my public profile (e.g.by deleting tags)
| am able to delete pictures/videos others have uploaded of meg
their public profile (e.g.by deleting tags)

Something else happens. Please specify:

co {LDb Wwbwmé¢ ¢ KPEFBUET SHTBINGE THIS ACCOUNT, WETHOUT CHANGINGURINITIAL SETTINGSDIGATE WHICH OF THELLOWING
THINGS CAN HAPPENY@NUR PROFILE.

. @ RSTldAZ G ¢KSYy aAiA3daySR Ay | & YES | YESbutlmust NO | Not available Observations
approve it before it on this SNS
is published

All users can post comments/o Y& & LJdzo f A O LINE
space with information about me that others can see of me)
Only my contacts/friends can post comments on my pu
profile/pictures

Other users can upload photos of me (on my public profile)

Only mycontacts/friends can upload photos of me (on my pul
profile)
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By default my full profile is set to & LINR @I {n$¢pEofile
information cannot be viewed, except by friends belonging to
G LILINE SR O2y il OGa ftAaié

By default anybody (regitered and norregistered users of thig
SNS) can contact me (e.g. via (private) messages)

By default all registered users can contact me (e.g. via (priv
messages)

By default only people belonging to my approved contacts list
contact me (e.g. via (private) messages)

By default all users of this SNS can send me friend requests
Bydefault 2yfe& Y& FTNRASYRA WO2y il (
Something else happens. Please specify:

7. KEEP ON USING MOUt whLLlh ®Bw amé & BPRIVACYVEETTINES/OUR PROFILE ANNSWER THE FOLLOWOQNEESTIONS. ONLY HENED YOU MAY
SIGN IN AS OTHER RISAS WELL.

l'a GaAy2NI mé 2y GKAa {b{= L {d YES NO Not available Observations
on this SNS

Block otherusers from contacting me

Block other users from viewing my profile

Reject friendship requests

Specify who or which groups of users can contact me (define
age, gender, etc.)

Restrict the search options of other users so that theyprot find
me (e.g. Do not allow adults to find/contact me)?

Set my profile to private so that my full profile cannot be view
SEOSLII o6& WTIFNASYR&AQ 2y Yeé 02y
Set my profile to private so that | cannot be contacted except
WT NAX SiyReanact sty
| have to change settings before my personal information car
visible to adult users

| have to change settings for my personal information (all
information contained on my current profile including picture
contacts list, psts, etc.) to be viewed by other minors
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| have control over the display of my online status. | can decig
20KSNJ LIS2L)X S Oy &aSS YS 6KSy

I am notified when | am identified (tagged) in pictures/videos, ¢
L2aiGdSR 2y 2 dOMeSNI LIS2 L)X SQa LINJ

This SNS provides me with other privacy features. Please sy

how they work

8. KEEPONUSINGY® t wh CL [ 9. INSRELABIONVTONMEREVACY SETTINGS XWIBT EXPLORED, HOWYEDIFFICULT WASOIDO THE FOLLOWING?

OntheSNS,hd Sl aé& gl a Al (2XK

block other users from contacting me

Very easy

Easy

Not easy but
not difficult

Difficult

Very
difficult

Not available on
this SNS

block other users from viewing my profile

reject friendship requests

specify who or Wich groups of users can contact me (defined
age, gender, etc.)

restrict the search options of other users so that they cannot 1
me (e.g. Do not allow adults to find/contact me)?

set my profile to private, i.e.my full profile cannot bewed or |
OFlyy2i 0SS O2yil OGSR SEOSLIi o

change settings before my personal information could be visibl
adult users

change settings for my personal information (all the informati
contained on my current pffde including pictures, contacts lis
posts, etc.) to be viewed by other minors

control the display of my online status (i.e. deciding if other pec
Oy a4SS YS gKSy LQY 2yfAySo

use additional privacy feature X. If this SNS contains adiiaokl
privacy features, please refer to them here

use additional privacy feature Y. If this SNS contains any addit
privacy features, please refer to them here
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9. KEEP ON USING YOURPR. [ 9 & a L b hHAPRESSPWHEN YOANA TO BLOAD PICTURES/VIBEIR POST INFORMATTD YOUR PROFILERK WITH
'b W.Q I[IES.¢1 1 ¢ !tt]

'a GaAy2NI més 6KSYy L Y | 062d7 YES| Notavailable Observations
information, what happens? on this SNS

| get technical guidance on how tpload photos/videos

| get safety warnings/guidance about uploading photos/vids
online
| get technical guidance on how to post information/comments

| get safety warnings/guidance on publishing personal informa
online

It is not possil@ to add (real) pictures or videos to my profile ¢
this SNS

Something else happens (e.g. | get other type of reley
information, etc.). Please specify:

10. ARE THERE ANYOWENISMS IN PLACNETHIS WEBSITE T@WAYTHAT REGISTEREIORS (E.®IINORS 1 AND 3) GECCESS TO INAPROPRBR UNWANTED
(BUT NOT ILLEGALNJIEBNT?

Which of the following mechanisms are employed by this YES NO Observations
website to avoid that minors have access to inappropriate or
unwanted content?

Family or parenthFiltering

Automatically blocking of inappropriate content for childr¢
younger than a certain minimum age

Contextual warnings (placed on the content itself) so that ug
can make informed decisions regarding if they want to access
content a not (e.g. explicitty mentioning which content
appropriate for which age segment; etc.)

Other mechanisms. Please specify how this provider makes
that children and young people registered on their website are
exposed to inappropriate contéron their website
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11. ARE THERE ANYOHUENISMS IN PLACET®NS WEBSITE TO AYDHAT NOREGISTERED MINORBBECESS TO INAPROHROR UNWANTED TBNOT

ILLEGAL) CONTENT?

Which of the following mechanisms are employed by this
website to avoid thatminors have access to inappropriate or
unwanted content?

Family or parental Filtering

YES

NO

Observations

Automatically blocking of inappropriate content for childrg
younger than a certain minimum age

Warnings placed on the content itself so thasers can make
informed decisions regarding if they want to access that conten
not (e.g. explicitly mentioning which content is appropriate |
which age segment; etc.)

Nonregistered users do not have access to any info on this SN

Other mechanisms. Please specify how this provider makes |
that children and young people registered on their website are

exposed to inappropriate content on their website

12. WITHOUT SIGMKENN AS ANY USERTHERE INFORMATIONTBNS SNS ABOUT TBELFOWING?

Does this SNS provide the following information?

Information/tips for parents on the available tools for widi
internet access (e.g. the benefits of using filtering tools anc
parental controls) and how they can be usedhelp them protect
young people

YES

NO

Observations

Information/tips for parents on the available tools on this SNS (
parental controls, filtering tools, etc. provided by this SNS)
how they can be used to help them protect young people

Any other relevant infomation/advice/tools to help parents
support their children in managing a safe online experience on

SNS. Please specify:
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13. ONLY IF YOU ARESTING WINDOWS |.INGSTALL THE FAMAAFETY FROM WINDOMWYE ON YOUR PC ADREATE SAFE SETTINBY OUR-YEAR OLD CHILD
(MINOR 3) FOLLOWINEE INSTRUCTIONS.BHEY. IF YOU ARE TIREGTANOTHER SNS JKIFES QUESTION.

1 Sign as guardian (e.g. adult 1). Explore the safety/family settings available. Set the following restrictions to yoacchildts Wich of the following can you do?

| could set the following restrictions on Window Live for my child Yes Observations

Specify only 10 websites that your child can access
Require parental approval of your child's list of online friends

Specify thatonly people added to your child’s contact list may send themad and instant
messages (e.g. he could not get messages from Adult 2)
Restrict your child’s access to Facebook and Myspace

Add 2 other possible restrictions. Specify which ones yoweddilow
Restriction1:
Restriction2:

14. ONLY IF YOU ARESTING WINDOWS |LLIMEKE SURE THAT HBAIE YOUR PREVIOABET Y/FAMILY SETISMRE INSTALLED GEIRRY. THEN TESTHEY CAN
BE BYPASSED BY Y®YRAR OLD CHILD.

1 Sign in as the-9ear dd minor. Check that the previously safety/family settings are installed properly by your guardian. Can you bypass tyeorgGardian
notice you are trying to bypass them?

1 If you succeed in bypassing any of the restrictions set, explain all theystepad to follow in order to bypass the settings in the observations section. Also, keep
screenshots as proof that you did.

| could bypass the following restrictions: Could bypass this | Could bypass it, | Could not bypass Observations
setting without any | but it was it. Guardian caught
difficulties difficult to do me

Specify only 10 websites that your child can access
Require parental approval of your child’s list of online friends

Specify that only people added to your child's contact list neayd shem e
mail and instant messages (e.g. he could not get messages from Adult 2

212



Restrict your child’s access to Facebook and Myspace

Add 2 other possible restrictions. Specify which ones you added below

Restriction1:

Restriction2:

15. ONLY IF YOU ARESTING WINDOWS L.IMERN THE WEB FIkTEb D C | b/ ¢hLbhéb !![bL5¢ & hdCYCSAFED Yo WIGAT REERS WHEN ANY MINGRE

¢w, LbD ¢h INAPRROPRIATE CANTENK

Is it possible for Minors to have access to tfidlowing type of
02y GSyid ¢KSy {I TS aSkNDK Aa
search engines

Discriminatory language or behaviou

Google
Safe Safe
Search Search
az2yé az2z¥F¥

Yahoo! Bing
Safe Safe Safe Safe
Search Search Search Search
A2y Elaz2TTE az2yé az2¥F¥

Observations

Drug taking in a context that promotes encourages drug
misuse or the misuse of easily accessible and higahgerous
substances (for example, aerosols or solvents)

Detailed dangerous behaviour (for example, hanging, suig
seltharming, etc.) which could be copied/imitated by youngste

Sexual content with strong detail (i.e. very explicit sexual ima
and/or whose primaryurpose is sexual arousal or stimulation

Strong violence that dwells on the infliction of paininjury

Strong sadistic asexualised violence (e.g. a rape)

Other types of content whose treatment is not appropriate f
minors. Specify what type of content this is (add links AND K
screenshots) and justify why such content wouldt nioe

appropriate for children of this age

Alternative ways of implementing Principle 3 on this SNS website

13. Here refer to any alternative ways this Principle baen implementedn this specific website and which has notehédncluded in this test. Include

information on:

a. How this provider assists children and young people in managing their experience on their service, particularly witto riegagdpriate or

unwanted (but no illegal) content or conduct.

b. Refer to any tots/functionalities employed by this provider to minimise the risk of unwanted or inappropriate contact between children/young

people and adults.

14. Clearly specify the places on the website where such information/application(s) is/are placed by addingolith€sapplication/functionality in question,
links to relevant additional information on theebsite, etc.
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Section 4

Principle 4: Provide easip-use mechanisms to report conduct or content that violates the Terms of Service

1. IN THE FOLLOWINKXERCISE YOU WILVEHAO MEASURE THRETIT TAKES YOU TROFTHE REPORTINGCMENISMS ON THE M08 ARE TESTING. BSE
CHRONOMETER TO MEHASUHE EXACT AMOUNTIME IT TAKES Y@UFIND THEM. START THE TASKS FREGIE AOMEPAGE OF TNE S

Starting from the homepage, find the following: Time (in seconds) to find this info Info not available on this SNS

A button to flag inappropriate content

A report button

Abuse Report Form

Report abuse via-mail

Link to abuse report form from an &xnal local agency or organization, e.g. Inho
Insafe, ChildNet, etc.

A hotline/phone number to contact a safety expert/responsible from within this SNS

A hotline/phone number to contact a safety expert from another organization

A link/information on Violation of Terms and where and how to report them

An indication of how reports are typically handled by this SNS

Other reporting mechanism, please specify:
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2. MENTION ALL THE EXISTING MECHANISMS AND TOOLS AVAILABLE ON THREREBFEIABUSE/VIOLATIONS OF TERMS OF USE/POLICY. INSPECT THE WEBSITE
CAREFULLY AND READ THE TERMS OF SERVICE, ACCEPTABLE USE POLICY AND/OR COMMUNITY GUIDELINES PROVIDED ON E¥ GORLENHNGD ANSWER TH
QUESTIONS:

Mention all the possible mechanisms drtools available to report | YES add URL on | Not available on Observations
abuse/violations of Terms of Use/policy on this site: SNS) this SNS

A button to flag inappropriate content

A report button

Abuse Report Form

Report abuse via-mail

Link to abuse report form from an external local agency
organization, e.g. Inhope, Insafe, ChildNet, etc.

A hotline/phone number to contact a safety expert/responsible fr
within this SNS

A hotline/phone number to contact a safety experbrm another
organization

A link/information on Violation of terms and where and how to repi
them

An indication of how reports are typically handled by this SNS
Other, please specify:

3. SIGN IN AS MIN@QRPRETEND THAT YOAVE BEEN BUEDI REPORT THIS AMON USING THE MBROMINENT AND MOHARILY AVAILABLE MERISM
THAT A I%EAR OLD CHILD WONORMALLY USE ON TSNS.

9 Because it may take some time before the SNS sends a reply to Minor 1 about the bullying report, the éplistiong (question 3 of section 4) may be answered at
a later time. Please keep on checking the email address you used to report the problem to the SNS until right beforé yoursotional report. Do not forget to
check your spam as well becausedb types of messages may also arrive directly to the spam folder.

1 Check if the inappropriate content is removed from the site. How long does it take to be removed?

1 If the provider contacts Minor 1 asking for specific information, answer all the mesgagenay receive and keep screenshots of them asu@adRO NOT initiate
contact with the provider yourself.
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1 Report the situation using only ONE reporting mechanism ONCE. If nothing happens, do not try any other reporting menbatasnes eontacthe provider.

ANSWER THE FOLLOWINUESTIONS IN RELATT® THE REPORTINECMANISMS/TOOLS AWBILE.

REPORTING MECHANTERTED:

In relation to the reporting mechanism/tool 1 available on the site

The instructions on how to use the reporting tools/mechanism
written using plane and succinct language, easy for a child of tkisca
understand

Yes

No

Not available on
this website

Observations

The instructions on how to use the reporting tools/mechanism do
contain excessive technical jargon difficult for a child of this agf
understand

The instructions on how to use the reporting tools/mechanism
easily seerbecause they are prominently placed on the SNS

There is no need to excessively scroll the webpage(s) to find instrug
on how to use the reporting tools/mechanism

The reporting mechanism/tool can be accessed at all times from
SNS

There is a link to the report mechanism/tool on every page on this S

| could successfully report abuse without encountering any difficultig
the whole process

I could report abuse, but | encountered some difficulties during
process (pleas specify which difficulties you encountered in t
observations section)

The report mechanism/tool sends a notification of receipt to the u
indicating that the report is being handled

The report mechanism gives feedback to the user about riygort
result. If so, how long did it take to get an answer?

Abuse report mechanism/tool asked for information | could not provi

Abuse report mechanism/tool asked for unnecessary or irreley
information* (i.e. additional details without whiclan efficient report

could still be handled).
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*Include concrete examples of unnecessary information in
Observations section

If there are forums or volunteer moderators on this SNS, can you rg
your problem to them or ask them for advice on haw report your
problem?

If you contacted any volunteer moderator or forum on your SNS,
you get successful guidance/information from them?

If inappropriate content was involved in the reporting situation, was |
inappropriate content remove by the provider? How long did it take {
remove such content?

If other offenders were involved in the reporting situation, did anyth
happen to them (e.g. did they receive a warning? Were their acco
blocked? Etc.). Please specify what happernted them in the
observations section

Alternative ways of implementing Principle 4 on this SNS website

13. Here refer to any alternative ways this Principle basn implementedn this specific website and which has not been included in this redtide
information on:
a. Any additional mechanisms employed by this provider to report inappropriate content, contact or behaviour as outlinesTierttnei of Service,
community guidelines, etc.

14. Clearly specify the places on the websithere such informabn/application(s) is/are placed by adding link(s) to the application/functionality in quest

links to relevant additional information on the website, etc.
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Section 5

Principle 6: Enable and encourage users to employ a safe approach to personal information and privacy

M P {LDWREER ! { LddDL GFAYLWSETTBNGS, BEAJLT WHICH OF REELOWING INFORMANIREEDS YOUR PERMISBEFORE BEING EMAD
VISIBLE TO OTHERRESE

Which of the following information Yourcurrent| * AAA0f S (2| Visibleto +AaAof S {7 Visible to other people Observations
needs your permission before being profile ! Rdzt G| (user of this SNS, bul who are nonusers of this
made public (i.e. visible) to the fadwing | contains this (your not your contact) SNS
people? Mark all the instances that info contact)

require your consent

Real name (First and last)

Real name (only first)

Nickname

e-mail*

Date of birth

Gender

School you attend

Nationality

Hobbies

Home address

Place dresidence

School or work address

Telephone or cell phone number

Your pictures

Pictures of me uploaded by others

My online status

ae tAAG 2F Oz2ydal Od
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Comments/messages posted by oth
usersonmyi LJdzo £ A O LINR T A

Other, please specify:

2. EXPLORE THBERIY SETTINGS OPTIAND GUIDANCE AWBILE ON THIS SNS ANBWER THE FOLLOWINIESTIONS

Ly NBtlFaGAZ2Yy G2

While adding information to your profile, were you informed/made aware that (some of) this informg

LINA @ O&

would be made visible/available to other users?

AYTF2NNXI GA2yk3IdZARF YOS

| YES

NO

Observations

Did you receive any supporting information on the consequences of posting this information online?

Did you get any information/guidance on how make your profile as private as possible?

Are you able to view your privacy status or settings at any given time?

7. IN THIS SECTION WOML HAVE TO EXPLSREME OF THE PRIVAEYTINGS AVAILABNETAIS SNS. FOLLOW THETRUCTIONS:

1 Sign in as Minor 1

9 If possible on this SNS, restrict access to some of your personal information (location, likes, etc.) to all other pisterd/femxae2. Other users may still contact you.

9 Block Adult 2 so that he ot able to have access to any of your information on your profile and also to contact you. Block this user.

1 Right after answering questions 3 and 4 make sure your privacy settings are set back to the default privacy settimgsallehamprivacy séhgs you may have

changed.

| RESTRICTED THE.BWING INFORMATION OTHER USERS, EXGHNOR 2:

After having restricted access to your

still have access to the following
information on your profile?

information on this SNS, can other users

Your
current
profile
contains
this info

Visible to
GaAyz2|

Visible to
aGaAy?2

Visible to
a! Rdz

tAaAof

(user of this SNS,

but not your
contact)

S

[’]

Visible to
other people
who are non
users of this
SNS

Observations

Real name (First and last)

Real name (only first)

Nickname

e-mail*
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Date of birth

Gender

School you attend

Nationality

Hobbies

Home addres

Place of residence

School address

Telephone or cell phone number

Your pictures

Pictures of you uploaded by others

Your online status

L2dzNJ fAAad 2F O2y il

Comments/messages postedy other
dziA SNBE 2y @& 2dzNJ & LJdzo

The information that should only b
visible to Minor 2

Other, please specify:
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4. ANSWER THE FOMING QUESTIONS BLRTION TO THE PRIVASETTINGS AVAIEABN THIS SNS

InrelatontotK S LINA @I O& aSdaidAy3a | Yes No Not available on this Observations
website

The instructions on how to use the privacy settings are writ
using plane and succinct language, easy for Minor 1
understand

The instructions on howto use the privacy settings do ng
contain excessive technical jargon difficult for a child of this
to understand

The instructions on how to use the privacy settings are e
seen because they are prominently placed on the SNS
there is o need to excessively scroll the webpage(s) to f{
instructions on how to change privacy settings

The privacy settings can be accessed at all times from the S

There is a link to the privacy settings on every page on this |

I could sucessfully restrict access to the information that w
only supposed to be viewed by Minor 2 without encounteri
any difficulties in the whole process

I could restrict access to the information that was ol
supposed to be viewed by Minor 2, but | enctered some
difficulties during the process. Please specify which difficul
you encountered in the observations section

| could successfully block Adult 2 without encountering i
difficulties in the whole process

| could block Adult 2, butencountered some difficulties durin
the process. Please specify which difficulties you encounte
in the observations section

IN THIS LAST TASK YOU WILL HAVE TO EVALUATE HOW EASY IT IS TO DETELE AN EXISTING USER PROFILE ONRENSBMNSPRORILESCGHRBLD REMAIN
ACTIVE EVEN AFTER THE TEST HAS FINISHED, YOU WILL HAVE TO CREATE A NEW USER ACCOUNT). PLEAEENEEBP YXOMRNPRENADUS ACCOUNTS
SHOULD BE DELETED

1 Create a new user account for a minor (e.g. Minor3™ s brather)
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Delete this account.

=A =4 -4 =4

5. HOW EASY WAS IT TO DO THE FOLLOWING?

Once you have deleted thisw account, answer the following questions

Fill in some personal information for this new profile (e.g. name, age, place of residence, hobbies, etc.).
Add some extra information to this account (e.g. upload a couple of pictures, comments, etc.).

hy GKS {b{ZX K2g Slae ¢gla Al Very easy easy Not easy but difficult Very Not available on
not difficult difficult this SNS
Delete the profile you just created giile?
Find instructions on how to delete this account?
Find information on the consequences of deleting your profile (|
your profile will be deleted, but some information will be retaing
by the provider, etc.)
12. WHAT HAPPENED\WHI 59 9 ¢ L béD towahL(Lh[w Ko
While deleting this profile: YES NO Observations

| could find easyo-understand information on how to delete m
profile

There was a clear link/button provided for deleting my profile

| could only deactivate my pfile but not completely delete it

The provider clearly states what personal information th
collect/retain after deleting my profile

The provider clearly states how my personal information is/may

used once my profile is deleted

Alternative ways of implementing Principle 6 on this SNS website

13. Here refer to any alternative ways this Principle baen implementedn this specific webt and which has not been included in this test. Include

information on:

a. Any additional functionality/tool, etc. that may support children and young people make informed decisions about the ifdorthay post online.
14. Clearlyspecify the places on the weite where such information/application(s) is/are placed by adding link(s) to the application/functionality in que
links to relevant additional information on the website, etc.
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ANNEXLO0. DESCRIPTION OF PARPATING SOCIALTMEORKING SITES

Dailymotion LD Ug'le' Micresoft

SKYROCK  Gfaigatell sulake

Free People Network™ your paperdoll heaven

YaHoO!

EUROPE

¢CKS TF2fft2Ay3 A& | RSEAONALIIAZ2Y 2F (K
Networking Principles2fNJ 6 KS 9! ¢ | yR 6K2 KIF @S LI NI
Principles.

> Y
w -
X< =~
>
<

DAILYMOTION

Dailymotion is a French video sharing platform. It was launched in March 2005. It exists in more than 20
languages. Dailymotion is not a typicalc&l Networking Site (SNS), although some of the functionalities
present on SNSs may be found here. For instance, registered users have a profile containing some basic
information (gender, age, town...); users can also post videos on the platform aheyifwish, they can
subscribe to other users’ videos or ask them to become friends. However, as Dailymotion is primarily dedicated
to video sharing and posting, these mechanisms are not prominent on the site. There is no minimum age
requirement to sign in®a user on the platform.

HABBO HOTEL

Habbo Hotel is a virtual world which provides a platform for social networking, gaming and community
development for young people, with a general focus on users ageii813Jsers below this age are not
permitted to register on the service. Habbo was launched in 2000as customersn 150 countrieqe.g., UK,
Belgium, Italy)and it is availablén 11 languages (e.g., Emstili PortugueseGerman, French)As of March

2011, the service ha@10,000,000egistered users and over 11,000,000 unique visitors per Mén®n the

site users create a unique avatar, associated profile and their own personalised foararding to Sulak?d

there are currently over 120 million usgenerated rooms in the different dhbo communitiesThese and
official rooms @A NIi dzI f K 2afé§ tlubs, th&f@ dréaZetade the focus of online interactions and
community development. The profile pages can be customised with a guestbook, sticky notes and other
widgets. Mesages can also be sent between users by Minimail, through chat in different rooms, and by leaving
stickies in chat rooms. Users can purchase credits for the virtual world which enable customisation of avatars

32 Sourcehttp://sulake.com/habbo/?navi=2accessed 06.05.11
33http://WWW.suIake.com/oress/releases/ZO1—1)1—20Habb0 Hotel Hits 200 Million Registrations .html



http://sulake.com/habbo/?navi=2
http://www.sulake.com/press/releases/2011-01-20-Habbo_Hotel_Hits_200_Million_Registrations_.html

and purchase of other virtual products (e.g.rrfiture, clothes, pets). Entering the site is free, but to access
services users need to buy the virtual currency, Habbo credits. Credits are used to pay for virtual furniture and
homepage gadgets. Users catay games, train pets, connect with friends, agate their own rooms and
Habbo homepages on the site and they @wap virtual merchandiswith other users.

SKYROCK

Skyrock is a French speaking blogging platform, initiated by a popular French radio. It is specifically dedicated to
teenagers. It existmainly in French, but also in English, German, Italian, Spanish, Dutch and Portuguese. It was
launched in 2002. According to Skyrock Website, it holds nearly 25 million profiles (on April 04 2011). The
minimum age to register on this platform is 12. Heaisers can create profiles and blogs. On blogs, users can
post articles, usually consisting of a picture and a short text. Skyrock is primarily based on the sharing of blogs
with friends rather than on the use of and the sharing of applications such asegligames, etc.

STARDOLL

Stardollis the world's leading group virtual entertainment environment devoted to young women and girls.
Described as aocial gaming destination with a focus on fame, fashion and friends, Stardoll is based in Sweden
with offices in the US, UK and Germalmgended primarily though not exclusively for girls aged 777, the site

itself evolved from an earlier website called Paperdoll Heaven. It was relaunched in 2006 and now has over 100
million registered userd’ The site empasizes letting girls express themselves through designing and
purchasing clothes for their paper ddike avatars. At Stardoll, users create their own MeDoll, a papetlikell

avatar, or choose from a selection of celebrity dolls and dress them up thenwide selection of fashions
FGFAtFoftSd | OO2NRAY3 (2 (GKS LINRPDARSNI W{iGlFINR2ff A& 2y
ongirls'seKSELINS & &aA2y G(KNRAAK Flydlde FyR FlakKAzy LIiLFeQo
Stardoll generates revenue through sale of virtgarrency and the sale of advertising. It also monetizes
through brand promotions that often feature branded virtual goods angvorld locations.Stardollis growing

at a rate of roughly one million new members every week. The site is now availableangbgdes; with its

largest market the United States accounting for around a quarter of its overall usefbase.

WINDOWS LIVE

2 AyR2g6a [AOS Aa (GKS O02ttSOGAGS ONIXYyR FT2NJ aAONRaz27FGQ:
designed to allow usen® store and organise their communication activities and digital content in one place.

The majority of the services are web applications accessible through a browser. Windows Live Essentials is a set

of software programmes which are downloaded and insRille 2y dzaASNEQ t/a FyR AyOft dz
application. First announced in November 2005, Windows Live brings together a wide range of products and
services including email, instant messaging, online storage and photo sharing, as well Office Live online
collaboration. Closely linked to the Windows operating system but available separately and on-platimsm

basis, Windows Live is primarily a suite of productivity and communication tools with social networking

Fdzy OliA2ylfAGE D I Si0z:NdRtioyi Statein@ntWVindo@NBel @rVideQadre general use

services and are not primarily directed at children under the age &f I8owever, services such as Windows

Live Messenger, the instant messaging service, has over 300 million activearssssthe world and is popular

with children while Windows Live Hotmail is, according to comScore, the world's largegbaget email

service with nearly 364 million usets.

XBOX LIVE

¥rakoeszr o W{ilNR2ff (i dNGageDigitalApd & Rai®ed f@PESNI ManY dza SNAQ®
http://www.engagedigital.com/blog/2011/04/06/stardolturns-5-servesover-100musers/

Egtardolw S+ OKSa mnn aiftAzy a$syYo tdEwenwpMdwBrdders pm 7,281 NA SOGSR FTNRY
% MICROSOFT Windows L& SNS Safer Social Networking Principlesi&dtiration Form

5th November 2010.

37 http:/Avww.microsoft.com/presspass/newsroom/msréictsheet/hotmail.mspx
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Xbox LIVEs the online gaming and digital media entertainment sena€éMicrosoft. First launched in 2002,

Xbox Live has nearly 25 million members across 35 counitriEise use of the service requires an Xbox 360
console as well as a broadband internet connection: Xbox Live as a gaming and entertainment service now
spans he Xbox360 console itself, and the PC (Xbox.com and Games for Windows Live). The Xbox 360 console is
the primary platform of the service. This is where users play console games, play online and access movies,
other entertainment available through Xbox Liv@n the website, users can view and edit their profile, access

the Xbox Live Forums, adjust their safety settings and preferences, and search for information about games.
The same account and username (gamertag) applies in both cases. Xbox Live mgnibensdilable in three

main forms: Xbox Live Free provides access to entertainment services and content via broadband connection;
Xbox Live Gold Membership includes multiplayer online gaming;Xdook LIVE Gold Family Pack is a family
bundle for up to fou 12-month Xbox LIVE Gold memberships. Xihex LIVE service is intended for users of all

I 3Sa® CdzyOQuAz2zylfAde YIe 06S tAYAGSR FT2NJ &@2dzy3SNJ dza SNA
use. Xbox LIVE requires parents or guardians to caateunts on behalf of children.

YAHOO! FLICKR

Yahoo! Flickr is an online platform which allows users to post and share video and images. It was launched in
2004, and is available internationally in 10 languages including English, Chinese, Germameind®2010 it

was reported that Flickr was hosting more than 5 billion imﬁi;;ebough no specific data on current numbers

of registered users could be fountt. has a wide demographic base of users including minors and has a
minimum registration age of3. The service offers free and pro accounts, and provides social networking and
community building tools. It also enables the creation of personalised profile pages containing information
about users, and allows the development of contact lists of usetas a variety of privacy settings which can
determine access to content, and provides extensive safety information to users, both adults and minors.

YAHOO! PULSE

Yahoo! Pulse is an online social networking platform which allows users to create anglessd profile,
communicate with others, post videos and images, and provide updates to contacts. It was launched in 2010 to
replace Yahoo! Profiléy though the photos, guestbook and blog applications are being disabled after May
2011 It is difficultto find information on the number of Yahoo Pulse! users or available languages, but Yahoo!

is available internationally in over 40 countries and languages (e.g., English, Chinese, Danish, Italian). Pulse has
a minimum registration age of 13 but caters tovae user demographic, and requires a Yahoo! ID to sign in. It
provides a variety of privacy settings which control access to content, and provides extensive safety
information to young and adult users.

YOUTUBE

YouTube is aideosharingwebsite on which users can upload, share and view videos. Founded in 2005,
YouTube displays a wide variety udergeneratedvideo content, including movielips TV clips, and music

videos, as well as amateur content suchvigdeo bloggingand short original videos. Acquired by Google in

Hancx ,2dz2¢dzoS A3ad RSAONROSR | & aiKS“hmaddve 2Billiovaedsi LJ2 Lidzt
per day and is the third most visited websiteolgally*® YouTube is now localized in 25 countries across 43
languages. While most of the content on YouTube is uploaded by individuals, media corporations and other

¥ MICROSOFT Xbox LIVE EU SNS Safer Social Networking Prinaiglelst@étin Form 5th November 2010

% Sourcenhttp://blog.flickr.net/en/2010/09/19/5000000000/(accessed 16.05.11).

“USource: http://help.yahoo.com/l/uklyahoo/pulse/welcome/welcomé1.html;_ylt=Apj14HgnfT40uLbQvKPfwMmLgHIG

(Accessed 08.06.11).

*I Sourcenttp:/pulse.yahoo.com/y/download_too(Accessed 08.06.11).
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Vonderau eds. Stockholm, National Library of Sweden.
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organizations also offer video content via the site, as part of the YouTube partnershipapnme.
Unregistered users may watch videos, and registered users may upload an unlimited number of videos,
comment on other videos and create personalised channels in which to presanothe content. YouTube is
intended for individuals of 13 and over. Videos that are considered to contain potentially offensive content are
available only to registered users 18 years old and older.
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