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ANNEX 1. SAFER SOCIAL NETWORKING PRINCIPLES1 

 

PRINCIPLE 1: RAISE AWARENESS OF SAFETY EDUCATION MESSAGES AND ACCEPTABLE 
USE POLICIES TO USERS, PARENTS, TEACHERS AND CARERS IN A PROMINENT, CLEAR 
AND AGE-APPROPRIATE MANNER 
 
Providers should create clear, targeted guidance and educational materials designed to give children and young 
people the tools, knowledge and skills to navigate their services safely. 
 
These messages should be presented in a prominent, accessible, easy-to-understand and practical format (e.g. 
on a help pages and/or in locations where the user makes a decision about how to use the service). Service 
providers should provide clear information about what constitutes inappropriate behaviour. This information 
should be easily accessible and include information about the consequences of breaching these terms. 
Providers should explore other ways to communicate this information outside of the Terms and Conditions. 
 
tŀǊŜƴǘǎ Ǉƭŀȅ ŀ ŎǊǳŎƛŀƭ ǊƻƭŜ ƛƴ ǘƘŜƛǊ ŎƘƛƭŘΩǎ ƛƴǘŜǊƴŜǘ ǎŀŦŜǘȅ ŀƴŘ ǘƘƛǎ ǊƻƭŜ ƛǎ ƻŦǘŜƴ ōŜǎǘ ŦǳƭŦƛƭƭŜŘ ǿƘŜƴ ŀ ǇŀǊŜƴǘ ƛǎ ŀōƭŜ 
to discuss safety issues with their child in an open and informed way. As such, providers should offer parents 
targeted links, educational materials and other technical controls as appropriate with the aim of fostering 
dialogue, trust and involvement between parents and children about responsible and safer internet use. 
 
Teachers and other carers also play a crucial role in promoting the safe use of SNSs by children and SNS 
providers should ensure that such materials also empower teachers to help children use SNSs safely and 
responsibly. 

 

PRINCIPLE 2: WORK TOWARDS ENSURING THAT SERVICES ARE AGE-APPROPRIATE FOR 
THE INTENDED AUDIENCE2 
 
Providers should, in the normal course of developing and managing SNSs, consider how their service may be 
associated with potential risks to children and young people, where it is intended for them to use the service

34
. 

                                                                 
1
 This Annex lists the Principles. For the full text of the agreement, including background information, please refer to 

http://ec.europa.eu/information_society/activities/social_networking/docs/sn_principles.pdf. 
2
 ¢ƘŜ ƛƴǘŜƴŘŜŘ ŀǳŘƛŜƴŎŜ ŀǎ ƻǳǘƭƛƴŜŘ ƛƴ ŜŀŎƘ ǇǊƻǾƛŘŜǊǎΩ ¢ŜǊƳǎ ƻŦ {ŜǊǾƛŎŜΦ 

3
 ThŜ ƛƴǘŜƴŘŜŘ ŀǳŘƛŜƴŎŜ ŀǎ ƻǳǘƭƛƴŜŘ ƛƴ ŜŀŎƘ ǇǊƻǾƛŘŜǊǎΩ ¢ŜǊƳǎ ƻŦ {ŜǊǾƛŎŜΦ 

4
 Each SNS is different in terms of target audience, the range of activities users can engage in, the platforms on which they 

can be consumed and the countries in which they are available. These factors will affect the range and extent of the risks 
that may affect children and young people when using the site. Assessments of what constitutes inappropriate content for 
children and young people also varies. 
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Service providers should seek to limit exposure to potentially inappropriate content and   contact. Measures 
that are available or appropriate to each service will vary in each case

5
16, but may include for example: 

¶ making clear when services are not appropriate for children and young people or where a minimum 
registration age applies; 

¶ taking steps to identify and delete under-age users from their services; 

¶ taking steps to prevent users from attempting to re-register with a different age if they have 
previously been rejected for being below the minimum age (if their terms require a minimum age), 
such as employing cookies;  

¶ working within technical and legal constraints to promote compliance with minimum age 
requirements; 

¶ ǇǊƻƳƻǘƛƴƎ ǘƘŜ ǳǇǘŀƪŜ ƻŦ ǇŀǊŜƴǘŀƭ ŎƻƴǘǊƻƭǎ ǿƘƛŎƘ ŀƭƭƻǿ ǇŀǊŜƴǘǎ ǘƻ ƳŀƴŀƎŜ ǘƘŜƛǊ ŎƘƛƭŘǊŜƴΩǎ ǳǎŜ ƻŦ ǘƘŜ 
service; 

¶ providing means for content providers, partners or users to label, rate or age restrict content where 
appropriate

6
; 

¶ only showing certain professionally produced content certain times of the day. 

 

PRINCIPLE 3: EMPOWER USERS THROUGH TOOLS AND TECHNOLOGY 
 
Providers should employ tools and technologies to assist children and young people in managing their 
experience on their service, particularly with regards to inappropriate or unwanted (but not illegal) content or 
conduct. Service providers should make an assessment of what measures to implement based on the services 
being offered and the intended audience. 
The measures that can help minimise the risk of unwanted or inappropriate contact between children and 
young people and adults may include for example: 

¶ taking steps to ensure that private profiles of users registered as under the age of 18
7
 are not 

searchable (unless the user actively consents for their profile to be searchable), either on the service 
or via search engines; 

¶ ǎŜǘǘƛƴƎ ǘƘŜ ŘŜŦŀǳƭǘ ŦƻǊ Ŧǳƭƭ ǇǊƻŦƛƭŜǎ ǘƻ ΨǇǊƛǾŀǘŜΩ ƻǊ ǘƻ ǘƘŜ ǳǎŜǊΩǎ ŀǇǇǊƻǾŜŘ ŎƻƴǘŀŎǘ ƭƛǎǘ ŦƻǊ ǘƘƻǎŜ 
registering under the age of13

8
 (some service proǾƛŘŜǊǎ ǎŜǘ ǘƘŜ ǇǊƻŦƛƭŜ ŘŜŦŀǳƭǘ ŀǎ ΨǇǊƛǾŀǘŜΩ ŦƻǊ ŀƭƭ 

users); 

¶ ensuring that setting a profile to private means that the full profile cannot be viewed or the user 
ŎƻƴǘŀŎǘŜŘ ŜȄŎŜǇǘ ōȅ ΨŦǊƛŜƴŘǎΩ ƻƴ ǘƘŜƛǊ ŎƻƴǘŀŎǘ ƭƛǎǘ όǳǎŜǊǎ Ƴŀȅ ŀŎǘƛǾŜƭȅ ŎƘƻƻǎŜ ǘƻ ŎƘŀƴƎŜ ǘƘŜƛǊ ǎettings 
to public or equivalent); 

¶ giving users control over who can access their full profile by, for example, being able to block a user 
from viewing their profile and 'reject' friend requests; 

¶ giving users the option to allow only direct friends to post comments and content to their profile or to 
delete unwanted comments; 

¶ giving users the option to pre-moderate comments of other users before being published on their 
profile; 

                                                                 
5
 The same combination of factors as listed in the previous footnote will determine what measures are appropriate to 

address the unique set of challenges and potential risks to users on a particular service. In addition, service providers may 
also be required to comply with specific local ƭŜƎŀƭ ǊŜǉǳƛǊŜƳŜƴǘǎ ǇŜǊǘŀƛƴƛƴƎ ǘƻ ŎƘƛƭŘǊŜƴΩǎ ǇǊƛǾŀŎȅΣ ǿƘƛŎƘ Ƴŀȅ ŀŦŦŜŎǘ Ƙƻǿ ǘƘŜ 
service is operated in any given jurisdiction. For example, it is common for US-based service providers to adopt a minimum 
age of 13 years for their services. This reflects the rŜǉǳƛǊŜƳŜƴǘǎ ƻŦ ǘƘŜ /ƘƛƭŘǊŜƴΩǎ hƴƭƛƴŜ tǊƛǾŀŎȅ tǊƻǘŜŎǘƛƻƴ !Ŏǘ ό/htt!ύΣ 
which only allows providers to collect data without parental consent from users over 13 years old. In the absence of specific 
local legal requirements, however, service providers will adopt a default specification for their product which is determined 
by a range of factors such as company policy, adherence to industry good practice or the prevailing law in their principle 
market. 
6
 CƻǊ ŜȄŀƳǇƭŜΣ ǘƘŜ .ǊƻŀŘōŀƴŘ {ǘŀƪŜƘƻƭŘŜǊ DǊƻǳǇΩǎ ƎƻƻŘ ǇǊŀŎǘƛce principles on audiovisual content information. See 

http://www.audiovisualcontent.org/ 
7
 The 18+ age requirements may be difficult for services that have already been developed around the legal age of consent, 

e.g. 16 years. However, future services should consider using 18 years. 
8
 The 18+ age requirements may be difficult for services that have already been developed around the legal age of consent, 

e.g. 16 years. However, future services should consider using 18 years. 
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¶ providing easy-to-use tools for users to report inappropriate contact from or conduct by another user; 

¶ educating parents about available tools, both for wider internet access (for example, the benefits of 
using filtering tools and/or parental controls

9
) and the tools, information and advice provided to 

parents by social networking sites to help them protect young people. 

 

PRINCIPLE 4: PROVIDE EASY-TO-USE MECHANISMS TO REPORT CONDUCT OR CONTENT 
THAT VIOLATES THE TERMS OF SERVICE 
 
Providers should provide a mechanism for reporting inappropriate content, contact or behaviour as outlined in 
their Terms of Service, acceptable use policy and/or community guidelines. These mechanisms should be easily 
accessible to users at all times and the procedure should be easily understandable and age-appropriate. 
Reports should be acknowledged and acted upon expeditiously. 
Users should be provided with the information they need to make an effective report and, where appropriate, 
an indication of how reports are typically handled. 
6 

PRINCIPLE 5: RESPOND TO NOTIFICATIONS OF ILLEGAL NOTIFICATIONS ILLEGAL 
CONTENT OR CONDUCT 
 
Upon receipt of notification of alleged illegal content or conduct

10
providers should have effective processes in 

place to expeditiously review and remove offending content. 
Service providers should have in place arrangements to share reports of illegal content or conduct with the 
relevant law enforcement bodies and/or hotlines. These arrangements will depend on local jurisdiction and 
applicable law, as well as the existence of effective reporting frameworks. 
Providers may consider including links to other local agencies or organisations, for example the relevant InHope 
services and law enforcement agencies. Where there is an immediate threat to safety or life, users should be 
advised to contact the emergency services by, for example, phoning 999 (UK) or 112 (EU). 
 

PRINCIPLE 6: ENABLE AND ENCOURAGE USERS TO EMPLOY A SAFE APPROACH TO 
PERSONAL INFORMATION AND PRIVACY 
 
Providers should provide a range of privacy setting options with supporting information that encourages users 
to make informed decisions about the information they post online. These options should be prominent in the 
user experience and accessible at all times

11
. 

Providers should consider the implications of automatically mapping information provided during registration 
onto profiles, make users aware when this happens, and should consider allowing them to edit and make 
public/private that information where appropriate. 
¦ǎŜǊǎ ǎƘƻǳƭŘ ōŜ ŀōƭŜ ǘƻ ǾƛŜǿ ǘƘŜƛǊ ǇǊƛǾŀŎȅ ǎǘŀǘǳǎ ƻǊ ǎŜǘǘƛƴƎǎ ŀǘ ŀƴȅ ƎƛǾŜƴ ǘƛƳŜΦ ²ƘŜǊŜ ǇƻǎǎƛōƭŜΣ ǘƘŜ ǳǎŜǊΩǎ 
privacy settings should be visible at all times. 

 

PRINCIPLE 7: ASSESS THE MEANS FOR REVIEWING ILLEGAL OR PROHIBITED12 
CONTENT/CONDUCT 
 
SNS providers should, during the normal course of developing and managing SNSs, assess their service to 
identify potential risks to children and young people in order to determine appropriate procedures for 
reviewing reports that images, video and text may contain illegal and inappropriate/unacceptable/forbidden 

                                                                 
9
 See some of the solutions at "Study on Safer Internet Programme BENCHmarking of Filtering software and services" at 

http://www.sip-bench.eu/index.html 
10

 In the context of child protection, illegal content and conduct in this context refers to child abuse images and grooming 
respectively. 
11

 Social networks are used for myriad purposes and by a wide range of users. Different services have different profile 
formats which allow users to share different information about themselves, for example some providers encourage users to 
create nicknames and post avatars and create a novel online identity. These formats vary between sites. 
12

 Prohibited content/conduct as defined by Terms of Use, Acceptable Use Policy and/or House Rules. 

http://www.sip-bench.eu/index.html
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content and/or conduct. There is a range of procedures which can be used to promote compliance with the 
Terms of Use, Acceptable Use Policy and/or House Rules. These may include for example: 

¶ human and/or automated forms of moderation; 

¶ technical tools (e.g. filters) to flag potentially illegal or prohibited content; 

¶ community alerts; 

¶ user-generated reports. 
 
Some providers employ human moderators who interact in real-time with children or young people. Such 
providers should take reasonable steps (working within good practice frameworks

13
 where possible or legal 

frameworks as applicable), to minimise the risk of employing candidates who may be unsuitable for work which 
involves real-time contact with children or young people.

                                                                 
13

 Home Office Internet Task Force Good Practice Guidance for the Moderation of Interactive Services for Children 
http://police.homeoffice.gov.uk/publications/operational-policing/moderation-document-final.pdf   

 

http://police.homeoffice.gov.uk/publications/operational-policing/moderation-document-final.pdf


ANNEX 2. TESTING QUESTIONNAIRE FOR SELF-DECLARATION 

 
Date of updated self-declaration:  
 
Principle 1: Raise awareness of safety education messages and acceptable use policies to users, parents, 
teachers and carers in a prominent, clear and age-appropriate manner 
 
FOR EACH OF THE FOLLOWING STATEMENTS, MAwY ²L¢I !b ά·έ ¢I9 .OX THAT BEST DESCRIBES YOUR ASSESSMENT OF 
THE SELF-DECLARATION OF THE SNS YOU ANALYZED.  

 

Does the self-declaration state that...? YES  
 

NO   Comments Not applicable 
(explain why 
not and add 
relevant quote 
from the self-
declaration)

14
 

the service provider provides clear 
guidance for children and young people on 
how to navigate their website safely 

    

the website provides guidance specifically 
targeted at children and young people on 
how to navigate the website safely 

    

the website provides educational materials 
to help children and young people 
navigate the website safely 

    

the signatory provides clear information 
about what constitutes inappropriate 
behaviour 

    

the service provider includes information 
about the consequences of inappropriate 
behaviour on the website   

    

the consequences of inappropriate 
behaviour are included in the Terms and 
Conditions of the website 

    

the consequences of inappropriate 
behaviour are included in other sections 
apart from the Terms and Conditions of 
the website   

    

the information on the consequences of 
inappropriate behaviour on the website is 
easily accessible on the website (i.e. it can 
be found quickly and effortlessly on the 
website) 

    

the information on the Terms and 
conditions is easy-to-understand for young 
children and teenagers 

    

the website offers parents, carers and/or 
teachers targeted links and educational 
material that support dialogue, trust and 
involvement between parents and children 
about responsible safer internet 

    

the website offers parents and/or teachers 
technical controls (e.g. parental filters) 
that support dialogue, trust and 
involvement between parents and children 
about responsible safer internet 

    

                                                                 

14 If explicitly stated in the self-declaration, explain why this specific recommendation has not been included or considered 

by the signatory in their self-declaration. If no explicit explanation is given, simply mark the column ñNOò 
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Assessment of Principle 1 on the self-declaration  
 

Principle How satisfactory is the Assessment of this 
Principle on the self-declaration?  

What has been well-
implemented so far? 

Areas for  further 
improvement  

Very 
satisfactory 

Rather 
Satisfactory 

Unsatisfactory 

1  
 

    

 
 
Principle 2: Work towards ensuring that services are age-appropriate for the intended audience

15
  

7  
FOR EACH OF THE FOLLOWING STATEMENTS, MARK THE BOX THAT BEST DESCRIBES YOUR ASSESSMENT OF THE SELF-
DECLARATION OF THE SNS YOU ANALYZED.   
 

The self-declaration includes 
relevant information on the 
following: 

YES  NO Comments Not applicable 
(add relevant 
quote from the 
self-declaration) 

The mechanisms through 
which the service provider 
ensures limited exposure to 
potentially inappropriate 
content and contact for 
children 

    

The types of services that are 
considered as not 
appropriate for children and 
young people 

    

The minimum registration 
age requirements in order to 
subscribe to their website 

    

The measures taken by the 
provider in order to identify 
and delete under-age users 
from their services 

16
 

    

The steps taken by the 
provider in order to prevent 
users from attempting to re-
register with a different age 
if they have previously been 
rejected for being below the 
minimum age

17
, e.g. by 

employing cookies 

    

The kinds of technical and/or 
legal constraints that are 
employed by the provider in 
order to promote 
compliance with minimum 
age requirements 

    

The ways in which this 
service provider promotes 
the uptake of parental 
controls to allow parents to 
ƳŀƴŀƎŜ ǘƘŜƛǊ ŎƘƛƭŘǊŜƴΩǎ ǳǎŜ 
of the service  

    

                                                                 
15

 ¢ƘŜ ƛƴǘŜƴŘŜŘ ŀǳŘƛŜƴŎŜ ŀǎ ƻǳǘƭƛƴŜŘ ƛƴ ŜŀŎƘ ǇǊƻǾƛŘŜǊǎΩ ¢ŜǊƳǎ ƻŦ {ŜǊǾƛŎŜΦ 
16

 Only if their Terms require a minimum age. 
17

 Only if their Terms require a minimum age. 
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The functionalities put at the 
disposal of content 
providers, partners or users 
in order to label, rate or age 
restrict content where 
appropriate 

    

 
 
Assessment of Principle 2 on the self-declaration  
 

Principle How satisfactory is the Assessment of this 
Principle on the self-declaration?  

What has been well-
implemented so far? 

Areas for  further 
improvement  

Very 
satisfactory 

Rather 
Satisfactory 

Unsatisfactory 

2  
 

    

 
Principle 3: Empower users through tools and technology 
 
FOR EACH OF THE FOLLOWING STATEMENTS, MARK THE BOX THAT BEST DESCRIBES YOUR ASSESSMENT OF THE SELF-
DECLARATION OF THE SNS YOU ANALYZED. 
 

The self-declaration includes 
relevant information on the 
following: 

YES  
 

NO Comments Not applicable (add 
relevant quote from 
the self-declaration) 

Tools and technologies employed by 
the service provider in order to assist 
children and young people in 
managing their experience on their 
service, particularly with regards to 
inappropriate or unwanted (but not 
illegal) content or conduct 

    

How the tools and technologies 
employed to assist children and 
young people in managing their 
experience on their service have 
been assessed in order to ensure 
their effectiveness 

    

what steps are taken by the service 
provider in order to ensure that 
private profiles of users registered as 
under the age of 18 are not 
searchable 

    

the service provider ensures that the 
default full profiles of those 
registering under the age of 18 has 
ōŜŜƴ ǎŜǘ ǘƻ ΨǇǊƛǾŀǘŜΩ 

18
ƻǊ ǘƻ ǘƘŜ ǳǎŜǊΩǎ 

approved contact list 
19

  

    

that the users can control who can 
access their full profile by, for 
example, being able to block a user 
ŦǊƻƳ ǾƛŜǿƛƴƎ ǘƘŜƛǊ ǇǊƻŦƛƭŜ ƻǊ ΨǊŜƧŜŎǘΩ 
ŦǊƛŜƴŘǎΩ ǊŜǉǳŜǎǘǎ 

    

that users have the possibility (if they 
wish so) to allow only direct friends 

    

                                                                 
18

 Ensuring that setting a profile to private means that the full profile cannot be viewed or the user contacted except by 
ΨŦǊƛŜƴŘǎΩ ƻƴ ǘƘŜƛǊ ŎƻƴǘŀŎǘ ƭƛǎǘ όǳǎŜǊǎ Ƴŀȅ ŀŎǘƛǾŜƭȅ ŎƘƻƻǎŜ ǘƻ ŎƘŀƴƎŜ ǘƘŜƛǊ ǎŜǘǘƛƴƎǎ ǘƻ ǇǳōƭƛŎ ƻǊ ŜǉǳƛǾŀƭŜƴǘύΦ 

19 Some service providers set the profile default as óprivateô for all users. 
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to post comments and content to 
their profile or to delete unwanted 
comments 

that users have the possibility to pre-
moderate comments of other users 
before being published on their 
profile 

    

that the service provider supports 
the safety education of parents in 
order to help them protect children 
and young people (e.g. safety 
tips/information online, etc.) 

    

that the service provider helps 
parents be aware of the existence of 
other available safety 
tools/information (not just on this 
SNS) to help them protect young 
people. For instance, by educating 
them about the  
uses/ benefits of filtering tools 
and/or parental controls 

    

 
Assessment of Principle 3 on the self-declaration  
 

Principle How satisfactory is the Assessment of this 
Principle on the self-declaration?  

What has been well-
implemented so far? 

Areas for  further 
improvement  

Very 
satisfactory 

Rather 
Satisfactory 

Unsatisfactory 

3  
 

    

 
Principle 4: Provide easy-to-use mechanisms to report conduct or content that violates the Terms of Service 
 
FOR EACH OF THE FOLLOWING STATEMENTS, MARK THE BOX THAT BEST DESCRIBES YOUR ASSESSMENT OF THE SELF-
DECLARATION OF THE SNS YOU ANALYZED.   
 

The self-declaration include 
relevant information on the 
following: 

YES  
 

NO Comments Not applicable (add 
relevant quote from 
the self-declaration) 

The mechanisms employed to 
report inappropriate content, 
contact or behaviour that 
violates the Terms of Service

20
  

    

The mechanisms to report 
inappropriate content, contact 
or behaviour that violates their 
Terms of Service should be 
easily accessible to users  

    

                                                                 

20 As outlined in the SNS Terms of Service, acceptable use policy and/or community guidelines 
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The mechanisms to report 
inappropriate content, contact 
or behaviour that violates their 
Terms of Service should be 
available to users at all times   

    

The procedure to report 
inappropriate content, contact 
or behaviour that violates the 
Terms of Service should be 
easily understandable for 
children and young people as 
well as for adults 

    

The procedure to  report 
inappropriate content, contact 
or behaviour that violates the 
Terms of Service should be 
age-appropriate 

    

If/how the reports are 
acknowledged, e.g. by means 
of an acknowledgement e-mail 
sent to the potential user at 
risk and indicating the steps to 
be taken by the service 
provider, etc.  

    

The reports are acted upon 
expeditiously 

    

how users are provided with 
the information they need to 
make an effective report  

    

Users are provided with an 
indication of how reports are 
typically handled (if 
appropriate) 

    

 
 
Assessment of Principle 4 on the self-declaration  
 

Principle How satisfactory is the Assessment of this 
Principle on the self-declaration?  

What has been well-
implemented so far? 

Areas for  further 
improvement  

Very 
satisfactory 

Rather 
Satisfactory 

Unsatisfactory 

4      

 
 
Principle 5: Respond to notifications of illegal content or conduct 
  
FOR EACH OF THE FOLLOWING STATEMENTS, MARK THE BOX THAT BEST DESCRIBES YOUR ASSESSMENT OF THE SELF-
DECLARATION OF THE SNS YOU ANALYZED.   
 

Does the self-declaration state that...? YES  
 

NO Comments Not applicable (add 
relevant quote from the 
self-declaration) 

Upon receipt of notification of alleged 
illegal content or conduct, the service 
provider has effective processes in 
place to expeditiously review and 
remove offending content 
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the service provider implements 
appropriate mechanisms to decide 
what (offending) content to review  

    

the service provider implements 
appropriate mechanisms to remove 
content found offending  

    

the processes of reviewing  and 
removing offending content  are 
effective and expeditious 

    

the service provider has implemented 
arrangements to share reports of 
illegal content or conduct with the 
relevant law enforcement bodies 
and/or hotlines

21
  

    

the service provider includes relevant 
links to other local agencies or 
organizations in order to support the 
process of reporting illegal content or 
conduct (e.g. InSafe, law enforcement 
agencies, etc.) 

    

 
Assessment of Principle 5 on the self-declaration  
 

Principle How satisfactory is the Assessment of this 
Principle on the self-declaration?  

What has been well-
implemented so far? 

Areas for  further 
improvement  

Very 
satisfactory 

Rather 
Satisfactory 

Unsatisfactory 

5  
 

   . 

 
Principle 6: Enable and encourage users to employ a safe approach to personal information and privacy 
 
 FOR EACH OF THE FOLLOWING STATEMENTS, MARK ONE BOX THAT BEST DESCRIBES YOUR ASSESSMENT OF THE SELF-
DECLARATION OF THE SNS YOU ANALYZED.   
 

Does the self-declaration 
state that...? 

YES  
 

NO Comments Not applicable  
(add relevant 
quote from the 
self-declaration)22 

users of this SNS are provided 
with a range of privacy 
setting options  

    

users are provided with 
supporting information to 
help them make informed 
decisions about the 
information they post online 

    

the privacy settings options 
are accessible at all times 

    

the privacy settings options 
are  prominent on the SNS 

    

The service provider has     

                                                                 

21 These arrangements will depend on local jurisdiction and applicable law, as well as the existence of effective reporting 

frameworks 

22
 If explicitly stated in the self-declaration, explain why this specific recommendation has not been included or considered 

by the signatory in their self-declaration. If no explicit explanation is given, simply mark the column ñNOò 
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taken into consideration the 
implications of automatically 
uploading information 
provided by users (during 
registration) onto their 
profiles 

the service provider notifies 
users when any information 
provided (during their 
registration) is automatically 
uploaded onto their profiles  

    

the service provider allows 
users, where appropriate, to 
edit and make public/private 
the information (provided 
during registration) that is 
automatically uploaded onto 
their profiles  

    

users are allowed to view 
their privacy status or 
settings at any given time 

    

 
Assessment of Principle 6 on the self-declaration  
 

Principle How satisfactory is the Assessment of this 
Principle on the self-declaration?  

What has been well-
implemented so far? 

Areas for  further 
improvement  

Very 
satisfactory 

Rather 
Satisfactory 

Unsatisfactory 

6      
 

 
 
Principle 7: Assess the means for reviewing illegal or prohibited

23
 content/conduct 

 
FOR EACH OF THE FOLLOWING STATEMENTS, MARK THE BOX THAT BEST DESCRIBES YOUR ASSESSMENT OF THE SELF-
DECLARATION OF THE SNS YOU ANALYZED.   
 

Does the self-declaration 
include relevant information 
on the following? 

YES  NO Comments Not applicable 
(add relevant 
quote from the 
self-
declaration)

24
 

If and how the SNS provider 
assesses their service to 
identify potential risks to 
children and young people 

    

the mechanisms employed by 
the SNS provider in order to 
determine the most 
appropriate procedures for 
reviewing reports of illegal or 
inappropriate content or 
conduct 

    

the types of procedures      

                                                                 

23
 Prohibited content/conduct as defined by Terms of Service, Acceptable Use Policy and/or House Rules 

24
 If explicitly stated in the self-declaration, explain why this specific recommendation has not been included or considered 

by the signatory in their self-declaration. If no explicit explanation is given, simply marƪ ǘƘŜ ŎƻƭǳƳƴ άbhέ  
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employed by the SNS provider 
in order to promote 
compliance with the Terms of 
Service, Acceptable Use Policy 
and/or House Rules (e.g. 
human and/or automated 
forms of moderation; technical 
tools (e.g. filters) to flag 
potentially illegal or prohibited 
content; user-generated 
reports, etc.  

Where human moderators are 
employed, reasonable steps 
are taken to minimize the risk 
of employing candidates who 
may be unsuited for work 
which involves real-time 
contact with children or young 
people 

    

 
 
Assessment of Principle 7 on the self-declaration  
 

Principle How satisfactory is the Assessment of this 
Principle on the self-declaration?  

What has been well-
implemented so far? 

Areas for  further 
improvement  

Very 
satisfactory 

Rather 
Satisfactory 

Unsatisfactory 

7  
 

    

 



ANNEX 3. TESTING SCENARIO SNS VIDEO-SHARING PLATFORMS 

 
 

Name of SNS being reviewed  

URL of SNS  

Date(s) of testing  

Name of tester  

Contact e-mail of tester  

Contact phone of tester  

Browser used for testing Chrome Firefox Internet Explorer(7/8) Opera Safari Other, please specify 

 
 

Section 1 
 

Principle 1: Raise awareness of safety education messages and acceptable use policies to users, parents, teachers and carers in a prominent, clear and age-appropriate 
manner 

 
1.  IN THE FOLLOWING EXERCISE YOU WILL HAVE TO MEASURE THE TIME IT TAKES YOU TO FIND SOME INFORMATION ON THE WEBSITE YOU ARE TESTING. USE A CHRONOMETER TO 
MEASURE THE EXACT AMOUNT OF TIME IT TAKES YOU TO FIND THE FOLLOWING INFORMATION. START ALL THE TASKS FROM THE HOMEPAGE OF THE SNS WITHOUT REGISTERING AS A USER. 
 

Starting from the homepage, find information about Time (in seconds) to find this info  Info not available on this website 

Terms of Use   

Privacy  information   

Tips or educational material on how to use the internet safely (for children)   

Tips or educational material on how to use the internet safely (for parents, teachers, other 
carers) 

  

Tips or educational material on how to use this SNS safe safely (for children)   

Tips or educational material on how to use this SNS safely (for parents, teachers, other 
carers) 

  

External links/referrals  to educational materials about child safety   

External links/referrals about organizations/authorities active in child safety, e.g. Insafe, 
national hotline, police, etc. 
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2.   WITHOUT REGISTERING AS A USER, YET. PLEASE ANSWER THE FOLLOWING QUESTIONS: 
 

This SNS contains the following type of information. Please mark all that 
applies:  

YES   NO Observations 

Tips/information for children and young people on how to navigate this 
specific website safely and responsibly 

   

Tips/information for parents, teachers or other adult carers on how to help 
their children navigate this website safely 

   

Terms of use/service for this SNS     

Information on what constitutes inappropriate behaviour on this website 
and the consequences thereof (e.g. a code of conduct) 

   

Privacy policy or privacy information about this SNS    

General safety tips/information specifically targeted at children and young 
people on how to surf the Internet safely and responsibly, for instance 
ǘƘǊƻǳƎƘ ΨIŜƭǇ ǇŀƎŜǎΩ 

   

General safety tips/information or educational materials specifically 
targeted at parents, teachers or other carers to help children surf the 
Internet safely and responsibly  

   

Other. Please specify:  

 
 

3.   WHAT KIND OF INFORMATION DOES THIS SNS PROVIDE ABOUT SPECIFIC ONLINE RISKS? PLEASE MARK ALL THAT APPLIES. 
 

Does this SNS provide any information regarding the following 
online risks?  Please choose ALL that apply  

YES YES, but it is difficult to 
understand for children and 
young people 

NO Observations 

The possibility of seeing or being the subject of images of child 
abuse 

    

Hate speech     

Pornography or sexual content     

Violence     

Inappropriate contact from adults with a sexual interest in 
children 

    

Bullying     

Divulging personal information     



15 

 

Posting sexually provocative photographs     

Information on self-harm actions (anorexia, suicide, etc.)     

Other, please specify:  

 
4.   WHAT IS THE FORMAT OF THE SAFETY INFORMATION PROVIDED ON THIS SNS? CHOOSE ALL THAT APPLY 
 

The safety (educational) information on this SNS contains 
(Please mark all that applies):  

YES  NO Observations 

Audio-visual fragments (video / audio fragments, animations, etc.)    

Quizzes or games    

Concrete examples related to safety (e.g. anecdotes, information 
on concrete consequences of safety threats, etc.) 

   

External links/referrals  to educational materials about child 
safety 

   

External links/referrals about organizations/authorities active in 
child safety, e.g. Insafe, national hotline, police, etc. 

   

Written texts about safety    

If written texts are used, short pieces of text are used (no more 
than 1 or 2 short paragraphs per idea/caption) 

   

If written texts are used, they are formatted with sub heads, 
bullets and other devices (e.g. visible links) that facilitate 
skimming and scanning of info rather than plain reading  

   

Other. Please specify:  

 
5.   WHAT KIND OF INFORMATION IS PRESENT IN THE TERMS OF SERVICE/USE OF THIS SNS?  PLEASE CHOOSE ALL THAT APPLY. 
  

In their Terms of Service/use does this SNS clearly state the 
following?  Please choose ALL that apply  

YES   YES, but it is difficult to 
understand for 
children/young people 

NO Observations 

Content that is not allowed on the social network (e.g. 
pornographic or racist content) 

    

Conduct (behaviour/actions) that is not allowed (e.g. bullying, 
harassment, racist comments)                          

    

Consequences of engagement in prohibited behaviour/actions (e.g. 
your user profile/messages/photos might be deleted, or police 
contacted) 

    

Age requirements     
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Other. Please specify  

 
6.   WHAT IS THE FORMAT OF THE INFORMATION ABOUT THE TERMS OF SERVICE/USE OR CODE OF CONDUCT PROVIDED ON THIS SNS? CHOOSE ALL THAT APPLY 
 

The information about the Terms of service/use or Code of 
conduct provided on this SNS is presented in the form of (Please 
mark all that applies):  

YES  NO Observations 

Audio-visual fragments (video / audio fragments, animations, etc.)    

Quizzes or games    

Concrete examples related to safety (e.g. anecdotes, information 
on concrete consequences of safety threats, etc.) 

   

External links/referrals  to educational materials about child 
safety 

   

External links/referrals about organizations/authorities active in 
child safety, e.g. Insafe, national hotline, police, etc.  

   

Written texts about the Terms and conditions    

If written texts are used, short pieces of text are used (no more 
than 1 or 2 short paragraphs per idea/caption) 

   

If written texts are used, they are formatted with sub heads, 
bullets and other devices (e.g. visible links) that facilitate 
skimming and scanning of info rather than plain reading  

   

Other. Please specify:  

 
7. THINKING FROM THE PERSPECTIVE OF A CHILD YOUNGER THAN 13 YEARS OLD (E.G. PERSONA MINOR 3), ANSWER THE FOLLOWING QUESTIONS. IF THE SNS YOU ARE TESTING HAS A 
MINIMUM AGE REQUIREMENT OF 13 YEARS OLD OR OLDER, QUESTIONS 7 AND 8 SHOULD NOT BE ANSWERED AND YOU SHOULD CONTINUE WITH QUESTION 9.  
 

The safety tips and educational materials on this SNS YES NO Observations 

are presented using plain and succinct language appropriate for a child of this age    

do not contain technical jargon difficult for a child of this age to understand    

are easily seen because they are prominently placed on the SNS     

there is no need to excessively scroll the webpage(s) to find this information     

 
8.  THINKING FROM THE PERSPECTIVE OF A CHILD YOUNGER THAN 13 YEARS OLD (E.G. PERSONA MINOR 3), ANSWER THE FOLLOWING QUESTIONS. IF THE SNS YOU ARE TESTING HAS A 
MINIMUM AGE REQUIREMENT OF 13 YEARS OLD OR OLDER, QUESTION 8 SHOULD NOT BE ANSWERED AND YOU SHOULD CONTINUE WITH QUESTION 9.  
 

The information related to the website privacy and safety policy (e.g. Terms and 
Conditions, Safety policy, Code of conduct, etc.)  

YES NO Observations 
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is presented using plain and succinct language for a child of this age    

does not contain excessive technical jargon difficult for a child of this age to 
understand 

   

is easily seen because it is prominently placed on the SNS     

there is no need to excessively scroll the webpage(s) to find this information     

 
9.   THINKING FROM THE PERSPECTIVE OF A 13-17 YEARS OLD TEENAGER (E.G. MINOR 1 AND MINOR 2), ANSWER THE FOLLOWING QUESTIONS: 
 

The safety tips and educational materials on this SNS YES NO Observations 

are presented using plain and succinct language appropriate for a child of this age    

do not contain excessive technical jargon difficult for a child of this age to 
understand 

   

are easily seen because they are prominently placed on the SNS     

 
10.   THINKING FROM THE PERSPECTIVE OF A 13-17 YEARS OLD TEENAGER (E.G. MINOR 1 AND MINOR 2), ANSWER THE FOLLOWING QUESTIONS: 
 

The information related to the website privacy and safety policy (e.g. Terms and 
Conditions, Safety policy, Code of conduct, etc.)  
 

YES NO Observations 

is presented using plain and succinct language for a child of this age    

does not contain excessive technical jargon difficult for a child of this age to 
understand 

   

is easily seen because it is prominently placed on the SNS     

Alternative ways of implementing Principle 1 on this SNS website 
 
 
 
 
 
 
 

7. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not been included in this test 
8. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, links to relevant 

additional information on the website, etc.  
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Section 2 
Principle 2: Work towards ensuring that services are age-appropriate for the intended audience 

 
1.   WHICH OF THE FOLLOWING STATEMENTS ARE TRUE OF THE SNS YOU ARE TESTING? 
 

¢Ƙƛǎ ǿŜōǎƛǘŜΧ YES         NO  Observations 

clearly indicates which services are not appropriate for children and young 
people or where a minimum registration age applies 

   

By default employs a safety mode/family filter/etc. that automatically restricts 
ƛƴŀǇǇǊƻǇǊƛŀǘŜ ǾƛŘŜƻǎ ǘƻ ȅƻǳƴƎŜǊ ǳǎŜǊǎΣ ƛΦŜΦ ǘƘŜǎŜ ŦǳƴŎǘƛƻƴŀƭƛǘƛŜǎ ŀǊŜ ǎŜǘ ǘƻ άƻƴέ 
for first time users. 

   

Offers access to safety mode/family filter/etc. that automatically restricts 
ƛƴŀǇǇǊƻǇǊƛŀǘŜ ǾƛŘŜƻǎ ǘƻ ȅƻǳƴƎŜǊ ǳǎŜǊǎ ōǳǘ ǘƘŜǎŜ ŦǳƴŎǘƛƻƴŀƭƛǘƛŜǎ ŀǊŜ ƴƻǘ άƻƴέ ōȅ 
default.  

   

encourages the uptake of parental controls by prominently displaying how these 
ǘƻƻƭǎ ŀƭƭƻǿ ǇŀǊŜƴǘǎ ǘƻ ƳŀƴŀƎŜ ǘƘŜƛǊ ŎƘƛƭŘǊŜƴΩǎ ǳǎŜ ƻŦ ǘhe service 

   

allows users to label, rate or age restrict videos/content where appropriate    

ŀƭƭƻǿǎ  ǇŀǊŜƴǘǎ ǘƻ ƳƻƴƛǘƻǊ ǘƘŜƛǊ ŎƘƛƭŘΩǎ ŀŎǘƛǾƛǘƛŜǎ ƻƴ ǘƘŜ {b{    

does something else to ensure that its services are age-appropriate for the 
intended audience. Please specify what they do: 

 

 

¶ Before continuing answering the next series of questions you must create an account of a minor on this SNS (Minor 3).  

¶ While signing up only include the minimum information required by this SNS. If you are asked any mandatory information to sign up use the data from (Minor 3).   

¶ If during the test you are required to provide any extra personal information not contained in the persona` s description, base yourself in the description provided in order to create 
credible information that matches the current persona. If necessary you may provide credible, but not real addresses and/or telephone number(s).   

¶ If you are required to provide one (or more) e-mail accounts (for instance a child`s plus an adult`s email account), create as many e-mail accounts as necessary. Try to avoid using your 
existing personal e-mail accounts. 
 

2.   WHAT TYPE OF INFORMATION DOES THIS SNS REQUIRE FROM YOU TO LET YOU SIGN UP? 

When trying to sign up as a 9-year old this SNS requires you to submit the 
following information. Mark all that applies: 

Yes No Observations 

Name    
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*  If asked for your e-mail for verification purposes DO NOT check your e-mail, yet 
 
3.   AFTER SIGNING UP AS 9-YEAR OLD USER, WHAT HAPPENED? 
 

What happened during/after signing up? YES 
 

NO Observations 

I was able to sign up because this SNS is not age-restricted    

I was able to sign up even though 9-year old children are not supposed  to use this 
SNS 

   

I was able to sign up even without verifying my e-mail*address    

I was able to sign up only after clicking on the verification link** sent to me via e-
mail  

   

I was able to sign up only after my parent/guardian authorised  me to do so (e.g. 
via a confirmation e-mail) 

   

L ƻōǘŀƛƴŜŘ άǇŀǊŜƴǘŀƭ ŎƻƴǎŜƴǘέ ǘƻ ƻǇŜƴ ŀƴ ŀŎŎƻǳƴǘ ƻƴ ǘƘƛǎ ǿŜōǎƛǘŜ ǘƘrough an 
account I created on the spot, but a child could also do the same, so no actual 
parental consent is needed to be able to use this website.  

   

I was not able to sign up. The SNS denied the signing up due to age restrictions    

I was not able to sign up. The SNS denied the signing up, but I was not told why    

Other. Please specify:    

*If you were not asked for e-Ƴŀƛƭ ǾŜǊƛŦƛŎŀǘƛƻƴ ŘǳǊƛƴƎ ǎƛƎƴ ǳǇ ƳŀǊƪ άbƻǘ ŀǾŀƛƭŀōƭŜ ƻƴ ǘƘƛǎ {b{έ 
** If necessary you can check your e-mail verification now 
 
If you were rejected to create an account on this SNS for being under the minimum age requirement try to sign up again, but this time use an age just above the minimum age required by this 
SNS to sign up. Do not change any of your computer settings (e.g. do not remove any cookies or browsing history). 
 

Nickname    

e-mail*     

Date of birth    

Sex    

Address or place of residence    

A valid telephone or mobile phone number    

Parental or guardian permission (e.g. via an e-mail sent to your parent/guardian)     

Other, please specify:    



20 

 

 

4.   AFTER SIGNING UP AS A CHILD ABOVE THE MINIMUM AGE REQUIRED BY THIS SNS, WHAT HAPPENED? 
 

What happened when trying to sign up this time? Mark ALL that applies YES  
 

NO Not available on this 
SNS 

Observations 

I was able to sign up because this SNS is not age-restricted     

I was able to sign up even though this SNS is supposed to be age-restricted     

I was able to sign up even without verifying my e-mail* address     

I was able to sign up only after clicking on the verification link** sent to me via e-
mail  

    

I was not able to sign up. The SNS denied the signing up due to age restrictions     

I was not able to sign up. The SNS denied the signing up, but I was not told why     

I was not able to sign in because of my previous attempt to sign up as a 9 year-old 
child. The SNS has installed cookies on my computer that do not allow me to sign 
up again from this computer 

    

Other. Please specify:   

*If you were not asked for e-mail verification during sign up mark N/A 
** If necessary you can check your e-mail verification now 
 
IF YOUR PREVIOUS ATTEMPTS TO SIGN UP AS A MINOR HAVE FAILED, PLEASE REMOVE ANY COOKIES THAT MAY HAVE BEEN INSTALLED ON YOUR COMPUTER AND SIGN UP AGAIN USING THE 
MINIMUM AGE REQUIRED BY THIS SNS. IF THIS DOES NOT WORK TRY SIGNING UP FROM ANOTHER COMPUTER. 
 
5.   AFTER SIGNING UP AS A CHILD ABOVE THE MINIMUM AGE REQUIRED BY THIS SNS, WHAT HAPPENED? 
 

What happened when trying to sign up this time? Mark all that applies YES  
 

NO Not available on this 
SNS 

Observations 

I was able to sign up because this SNS is not age-restricted     

I was able to sign up even though this SNS is supposed to be age-restricted     

I was able to sign up even without verifying my e-mail* address     

I was able to sign up only after clicking on the verification link** sent to me via e-
mail  

    

I was not able to sign up. The SNS denied the signing up due to age restrictions     

I was not able to sign up. The SNS denied the signing up, but I was not told why     

I was not able to sign in because of my previous attempt to sign up as a 9 year-old 
child. The SNS has installed cookies on my computer that do not allow me to sign 
up again from this computer. 
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Other. Please specify:   

*If you were not asked for e-mail verification during sign up mark N/A 
** If necessary you can check your e-mail verification now 
 

¶ To continue with the test you will have to create 4 new user accounts: two adult profiles and two minor profiles. Create these accounts using the information from the 2 girl teenage 
(minor 1 and 2) and the 2 adult personas you were given together with the instructions of this test.  

¶ If during the test you are required to provide any extra personal information not contained in the personas` description, base yourself in the description provided in order to create 
credible information that matches the current PERSONA.  If necessary you may provide credible Address or telephone number(s), BUT, by no means, real ones!   
 

6. SIGN UP AS MINOR 1 AND ADULT 1, WHAT KIND OF INFORMATION DOES THIS SNS REQUIRE FROM EACH OF THESE USERS? 
 

When signing up the SNS requires you to submit the following 
information. Mark all that applies: 

Minor 1 Adult 1 Observations 

Real name (First and last)    

Real name (only first)    

Nickname    

e-mail*     

Date of birth    

Gender    

Nationality    

Home address    

Place of residence    

School or work address    

Telephone or cell phone number    

It requires me to accept the Terms and Conditions of the service    

Other, please specify:    

 

BEFORE CONTNUING WITH THE TEST, FOLLOW THESE STEPS: 

 

¶ DO NOT change any settings on your SNS accounts because in the next section you will have to perform some tests with these default settings. 

¶  Create user accounts for Minor 2 and Adult 2.  
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¶ Add as much information as possible to ALL THE profiles (Minors 1, 2 and 3 and Adults 1 and 2), but do not change any settings in any of these accounts. The 

account settings should be the default ones.    

¶ /ƘŀƴƎŜ aƛƴƻǊ оΩǎ ŀƎŜ ǘƻ мо όCƻǊ ǘƘŜ ǊŜǎǘ ƻŦ ǘƘŜ ǘŜǎǘ aƛƴƻǊ о should be 13).  

¶ Minors 1, 2 and 3 should be each other`s friends. Add them to each other`s contacts/friends. 

¶ ά!Řǳƭǘ нέ ǎƘƻǳƭŘ ōŜ ŦǊƛŜƴŘ ƻŦ ά!Řǳƭǘ мέ ƻƴƭȅΣ ōǳǘ ƘŜ a¦{¢ bh¢ ōŜ ŦǊƛŜƴŘ ƻŦ ŀƴȅ ƻŦ ǘƘŜ ƳƛƴƻǊǎΦ  

¶ Post some pictures and some comments on your own profile  

¶ Post some pictures and comments on each of your users` profiles. Also, leave comments on your other users` profiles ǎƻ ǘƘŀǘ ǘƘŜȅ ƭƻƻƪ άǎƻŎƛŀƭƭȅέ ŀŎǘƛǾŜΦ  

¶ From now on you will have to use one or several of the user profiles you created depending on the question you have to answer. Sign in with the most appropriate 

profile according to the tasks you have to perform.  

¶ Write down the user names, e-mails, passwords and age of ALL your accounts. 

 

User name Adult 1  

Password Adult 1 account  

Age Adult 1  

e-mail Adult 1  

User name Adult 2  

Password Adult 2 account  

Age Adult 2  

e-mail Adult 2  

User name Minor 1  

Password Minor 1 account  

Age Minor 1  

e-mail Minor 1  

User name Minor 2  

Password Minor 2 account  

Age Minor 2  

e-mail Minor 2  

User name Minor 3  

Password Minor 3 account  

Age Minor 3  

e-mail Minor 3  
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Alternative ways of implementing Principle 2 on this SNS website 
 
 

Section 3 
 

Principle 3: Empower users through tools and technology 
 
 
1. USING THE DEFAULT SETTINGS OF YOUR SNS ACCOUNTS, I.E. WITHOUT CHANGING YOUR INITIAL SETTINGS ON ANY OF THE ACCOUNTS, INDICATE WHICH IbChwa!¢Lhb !.h¦¢ άaLbhw мέ 
IS VISIBLE TO THE FOLLOWING PEOPLE. PLEASE PAY ATTENTION TO THE FOLLOWING: 

 

¶ Make sure your Minor 1`s and Minor 2`s Profiles contain as much information as possible (e.g. likes, address, hobbies, etc.).  

¶ Add a few videos and use some other applications (e.g. ratings, post comments, descriptions of the videos, etc.) so that all your profiles look active 

¶ To search the profile of Minor 1 as a user of this SNS, only employ the internal search engine of the SNS you are testing.  

¶ To search the profile of Minor 1 as a non-user of this SNS (i.e. not signed-ƛƴ ŀǎ ŀ ǳǎŜǊύΣ ǳǎŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜŀǊŎƘ ŜƴƎƛƴŜǎ ǘƻ ǎŜŀǊŎƘ ŦƻǊ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ άaƛƴƻǊ мέ: Google, MSN 
search and Yahoo! search  

¶ In both cases use the name and ǘƘŜ ǎǳǊƴŀƳŜ ƻŦ άƳƛƴƻǊ мέ ōŜǘǿŜŜƴ ƛƴǾŜǊǘŜŘ ŎƻƳƳŀǎ όŜΦƎΦ άWƻƘƴ {ƳƛǘƘέύ ŀǎ ƪŜȅ ǎŜŀǊŎƘ ǘŜǊƳǎΦ 
 
 

By default, Which of the following 
ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ΨǇǳōƭƛŎΩκǾƛǎƛōƭŜ ǘƻ ǿƘƻƳΚ aŀǊƪ 
all that applies: 

My current 
profile contains 
the following 
information  

Visible to 
άaƛƴƻǊ нέ  

±ƛǎƛōƭŜ ǘƻ ά!Řǳƭǘ мέ 
(your contact) 

Visible to ά!Řǳƭǘ нέ 
(user of this SNS, 
but not your 
contact) 

Visible to other 
people who are non-
users of this SNS 

Observations 

Real name (First and last)       

Real name (only first)       

Nickname       

e-mail       

Date of birth       

Gender       

Education       

Nationality       

Hobbies       

Home address       

9. Here refer to any alternative ways this Principle has been implemented on this specific website and which have not been included in this test: 
a. Specify if and how this SNS has considered how their service may be associated with potential risks to children and young people, where it is intended for them to use the 

service 
b. Specify the mechanisms/measures employed by this SNS is order to limit exposure to potentially inappropriate content and contact 

10. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, links to relevant additional 
information on the website, etc.  
 

http://www.google.com/webhp?hl=en
http://search.yahoo.com/
http://search.yahoo.com/
http://search.yahoo.com/
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Place of residence       

School or work address       

Telephone or cell phone number       

Pictures where you appear       

(Any) videos you posted       

Videos  of you uploaded by you or by others       

My online status       

aȅ ƭƛǎǘ ƻŦ ŎƻƴǘŀŎǘǎκέŦǊƛŜƴŘǎέ       

Comments/messages posted by other users on 
Ƴȅ άǇǳōƭƛŎ ǇǊƻŦƛƭŜέ  

      

Other, please specify:       

 
нΦ  {LDb Lb !{ άaLbhw мέΦ ¦{LbD ¢I9 59C!ULT SETTINGS OF THIS ACCOUNT, I.E. WITHOUT CHANGING YOUR INITIAL SETTINGS, INDICATE WHICH OF THE FOLLOWING THINGS YOU CAN DO. 
 

By default, ǿƘŜƴ ǎƛƎƴŜŘ ƛƴ ŀǎ άaƛƴƻǊ мέΥ YES 
 

YES, but I need permission 
from the user who posted it 
on my profile 

NO Not available 
on this SNS 

Observations 

I am ablŜ ǘƻ ŘŜƭŜǘŜ ǇƻǎǘƛƴƎǎκŎƻƳƳŜƴǘǎ L ƘŀǾŜ ƳŀŘŜ ƻƴ Ƴȅ ΨǇǳōƭƛŎ ǇǊƻŦƛƭŜΩΣ 
i.e. my profile as others can see it 

     

I am able to delete content (e.g. videos) I have uploaded on my public 
profile (e.g. by deleting tags) 

     

I am able to delete postings/comments others have made about my 
ǾƛŘŜƻǎκƳŜ ƻƴ Ƴȅ ΨǇǳōƭƛŎ ǇǊƻŦƛƭŜΩ 

     

I am able to delete content (e.g. videos) others have uploaded of me on my 
public profile (e.g. by deleting tags) 

     

Something else happens. Please specify: 
 

 

 
оΦ  {LDb Lb !{ άaLbhw мέΦ ¦SING THE DEFAULT SETTINGS OF THIS ACCOUNT, I.E. WITHOUT CHANGING YOUR INITIAL SETTINGS, INDICATE WHICH OF THE FOLLOWING THINGS CAN HAPPEN 
ON YOUR PROFILE.  
 

.ȅ ŘŜŦŀǳƭǘΣ ǿƘŜƴ ǎƛƎƴŜŘ ƛƴ ŀǎ άaƛƴƻǊ мέΥ YES 
 

YES, but I must 
approve it 
before it is 
published 

NO 
 

Not available 
on this SNS 

Observations 

!ƭƭ ǳǎŜǊǎ Ŏŀƴ Ǉƻǎǘ ŎƻƳƳŜƴǘǎ ƻƴ Ƴȅ άǇǳōƭƛŎ ǇǊƻŦƛƭŜέ όƛΦŜΦ ǘƘŜ ǇǳōƭƛŎ ǎǇŀŎŜ      
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with information about me that others can see) 

Only my contacts/friends can post comments on my public profile      

All users can upload content (e.g. videos) on my public profile       

Only my contacts/friends can upload content (e.g. videos) about me on my 
public profile 

     

By default, anybody (registered and non-registered users of this SNS) can  
contact me (e.g. via (private) messages)  

     

By default, all registered users can  contact me (e.g. via (private) messages)      

By default,  only people belonging to my approved contacts list can  contact 
me (e.g. via (private) messages) 

     

By default, my full profile is set to άǇǊƛǾŀǘŜέΣ ƛΦŜΦ my profile information 
Ŏŀƴƴƻǘ ōŜ ǾƛŜǿŜŘΣ ŜȄŎŜǇǘ ōȅ ŦǊƛŜƴŘǎ ōŜƭƻƴƎƛƴƎ ǘƻ Ƴȅ άŀǇǇǊƻǾŜŘ ŎƻƴǘŀŎǘǎ 
ƭƛǎǘέ 

     

By default, all users of this SNS can send me friend requests      

By defaultΣ ƻƴƭȅ Ƴȅ ŦǊƛŜƴŘǎ ΨŎƻƴǘŀŎǘǎ Ŏŀƴ ǎŜƴŘ ƳŜ ŦǊƛŜƴŘ ǊŜǉǳŜǎǘǎ      

Something else happens. Please specify: 
 

 

 
 
4. KEEP ON USING YOUw twhCL[9 άaLbhw мέΦ EXPLORE THE PRIVACY SETTINGS ON YOUR PROFILE AND ANSWER THE FOLLOWING QUESTIONS. IF NEEDED SIGN IN AS OTHER USERS AS WELL. 
 

!ǎ άaƛƴƻǊ мέ ƻƴ ǘƘƛǎ {b{Σ L Ŏŀƴ Řƻ ǘƘŜ Ŧƻƭƭowing: YES 
 

NO Not available on 
this SNS 

Observations 

report abuse or bullying     

block other users from contacting me      

block other users from viewing my profile     

reject friendship requests     

Specify who or which groups of users can contact me (defined by age, 
gender, etc.) 

    

Restrict the search options of other users so that they cannot find me (e.g. 
Do not allow adults to find/contact me) 

    

Set my profile to private so that my full profile cannot be viewed except by 
ΨŦǊƛŜƴŘǎΩ ƻƴ Ƴȅ Ŏƻntacts list 

    

Set my profile to private so that I cannot be contacted ŜȄŎŜǇǘ ōȅ ΨŦǊƛŜƴŘǎΩ ƻƴ 
my contacts list 

    

I have to change settings for my personal information (all the information     
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contained on my current profile including videos, contacts list, posts, etc.) to 
be viewed by other minors 

I have control over the display of my online status. I can decide if other 
ǇŜƻǇƭŜ Ŏŀƴ ǎŜŜ ƳŜ ǿƘŜƴ LΩƳ ƻƴƭƛƴŜ 

    

I am notified when I am identified (tagged) in pictures/videos, etc. posted 
ƻƴ ƻǘƘŜǊ ǇŜƻǇƭŜΩǎ profiles 

    

This SNS provides me with other privacy features. Please specify how they 
work 

    

 
 
5.  KEEP ON USING YO¦w twhCL[9 άaLbhw мέ. IN RELATION TO THE PRIVACY SETTINGS YOU JUST EXPLORED, HOW EASY/DIFFICULT WAS IT TO DO THE FOLLOWING? 
 

On the SNSΣ Ƙƻǿ Ŝŀǎȅ ǿŀǎ ƛǘ ǘƻΧΚ Very easy easy Not easy but not 
difficult  

difficult  Very difficult Not available on 
this SNS 

report abuse or bullying       

block other users from contacting me       

Block other users from viewing my profile       

reject friendship requests       

Restrict the search options of other users so that they cannot find me (e.g. 
Do not allow adults to find/contact me)? 

      

Set my profile to private, i.e.my full profile cannot be viewed or I cannot 
ōŜ ŎƻƴǘŀŎǘŜŘ ŜȄŎŜǇǘ ōȅ ΨŦǊƛŜƴŘǎΩ ƻƴ my contact list 

      

Change settings before my personal information could be visible to adult 
users 

      

Change settings for my personal information (all the information 
contained on my current profile including pictures, contacts list, posts, 
etc.) to be viewed by other minors 

      

Control the display of my online status (i.e. deciding if other people can 
ǎŜŜ ƳŜ ǿƘŜƴ LΩƳ ƻƴƭƛƴŜύ 

      

use additional privacy feature X. If this SNS contains any additional privacy 
features, please refer to them here 

      

use additional privacy feature Y. If this SNS contains any additional privacy 
features, please refer to them here 
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6.  KEEP ON USING YOUR PRhCL[9 άaLbhw мέΦ ²I!T HAPPENS WHEN YOU WANT TO UPLOAD PICTURES/VIDEOS OR POST INFORMATION TO YOUR PROFILE?  
 

!ǎ άaƛƴƻǊ мέΣ ǿƘŜƴ L ŀƳ ŀōƻǳǘ ǘƻ ǳǇƭƻŀŘ ǇƛŎǘǳǊŜǎκǇƻǎǘ ƛƴŦƻǊƳŀǘƛƻƴΣ L 
get: 

YES 
 

NO Observations 

Technical guidance on how to upload videos or other types of content    

Safety warnings/guidance about uploading videos or other types of 
content online 

   

Technical guidance on how to post information/comments    

Safety warnings/guidance on publishing personal information online    

Other type of relevant information. Please specify:    

 
7.  KEEP ON USING YO¦w twhCL[9 άaLbhw мέ. IN RELATION TO THE CONTENT AVAILABLE ON THIS WEBSITE, IS IT POSSIBLE FOR MINOR 1 TO HAVE ACCESS TO THE FOLLOWING TYPE OF 
INFORMATION? 

¶ Use the internal search engine of this SNS, and exhaustively look for videos, comments, photos, etc. that may contain inappropriate content for minors as the ones listed below. You 
Ŏŀƴ ǘȅǇŜ ǘŜǊƳǎ ǎǳŎƘ ŀǎ άǇƻǊƴέΣ άŜȄǘǊŜƳŜ ǾƛƻƭŜƴŎŜέΣ άǊŀŎƛǎƳέΣ άǎǳƛŎƛŘŜέΣ ŜǘŎΦ  

¶ Keep screenshots of ALL the inappropriate content you find. 
 

Is it possible for Minor 1 to have access to videos with 
the following type of content in the following places on 
the SNS? Mark with an X all that applies.  

Through video search 
in the internal search 

engine 
 

¢ƘǊƻǳƎƘ ŀƴȅ άŀŘǳƭǘ-
ƻƴƭȅέ ŀǊŜŀ ƻƴ ǘƘŜ ǎƛǘŜ 
όŜΦƎΦ  άǎŜȄȅέ ŎƘŀƴƴŜƭύ 

Through links to 
related 

videos/content 

Through another 
place/functionality 

on this SNS 

Observations 

Discriminatory language or behaviour      

Drug taking in a context that promotes or encourages 
drug misuse or the misuse of easily accessible and 
highly dangerous substances (for example, aerosols or 
solvents) 

     

Detailed dangerous behaviour (for example, hanging, 
suicide, self-harming, etc.) which could be 
copied/imitated by youngsters  

     

Nudity in a sexual context and with strong detail (i.e. 
very explicit sexual images) and/or whose 
primary purpose is sexual arousal or stimulation 

     

Strong violence that dwells on the infliction of pain or 
injury 

     



28 

 

Strong sadistic or sexualised violence (e.g. a rape)      

Detailed verbal references to sexual violence       

Other types of content whose treatment is not 
appropriate for minors. Specify what type of content this 
is (add links AND keep screenshots) and justify why such 
content would not be appropriate for children of this age 

     

 
8. ARE THERE ANY MECHANISMS IN PLACE ON THIS WEBSITE TO AVOID THAT REGISTERED MINORS (E.G. MINORS 1 AND 3) GET ACCESS TO INAPROPRIATE OR UNWANTED (BUT NOT ILLEGAL) 
CONTENT? 
 

 Which of the following mechanisms are employed by this website to 
avoid that minors have access to inappropriate or unwanted content? 

YES 
 

NO Observations 

Family or parental Filtering    

Automatically blocking of inappropriate content for children younger than 
a certain minimum age 

   

Certain sections of the site are restricted to minors (e.g. adult-only 
channels, sex channels, etc.) 

   

Warnings placed on the content itself so that users can make informed 
decisions regarding if they want to access that content or not (e.g. the 
video you are about to watch contains strong violent images.) 

   

Other mechanisms. Please specify how this provider makes sure that 
children and young people registered on their website are not exposed to 
inappropriate content on their website 

 

 
9.   WITHOUT SIGNING IN AS A REGISTERED USER OF THIS WEBSITE, IS IT POSSIBLE FOR ANY USER (INCLUDING MINORS) TO HAVE ACCESS TO THE FOLLOWING INFORMATION ON THIS SNS? 

¶ Use the internal search engine of this SNS to look for videos/photos/comments that may contain inappropriate content for minors. ¸ƻǳ Ŏŀƴ ǘȅǇŜ ǘŜǊƳǎ ǎǳŎƘ ŀǎ άǇƻǊƴέΣ άŜȄǘǊŜƳŜ 
ǾƛƻƭŜƴŎŜέΣ άǎǳƛŎƛŘŜέΣ ŜǘŎΦ  

¶ Keep screenshots of all the inappropriate content you find. 
 

Without being a registered user of this website, is it possible for any user 
(including minors) to have access to the following type of information?   

YES 
 

NO Observations 

Discriminatory language or behaviour    

Drug taking in a context that promotes or encourages drug misuse or the 
misuse of easily accessible and highly dangerous substances (for example, 
aerosols or solvents) 
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Detailed dangerous behaviour (for example, hanging, suicide, self-
harming, etc.) which could be copied/imitated by youngsters  

   

Nudity in a sexual context and with strong detail (i.e. very explicit sexual 
images) and/or whose primary purpose is sexual arousal or stimulation 

   

Strong violence that dwells on the infliction of pain or injury    

Strong sadistic or sexualised violence (e.g. a rape)    

Detailed verbal references to sexual violence     

Other types of content whose treatment is not appropriate for minors. 
Specify what type of content this is (add links AND keep screenshots) and 
justify why such content would not be appropriate for children of this age 

   

 
 
10.   WITHOUT SIGNING IN AS ANY USER, IS THERE INFORMATION ON THIS SNS ABOUT THE FOLLOWING? 
 

Does this SNS provide the following information? YES 
 

NO Observations 

Information/tips for parents on the available tools for wider internet 
access (e.g. the benefits of using filtering tools and/or parental controls) 
and how they can be used to help them protect young people 

   

Information/tips for parents on the available tools on this SNS (e.g. 
parental controls, filtering tools, etc. provided by this SNS) and how they 
can be used to help them protect young people 

   

Any other relevant information/advice/tools to help parents support their 
children in managing a safe online experience on this SNS. Please specify: 

   

 
Alternative ways of implementing Principle 3 on this SNS website 
 
 
 5. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not been included in this test. Include information on: 

a. How this provider assists children and young people in managing their experience on their service, particularly with regard to inappropriate or unwanted (but no illegal) 
content or conduct 

b. Refer to any tools/functionalities employed by this provider to minimise the risk of unwanted or inappropriate contact between children/young people and adults 
6. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, links to relevant 

additional information on the website, etc.  
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Section 4 
Principle 4: Provide easy-to-use mechanisms to report conduct or content that violates the Terms of Service 

 
1. IN THE FOLLOWING EXERCISE YOU WILL HAVE TO MEASURE THE TIME IT TAKES YOU TO FIND THE REPORTING MECHANISMS ON THE SNS YOU ARE TESTING. USE A   CHRONOMETER TO 

MEASURE THE EXACT AMOUNT OF TIME IT TAKES YOU TO FIND THEM. START ALL THE TASKS FROM THE HOMEPAGE OF THE SNS. 
 

Starting from the homepage, find the following: Time (in seconds) to find this info  Info not available on this SNS 

Abuse Report Form    

Report abuse via e-mail   

Link to abuse report form from an external local agency or organization, e.g. 
Inhope, Insafe, ChildNet, etc.  

  

A hotline/phone  number to contact a safety expert/responsible from within this 
SNS 

  

A hotline/phone  number to contact a safety expert from another organization   

A link/information on Violation of terms and where and how to report them   

An indication of how reports are typically handled by this SNS   

Other reporting mechanism, please specify:    

 
 
2.  MENTION ALL THE EXISTING MECHANISMS AND TOOLS AVAILABLE ON THIS WEBSITE TO REPORT ABUSE/VIOLATIONS OF TERMS OF USE/POLICY. INSPECT THE WEBSITE CAREFULLY AND 

READ THE TERMS OF SERVICE, ACCEPTABLE USE POLICY AND/OR COMMUNITY GUIDELINES PROVIDED ON YOUR SNS AND ANSWER THE FOLLOWING QUESTIONS: 
 

Mention all the possible mechanisms  and tools 
available to report abuse/violations of Terms of 
Use/policy on this site: 

YES ( add URL on 
SNS) 
 

NO, not available 
on this SNS 

Observations 

A button to flag inappropriate content    

A report button    

Abuse Report Form    

Report abuse via e-mail    

Link to abuse report form from an external local agency 
or organization, e.g. Inhope, Insafe, ChildNet, etc.  

   

A hotline/phone  number to contact a safety    
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expert/responsible from within this SNS 

A hotline/phone  number to contact a safety expert from 
another organization 

   

A link/information on Violation of terms and where and 
how to report them 

   

An indication of how reports are typically handled by this 
SNS 

   

Other, please specify:   

 
3. SIGN IN AS MINOR 1. GO TO THE INTERNAL SEARCH ENGINE OF THIS SNS AND LOOK FOR INAPPROPRIATE CONTENT FOR A CHILD OF THIS AGE. YOU CAN ¢¸t9 ¢9wa{ {¦/I !{ άthwbέΣ 
ά9·¢w9a9 ±Lh[9b/9έΣ ά{¦L/L59έΣ 9¢/Φ {9[9CT A VIDEO THAT IS INAPPROPRIATE FOR CHILDREN AGED 15 OR YOUNGER TO SEE.  ANSWER THE QUESTIONS BELOW IN RELATION TO THE 
REPORTING MECHANISMS/TOOLS AVAILABLE ON THIS SNS. 
 

¶ Report the video selected as containing inappropriate content using the most prominent and most readily available mechanism that a 15-year old child would normally use on this SNS. 

¶ Check if the inappropriate content is removed from the site. How long does it take to be removed?   

¶ Because it may take some time before the SNS sends a reply to minor 1 about the report, the following question (question 3 of section 4) may be answered at a later time. Please keep 
on checking the email address you used to report the problem to the SNS until right before you submit your national report. Do not forget to check your spam as well because these 
types of messages may also arrive directly to the spam folder.  

¶ If the provider contacts Minor 1 asking for specific information, answer all the messages you may receive and keep screenshots of them as back-up. DO NOT initiate contact with the 
provider yourself.   

¶ Report the situation using only ONE reporting mechanism ONCE. If nothing happens, do not try any other reporting mechanisms and do not contact the provider.  
 

ANSWER THE FOLLOWING QUESTIONS IN RELATION TO THE REPORTING MECHANISMS/TOOLS AVAILABLE ON THIS SNS: 
 

 
REPORTING MECHANISM TESTED: ________________________________________________________________________________________________________________________ 
 

In relation to the reporting mechanism available on the site Yes No Not available on this 
website  

Observations 

The instructions on how  to use the reporting tools/mechanism are written 
using plane and succinct language, easy for a child of this age to understand 

    

The instructions on how  to use the reporting tools/mechanism do not contain 
excessive technical jargon difficult for a child of this age to understand 

    

The instructions on how  to use the reporting tools/mechanism are easily seen 
because they are prominently placed on the SNS  

    

there is no need to excessively scroll the webpage(s) to find instructions on how  
to use the reporting tools/mechanism  

    



32 

 

The reporting mechanism/tool can be accessed at all times from the SNS     

There is a link to the report mechanism/tool on every page on this SNS     

I could successfully report abuse without encountering any difficulties in the 
whole process 

    

I could report abuse, but I encountered some difficulties during the process 
(please specify which difficulties you encountered in the observations section) 

    

The report mechanism/tool sends a notification of receipt to the user indicating 
that the report is being handled 

    

The report mechanism gives feedback to the user about the report result. If so, 
how long did it take to get an answer? 

    

I did not receive any reply, but the inappropriate content was removed from the 
site. If so, how long did it take to remove the content? 

    

Abuse report mechanism/tool asked for information I could not provide     

Abuse report mechanism/tool asked for unnecessary or irrelevant information* 
(i.e. additional details without which an efficient report could still be handled). 
*Include concrete examples of unnecessary information in the Observations 
section  

    

If there are forums or volunteer moderators on this SNS, can you report your 
problem to them or ask them for advice on how to report your problem? 

    

If you contacted any volunteer moderator or forum on your SNS, did you get 
successful guidance/information from them? 

    

 
Alternative ways of implementing Principle 4 on this SNS website 
 
 

Section 5 
 
 
 
 

5. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not been included in this test. Include information on: 
a. Any additional mechanisms employed by this provider to report inappropriate content, contact or behaviour as outlines in their Terms of Service, community 

guidelines, etc. 
6. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, links to relevant 

additional information on the website, etc.  
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Principle 6: Enable and encourage users to employ a safe approach to personal information and privacy 

 
 
1Φ   {LDb Lb !{ άaLbhw мέΦ .¸ 59C!¦[¢Σ ²IICH OF THE FOLLOWING INFORMATION NEEDS YOUR PERMISSION BEFORE BEING VISIBLE TO OTHER USERS? 
 

 Do your privacy settings allow you to make 
the following information visible/invisible to 
each of the following people/groups? Which 
of the following information can be made 
available to which of the following people? 
Mark all that applies. 

Your current profile 
contains this info 

Specific  friends in 
you contact list 
(e.g. only visible to  
άaƛƴƻǊ нέύ   

All the people in 
your contacts list 
όŜΦƎΦ ά!Řǳƭǘ мέύ   

 Other users of this SNS, 
but not in your contacts 
ƭƛǎǘ όŜΦƎΦ ά!Řǳƭǘ нέ  

 Other non-registered 
users of this SNS 

Observations 

Real name (First and last)       

Real name (only first)       

Nickname       

e-mail*        

Date of birth       

Gender       

School I attend       

Nationality       

Hobbies       

Home address       

Place of residence       

School or work address       

Telephone or cell phone number       

Pictures of you       

Pictures/videos  of me uploaded by me or by 
others 

      

My online status       

aȅ ƭƛǎǘ ƻŦ ŎƻƴǘŀŎǘǎκέŦǊƛŜƴŘǎέ       

Comments/messages posted by other users on       
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Ƴȅ άǇǳōƭƛŎ ǇǊƻŦƛƭŜέ όƳŜŀƴǘ ǘƻ ōŜ ǾƛŜǿŜŘ ōȅ 
others) 

Other, please specify:       

 
2.   EXPLORE THE PRIVACY SETTINGS OPTIONS AND GUIDANCE AVAILABLE ON THIS SNS AND ANSWER THE FOLLOWING QUESTIONS  
 

Lƴ ǊŜƭŀǘƛƻƴ ǘƻ ǇǊƛǾŀŎȅ ƛƴŦƻǊƳŀǘƛƻƴκƎǳƛŘŀƴŎŜ ŀǾŀƛƭŀōƭŜ ƻƴ ǘƘƛǎ {b{Χ YES  
 

NO Observations 

While adding information to your profile, were you informed/made aware that 
(some of) this information would be made visible/available to other users? 

   

Did you receive any supporting information on the consequences of posting this 
information online? 

   

Did you get any information/guidance on how make your profile as private as 
possible?  

   

Are you able to view your privacy status or settings at any given time?    

 
3. IN THIS SECTION YOU WILL HAVE TO EXPLORE SOME OF THE PRIVACY SETTINGS AVAILABLE ON THIS SNS. FOLLOW THE INSTRUCTIONS: 

¶ Sign in as Minor 1.   

¶ Post a video that is only meant to be viewed by Minor 2. Change your privacy settings so that this video is only visible to her. 

¶ You do not want adult 2 to be able to have access to any of your information on your profile. Block this user. 

¶ Right after answering questions 3 and 4 make sure your privacy settings are set back to the default privacy settings, i.e. undo all the privacy settings you may have changed.  
 

After having restricted access to your 
information on this SNS, can other users still 
have access to the following information on 
your profile? 

Your 
current 
profile 
contains 
this info 

Visible to 
άaƛƴƻǊ нέ   

Visible to 
άaƛƴƻǊ оέ   

Visible to 
ά!Řǳƭǘ мέ  

±ƛǎƛōƭŜ ǘƻ ά!Řǳƭǘ нέ 
(user of this SNS, but 
not your contact) 
after my consent 

Visible to other people who 
are non-users of this SNS  

Observations 

Real name (First and last)        

Real name (only first)        

Nickname        

e-mail*         

Date of birth        

Gender        

School I attend        

Nationality        
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Hobbies        

Home address        

Place of residence        

School or work address        

Telephone or cell phone number        

Pictures of you        

Pictures/videos  of me uploaded by you or by 
others 

       

Your online status        

¸ƻǳǊ ƭƛǎǘ ƻŦ ŎƻƴǘŀŎǘǎκέŦǊƛŜƴŘǎέ        

Comments/messages posted by other users on 
Ƴȅ άǇǳōƭƛŎ ǇǊƻŦƛƭŜέ όƳŜŀƴǘ ǘƻ ōŜ ǾƛŜǿŜŘ ōȅ 
others) 

       

The video that should only be visible to Minor 
2 

       

Other, please specify:        

4.   ANSWER THE FOLLOWING QUESTIONS IN RELATION TO THE PRIVACY SETTINGS AVAILABLE ON THIS SNS 
 

Lƴ ǊŜƭŀǘƛƻƴ ǘƻ ǘƘŜ ǇǊƛǾŀŎȅ ǎŜǘǘƛƴƎǎ ŀǾŀƛƭŀōƭŜ ƻƴ ǘƘƛǎ ǎƛǘŜΧ Yes No Not available on this 
website  

Observations 

The instructions on how  to use the privacy settings are written using 
plane and succinct language, easy for Minor 1 to understand 

    

The instructions on how  to use the privacy settings do not contain 
excessive technical jargon difficult for a child of this age to understand 

    

The instructions on how  to use the privacy settings are easily seen 
because they are prominently placed on the SNS  

    

there is no need to excessively scroll the webpage(s) to find 
instructions on how  to change privacy settings  

    

The privacy settings can be accessed at all times from the SNS     

There is a link to the privacy settings on every page on this SNS     

I could successfully restrict access to my personal information to other 
users, except Minor 2, without encountering any difficulties in the 
whole process 

    

I could restrict access to my personal information other users, except 
Minor 2, but I encountered some difficulties during the process 

    



36 

 

(please specify which difficulties you encountered) 

I could successfully block Adult 2 without encountering any difficulties 
in the whole process 

    

I could block Adult 2, but I encountered some difficulties during the 
process (please specify which difficulties you encountered in the 
observations section) 

    

 

IN THIS LAST TASK YOU WILL HAVE TO EVALUATE HOW EASY IT IS TO DETELE AN EXISTING USER PROFILE ON THIS SNS. AS ALL YOUR PREVIOUS PROFILES SHOULD REMAIN 
ACTIVE EVEN AFTER THE TEST HAS FINISHED, YOU WILL HAVE TO CREATE A NEW USER ACCOUNT).  PLEASE KEEP IN MIND THAT NONE OF YOUR PREVIOUS ACCOUNTS 
SHOULD BE DELETED. 

¶  Create a new user account for a minor (e.g. Minor3` s brother).  

¶ Fill in some personal information for this new profile (e.g. name, age, place of residence, hobbies, etc.).  

¶ Add some extra information to this account (e.g. upload a couple of pictures, comments, etc.). 

¶ Delete this account. 

¶ Once you have deleted this new account, answer the following questions:  
 
5.    HOW EASY WAS IT TO DO THE FOLLOWING?  
 

hƴ ǘƘŜ {b{Σ Ƙƻǿ Ŝŀǎȅ ǿŀǎ ƛǘ ǘƻΧΚ Very easy easy Not easy but not 
difficult  

difficult  Very difficult Not available on 
this SNS 

Delete this profile?       

Find instructions on how to delete the account you just created?        

Find information on the consequences of deleting your profile (e.g. your 
profile will be deleted, but some information will be retained by the 
provider, etc.)  

      

 
6. WHAT HAPPENED WHILE DELETING άaLbhw оέ twhCL[9Κ 

 

While deleting this profile: YES 
 

NO Observations 

I could find easy-to-understand information on how to delete my profile     

There was a clear link/button provided for deleting my profile    

I could only deactivate my profile but not completely delete it    

The provider clearly states what personal information they collect/retain 
after deleting my profile  
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The provider clearly states how my personal information is/may be used 
once my profile is deleted 

   

 
 
Alternative ways of implementing Principle 6 on this SNS website 
 
 

3. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not been included in this test. Include information on: 
a. Any additional functionality/tool, etc. that may support children and young people make informed decisions about the information they post online. 

4. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, links to relevant 
additional information on the website, etc.  

 



ANNEX 4. TESTING SCENARIO SNS GAMING PLATFORMS (WEBSITE) 

 

Name of SNS being reviewed  

URL of SNS  

Date(s) of testing  

Name of tester  

Contact e-mail of tester  

Contact phone of tester  

Browser used for testing Chrome Firefox I Explorer(7/8) Opera Safari Other, please 
specify 

Section 1 

Principle 1: Raise awareness of safety education messages and acceptable use policies to users, parents, teachers and carers in a prominent, clear and 

age-appropriate manner 

1.  IN THE FOLLOWING EXERCISE YOU WILL HAVE TO MEASURE THE TIME IT TAKES YOU TO FIND SOME INFORMATION ON THE WEBSITE YOU ARE TESTING. USE A 

CHRONOMETER TO MEASURE THE EXACT AMOUNT OF TIME IT TAKES YOU TO FIND THE FOLLOWING INFORMATION. START ALL THE TASKS FROM THE HOMEPAGE OF THE 

SNS WITHOUT REGISTERING AS A USER. 

Starting from the homepage, find information about Time (in seconds) to find this info  Info not available on this website 

Terms of Use   

Privacy  information   

Tips or educational material on how to use the internet safely (for children)   

Tips or educational material on how to use the internet safely (for parents, 
teachers, other carers) 

  

Tips or educational material on how to use this website safe safely (for children)   

Tips or educational material on how to use this website safely (for parents, 
teachers, other carers) 

  

External links/referrals  to educational materials about child safety   

External links/referrals about organizations/authorities active in child safety, e.g. 
Insafe, national hotline, police, etc. 
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2.   WITHOUT REGISTERING AS A USER, YET. PLEASE ANSWER THE FOLLOWING QUESTIONS: 

This website contains the following type of information. Please 
mark all that applies:  

YES NO Observations 

Tips/information for children and young people on how to navigate 
this specific website safely and responsibly 

   

Tips/information for parents, teachers or other adult carers on how 
to help their children navigate this website safely 

   

Terms of use/service for this website     

Information on what constitutes inappropriate behaviour on this 
website and the consequences thereof (e.g. a code of conduct) 

   

Privacy policy or privacy information about this website    

General safety tips/information specifically targeted at children and 
young people on how to surf the Internet safely and responsibly, for 
ƛƴǎǘŀƴŎŜ ǘƘǊƻǳƎƘ ΨIŜƭǇ ǇŀƎŜǎΩ 

   

General safety tips/information or educational materials specifically 
targeted at parents, teachers or other carers to help children surf 
the Internet safely and responsibly  

   

Other. Please specify:  

3.   WHAT KIND OF INFORMATION DOES THIS WEBSITE PROVIDE ABOUT SPECIFIC ONLINE RISKS? PLEASE MARK ALL THAT APPLIES. 

Does this website provide any information regarding the 

following online risks?  Please choose ALL that apply  

YES YES, but it is difficult to 

understand for children and 

young people 

NO Observations 

The possibility of seeing or being the subject of images of 
child abuse 

    

Hate speech     

Pornography or sexual content     

Violence     

Inappropriate contact from adults with a sexual interest in 
children 
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Bullying     

Divulging personal information     

Posting sexually provocative photographs     

Information on self-harm actions (anorexia, suicide, etc.)     

Other, please specify:  

4.   WHAT IS THE FORMAT OF THE SAFETY INFORMATION PROVIDED ON THIS WEBSITE? CHOOSE ALL THAT APPLY 

The safety (educational) information on this website 
contains (Please mark all that applies):  

YES  NO Observations 

Audio-visual fragments (video /audio fragments, 
animations, etc.) 

   

Quizzes or games    

Concrete examples related to safety (e.g. anecdotes, 
information on concrete consequences of safety threats, 
etc.) 

   

External links/referrals  to educational materials about 
child safety 

   

External links/referrals about organizations/authorities 
active in child safety, e.g. Insafe, national hotline, police, 
etc. 

   

Written texts about safety    

If written texts are used, short pieces of text are used (no 
more than 1 or 2 short paragraphs per idea/caption) 

   

If written texts are used, they are formatted with sub 
heads, bullets and other devices (e.g. visible links) that 
facilitate skimming and scanning of info rather than plain 
reading  

   

Other. Please specify:  
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5.   WHAT KIND OF INFORMATION IS PRESENT IN THE TERMS OF SERVICE/USE OF THIS WEBSITE?  PLEASE CHOOSE ALL THAT APPLY  

In their Terms of Service/use does this website clearly state the 

following?  Please choose ALL that apply  

YES   YES, but it is difficult to 

understand for 

children/young people 

NO Observations 

Content that is not allowed on the social network (e.g. 
pornographic or racist content) 

    

Conduct (behaviour/actions) that is not allowed (e.g. bullying, 
harassment, racist comments)                          

    

Consequences of engagement in prohibited behaviour/actions 
(e.g. your user profile/messages/photos might be deleted, or 
police contacted) 

    

Age requirements     

Other. Please specify  

6.   WHAT IS THE FORMAT OF THE INFORMATION ABOUT THE TERMS OF SERVICE/USE OR CODE OF CONDUCT PROVIDED ON THIS WEBSITE? CHOOSE ALL THAT APPLY 

The information about the Terms of service/use or Code of conduct provided on 
this website is presented in the form of (Please mark all that applies):  

YES  NO Observations 

Audio-visual fragments (video / audio fragments, animations, etc.)    

Quizzes or games    

Concrete examples related to safety (e.g. anecdotes, information on concrete 
consequences of safety threats, etc.) 

   

External links/referrals  to educational materials about child safety    

External links/referrals about organizations/authorities active in child safety, e.g. 
Insafe, national hotline, police, etc.  

   

Written texts about the Terms and conditions    

If written texts are used, short pieces of text are used (no more than 1 or 2 short 
paragraphs per idea/caption) 
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If written texts are used, they are formatted with sub heads, bullets and other 
devices (e.g. visible links) that facilitate skimming and scanning of info rather than 
plain reading  

   

Other. Please specify:  

7. THINKING FROM THE PERSPECTIVE OF A CHILD YOUNGER THAN 13 YEARS OLD (E.G. MINOR 3), ANSWER THE FOLLOWING QUESTIONS. IF THE WEBSITE YOU ARE TESTING 

HAS A MINIMUM AGE REQUIREMENT OF 13 YEARS OLD OR OLDER, QUESTIONS 7 AND 8 SHOULD NOT BE ANSWERED AND YOU SHOULD CONTINUE WITH QUESTION 9.  

The safety tips and educational materials on this website YES NO Observations 

are presented using plain and succinct language appropriate for a child of this 
age 

   

do not contain technical jargon difficult for a child of this age to understand    

are easily seen because they are prominently placed on the SNS     

there is no need to excessively scroll the webpage(s) to find this information     

8.  THINKING FROM THE PERSPECTIVE OF A CHILD YOUNGER THAN 13 YEARS OLD (E.G. MINOR 3), ANSWER THE FOLLOWING QUESTIONS. IF THE WEBSITE YOU ARE TESTING 

HAS A MINIMUM AGE REQUIREMENT OF 13 YEARS OLD OR OLDER, QUESTION 8 SHOULD NOT BE ANSWERED AND YOU SHOULD CONTINUE WITH QUESTION  

 

The information related to the website privacy and safety policy (e.g. Terms and 

Conditions, Safety policy, Code of conduct, etc.)  

YES NO Observations 

is presented using plain and succinct language for a child of this age    

does not contain excessive technical jargon difficult for a child of this age to 
understand 

   

is easily seen because it is prominently placed on the SNS     

there is no need to excessively scroll the webpage(s) to find this information     
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9.   THINKING FROM THE PERSPECTIVE OF A 13-17 YEARS OLD TEENAGER (E.G. MINOR 1 AND MINOR 2), ANSWER THE FOLLOWING QUESTIONS: 
 

The safety tips and educational materials on this website YES NO Observations 

are presented using plain and succinct language appropriate for a child of this age    

do not contain excessive technical jargon difficult for a child of this age to 
understand 

   

are easily seen because they are prominently placed on the SNS     

 
10.   THINKING FROM THE PERSPECTIVE OF A 13-17 YEARS OLD TEENAGER (E.G. MINOR 1 AND MINOR 2), ANSWER THE FOLLOWING QUESTIONS: 
 

The information related to the website privacy and safety policy (e.g. Terms and 
Conditions, Safety policy, Code of conduct, etc.)  
 

YES NO Observations 

is presented using plain and succinct language for a child of this age    

does not contain excessive technical jargon difficult for a child of this age to 
understand 

   

is easily seen because it is prominently placed on the SNS     

 

Alternative ways of implementing Principle 1 on this website 
 
 
 
 

5. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not been included in this test 

6. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, 

links to relevant additional information on the website, etc.  
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Section 2 

Principle 2: Work towards ensuring that services are age-appropriate for the intended audience 

 
1.   WHICH OF THE FOLLOWING STATEMENTS ARE TRUE OF THE WEBSITE YOU ARE TESTING? 
 

¢Ƙƛǎ ǿŜōǎƛǘŜΧ YES         NO 
 

Observations 

clearly indicates which services are not appropriate for children and young people 
or where a minimum registration age applies 

   

encourages the uptake of parental controls by prominently displaying how these 
ǘƻƻƭǎ ŀƭƭƻǿ ǇŀǊŜƴǘǎ ǘƻ ƳŀƴŀƎŜ ǘƘŜƛǊ ŎƘƛƭŘǊŜƴΩǎ ǳǎŜ ƻŦ ǘƘŜ ǎŜǊǾƛŎŜ 

   

allows users to label, rate or age restrict content where appropriate    

allƻǿǎ ŀ ǇŀǊŜƴǘ ǘƻ ƳƻƴƛǘƻǊ ǘƘŜƛǊ ŎƘƛƭŘΩǎ ŀŎǘƛǾƛǘƛŜǎ ƻƴ ǘƘŜ {b{    

does something else to ensure that its services are age-appropriate for the 
intended audience. Please specify what they do: 

 

 

¶ Before continuing answering the next series of questions you must create an account of a minor on this website (Persona Minor 3). While signing up only INCLUDE 

the minimum information required by this website. If you are asked any mandatory information to sign up use the data from Persona Minor 3.   

¶ If during the test you are required to provide any extra personal information not contained in the persona` s description, base yourself in the description provided in 

order to create credible information that matches the current PERSONA.  If necessary you may provide credible, but not real addresses and/or telephone number(s).   

¶ If you are required to provide one (or more) e-mail accounts (for instance a child`s plus an adult`s email account), create as many e-mail accounts as necessary. try 

to avoid using your existing personal e-mail accounts. 

2.   WHAT TYPE OF INFORMATION DOES THIS WEBSITE REQUIRE FROM YOU TO LET YOU SIGN UP? 

When trying to sign up as a 9-year old this website requires you to 

submit the following information. Mark all that applies: 

YES NO Observations 

Name    
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*  If asked for your e-mail for verification purposes DO NOT check your e-mail, yet 

3.   AFTER SIGNING UP AS 9-YEAR OLD USER, WHAT HAPPENED? 

What happened during/after signing up? YES 

 

NO Observations 

I was able to sign up without parental consent    

I was able to sign up even though 9-year old children are not supposed  to 
use this website 

   

I was able to sign up even without verifying my e-mail*address    

I was able to sign up only after clicking on the verification link** sent to 
me via e-mail  

   

I was able to sign up only after my parent/guardian authorised  me to do 
so (e.g. via a confirmation e-mail) 

   

L ŎƻǳƭŘ ƻōǘŀƛƴ άǇŀǊŜƴǘŀƭ ŎƻƴǎŜƴǘέ ǘƻ ƻǇŜƴ ŀƴ ŀŎŎƻǳƴǘ ƻƴ ǘƘƛǎ ǿŜōǎƛǘŜ 
through a fake account I created on the spot 

   

I was not able to sign up. The SNS denied the signing up due to age 
restrictions 

   

I was not able to sign up. The SNS denied the signing up, but I was not 
told why 

   

Other. Please specify:    

*If you were not asked for e-Ƴŀƛƭ ǾŜǊƛŦƛŎŀǘƛƻƴ ŘǳǊƛƴƎ ǎƛƎƴ ǳǇ ƳŀǊƪ άbƻǘ ŀǾŀƛƭŀōƭŜ ƻƴ ǘƘƛǎ ǿŜōǎƛǘŜέ 

** If necessary you can check your e-mail verification now 

Nickname    

e-mail*     

Date of birth    

Sex    

Address or place of residence    

A valid telephone or mobile phone number    

Parental or guardian permission (e.g. via an e-mail sent to your 
parent/guardian)  

   

Other, please specify:    
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¶ To continue with the test you will have to create 4 new user accounts: two of adult profiles and two of MINOR profiles. Create these accounts using the information 

from the 2 girl teenage (Minor 1 and 2) and the 2 adult personas you were given together with the instructions of this test.  

¶ If during the test you are required to provide any extra personal information not contained in the personas` description, base yourself in the description provided in 

order to create credible information that matches the current persona. If necessary you may provide credible address or telephone number(s), but, by no means, 

real ones! 

4.   SIGN UP AS MINOR 1 AND ADULT 1, WHAT KIND OF INFORMATION DOES THIS WEBSITE REQUIRE FROM EACH OF THESE USERS? 
 

When signing up the SNS requires you to submit the following 

information. Mark all that applies: 

As minor 1 As adult 1 Observations 

Real name (First and last)    

Real name (only first)    

Nickname    

e-mail*     

Date of birth    

Gender    

School you attend    

Home address    

Place of residence    

School address    

Telephone or cell phone number    

Other, please specify:    

 

BEFORE CONTINUING WITH THE TEST, FOLLOW THESE STEPS: 

¶ Do not change any settings on your SNS accounts because in the next section you will have to perform some tests with these default settings. 

¶  Create user accounts for minor 2 and adult 2.  

¶ Add as much information as possible to ALL THE profiles (Minors 1, 2 and 3 and adults 1 and 2), but do not change any settings. The account settings should be the 

default ones.    

¶ /ƘŀƴƎŜ ƳƛƴƻǊ оΩǎ ŀƎŜ ǘƻ мо όCƻǊ ǘƘŜ ǊŜǎǘ ƻŦ ǘƘŜ ǘŜǎǘ aƛƴƻǊ о ǎƘƻǳƭŘ ōŜ моύΦ  
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¶ Minors 1, 2 and 3 should be each other`s friends. Add them to each other`s contacts/friends. 

¶ If possible, Post some comments (e.g. your favourite videogames) on your own profile  

¶ If possible on this website, Post some information (comments about games, etc.) on each of your users `profiles so that they ƭƻƻƪ άǎƻŎƛŀƭƭȅέ ŀŎǘƛǾŜΦ  

¶ ά!Řǳƭǘ нέ ǎƘƻǳƭŘ only be friends/contact of Adult 1, but NOT of any of the other users you created.  

¶ From now on you will have to use one or several of the user profiles you created depending on the question you have to answer. Sign in with the most appropriate 

profile according to the tasks you have to perform.  

¶ Write down the user names, passwords and age of ALL your accounts. 

 

User name Adult 1:  

Password Adult 1 account:  

Age:  

User name Adult 2:  

Password Adult 2 account:  

Age:  

User name Minor 1:  

Password Minor 1 account:  

Age:   

User name Minor 2:  

Password Minor 2 account:  

Age:  

User name Minor 3:  

Password Minor 3 account:  

Age:   

 
5. ADULT 2 WANTS TO GET IN TOUCH WITH MINOR 1. ON THIS WEBSITE IT IS POSSIBLE TO DO IT IS THROUGH THE FORUM APPLICATION. FOLLOW THE INSTRUCTIONS AND 
ASNWER THE QUESTIONS BELOW. 
 

¶  Sign in as Minor 1 and post A COMMENT (reply) on any of the existing threads in the forum. Do not start a new thread. 

¶ Sign in as Adult 2, find Minor 1`s comment and send Minor 1 a private message (pm). Ask her for some personal information (where she lives, school where she 
studies, her instant messaging address or cell phone number). 
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Was Adult 2 able to do the following?  YES 

 

NO Observations 

Adult 2 was allowed to  contact Minor 1 even though they were not each other`s contacts     

Adult 2 was not allowed to contact Minor 1 because they were not each other`s contacts    

Minor 1 received a warning/information on the potential negative consequences of 
contacting/being contacted by (adult) strangers in non-appropriate ways (according to the 
Terms of Use of this website) 

   

Adult 2 could send a private message to Minor 1 but was not able to ask/obtain any personal 
information from them. If this happened please specify how this was possible  

   

Adult 2 was banned from the forum for having attempted to contact/having contacted a minor     

Adult 2 was banned from the forum for having attempted to obtain personal information from 
minors 

   

Something else happened. Please specify:  

 
Alternative ways of implementing Principle 2 on this website 
 
 
 

5. Here refer to any alternative ways this Principle has been implemented on this specific website and which have not been included in this test: 
a. Specify if and how this website has considered how their service may be associated with potential risks to children and young people, where it is 

intended for them to use the service* 
b. Specify the mechanisms/measures employed by this website is order to limit exposure to potentially inappropriate content and contact 

6. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, links to 
relevant additional information on the website, etc.  
*Each SNS is different in terms of target audience, the range of activities users can engage in, the platforms on which they can be consumed and the countries in 
which they are available. These factors will affect the range and extent of the risks that may affect children and young people when using the site. Assessment of 
what constitutes inappropriate content for children and young people also varies. 
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Section 3 

Principle 3: Empower users through tools and technology 
 

1.   USING THE DEFAULT SETTINGS OF YOUR SNS ACCOUNT, I.E. WITHOUT CHANGING ANY SETTING{Σ {LDb Lb !{ ά!5¦[¢ мέ !b5 Lb±L¢9 άaLbhw мέ ¢h .9/ha9 ¸hUR 

άCwL9b5έκ/hb¢!/¢Φ !bSWER THE FOLLOWING QUESTIONS: 

.ȅ ŘŜŦŀǳƭǘΣ ǿƘŜƴ ǎƛƎƴŜŘ ƛƴ ŀǎ ά!Řǳƭǘ мέΥ  YES 

 

NO L ŘƻƴΩ ƪƴƻǿκƛǘ 

ŘƻŜǎƴΩǘ ǎŀȅ 

Observations 

I am allowed to add minors to my contacts list without any restrictions      

I am allowed to add minors to my contacts list but before being able to do it I 
receive a warning (e.g. Are you sure you know this person?) 

    

I need to sign a special agreement/form before being able to add children to my 
contacts list 

    

I receive information on the consequences of contacting minors in non-appropriate 
ways according to the Terms of Use 

    

I am not allowed to add children to my contact list     

Something else happens. Please specify:  

 
2. USING THE DEFAULT SETTINGS OF YOUR SNS ACCOUNT, I.E. WITHOUT CHANGING ANY SET¢LbD{Σ {LDb Lb !{ άaLbhw мέΣ !//9t¢ !5¦[T 1`S INVITATION TO BE YOUR 
FRIEND. ANSWER THE FOLLOWING QUESTIONS: 
 

.ȅ ŘŜŦŀǳƭǘΣ ǿƘŜƴ ǎƛƎƴŜŘ ƛƴ ŀǎ άaƛƴƻǊ мέΥ YES 
 

NO L ŘƻƴΩ ƪƴƻǿκƛǘ 
ŘƻŜǎƴΩǘ ǎŀȅ 

Observations 

I am allowed to add adults to my contacts list without any restrictions      

I am allowed to add adults to my contacts list but before I receive a warning 
(e.g. Are you sure you know this person?) 

    

I need parental consent before allowing adults to become members of my 
contacts list 

    

I receive safety guidance on dangerous contacts before accepting an adult     
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ŀǎ ΨŦǊƛŜƴŘΩκŎƻƴǘŀŎǘ 

I am not allowed to add an adult as a contact     

I can share my profile with any other user     

I can share my profile with other users of my age only (e.g. Minor 2)     

I can add new friends     

I can see mature-related content (e.g. games rated as 18+)     

I can receive user-generated content created by other minor users     

I can receive user-generated content created by adult users     

Other users (apart from my contacts) can search my gamer tag     

Other users (apart from my contacts) can see only limited information from 
my gamer tag 

    

Other users (apart from my contacts) can see all the info contained in my 
gamer tag 

    

My contacts can see only limited information from my gamer tag     

My contacts can see all the info contained my gamer tag     

Something else happens. Please specify  

3. USING THE DEFAULT SETTINGS OF YOUR SNS ACCOUNTS, I.E. WITHOUT CHANGING ANY SETTINGS ON ANY OF THE ACCOUNTS, INDICATE WHICH INFORMATION ABOUT 

άaLbhw мέ L{ ±L{L.[9 TO THE FOLLOWING PEOPLE. PLEASE PAY ATTENTION TO THE FOLLOWING: 

¶ Make sure your minor 1`s and minor 2`s PROFILES contain as much information as possible (e.g. likes, address, hobbies, etc.).  

¶ If possible on this websitŜΣ Ǉƻǎǘ ǇƛŎǘǳǊŜǎ ŀƴŘ ǘŀƎ ŜŀŎƘ ƻǘƘŜǊ ƻƴ ǘƘŜƳ ǎƻ ŀǎ ǘƻ άǎƘƻǿέ ǘƘŀǘ ƳƛƴƻǊ м ŀƴŘ н ƪƴƻǿ ŜŀŎƘ ƻǘƘŜǊΦ    

¶ To search the profile of minor 1 as a user of this website, only employ the internal search engine of the Website you are testing.  

¶ To search the profile of minor 1 as a non-user of this website (i.e. not signed-ƛƴ ŀǎ ŀ ǳǎŜǊύΣ ǳǎŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜŀǊŎƘ ŜƴƎƛƴŜǎ ǘƻ ǎŜŀǊŎƘ ŦƻǊ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ άaƛƴƻǊ 
мέΥ Google, Msn search and Yahoo! search  

¶ In both cases use the name and ǘƘŜ ǎǳǊƴŀƳŜ ƻŦ άƳƛƴƻǊ мέ  ōŜǘǿŜŜƴ ƛƴǾŜǊǘŜŘ ŎƻƳƳŀǎ όŜΦƎΦ άWƻƘƴ {ƳƛǘƘέύ ŀǎ ƪŜȅ ǎŜŀǊŎƘ ǘŜǊƳǎ 

http://www.google.com/webhp?hl=en
http://search.yahoo.com/
http://search.yahoo.com/
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By default, Which of the following 

ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ΨǇǳōƭƛŎΩκǾƛǎƛōƭŜ ǘƻ ǿƘƻƳΚ 

Mark all that applies: 

My current 

profile contains 

the following 

information  

Visible to 

άaƛƴƻǊ нέ  

Visible to 

ά!Řǳƭǘ мέ (your 

contact) 

Visible to 

ά!Řǳƭǘ нέ (user 

of this website, 

but not your 

contact) 

Visible to other 

people who are 

non-users of 

this website 

Observations 

Real name (First and last)       

Real name (only first)       

Nickname       

e-mail       

Date of birth       

Gender       

School you attend       

Nationality       

Your location       

Hobbies       

Home address       

Place of residence       

School address       

Telephone or cell phone number       

¸ƻǳǊ ƭƛǎǘ ƻŦ ŎƻƴǘŀŎǘǎκέŦǊƛŜƴŘǎέ       

Comments/messages posted by other 
ǳǎŜǊǎ ƻƴ Ƴȅ άǇǳōƭƛŎ ǇǊƻŦƛƭŜέ 

      

Your online status       

Games you play       

Your game history       

Online achievements       



52 

 

Groups you belong to. Specify which ones       

Other, please specify:       

пΦ  {LDb Lb !{ άaLbhw мέΦ ¦{LbD ¢I9 59C!ULT SETTINGS OF THIS ACCOUNT, I.E. WITHOUT CHANGING ANY SETTINGS, INDICATE WHICH OF THE FOLLOWING THINGS YOU 

CAN DO 

By default, ǿƘŜƴ ǎƛƎƴŜŘ ƛƴ ŀǎ άaƛƴƻǊ мέΥ YES 

 

YES, but I need 

permission from 

the user who 

posted it on my 

profile 

NO Not 

available on 

this website 

Observations 

L ŀƳ ŀōƭŜ ǘƻ ŘŜƭŜǘŜ ǇƻǎǘƛƴƎǎκŎƻƳƳŜƴǘǎ L ƘŀǾŜ ƳŀŘŜ ƻƴ Ƴȅ ΨǇǳōƭƛŎ ǇǊƻŦƛƭŜΩΣ 
i.e. my profile as others can see it 

     

I am able to delete pictures/videos I have uploaded on my public profile (e.g. 
by deleting tags) 

     

I am able to delete postings/comments others have made about me/my 
ǇƛŎǘǳǊŜǎκǾƛŘŜƻǎ ƻƴ Ƴȅ ΨǇǳōƭƛŎ ǇǊƻŦƛƭŜΩ 

     

I am able to delete pictures/videos others have uploaded of me on my public 
profile (e.g.by deleting tags) 

     

I am able to delete pictures/videos others have uploaded of me on their 
public profile (e.g.by deleting tags) 

     

Something else happens. Please specify:  

5.  {LDb Lb !{ άaLbhw мέ. USING THE DEFAULT SETTINGS OF THIS ACCOUNT, I.E. WITHOUT CHANGING ANY SETTINGS, INDICATE WHICH OF THE FOLLOWING THINGS CAN 

HAPPEN ON YOUR PROFILE.  

 

.ȅ ŘŜŦŀǳƭǘΣ ǿƘŜƴ ǎƛƎƴŜŘ ƛƴ ŀǎ άaƛƴƻǊ мέΥ YES 

 

YES, but I must 

approve it before it 

is published 

NO 

 

Not available 

on this 

website 

Observations 

!ƭƭ ǳǎŜǊǎ Ŏŀƴ Ǉƻǎǘ ŎƻƳƳŜƴǘǎ ƻƴ Ƴȅ άǇǳōƭƛŎ ǇǊƻŦƛƭŜέ όƛΦŜΦ ǘƘŜ ǇǳōƭƛŎ 
space with information about me that others can see of me) 

     

Only my contacts/friends can post comments on my public profile      
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All users can send me private messages (messages via e-mail, IM, 
forum, etc. that only the sender and I can see) 

     

Only my contacts/friends can send me private messages (messages 
via e-mail, IM, forum, etc. that only the sender and I can see) 

     

Something else happens. Please specify:  

6. KEEP ON USING YOUw twhCL[9 άaLbhw мέΦ EXPLORE THE PRIVACY SETTINGS ON YOUR PROFILE AND ANSWER THE FOLLOWING QUESTIONS. ONLY IF NEEDED YOU MAY 

SIGN IN AS OTHER USERS AS WELL. 

!ǎ άaƛƴƻǊ мέ ƻƴ ǘƘƛǎ ǿŜōǎƛǘŜΣ L can do the following: YES 

 

NO Not available 

on this website 

Observations 

Report abuse or bullying     

Block other users from contacting me      

Block other users from viewing my profile     

Reject friendship requests     

Specify who or which groups of users can contact me (defined by age, 
gender, etc.) 

    

Restrict the search options of other users so that they cannot find me (e.g. 
Do not allow adults to find/contact me)? 

    

Set my profile to private, i.e.my full profile cannot be viewed or I cannot be 
ŎƻƴǘŀŎǘŜŘ ŜȄŎŜǇǘ ōȅ ΨŦǊƛŜƴŘǎΩ ƻƴ Ƴȅ ŎƻƴǘŀŎǘ ƭƛǎǘ 

    

I have to change settings before my personal information can be visible to 
adult users 

    

I have to change settings for my personal information (all the information 
contained on my current profile including pictures, contacts list, posts, etc.) 
to be viewed by other minors 

    

I have control over the display of my online status. I can decide if other 
ǇŜƻǇƭŜ Ŏŀƴ ǎŜŜ ƳŜ ǿƘŜƴ LΩƳ ƻƴƭƛƴŜ 

    

 I can decide who can have access to my whole gamer profile      

I can decide who can have access to which specific parts of my gamer profile 
(e.g. history, online achievements, etc.) 

    

This website provides me with other privacy features. Please specify how 
they work 
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7.  KEEP ON USING YO¦w twhCL[9 άaLbhw мέΦ Lb w9[!¢Lhb ¢h THE PRIVACY SETTINGS YOU JUST EXPLORED, HOW EASY/DIFFICULT WAS IT TO DO THE FOLLOWING? 

 

hƴ ǘƘŜ {b{Σ Ƙƻǿ Ŝŀǎȅ ǿŀǎ ƛǘ ǘƻΧΚ Very easy Easy Not easy but 

not difficult  

Difficult Very 

difficult  

Not available on 

this website 

Report abuse or bullying       

Block other users from contacting me        

Block other users from viewing my profile       

Reject friendship requests       

Specify who or which groups of users can contact me (defined by 
age, gender, etc.) 

      

Restrict the search options of other users so that they cannot find 
me (e.g. Do not allow adults to find/contact me)? 

      

Set my profile to private, i.e.my full profile cannot be viewed or I 
Ŏŀƴƴƻǘ ōŜ ŎƻƴǘŀŎǘŜŘ ŜȄŎŜǇǘ ōȅ ΨŦǊƛŜƴŘǎΩ ƻƴ Ƴȅ ŎƻƴǘŀŎǘ ƭƛǎǘ 

      

I have to change settings before my personal information can be 
visible to adult users 

      

I have to change settings for my personal information (all the 
information contained on my current profile including pictures, 
contacts list, posts, etc.) to be viewed by other minors 

      

I have control over the display of my online status. I can decide if 
ƻǘƘŜǊ ǇŜƻǇƭŜ Ŏŀƴ ǎŜŜ ƳŜ ǿƘŜƴ LΩƳ ƻƴƭƛƴŜ 

      

 I can decide who can have access to my whole gamer profile        

I can decide who can have access to which specific parts of my 
gamer profile (e.g. history, online achievements, etc.) 

      

use additional privacy feature X. If this website contains any 
additional privacy features, please refer to them here 

      

use additional privacy feature Y. If this website contains any 
additional privacy features, please refer to them here 
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8. ARE THERE ANY MECHANISMS IN PLAC E ON THIS WEBSITE TO AVOID THAT REGISTERED MINORS (E.G. MINORS 1 AND 3) GET ACCESS TO INAPROPRIATE OR UNWANTED 
(BUT NOT ILLEGAL) CONTENT? 
 

 Which of the following mechanisms are employed by this website to avoid that 
minors have access to inappropriate or unwanted content? 

YES 
 

NO Observations 

Family or parental Filtering    

Automatically blocking of inappropriate content for children younger than a certain 
minimum age 

   

Warnings placed on the content itself so that users can make informed decisions 
regarding if they want to access that content or not (e.g. explicitly mentioning which 
ǾƛŘŜƻƎŀƳŜǎ ŀǊŜ ŀǇǇǊƻǇǊƛŀǘŜ ŦƻǊ ǿƘƛŎƘ ŀƎŜ ǎŜƎƳŜƴǘΤ ǿǊƛǘǘŜƴ ǿŀǊƴƛƴƎǎ ǎǳŎƘ ŀǎ άthe 
game/video/photo you are about to play/watch contains strong violent images. Are 
ȅƻǳ ǎǳǊŜ ȅƻǳ ǿŀƴǘ ǘƻ ǎŜŜ ƛǘΚέΣ ŜǘŎΦύ 

   

Other mechanisms. Please specify how this provider makes sure that children and 
young people registered on their website are not exposed to inappropriate content 
on their website 

 

 
9. ARE THERE ANY MECHANISMS IN PLAC E ON THIS WEBSITE TO AVOID THAT NON-REGISTERED MINORS GET ACCESS TO INAPROPRIATE OR UNWANTED (BUT NOT 
ILLEGAL) CONTENT? 
 

Which of the following mechanisms are employed by this website to avoid that 
minors have access to inappropriate or unwanted content? 

YES 
 

NO Observations 

Family or parental Filtering    

Automatically blocking of inappropriate content for children younger than a 
certain minimum age 

   

Warnings placed on the content itself so that users can make informed decisions 
regarding if they want to access that content or not (e.g. explicitly mentioning 
which videogames are appropriate for which age segment; written warnings 
ǎǳŎƘ ŀǎ άǘƘŜ ƎŀƳŜκǾƛŘŜƻκǇƘƻǘƻ ȅƻǳ ŀǊe about to play/watch contains strong 
ǾƛƻƭŜƴǘ ƛƳŀƎŜǎΦ !ǊŜ ȅƻǳ ǎǳǊŜ ȅƻǳ ǿŀƴǘ ǘƻ ǎŜŜ ƛǘΚέΣ ŜǘŎΦύ 

   

Other mechanisms. Please specify how this provider makes sure that children  
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and young people registered on their website are not exposed to inappropriate 
content on their website 

10.   WITHOUT SIGNING IN AS ANY USER, IS THERE INFORMATION ON THIS WEBSITE ABOUT THE FOLLOWING? 

Does this website provide the following information? YES 

 

NO Observations 

Information/tips for parents on the available tools for wider internet access (e.g. 
the benefits of using filtering tools and/or parental controls) and how they can 
be used to help them protect young people 

   

Information/tips for parents on the available tools on this website (e.g. parental 
controls, filtering tools, etc. provided by this website) and how they can be used 
to help them protect young people 

   

Any other relevant information/advice/tools to help parents support their 
children in managing a safe online experience on this website. Please specify:  

   

 
Alternative ways of implementing Principle 3 on this website 
 
 
 
 
 
 

Section 4 
Principle 4: Provide easy-to-use mechanisms to report conduct or content that violates the Terms of Service 

 

3. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not been included in this test. Include 
information on: 

a. How this provider assists children and young people in managing their experience on their service, particularly with regard to inappropriate or 
unwanted (but no illegal) content or conduct 

b. Refer to any tools/functionalities employed by this provider to minimise the risk of unwanted or inappropriate contact between children/young 
people and adults 

4. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, 
links to relevant additional information on the website, etc.  
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1. IN THE FOLLOWING EXERCISE YOU WILL HAVE TO MEASURE THE TIME IT TAKES YOU TO FIND THE REPORTING MECHANISMS ON THE WEBSITE YOU ARE TESTING. USE A   

CHRONOMETER TO MEASURE THE EXACT AMOUNT OF TIME IT TAKES YOU TO FIND THEM. START ALL THE TASKS FROM THE HOMEPAGE OF THE SNS 

Starting from the homepage, find the following: Time (in seconds) to find this info  Info not available on this website 

Abuse Report Form    

Report abuse via e-mail   

Link to abuse report form from an external local agency or organization, 
e.g. Inhope, Insafe, ChildNet, etc.  

  

A hotline/phone  number to contact a safety expert/responsible from 
within this website 

  

A hotline/phone  number to contact a safety expert from another 
organization 

  

A link/information on Violation of terms and where and how to report 
them 

  

An indication of how reports are typically handled by this website   

Other reporting mechanism, please specify:    

 
2.  MENTION ALL THE EXISTING MECHANISMS AND TOOLS AVAILABLE ON THIS WEBSITE TO REPORT ABUSE/VIOLATIONS OF TERMS OF USE/POLICY. INSPECT THE WEBSITE 
CAREFULLY AND READ THE TERMS OF SERVICE, ACCEPTABLE USE POLICY AND/OR COMMUNITY GUIDELINES PROVIDED ON YOUR SNS AND ANSWER THE FOLLOWING 
QUESTIONS: 
 

Mention all the possible mechanisms  and tools available to report 
abuse/violations of Terms of Use/policy on this site: 

YES  NO  
(not 
available 
on this 
website) 

Observations 

A button to flag inappropriate content    

A report button    

Abuse Report Form    

Report abuse via e-mail    

Link to abuse report form from an external local agency or organization, e.g.    
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Inhope, Insafe, ChildNet, etc.  

A hotline/phone  number to contact a safety expert/responsible from within this 
website 

   

A hotline/phone  number to contact a safety expert from another organization    

A link/information on Violation of terms and where and how to report them    

An indication of how reports are typically handled by this website    

Other, please specify:   

 
3. WHILE PLAYING AN ONLINE GAME AGAINST MINOR 3, MINOR 1 WAS CONTINUOUSLY HARASSED BY THIS PLAYER. REPORT MINOR 3`S HARASSING BEHAVIOUR WHILE 
PLAYING. USE THE MOST READILY AVAILABLE REPORTING MECHANISM ON THE WEBSITE THAT A CHILD OF THIS AGE WOULD NORMALLY USE TO REPORT THE SITUATION.  
ANSWER THE QUESTIONS BELOW IN RELATION TO THE REPORTING MECHANISMS/TOOLS AVAILABLE  
 

¶ Because it may take some time before the SNS sends a reply to Minor 1 about the report, some of the following questions may be answered at a later time. Please 
keep on checking the email address you used to report the problem to the SNS until right before you submit your report.  Do not forget to check your spam as well 
because these types of messages may also arrive directly to the spam folder.  

 
 

TESTED REPORTING MECHANISM: ____________________________________________________________________________________________________________ 

In relation to the reporting mechanism/tool 1 available on the site Yes No Not available on 

this website  

Observations 

The instructions on how  to use the reporting tools/mechanism are 
written using plane and succinct language, easy for a child of this age to 
understand 

    

The instructions on how  to use the reporting tools/mechanism do not 
contain excessive technical jargon difficult for a child of this age to 
understand 

    

The instructions on how  to use the reporting tools/mechanism are 
easily seen because they are prominently placed on the SNS  

    

there is no need to excessively scroll the webpage(s) to find instructions 
on how  to use the reporting tools/mechanism  

    

The reporting mechanism/tool can be accessed at all times from the 
SNS 
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There is a link to the report mechanism/tool on every page on this 
website 

    

I could successfully report abuse without encountering any difficulties in 
the whole process 

    

I could report abuse, but I encountered some difficulties during the 
process (please specify which difficulties you encountered in the 
comments section) 

    

The report mechanism/tool sends a notification of receipt to the user 
indicating that the report is being handled 

    

The report mechanism gives feedback to the user about the report 
result. If so, how long did it take to get an answer? 

    

Abuse report mechanism/tool asked for information I could not provide     

Abuse report mechanism/tool asked for unnecessary or irrelevant 
information* (i.e. additional details without which an efficient report 
could still be handled). 
*Include concrete examples of unnecessary information in the 
Observations section  

    

If there are forums or volunteer moderators on this website, can you 
report your problem to them or ask them for advice on how to report 
your problem? 

    

If you contacted any volunteer moderator or forum on your SNS, did 

you get successful guidance/information from them? 

    

 

Alternative ways of implementing Principle 4 on this website 
 
 
 
 
 
 
 
 

3. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not been included in this test. Include 
information on: 

a. Any additional mechanisms employed by this provider to report inappropriate content, contact or behaviour as outlines in their Terms of Service, 
community guidelines, etc. 

4. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, 
links to relevant additional information on the website, etc.  

 



61 

 

Section 5 
 

Principle 6: Enable and encourage users to employ a safe approach to personal information and privacy 
 

мΦ   {LDb Lb !{ άaLbhw мέΣ ²IL/I hC ¢I9 FOLLOWING INFORMATION NEEDS YOUR PERMISSION BEFORE BEING VISIBLE TO OTHER USERS? 

  Which of the following information 

needs your permission before being 

made public (i.e. visible) to the following 

people? Mark all the instances that 

require your consent 

Your current 

profile 

contains this 

info 

±ƛǎƛōƭŜ ǘƻ άaƛƴƻǊ нέ  

after your consent 

Visible to 

ά!Řǳƭǘ мέ 

(your 

contact) 

after your 

consent 

±ƛǎƛōƭŜ ǘƻ ά!Řǳƭǘ нέ 

(user of this website, 

but not your contact) 

after your consent 

Visible to other people 

who are non-users of this 

website after your 

consent 

Observations 

Real name (First and last)       

Real name (only first)       

Nickname       

e-mail*        

Date of birth       

Gender       

School you attend       

Nationality       

School address       

Hobbies       

Home address       

Place of residence       

Telephone or cell phone number       

Your location       

Your game history       

Your online achievements       

Your bio       
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Your online status       

¸ƻǳǊ ƭƛǎǘ ƻŦ ŎƻƴǘŀŎǘǎκέŦǊƛŜƴŘǎέ       

Comments/messages posted by other 
ǳǎŜǊǎ ƻƴ Ƴȅ άǇǳōƭƛŎ ǇǊƻŦƛƭŜέ  

      

Other, please specify:       

 
2.   EXPLORE THE PRIVACY SETTINGS OPTIONS AND GUIDANCE AVAILABLE ON THIS WEBSITE AND ANSWER THE FOLLOWING QUESTIONS  
 

Lƴ ǊŜƭŀǘƛƻƴ ǘƻ ǇǊƛǾŀŎȅ ƛƴŦƻǊƳŀǘƛƻƴκƎǳƛŘŀƴŎŜ ŀǾŀƛƭŀōƭŜ ƻƴ ǘƘƛǎ ǿŜōǎƛǘŜΧ YES  
 

NO Observations 

While adding information to your profile, were you informed/made aware that (some of) this 
information would be made visible/available to other users? 

   

Did you receive any supporting information on the consequences of posting this information 
online? 

   

Did you get any information/guidance on how make your profile as private as possible?     

Are you able to view your privacy status or settings at any given time?    

 

4. IN THIS SECTION YOU WILL HAVE TO EXPLORE SOME OF THE PRIVACY SETTINGS AVAILABLE ON THIS WEBSITE. FOLLOW THE INSTRUCTIONS: 

¶ Sign in as Minor 1 

¶ Restrict access to your location and bio to all other users except to Minor 2. Other users may still contact you. 

¶ Block adult 2 so that he is not able to have access to any of your information on your profile and also to contact YOU. Block this user. 

¶ Right after answering questions 3 and 4 make sure your privacy settings are set back to the default privacy settings, i.e. undo all the privacy settings you may have 
changed.  

 

After having restricted access to your 

information on this website, can other 

users still have access to the following 

information on your profile? 

Your 

current 

profile 

contains 

this info 

Visible to 

άaƛƴƻǊ нέ   

Visible to 

άaƛƴƻǊ оέ   

Visible to 

ά!Řǳƭǘ мέ  

±ƛǎƛōƭŜ ǘƻ ά!Řǳƭǘ нέ 

(user of this 

website, but not 

your contact) after 

my consent 

Visible to other people who 

are non-users of this 

website  

Observations 

Real name (First and last)        
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Real name (only first)        

Nickname        

e-mail*         

Date of birth        

Gender        

School you attend        

Nationality        

School address        

Hobbies        

Home address        

Place of residence        

Telephone or cell phone number        

Your location        

Your game history        

Your online achievements        

Your bio        

Your online status        

Your list of ŎƻƴǘŀŎǘǎκέŦǊƛŜƴŘǎέ        

Comments/messages posted by other 
ǳǎŜǊǎ ƻƴ Ƴȅ άǇǳōƭƛŎ ǇǊƻŦƛƭŜέ  

       

The information (location + bio) that 
should only be visible to Minor 2 

       

Other, please specify:        
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4.   ANSWER THE FOLLOWING QUESTIONS IN RELATION TO THE PRIVACY SETTINGS AVAILABLE ON THIS WEBSITE 
 

Lƴ ǊŜƭŀǘƛƻƴ ǘƻ ǘƘŜ ǇǊƛǾŀŎȅ ǎŜǘǘƛƴƎǎ ŀǾŀƛƭŀōƭŜ ƻƴ ǘƘƛǎ ǎƛǘŜΧ Yes No Not available on this 

website  

Observations 

The instructions on how  to use the privacy settings are written 
using plane and succinct language, easy for Minor 1 to 
understand 

    

The instructions on how  to use the privacy settings do not 
contain excessive technical jargon difficult for a child of this age 
to understand 

    

The instructions on how  to use the privacy settings are easily 
seen because they are prominently placed on the SNS  

    

there is no need to excessively scroll the webpage(s) to find 
instructions on how  to change privacy settings  

    

The privacy settings can be accessed at all times from the SNS     

There is a link to the privacy settings on every page on this 
website 

    

I could successfully restrict access to the information that was 
only supposed to be viewed by Minor 2 without encountering 
any difficulties in the whole process 

    

I could restrict access to the information that was only 
supposed to be viewed by Minor 2, but I encountered some 
difficulties during the process. Please specify which difficulties 
you encountered in the comments section 

    

I could successfully block Adult 2 without encountering any 
difficulties in the whole process 

    

I could block Adult 2, but I encountered some difficulties during 
the process. Please specify which difficulties you encountered 
in the comments section 
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IN THIS LAST TASK YOU WILL HAVE TO EVALUATE HOW EASY IT IS TO DETELE AN EXISTING USER PROFILE ON THIS SNS. AS ALL YOUR PREVIOUS PROFILES SHOULD REMAIN 
ACTIVE EVEN AFTER THE TEST HAS FINISHED, YOU WILL HAVE TO CREATE A NEW USER ACCOUNT).  PLEASE KEEP IN MIND THAT NONE OF YOUR PREVIOUS ACCOUNTS 
SHOULD BE DELETED. 

¶  Create a new user account for a minor (e.g. Minor3` s brother).  

¶ Fill in some personal information for this new profile (e.g. name, age, place of residence, hobbies, etc.).  

¶ Add some extra information to this account (e.g. upload a couple of pictures, comments, etc.). 

¶ Delete this account. 
 

ONCE YOU HAVE DELETED THIS NEW ACCOUNT, ANSWER THE FOLLOWING QUESTIONS:   
 

5.    HOW EASY WAS IT TO DO THE FOLLOWING?  

 

hƴ ǘƘŜ {b{Σ Ƙƻǿ Ŝŀǎȅ ǿŀǎ ƛǘ ǘƻΧΚ Very easy easy Not easy but 

not difficult  

difficult  Very 

difficult  

Not available on 

this website 

Delete the profile you just created?       

Find instructions on how to delete this account?        

Find information on the consequences of deleting your profile (e.g. 
your profile will be deleted, but some information will be retained by 
the provider, etc.)  

      

 

7. WHAT HAPPENED WHILE 59[9¢LbD άaLbhw оέ tROFILE? 

 

While deleting this profile: YES 

 

NO Observations 

I could find easy-to-understand information on how to delete/deactivate my 
profile  

   

There was a clear link/button provided for deleting/deactivating my profile    

I could only deactivate my profile but not completely delete it    

The provider clearly states what personal information they collect/retain after 
deleting/deactivating my profile  

   

The provider clearly states how my personal information is/may be used once 
my profile is deleted/deactivated 
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Alternative ways of implementing Principle 6 on this website 
 
 
 
 
 
 
 

1. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not been included in this test. Include 
information on: 

a. Any additional functionality/tool, etc. that may support children and young people make informed decisions about the information they post online. 
2. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, 

links to relevant additional information on the website, etc.  
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ANNEX 5. TESTING SCENARIO SNS GAMING PLATFORMS (CONSOLE) 

 
Name of SNS being reviewed  

URL of SNS  

Date(s) of testing  

Name of tester  

Contact e-mail of tester  

Contact phone of tester  

Browser used for testing Chrome Firefox I Explorer(7/8) Opera Safari Other, please 
specify 

Section 1 

Principle 1: Raise awareness of safety education messages and acceptable use policies to users, parents, teachers and carers in a prominent, clear and 

age-appropriate manner 

1.  IN THE FOLLOWING EXERCISE YOU WILL HAVE TO MEASURE THE TIME IT TAKES YOU TO FIND SOME INFORMATION ON THE CONSOLE YOU ARE TESTING. USE A 

CHRONOMETER TO MEASURE THE EXACT AMOUNT OF TIME IT TAKES YOU TO FIND THE FOLLOWING INFORMATION. START ALL THE TASKS FROM THE HOMEPAGE OF THE 

SNS WITHOUT REGISTERING AS A USER. 

Starting from the homepage, find information about Time (in seconds) to find this info  Info not available on this console 

Terms of Use   

Privacy  information   

Tips or educational material on how to use the internet safely (for children)   

Tips or educational material on how to use the internet safely (for parents, 
teachers, other carers) 

  

Tips or educational material on how to use this console safe safely (for children)   

Tips or educational material on how to use this console safely (for parents,   
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teachers, other carers) 

External links/referrals  to educational materials about child safety   

External links/referrals about organizations/authorities active in child safety, e.g. 
Insafe, national hotline, police, etc. 

  

 
2.   WITHOUT REGISTERING AS A USER, YET. PLEASE ANSWER THE FOLLOWING QUESTIONS: 
 

This console contains the following type of information. Please 
mark all that applies:  

YES   NO Observations 

Tips/information for children and young people on how to navigate 
this specific console safely and responsibly 

   

Tips/information for parents, teachers or other adult carers on how 
to help their children navigate this console safely 

   

Terms of use/service for this console     

Information on what constitutes inappropriate behaviour on this 
console and the consequences thereof (e.g. a code of conduct) 

   

Privacy policy or privacy information about this console    

General safety tips/information specifically targeted at children and 
young people on how to surf the Internet safely and responsibly, for 
ƛƴǎǘŀƴŎŜ ǘƘǊƻǳƎƘ ΨIŜƭǇ ǇŀƎŜǎΩ 

   

General safety tips/information or educational materials specifically 
targeted at parents, teachers or other carers to help children surf 
the Internet safely and responsibly  

   

Other. Please specify:  

 
3.   WHAT KIND OF INFORMATION DOES THIS CONSOLE PROVIDE ABOUT SPECIFIC ONLINE RISKS? PLEASE MARK ALL THAT APPLIES. 
 

Does this console provide any information regarding the 

following online risks?  Please choose ALL that apply  

YES YES, but it is difficult to 

understand for children and 

young people 

NO Observations 

The possibility of seeing or being the subject of images of 
child abuse 

    



69 

 

Hate speech     

Pornography or sexual content     

Violence     

Inappropriate contact from adults with a sexual interest in 
children 

    

Bullying     

Divulging personal information     

Posting sexually provocative photographs     

Information on self-harm actions (anorexia, suicide, etc.)     

Other, please specify:  

4.   WHAT IS THE FORMAT OF THE SAFETY INFORMATION PROVIDED ON THIS CONSOLE? CHOOSE ALL THAT APPLY 

The safety (educational) information on this console 
contains (Please mark all that applies):  

YES  NO Observations 

Audio-visual fragments (video / audio fragments, 
animations, etc.) 

   

Quizzes or games    

Concrete examples related to safety (e.g. anecdotes, 
information on concrete consequences of safety threats, 
etc.) 

   

External links/referrals  to educational materials about 
child safety 

   

External links/referrals about organizations/authorities 
active in child safety, e.g. Insafe, national hotline, police, 
etc. 

   

Written texts about safety    

If written texts are used, short pieces of text are used (no 
more than 1 or 2 short paragraphs per idea/caption) 

   

If written texts are used, they are formatted with sub 
heads, bullets and other devices (e.g. visible links) that 
facilitate skimming and scanning of info rather than plain 
reading  
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Other. Please specify:  
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5.   WHAT KIND OF INFORMATION IS PRESENT IN THE TERMS OF SERVICE/USE OF THIS CONSOLE?  PLEASE CHOOSE ALL THAT APPLY  

In their Terms of Service/use does this console clearly state the following?  

Please choose ALL that apply  

YES   YES, but it is difficult to 

understand for 

children/young people 

NO Observations 

Content that is not allowed on the social network (e.g. pornographic or racist 
content) 

    

Conduct (behaviour/actions) that is not allowed (e.g. bullying, harassment, 
racist comments)                          

    

Consequences of engagement in prohibited behaviour/actions (e.g. your 
user profile/messages/photos might be deleted, or police contacted) 

    

Age requirements     

Other. Please specify  

6.   WHAT IS THE FORMAT OF THE INFORMATION ABOUT THE TERMS OF SERVICE/USE OR CODE OF CONDUCT PROVIDED ON THIS CONSOLE? CHOOSE ALL THAT APPLY 

The information about the Terms of service/use or Code 
of conduct provided on this console is presented in the 
form of (Please mark all that applies):  

YES  NO Observations 

Audio-visual fragments (video / audio fragments, 
animations, etc.) 

   

Quizzes or games    

Concrete examples related to safety (e.g. anecdotes, 
information on concrete consequences of safety threats, 
etc.) 

   

External links/referrals  to educational materials about 
child safety 

   

External links/referrals about organizations/authorities 
active in child safety, e.g. Insafe, national hotline, police, 
etc.  

   

Written texts about the Terms and conditions    
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If written texts are used, short pieces of text are used (no 
more than 1 or 2 short paragraphs per idea/caption) 

   

If written texts are used, they are formatted with sub 
heads, bullets and other devices (e.g. visible links) that 
facilitate skimming and scanning of info rather than plain 
reading  

   

Other. Please specify:  

 
7. THINKING FROM THE PERSPECTIVE OF A CHILD YOUNGER THAN 13 YEARS OLD (E.G. PERSONA MINOR 3), ANSWER THE FOLLOWING QUESTIONS. IF THE CONSOLE YOU 
ARE TESTING HAS A MINIMUM AGE REQUIREMENT OF 13 YEARS OLD OR OLDER, QUESTIONS 7 AND 8 SHOULD NOT BE ANSWERED AND YOU SHOULD CONTINUE WITH 
QUESTION 9.  
 

The safety tips and educational materials on this console YES NO Observations 

are presented using plain and succinct language appropriate for a child of 
this age 

   

do not contain technical jargon difficult for a child of this age to 
understand 

   

are easily seen because they are prominently placed on the SNS     

there is no need to excessively scroll the webpage(s) to find this 
information  

   

 
8.  THINKING FROM THE PERSPECTIVE OF A CHILD YOUNGER THAN 13 YEARS OLD (E.G. MINOR 3), ANSWER THE FOLLOWING QUESTIONS. IF THE CONSOLE YOU ARE 
TESTING HAS A MINIMUM AGE REQUIREMENT OF 13 YEARS OLD OR OLDER, QUESTION 8 SHOULD NOT BE ANSWERED AND YOU SHOULD CONTINUE WITH QUESTION 
  

The information related to the console privacy and safety policy (e.g. 
Terms and Conditions, Safety policy, Code of conduct, etc.)  

YES NO Observations 

is presented using plain and succinct language for a child of this age    

does not contain excessive technical jargon difficult for a child of this age 
to understand 

   

is easily seen because it is prominently placed on the SNS     

there is no need to excessively scroll the webpage(s) to find this 
information  
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9.   THINKING FROM THE PERSPECTIVE OF A 13-17 YEARS OLD TEENAGER (E.G. MINOR 1 AND MINOR 2), ANSWER THE FOLLOWING QUESTIONS: 

 

The safety tips and educational materials on this console YES NO Observations 

are presented using plain and succinct language appropriate for a child of 
this age 

   

do not contain excessive technical jargon difficult for a child of this age to 
understand 

   

are easily seen because they are prominently placed on the SNS     

10.   THINKING FROM THE PERSPECTIVE OF A 13-17 YEARS OLD TEENAGER (E.G. MINOR 1 AND MINOR 2), ANSWER THE FOLLOWING QUESTIONS: 

The information related to the console privacy and safety policy (e.g. 

Terms and Conditions, Safety policy, Code of conduct, etc.)  

 

YES NO Observations 

is presented using plain and succinct language for a child of this age    

does not contain excessive technical jargon difficult for a child of this age 
to understand 

   

is easily seen because it is prominently placed on the SNS     

 
Alternative ways of implementing Principle 1 on this console 
 
 

 
 
 

 
 

3. Here refer to any alternative ways this Principle has been implemented on this specific console and which has not been included in this test 

4. Clearly specify the places on the console where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, links 

to relevant additional information on the console, etc.  
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Section 2 

Principle 2: Work towards ensuring that services are age-appropriate for the intended audience 

1.   WHICH OF THE FOLLOWING STATEMENTS ARE TRUE OF THE CONSOLE YOU ARE TESTING? 
 

TƘƛǎ ŎƻƴǎƻƭŜΧ YES         NO 
 

Observations 

clearly indicates which services are not appropriate for children and 
young people or where a minimum registration age applies 

   

encourages the uptake of parental controls by prominently displaying 
how these tooƭǎ ŀƭƭƻǿ ǇŀǊŜƴǘǎ ǘƻ ƳŀƴŀƎŜ ǘƘŜƛǊ ŎƘƛƭŘǊŜƴΩǎ ǳǎŜ ƻŦ ǘƘŜ 
service 

   

allows users to label, rate or age restrict content where appropriate    

ŀƭƭƻǿǎ ŀ ǇŀǊŜƴǘ ǘƻ ƳƻƴƛǘƻǊ ǘƘŜƛǊ ŎƘƛƭŘΩǎ ŀŎǘƛǾƛǘƛŜǎ ƻƴ ǘƘŜ {b{    

does something else to ensure that its services are age-appropriate for 
the intended audience. Please specify what they do: 

 

 

BEFORE CONTINUING ANSWERING THE NEXT SERIES OF QUESTIONS YOU MUST CREATE AN ACCOUNT OF A MINOR ON THIS CONSOLE (PERSONA MINOR 3). WHILE SIGNING 

UP ONLY INCLUDE THE MINIMUM INFORMATION REQUIRED BY THIS CONSOLE. IF YOU ARE ASKED ANY MANDATORY INFORMATION TO SIGN UP USE THE DATA FROM 

PERSONA MINOR 3).   

¶ If during the test you are required to provide any extra personal information not contained in the persona` s description, base yourself in the description provided in 

order to create credible information that matches the current PERSONA.  If necessary, you may provide credible, but not real addresses and/or telephone number(s).   

¶ If you are required to provide one (or more) e-mail accounts (for instance a child`s plus an adult`s email account), create as many e-mail accounts as necessary. Try 

to avoid using your existing personal e-mail accounts. 
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2.   WHAT TYPE OF INFORMATION DOES THIS CONSOLE REQUIRE FROM YOU TO LET YOU SIGN UP? 

*  If asked for your e-mail for verification purposes DO NOT check your e-mail, yet 

3.   AFTER SIGNING UP AS 9-YEAR OLD USER, WHAT HAPPENED? 

What happened during/after signing up? YES 

 

NO Observations 

I was able to sign up without parental consent    

I was able to sign up even though 9-year old children are not supposed  to 
use this console 

   

I was able to sign up even without verifying my e-mail*address    

I was able to sign up only after clicking on the verification link** sent to 
me via e-mail  

   

I was able to sign up only after my parent/guardian authorised  me to do 
so (e.g. via a confirmation e-mail) 

   

I coǳƭŘ ƻōǘŀƛƴ άǇŀǊŜƴǘŀƭ ŎƻƴǎŜƴǘέ ǘƻ ƻǇŜƴ ŀƴ ŀŎŎƻǳƴǘ ƻƴ ǘƘƛǎ ŎƻƴǎƻƭŜ 
through a fake account I created on the spot.  

   

When trying to sign up as a 9-year old this console requires you to 

submit the following information. Mark all that applies: 

YES NO Observations 

Name    

Nickname    

e-mail*     

Date of birth    

Sex    

Address or place of residence    

A valid telephone or mobile phone number    

Parental or guardian permission (e.g. via an e-mail sent to your 
parent/guardian)  

   

Other, please specify:    
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I was not able to sign up. The SNS denied the signing up due to age 
restrictions 

   

I was not able to sign up. The SNS denied the signing up, but I was not 
told why 

   

Other. Please specify:    

*If you were not asked for e-Ƴŀƛƭ ǾŜǊƛŦƛŎŀǘƛƻƴ ŘǳǊƛƴƎ ǎƛƎƴ ǳǇ ƳŀǊƪ άbƻǘ ŀǾŀƛƭŀōƭŜ ƻƴ ǘƘƛǎ ŎƻƴǎƻƭŜέ 

** If necessary you can check your e-mail verification now 

TO CONTINUE WITH THE TEST YOU WILL HAVE TO CREATE 4 NEW USER ACCOUNTS: TWO OF ADULT PROFILES AND TWO OF MINOR PROFILES. CREATE THESE ACCOUNTS 

USING THE INFORMATION FROM THE 2 GIRL TEENAGE (MINOR 1 AND 2) AND THE 2 ADULT PERSONAS YOU WERE GIVEN TOGETHER WITH THE INSTRUCTIONS OF THIS 

TEST.  

IF DURING THE TEST YOU ARE REQUIRED TO PROVIDE ANY EXTRA PERSONAL INFORMATION NOT CONTAINED IN THE PERSONAS` DESCRIPTION, BASE YOURSELF IN THE 

DESCRIPTION PROVIDED IN ORDER TO CREATE CREDIBLE INFORMATION THAT MATCHES THE CURRENT PERSONA.  IF NECESSARY YOU MAY PROVIDE CREDIBLE ADDRESS OR 

TELEPHONE NUMBER(S), BUT, BY NO MEANS, REAL ONES! 

4.   SIGN UP AS MINOR 1 AND ADULT 1, WHAT KIND OF INFORMATION DOES THIS CONSOLE REQUIRE FROM EACH OF THESE USERS? 
 

When signing up the SNS requires you to submit the following 

information. Mark all that applies: 

As minor 1 As adult 1 Observations 

Real name (First and last)    

Real name (only first)    

Nickname    

e-mail*     

Date of birth    

Gender    

School you attend    

Home address    

Place of residence    

School address    

Telephone or cell phone number    
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Other, please specify:    

BEFORE CONTINUING WITH THE TEST, FOLLOW THESE STEPS: 

 

¶ Do not change any settings on your accounts because in the next section you will have to perform some tests with these default settings. 

¶  Create user accounts for Minor 2 and Adult 2.  

¶ Add as much information as possible to ALL THE profiles (Minors 1, 2 and 3 and adults 1 and 2), but do not change any settings. The account settings should be the 

default ones.    

¶ /ƘŀƴƎŜ aƛƴƻǊ оΩǎ ŀƎŜ ǘƻ м3 (For the rest of the test Minor 3 should be 13).  

¶ Minors 1, 2 and 3 should be each other`s friends. Add them to each other`s contacts/friends. 

¶ If possible, Post some comments (e.g. your favourite videogames) on your own profile  

¶ If possible on this consoƭŜΣ tƻǎǘ ǎƻƳŜ ƛƴŦƻǊƳŀǘƛƻƴ όŎƻƳƳŜƴǘǎ ŀōƻǳǘ ƎŀƳŜǎΣ ŜǘŎΦύ ƻƴ ŜŀŎƘ ƻŦ ȅƻǳǊ ǳǎŜǊǎ ΨǇǊƻŦƛƭŜǎ ǎƻ ǘƘŀǘ ǘƘŜȅ ƭƻƻƪ άǎƻŎƛŀƭƭȅέ ŀŎǘƛǾŜΦ  

¶ ά!Řǳƭǘ нέ ǎƘƻǳƭŘ ƻƴƭȅ ōŜ ŦǊƛŜƴŘ ƻŦ !Řǳƭǘ мΣ ōǳǘ ƴƻǘ ƻŦ ŀƴȅ  ƻŦ ǘƘŜ ƻǘƘŜǊ ǳǎŜǊǎ ȅƻǳ ŎǊŜŀǘŜŘΦ  

¶ From now on you will have to use one or several of the user profiles you created Depending on the question you have to answer. Sign in with the most appropriate 

profile according to the tasks you have to perform.  

¶ Write down the user names, passwords and age of ALL your accounts. 

 

User name Adult 1:  

Password Adult 1 account:  

Age:  

User name Adult 2:  

Password Adult 2 account:  

Age:  

User name Minor 1:  

Password Minor 1 account:  

Age:   

User name Minor 2:  

Password Minor 2 account:  

Age:  

User name Minor 3:  
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Password Minor 3 account:  

Age:   

 
Alternative ways of implementing Principle 2 on this console 
 
 
 

 
 
 
 
 
 

Section 3 
Principle 3: Empower users through tools and technology 

1.   USING THE DEFAULT SETTINGS OF YOUR SNS ACCOUNT, I.E. WITHOUT CHANGING ANY SETTING{Σ {LDb Lb !{ ά!5¦[¢ 1έ !b5 Lb±L¢9 άaLbhw мέ ¢h .9/ha9 ¸h¦w 

άCwL9b5έκ/hb¢!/¢Φ !bSWER THE FOLLOWING QUESTIONS: 

.ȅ ŘŜŦŀǳƭǘΣ ǿƘŜƴ ǎƛƎƴŜŘ ƛƴ ŀǎ ά!Řǳƭǘ мέΥ  YES 

 

NO L ŘƻƴΩ ƪƴƻǿκƛǘ 

ŘƻŜǎƴΩǘ ǎŀȅ 

Observations 

I am allowed to add minors to my contacts list without any restrictions      

I am allowed to add minors to my contacts list but before being able to do 
it I receive a warning (e.g. Are you sure you know this person?) 

    

I need to sign a special agreement/form before being able to add children 
to my contacts list 

    

I receive information on the consequences of contacting minors in non-     

11. Here refer to any alternative ways this Principle has been implemented on this specific console and which have not been included in this test: 
a. Specify if and how this console has considered how their service may be associated with potential risks to children and young people, where it is 

intended for them to use the service* 
b. Specify the mechanisms/measures employed by this console is order to limit exposure to potentially inappropriate content and contact 

12. Clearly specify the places on the console where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, 
links to relevant additional information on the console, etc.  

*Each SNS is different in terms of target audience, the range of activities users can engage in, the platforms on which they can be consumed and the countries in 
which they are available. These factors will affect the range and extent of the risks that may affect children and young people when using the site. Assessment of 
what constitutes inappropriate content for children and young people also varies. 
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appropriate ways according to the Terms of Use 

I am not allowed to add children to my contact list     

Something else happens. Please specify:  

 
2. USING THE DEFAULT SETTINGS OF YOUR SNS ACCOUNT, I.E. WITHOUT CHANGING ANY SETTINGSΣ {LDb Lb !{ άaLbhw мέΣ !//9t¢ !5¦[¢ мȫ{ INVITATION TO BE YOUR 
FRIEND. ANSWER THE FOLLOWING QUESTIONS: 
 

.ȅ ŘŜŦŀǳƭǘΣ ǿƘŜƴ ǎƛƎƴŜŘ ƛƴ ŀǎ άaƛƴƻǊ мέΥ YES 
 

NO L ŘƻƴΩ ƪƴƻǿκƛǘ 
ŘƻŜǎƴΩǘ ǎŀȅ 

Observations 

I am allowed to add adults to my contacts list without any restrictions      

I am allowed to add adults to my contacts list but before I receive a warning 
(e.g. Are you sure you know this person?) 

    

I need parental consent before allowing adults to become members of my 
contacts list 

    

I receive safety guidance on dangerous contacts before accepting an adult 
ŀǎ ΨŦǊƛŜƴŘΩκŎƻƴǘŀŎǘ 

    

I am not allowed to add an adult as a contact     

I can share my profile with any other user     

I can share my profile with other users of my age only (e.g. Minor 2)     

I can add new friends     

I can see mature-related content (e.g. games rated as 18+)     

I can receive user-generated content created by other minor users     

I can receive user-generated content created by adult users     

Other users (apart from my contacts) can search my gamer tag     

Other users (apart from my contacts) can see only limited information from 
my gamer tag 

    

Other users (apart from my contacts) can see all the info contained in my 
gamer tag 

    

My contacts can see only limited information from my gamer tag     

My contacts can see all the info contained my gamer tag     

Something else happens. Please specify  
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3. USING THE DEFAULT SETTINGS OF YOUR SNS ACCOUNTS, I.E. WITHOUT CHANGING ANY SETTINGS ON ANY OF THE ACCOUNTS, INDICATE WHICH INFORMATION ABOUT 

άaLbhw мέ L{ ±L{L.[9 TO THE FOLLOWING PEOPLE. PLEASE PAY ATTENTION TO THE FOLLOWING: 

¶ Make sure your minor 1`s and minor 2`s PROFILES contain as much information as possible (e.g. likes, address, hobbies, etc.).  

¶ LŦ ǇƻǎǎƛōƭŜ ƻƴ ǘƘƛǎ ŎƻƴǎƻƭŜΣ Ǉƻǎǘ ǇƛŎǘǳǊŜǎ ŀƴŘ ǘŀƎ ŜŀŎƘ ƻǘƘŜǊ ƻƴ ǘƘŜƳ ǎƻ ŀǎ ǘƻ άǎƘƻǿέ ǘƘŀǘ ƳƛƴƻǊ м ŀƴŘ н ƪƴƻǿ ŜŀŎƘ ƻǘƘŜǊΦ    

¶ To search the profile of minor 1 as a user of this console, only employ the internal search engine of the Console you are testing.  

¶ To search the profile of minor 1 as a non-user of this console (i.e. not signed-ƛƴ ŀǎ ŀ ǳǎŜǊύΣ ǳǎŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜŀǊŎƘ ŜƴƎƛƴŜǎ ǘƻ ǎŜŀǊŎƘ ŦƻǊ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ άaƛƴƻǊ 
мέΥ Google, Msn search and yahoo search  

¶ Lƴ ōƻǘƘ ŎŀǎŜǎ ǳǎŜ ǘƘŜ ƴŀƳŜ ŀƴŘ ǘƘŜ ǎǳǊƴŀƳŜ ƻŦ άƳƛƴƻǊ мέ  ōŜǘǿŜŜƴ ƛƴǾŜǊǘŜŘ ŎƻƳƳŀǎ όŜΦƎΦ άWƻƘƴ {ƳƛǘƘέύ ŀǎ ƪŜȅ ǎŜŀǊŎƘ ǘŜǊƳǎ 
 

By default, Which of the following 
information is ΨǇǳōƭƛŎΩκǾƛǎƛōƭŜ ǘƻ ǿƘƻƳΚ 
Mark all that applies: 

My current 

profile contains 

the following 

information  

Visible to 

άaƛƴƻǊ нέ  

Visible to 

ά!Řǳƭǘ мέ (your 

contact) 

Visible to 

ά!Řǳƭǘ нέ (user 

of this console, 

but not your 

contact) 

Visible to other 

people who are 

non-users of 

this console 

Observations 

Real name (First and last)       

Real name (only first)       

Nickname       

e-mail       

Date of birth       

Gender       

School you attend       

Nationality       

Your location       

Hobbies       

Home address       

Place of residence       

School address       

Telephone or cell phone number       

¸ƻǳǊ ƭƛǎǘ ƻŦ ŎƻƴǘŀŎǘǎκέŦǊƛŜƴŘǎέ       

Comments/messages posted by other       

http://www.google.com/webhp?hl=en
http://search.yahoo.com/
http://search.yahoo.com/
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ǳǎŜǊǎ ƻƴ Ƴȅ άǇǳōƭƛŎ ǇǊƻŦƛƭŜέ 

Your online status       

Games you play       

Your game history       

Online achievements       

Groups you belong to. Specify which ones       

Other, please specify:       

 

пΦ  {LDb Lb !{ άaLbhw мέΦ ¦{LbD ¢I9 59C!ULT SETTINGS OF THIS ACCOUNT, I.E. WITHOUT CHANGING YOUR INITIAL SETTINGS, INDICATE WHICH OF THE FOLLOWING 
THINGS YOU CAN DO 
 

By default, ǿƘŜƴ ǎƛƎƴŜŘ ƛƴ ŀǎ άaƛƴƻǊ мέΥ YES 

 

YES, but I need permission 

from the user who posted it 

on my profile 

NO Not 

available on 

this console 

Observations 

I am able to delete postings/comments I have madŜ ƻƴ Ƴȅ ΨǇǳōƭƛŎ 
ǇǊƻŦƛƭŜΩΣ ƛΦŜΦ Ƴȅ ǇǊƻŦƛƭŜ ŀǎ ƻǘƘŜǊǎ Ŏŀƴ ǎŜŜ ƛǘ 

     

I am able to delete pictures/videos I have uploaded on my public 
profile (e.g. by deleting tags) 

     

I am able to delete postings/comments others have made about 
me/my pictures/videos oƴ Ƴȅ ΨǇǳōƭƛŎ ǇǊƻŦƛƭŜΩ 

     

I am able to delete pictures/videos others have uploaded of me on 
my public profile (e.g.by deleting tags) 

     

I am able to delete pictures/videos others have uploaded of me on 
their public profile (e.g.by deleting tags) 

     

Something else happens. Please specify:  
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рΦ  {LDb Lb !{ άaLbhw мέΦ ¦{LbD ¢I9 DEFAULT SETTINGS OF THIS ACCOUNT, I.E. WITHOUT CHANGING ANY SETTINGS, INDICATE WHICH OF THE FOLLOWING THINGS CAN 

HAPPEN ON YOUR PROFILE.  

.ȅ ŘŜŦŀǳƭǘΣ ǿƘŜƴ ǎƛƎƴŜŘ ƛƴ ŀǎ άaƛƴƻǊ мέ: YES 

 

YES, but I must 

approve it before it 

is published 

NO 

 

Not available 

on this 

console 

Observations 

!ƭƭ ǳǎŜǊǎ Ŏŀƴ Ǉƻǎǘ ŎƻƳƳŜƴǘǎ ƻƴ Ƴȅ άǇǳōƭƛŎ ǇǊƻŦƛƭŜέ όƛΦŜΦ ǘƘŜ ǇǳōƭƛŎ 
space with information about me that others can see of me) 

     

Only my contacts/friends can post comments on my public profile      

All users can send me private messages (messages via e-mail, IM, 
forum, etc. that only the sender and I can see) 

     

Only my contacts/friends can send me private messages (messages 
via e-mail, IM, forum, etc. that only the sender and I can see) 

     

By default, my full profile is set to άǇǊƛǾŀǘŜέΣ ƛΦŜΦ my profile 
information cannot be viewed, except by friends belonging to my 
άŀǇǇǊƻǾŜŘ ŎƻƴǘŀŎǘǎ ƭƛǎǘέ 

     

By default, anybody (registered and non-registered users of this 
SNS) can  contact me (e.g. via (private) messages)  

     

By default, only registered users can  contact me (e.g. via (private) 
messages) 

     

By default, only people belonging to my approved contacts list can  
contact me (e.g. via (private) messages) 

     

By default, all users of this SNS can send me friend requests      

By defaultΣ ƻƴƭȅ Ƴȅ ŦǊƛŜƴŘǎ ΨŎƻƴǘŀŎǘǎ Ŏŀƴ ǎŜƴŘ ƳŜ ŦǊƛŜƴŘ ǊŜǉǳŜǎǘǎ      

Something else happens. Please specify:  
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6. KEEP ON USING YOUw twhCL[9 άaLbhw мέΦ EXPLORE THE PRIVACY SETTINGS ON YOUR PROFILE AND ANSWER THE FOLLOWING QUESTIONS. ONLY IF NEEDED YOU MAY 
SIGN IN AS OTHER USERS AS WELL. 
 

!ǎ άaƛƴƻǊ мέ ƻƴ ǘƘƛǎ ŎƻƴǎƻƭŜΣ L Ŏŀƴ Řƻ ǘƘŜ ŦƻƭƭƻǿƛƴƎΥ YES 
 

NO Not available 
on this 
console 

Observations 

Report abuse or bullying     

Block other users from contacting me      

Block other users from viewing my profile     

Reject friendship requests     

Specify who or which groups of users can contact me (defined by 
age, gender, etc.) 

    

Restrict the search options of other users so that they cannot find 
me (e.g. Do not allow adults to find/contact me)? 

    

Set my profile to private, i.e.my full profile cannot be viewed or I 
Ŏŀƴƴƻǘ ōŜ ŎƻƴǘŀŎǘŜŘ ŜȄŎŜǇǘ ōȅ ΨŦǊƛŜƴŘǎΩ ƻƴ Ƴȅ ŎƻƴǘŀŎǘ ƭƛǎǘ 

    

I have to change settings before my personal information can be 
visible to adult users 

    

I have to change settings for my personal information (all the 
information contained on my current profile including pictures, 
contacts list, posts, etc.) to be viewed by other minors 

    

I have control over the display of my online status. I can decide if 
ƻǘƘŜǊ ǇŜƻǇƭŜ Ŏŀƴ ǎŜŜ ƳŜ ǿƘŜƴ LΩƳ ƻƴƭƛƴŜ 

    

 I can decide who can have access to my whole gamer profile      

I can decide who can have access to which specific parts of my 
gamer profile (e.g. history, online achievements, etc.) 

    

This console provides me with other privacy features. Please specify 
how they work 
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7.  KEEP ON USING YO¦w twhCL[9 άaLbhw мέ. IN RELATION TO THE PRIVACY SETTINGS YOU JUST EXPLORED, HOW EASY/DIFFICULT WAS IT TO DO THE FOLLOWING? 

 

hƴ ǘƘŜ ŎƻƴǎƻƭŜΣ Ƙƻǿ Ŝŀǎȅ ǿŀǎ ƛǘ ǘƻΧΚ Very easy Easy Not easy but 

not difficult  

Difficult Very 

difficult  

Not available on 

this console 

Report abuse or bullying       

Block other users from contacting me        

Block other users from viewing my profile       

Reject friendship requests       

Specify who or which groups of users can contact me (defined by 
age, gender, etc.) 

      

Restrict the search options of other users so that they cannot find 
me (e.g. Do not allow adults to find/contact me)? 

      

Set my profile to private, i.e.my full profile cannot be viewed or I 
Ŏŀƴƴƻǘ ōŜ ŎƻƴǘŀŎǘŜŘ ŜȄŎŜǇǘ ōȅ ΨŦǊƛŜƴŘǎΩ ƻƴ Ƴȅ ŎƻƴǘŀŎǘ ƭƛǎǘ 

      

I have to change settings before my personal information can be 
visible to adult users 

      

I have to change settings for my personal information (all the 
information contained on my current profile including pictures, 
contacts list, posts, etc.) to be viewed by other minors 

      

I have control over the display of my online status. I can decide if 
other people cŀƴ ǎŜŜ ƳŜ ǿƘŜƴ LΩƳ ƻƴƭƛƴŜ 

      

 I can decide who can have access to my whole gamer profile        

I can decide who can have access to which specific parts of my 
gamer profile (e.g. history, online achievements, etc.) 

      

use additional privacy feature X. If this console contains any 
additional privacy features, please refer to them here 

      

use additional privacy feature Y. If this console contains any 
additional privacy features, please refer to them here 
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8. ARE THERE ANY MECHANISMS IN PLAC E ON THIS CONSOLE TO AVOID THAT REGISTERED MINORS (E.G. MINORS 1 AND 3) GET ACCESS TO INAPROPRIATE OR UNWANTED 

(BUT NOT ILLEGAL) CONTENT? 

 Which of the following mechanisms are employed by this 

console to avoid that minors have access to inappropriate or 

unwanted content? 

YES 

 

NO Observations 

Family or parental Filtering    

Automatically blocking of inappropriate content for children 
younger than a certain minimum age 

   

Warnings placed on the content itself so that users can make 
informed decisions regarding if they want to access that content or 
not (e.g. explicitly mentioning which videogames are appropriate 
ŦƻǊ ǿƘƛŎƘ ŀƎŜ ǎŜƎƳŜƴǘΤ ǿǊƛǘǘŜƴ ǿŀǊƴƛƴƎǎ ǎǳŎƘ ŀǎ άǘƘŜ 
game/video/photo you are about to play/watch contains strong 
violent images. Are you sure yƻǳ ǿŀƴǘ ǘƻ ǎŜŜ ƛǘΚέΣ ŜǘŎΦύ 

   

Other mechanisms. Please specify   

 
9. ARE THERE ANY MECHANISMS IN PLAC E ON THIS CONSOLE TO AVOID THAT NON-REGISTERED MINORS GET ACCESS TO INAPROPRIATE OR UNWANTED (BUT NOT 
ILLEGAL) CONTENT? 
 

Which of the following mechanisms are employed by this console 
to avoid that minors have access to inappropriate or unwanted 
content? 

YES 
 

NO Observations 

Family or parental Filtering    

Automatically blocking of inappropriate content for children 
younger than a certain minimum age 

   

Warnings placed on the content itself so that users can make 
informed decisions regarding if they want to access that content or 
not (e.g. explicitly mentioning which videogames are appropriate 
ŦƻǊ ǿƘƛŎƘ ŀƎŜ ǎŜƎƳŜƴǘΤ ǿǊƛǘǘŜƴ ǿŀǊƴƛƴƎǎ ǎǳŎƘ ŀǎ άǘƘŜ 
game/video/photo you are about to play/watch contains strong 
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ǾƛƻƭŜƴǘ ƛƳŀƎŜǎΦ !ǊŜ ȅƻǳ ǎǳǊŜ ȅƻǳ ǿŀƴǘ ǘƻ ǎŜŜ ƛǘΚέΣ ŜǘŎΦύ 

Other mechanisms. Please specify how this provider makes sure 
that children and young people registered on their console are not 
exposed to inappropriate content on their console 

 

 

10.   WITHOUT SIGNING IN AS ANY USER, IS THERE INFORMATION ON THIS CONSOLE ABOUT THE FOLLOWING? 

Does this console provide the following information? YES 

 

NO Observations 

Information/tips for parents on the available tools for wider 
internet access (e.g. the benefits of using filtering tools and/or 
parental controls) and how they can be used to help them protect 
young people 

   

Information/tips for parents on the available tools on this console 
(e.g. parental controls, filtering tools, etc. provided by this console) 
and how they can be used to help them protect young people 

   

Any other relevant information/advice/tools to help parents 
support their children in managing a safe online experience on this 
console. Please specify:  

   

 
11.   SIGN AS GUARDIAN (E.G. ADULT 1). EXPLORE THE SAFETY/FAMILY SETTINGS AVAILABLE ON THE CONSOLE AND ON THE XBOX LIVE WEBSITE. SET THE FOLLOWING 
RESTRICTIONS TO YOUR CHILD`S ACCCOUNT. WHICH OF THE FOLLOWING CAN YOU DO FROM WHICH PLATFORM? 
 

I can set the following restrictions on the following platforms XBOX Console XBOX Live 
website 

Observations 

Specify acceptable categories of games your child can access     

Specify acceptable categories of movies your child can access     

Set the console so that your child can only play and communicate 
with approved friends (e.g. Minor 2) 

   

Specify that your child can only play a certain amount of time per 
day 

   

Specify 3 games your child can play and block the rest    
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Create a personal XBOX Live setting for your child`s account    

Require parental approval of your child`s list of online friends     

Specify that your child can communicate via text, voice and  video 
with you and with Minor 3 and ONLY via text with all the other 
users 

   

Limit exposure of user-generated content by other users to your 
child 

   

I can set other restrictions. Please specify which one(s) in each of 
the platforms. 

   

12. MAKE SURE THAT EACH OF YOUR PREVIOUS SAFETY/FAMILY SETTINGS ARE INSTALLED CORRECTLY. THEN TEST IF THEY CAN BE BYPASSED BY MINOR 1. 

¶ Sign in as Minor 1. Check that the previously safety/family settings are installed properly by your guardian. Can you bypass them? Can your guardian notice you are 

trying to bypass them? 

¶ If you succeed in bypassing any of the restrictions set, explain all the steps you had to follow in order to bypass the settings in the observations section. Also, keep 

screenshots as proof that you did.  

¶ If you could bypass the safety settings, but your guardian was informed about it, explain how this happened in the observations section. 

 

I can bypass the following restrictions on the following 

platforms 

XBOX Console XBOX Live website Observations 

Could bypass  

this setting 

Could not 

bypass it  

Could 

bypass  this 

setting 

Could not 

bypass it  

Specify acceptable categories of games your child can access       

Specify acceptable categories of movies your child can access 
from the console 

     

Set the console so that your child can only play and 
communicate with approved friends (e.g. Minor 2) 

     

Specify that your child can only play a certain amount of time 
per day 

     

Specify 3 games your child can play and block the rest      

Create a personal XBOX Live setting for your child`s account      
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Require parental approval of your child`s list of online friends       

Specify that your child can communicate via text, voice and  
video with you and with Minor 3 and ONLY via text with all 
the other users 

     

Limit exposure of user-generated content by other users to 
your child 

     

I could bypass other restrictions. Please specify which one(s) 
in each of the platforms. 

     

 
Alternative ways of implementing Principle 3 on this console 
 
 
 
 
 
 

 
 
 

Section 4 
Principle 4: Provide easy-to-use mechanisms to report conduct or content that violates the Terms of Service 

1. IN THE FOLLOWING EXERCISE YOU WILL HAVE TO MEASURE THE TIME IT TAKES YOU TO FIND THE REPORTING MECHANISMS ON THE CONSOLE YOU ARE TESTING. 

USE A   CHRONOMETER TO MEASURE THE EXACT AMOUNT OF TIME IT TAKES YOU TO FIND THEM. START ALL THE TASKS FROM THE HOMEPAGE OF THE SNS 

Starting from the homepage, find the following: Time (in seconds) to find this info  Info not available on this console 

Abuse Report Form    

Report abuse via e-mail   

1. Here refer to any alternative ways this Principle has been implemented on this specific console and which has not been included in this test. Include 
information on: 

a. How this provider assists children and young people in managing their experience on their service, particularly with regard to inappropriate or 
unwanted (but no illegal) content or conduct 

b. Refer to any tools/functionalities employed by this provider to minimise the risk of unwanted or inappropriate contact between children/young 
people and adults 

2. Clearly specify the places where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, links to relevant 
additional information on the console, etc.  
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Link to abuse report form from an external local agency or organization, 
e.g. Inhope, Insafe, ChildNet, etc.  

  

A hotline/phone  number to contact a safety expert/responsible from 
within this console 

  

A hotline/phone  number to contact a safety expert from another 
organization 

  

A link/information on Violation of terms and where and how to report 
them 

  

An indication of how reports are typically handled by this console   

Other reporting mechanism, please specify:    

 
2.  MENTION ALL THE EXISTING MECHANISMS AND TOOLS AVAILABLE ON THIS CONSOLE TO REPORT ABUSE/VIOLATIONS OF TERMS OF USE/POLICY. INSPECT THE CONSOLE 
CAREFULLY AND READ THE TERMS OF SERVICE, ACCEPTABLE USE POLICY AND/OR COMMUNITY GUIDELINES PROVIDED ON YOUR SNS AND ANSWER THE FOLLOWING 
QUESTIONS: 
 

Mention all the possible mechanisms  and tools 

available to report abuse/violations of Terms of 

Use/policy on this site: 

YES  NO  

(not available 

on this console) 

Observations 

A button to flag inappropriate content    

A report button    

Abuse Report Form    

Report abuse via e-mail    

Link to abuse report form from an external local 
agency or organization, e.g. Inhope, Insafe, 
ChildNet, etc.  

   

A hotline/phone  number to contact a safety 
expert/responsible from within this console 

   

A hotline/phone  number to contact a safety 
expert from another organization 

   

A link/information on Violation of terms and where 
and how to report them 

   

An indication of how reports are typically handled    
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by this console 

Other, please specify:   

3. SIGN IN AND MINOR 1 AND PLAY A GAME AGAINST MINOR 3. REPORT MINOR 3`S BULLYING BEHAVIOUR WHILE PLAYING. USE THE MOST READILY AVAILABLE REPORTING 

MECHANISM THAT A CHILD OF THIS AGE WOULD NORMALLY USE TO REPORT THE SITUATION.   

¶ Because it may take some time before the SNS sends a reply to minor 1 about the report, some of the following questions may be answered at a later time. Please 
keep on checking the email address you used to report the problem to the SNS until right before you submit your report.  Do not forget to check your spam as well 
because these types of messages may also arrive directly to the spam folder.  

¶ Answer the following questions in relation to the reporting mechanisms/tools available on this console 

¶ If the provider contacts Minor 1 asking for specific information, answer all the messages you may receive and keep screenshots of them as back-up. DO NOT initiate 
contact with the provider yourself.   

¶ Report the situation using only ONE reporting mechanism ONCE. If nothing happens, do not try any other reporting mechanisms and do not contact the provider.  
 

REPORTING MECHANISM TESTED:  ____________________________________________________________________________________________________________ 

In relation to the reporting mechanism/tool 1 available on the site Yes No Not available on 

this console  

Observations 

The instructions on how  to use the reporting tools/mechanism are 
written using plane and succinct language, easy for a child of this age to 
understand 

    

The instructions on how  to use the reporting tools/mechanism do not 
contain excessive technical jargon difficult for a child of this age to 
understand 

    

The instructions on how  to use the reporting tools/mechanism are 
easily seen because they are prominently placed on the SNS  

    

there is no need to excessively scroll the webpage(s) to find instructions 
on how  to use the reporting tools/mechanism  

    

The reporting mechanism/tool can be accessed at all times from the 
SNS 

    

There is a link to the report mechanism/tool on every page on this 
console 

    

I could successfully report abuse without encountering any difficulties in     
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the whole process 

I could report abuse, but I encountered some difficulties during the 
process (please specify which difficulties you encountered in the 
comments section) 

    

The report mechanism/tool sends a notification of receipt to the user 
indicating that the report is being handled 

    

The report mechanism gives feedback to the user about the report 
result. If so, how long did it take to get an answer? 

    

Abuse report mechanism/tool asked for information I could not provide     

Abuse report mechanism/tool asked for unnecessary or irrelevant 
information* (i.e. additional details without which an efficient report 
could still be handled). 
*Include concrete examples of unnecessary information in the 
Observations section  

    

If there are forums or volunteer moderators on this console, can you 
report your problem to them or ask them for advice on how to report 
your problem? 

    

If you contacted any volunteer moderator or forum on your SNS, did 
you get successful guidance/information from them? 

    

 

Alternative ways of implementing Principle 4 on this console 
 
 
 
 
 
 
 
 

1. Here refer to any alternative ways this Principle has been implemented on this specific console and which has not been included in this test. Include 
information on: 

a. Any additional mechanisms employed by this provider to report inappropriate content, contact or behaviour as outlines in their Terms of Service, 
community guidelines, etc. 

2. Clearly specify the places on the console where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, 
links to relevant additional information on the console, etc.  
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Section 5 

Principle 6: Enable and encourage users to employ a safe approach to personal information and privacy 

1.   SIDb Lb !{ άaLbhw мέΣ WHICH OF THE FOLLOWING INFORMATION NEEDS YOUR PERMISSION BEFORE BEING VISIBLE TO OTHER USERS? 

  Which of the following information 

needs your permission before being 

made public (i.e. visible) to the following 

people? Mark all the instances that 

require your consent 

Your current 

profile 

contains this 

info 

±ƛǎƛōƭŜ ǘƻ άaƛƴƻǊ нέ  

after your consent 

Visible to 

ά!Řǳƭǘ мέ 

(your 

contact) 

after your 

consent 

±ƛǎƛōƭŜ ǘƻ ά!Řǳƭǘ нέ 

(user of this console, 

but not your contact) 

after your consent 

Visible to other people 

who are non-users of this 

console after your consent 

Observations 

Real name (First and last)       

Real name (only first)       

Nickname       

e-mail*        

Date of birth       

Gender       

School you attend       

Nationality       

School address       

Hobbies       

Home address       

Place of residence       

Telephone or cell phone number       

Your location       

Your game history       

Your online achievements       

Your bio       
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Your online status       

Your list ƻŦ ŎƻƴǘŀŎǘǎκέŦǊƛŜƴŘǎέ       

Comments/messages posted by other 
ǳǎŜǊǎ ƻƴ Ƴȅ άǇǳōƭƛŎ ǇǊƻŦƛƭŜέ  

      

Other, please specify:       

2.   EXPLORE THE PRIVACY SETTINGS OPTIONS AND GUIDANCE AVAILABLE ON THIS CONSOLE AND ANSWER THE FOLLOWING QUESTIONS  

 

In relŀǘƛƻƴ ǘƻ ǇǊƛǾŀŎȅ ƛƴŦƻǊƳŀǘƛƻƴκƎǳƛŘŀƴŎŜ ŀǾŀƛƭŀōƭŜ ƻƴ ǘƘƛǎ ŎƻƴǎƻƭŜΧ YES  

 

NO Observations 

While adding information to your profile, were you informed/made 
aware that (some of) this information would be made visible/available to 
other users? 

   

Did you receive any supporting information on the consequences of 
posting this information online? 

   

Did you get any information/guidance on how make your profile as 
private as possible?  

   

Are you able to view your privacy status or settings at any given time?    

 

5. IN THIS SECTION YOU WILL HAVE TO EXPLORE SOME OF THE PRIVACY SETTINGS AVAILABLE ON THIS CONSOLE. FOLLOW THE INSTRUCTIONS: 

¶ Sign in as Minor 1  

¶ Restrict access to your location and bio to all other users except to Minor 2. Other users may still contact you. 

¶ Block Adult 2 so that he is not able to have access to any of your information on your profile and also to contact YOU. Block this user. 

¶ Right after answering questions 3 and 4 make sure your privacy settings are set back to the default privacy settings, i.e. undo all the privacy settings you may have 
changed.  
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After having restricted access to your 

information on this console, can other 

users still have access to the following 

information on your profile? 

Your 

current 

profile 

contains 

this info 

Visible to 

άaƛƴƻǊ нέ   

Visible to 

άaƛƴƻǊ оέ   

Visible to 

ά!Řǳƭǘ мέ  

±ƛǎƛōƭŜ ǘƻ ά!Řǳƭǘ нέ 

(user of this 

console, but not 

your contact) after 

my consent 

Visible to other people who 

are non-users of this 

console  

Observations 

Real name (First and last)        

Real name (only first)        

Nickname        

e-mail*         

Date of birth        

Gender        

School you attend        

Nationality        

School address        

Hobbies        

Home address        

Place of residence        

Telephone or cell phone number        

Your location        

Your game history        

Your online achievements        

Your bio        

Your online status        

¸ƻǳǊ ƭƛǎǘ ƻŦ ŎƻƴǘŀŎǘǎκέŦǊƛŜƴŘǎέ        

Comments/messages posted by other 
ǳǎŜǊǎ ƻƴ Ƴȅ άǇǳōƭƛŎ ǇǊƻŦƛƭŜέ  

       

The information (location + bio) that        
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should only be visible to Minor 2 

Other, please specify:        

4.   ANSWER THE FOLLOWING QUESTIONS IN RELATION TO THE PRIVACY SETTINGS AVAILABLE ON THIS CONSOLE 
 

In relation to the privacy settings available on thƛǎ ǎƛǘŜΧ Yes No Not available on this 

console  

Observations 

The instructions on how  to use the privacy settings are written 
using plane and succinct language, easy for Minor 1 to 
understand 

    

The instructions on how  to use the privacy settings do not 
contain excessive technical jargon difficult for a child of this age 
to understand 

    

The instructions on how  to use the privacy settings are easily 
seen because they are prominently placed on the SNS  

    

there is no need to excessively scroll the webpage(s) to find 
instructions on how  to change privacy settings  

    

The privacy settings can be accessed at all times from the SNS     

There is a link to the privacy settings on every page on this 
console 

    

I could successfully restrict access to the information that was 
only supposed to be viewed by Minor 2 without encountering 
any difficulties in the whole process 

    

I could restrict access to the information that was only 
supposed to be viewed by Minor 2, but I encountered some 
difficulties during the process. Please specify which difficulties 
you encountered in the comments section 

    

I could successfully block Adult 2 without encountering any 
difficulties in the whole process 

    

I could block Adult 2, but I encountered some difficulties during 
the process. Please specify which difficulties you encountered 
in the comments section 
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IN THIS LAST TASK YOU WILL HAVE TO EVALUATE HOW EASY IT IS TO DETELE AN EXISTING USER PROFILE ON THIS SNS. AS ALL YOUR PREVIOUS PROFILES SHOULD REMAIN 
ACTIVE EVEN AFTER THE TEST HAS FINISHED, YOU WILL HAVE TO CREATE A NEW USER ACCOUNT.  PLEASE KEEP IN MIND THAT NONE OF YOUR PREVIOUS ACCOUNTS 
SHOULD BE DELETED. 

¶  Create a new user account for a minor (e.g. Minor 3` s brother).  

¶ Fill in some personal information for this new profile (e.g. name, age, place of residence, hobbies, etc.).  

¶ Add some extra information to this account (e.g. upload a couple of pictures, comments, etc.). 

¶ Delete this account. 

¶ Once you have deleted this new account, answer the following questions:  
 

5.    HOW EASY WAS IT TO DO THE FOLLOWING?  

 

hƴ ǘƘŜ {b{Σ Ƙƻǿ Ŝŀǎȅ ǿŀǎ ƛǘ ǘƻΧΚ Very easy easy Not easy but 

not difficult  

difficult  Very 

difficult  

Not available on 

this console 

Delete this newly created profile?       

Find instructions on how to delete this account?        

Find information on the consequences of deleting your profile (e.g. 
your profile will be deleted, but some information will be retained 
by the provider, etc.)  

      

 

8. WHAT HAPPENED WHILE 59[9¢LbD άaLbhw оέ tROFILE? 

 

While deleting  this profile: YES 

 

NO Observations 

I could find easy-to-understand information on how to delete my 
profile  

   

There was a clear link/button provided for deleting my profile    

I could only deactivate my profile but not completely delete it    

The provider clearly states what personal information they 
collect/retain after deleting my profile  

   

The provider clearly states how my personal information is/may be 
used once my profile is deleted  
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Alternative ways of implementing Principle 6 on this console 
 
 

5. Here refer to any alternative ways this Principle has been implemented on this specific console and which has not been included in this test. Include information 
on: 

a. Any additional functionality/tool, etc. that may support children and young people make informed decisions about the information they post online. 
6. Clearly specify the places on the console where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, links to 

relevant additional information on the console, etc.  
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ANNEX 6. TESTING SCENARIO PHOTO-SHARING PLATFORMS 

 
Name of SNS being reviewed  

URL of SNS  

Date(s) of testing  

Name of tester  

Contact e-mail of tester  

Contact phone of tester  

Browser used for testing Chrome Firefox I Explorer(7/8) Opera Safari Other, please 
specify 

Section 1 

Principle 1: Raise awareness of safety education messages and acceptable use policies to users, parents, teachers and carers in a prominent, clear and 
age-appropriate manner 

1.  IN THE FOLLOWING EXERCISE YOU WILL HAVE TO MEASURE THE TIME IT TAKES YOU TO FIND SOME INFORMATION ON THE WEBSITE YOU ARE TESTING. USE A 
CHRONOMETER TO MEASURE THE EXACT AMOUNT OF TIME IT TAKES YOU TO FIND THE FOLLOWING INFORMATION. START ALL THE TASKS FROM THE HOMEPAGE OF THE 
SNS WITHOUT REGISTERING AS A USER. 

Starting from the homepage, find information about Time (in seconds) to find this info  Info not available on this website 

Terms of Use   

Privacy  information   

Tips or educational material on how to use the internet safely (for children)   

Tips or educational material on how to use the internet safely (for parents, 
teachers, other carers) 

  

Tips or educational material on how to use this SNS safe safely (for children)   

Tips or educational material on how to use this SNS safely (for parents, teachers, 
other carers) 

  

External links/referrals  to educational materials about child safety   
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External links/referrals about organizations/authorities active in child safety, e.g. 
Insafe, national hotline, police, etc. 

  

2.   WITHOUT REGISTERING AS A USER, YET. PLEASE ANSWER THE FOLLOWING QUESTIONS: 

This SNS contains the following type of information. Please mark all that applies:  YES   NO Observations 

Tips/information for children and young people on how to navigate this specific website safely 
and responsibly 

   

Tips/information for parents, teachers or other adult carers on how to help their children 
navigate this website safely 

   

Terms of use/service for this SNS     

Information on what constitutes inappropriate behaviour on this website and the consequences 
thereof (e.g. a code of conduct) 

   

Privacy policy or privacy information about this SNS    

General safety tips/information specifically targeted at children and young people on how to surf 
the Internet safely and responsiōƭȅΣ ŦƻǊ ƛƴǎǘŀƴŎŜ ǘƘǊƻǳƎƘ ΨIŜƭǇ ǇŀƎŜǎΩ 

   

General safety tips/information or educational materials specifically targeted at parents, teachers 
or other carers to help children surf the Internet safely and responsibly  

   

Other. Please specify:  

3.   WHAT KIND OF INFORMATION DOES THIS SNS PROVIDE ABOUT SPECIFIC ONLINE RISKS? PLEASE MARK ALL THAT APPLIES. 

Does this SNS provide any information regarding the 
following online risks?  Please choose ALL that apply  

YES YES, but it is difficult to 

understand for children and 
young people 

NO Observations 

The possibility of seeing or being the subject of images of 
child abuse 

    

Hate speech     

Pornography or sexual content     

Violence     

Inappropriate contact from adults with a sexual interest in 
children 
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Bullying     

Divulging personal information     

Posting sexually provocative photographs     

Information on self-harm actions (anorexia, suicide, etc.)     

Other, please specify:  

4.   WHAT IS THE FORMAT OF THE SAFETY INFORMATION PROVIDED ON THIS SNS? CHOOSE ALL THAT APPLY 

The safety (educational) information on this SNS contains (Please mark all that 
applies):  

YES  NO Observations 

Audio-visual fragments (video / audio fragments, animations, etc.)    

Quizzes or games    

Concrete examples related to safety (e.g. anecdotes, information on concrete 
consequences of safety threats, etc.) 

   

External links/referrals  to educational materials about child safety    

External links/referrals about organizations/authorities active in child safety, e.g. 
Insafe, national hotline, police, etc. 

   

Written texts about safety    

If written texts are used, short pieces of text are used (no more than 1 or 2 short 
paragraphs per idea/caption) 

   

If written texts are used, they are formatted with sub heads, bullets and other 
devices (e.g. visible links) that facilitate skimming and scanning of info rather than 
plain reading  

   

Other. Please specify:  

5.   WHAT KIND OF INFORMATION IS PRESENT IN THE TERMS OF SERVICE/USE OF THIS SNS?  PLEASE CHOOSE ALL THAT APPLY.  

In their Terms of Service/use does this SNS clearly 
state the following?  Please choose ALL that apply  

YES   YES, but it is difficult to 

understand for 
children/young people 

NO Observations 

Content that is not allowed on the social network (e.g. 
pornographic or racist content) 

    

Conduct (behaviour/actions) that is not allowed (e.g.     
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bullying, harassment, racist comments)                          

Consequences of engagement in prohibited 
behaviour/actions (e.g. your user 
profile/messages/photos might be deleted, or police 
contacted) 

    

Age requirements     

Other. Please specify  

6.   WHAT IS THE FORMAT OF THE INFORMATION ABOUT THE TERMS OF SERVICE/USE OR CODE OF CONDUCT PROVIDED ON THIS SNS? CHOOSE ALL THAT APPLY. 

The information about the Terms of service/use or Code of conduct provided on this SNS is 
presented in the form of (Please mark all that applies):  

YES  NO Observations 

Audio-visual fragments (video / audio fragments, animations, etc.)    

Quizzes or games    

Concrete examples related to safety (e.g. anecdotes, information on concrete consequences 
of safety threats, etc.) 

   

External links/referrals  to educational materials about child safety    

External links/referrals about organizations/authorities active in child safety, e.g. Insafe, 
national hotline, police, etc.  

   

Written texts about the Terms and conditions    

If written texts are used, short pieces of text are used (no more than 1 or 2 short paragraphs 
per idea/caption) 

   

If written texts are used, they are formatted with sub heads, bullets and other devices (e.g. 
visible links) that facilitate skimming and scanning of info rather than plain reading  

   

Other. Please specify:  
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7. THINKING FROM THE PERSPECTIVE OF A CHILD YOUNGER THAN 13 YEARS OLD (E.G. MINOR 3), ANSWER THE FOLLOWING QUESTIONS. IF THE SNS YOU ARE TESTING HAS 
A MINIMUM AGE REQUIREMENT OF 13 YEARS OLD OR OLDER, QUESTIONS 7 AND 8 SHOULD NOT BE ANSWERED AND YOU SHOULD CONTINUE WITH QUESTION 9.  

The safety tips and educational materials on this SNS YES NO Observations 

are presented using plain and succinct language appropriate for a child of 
this age 

   

do not contain technical jargon difficult for a child of this age to 
understand 

   

are easily seen because they are prominently placed on the SNS     

there is no need to excessively scroll the webpage(s) to find this 
information  

   

8.  THINKING FROM THE PERSPECTIVE OF A CHILD YOUNGER THAN 13 YEARS OLD (E.G. MINOR 3), ANSWER THE FOLLOWING QUESTIONS. IF THE SNS YOU ARE TESTING HAS 
A MINIMUM AGE REQUIREMENT OF 13 YEARS OLD OR OLDER, QUESTION 8 SHOULD NOT BE ANSWERED AND YOU SHOULD CONTINUE WITH QUESTION 9.  

 

The information related to the website privacy and safety policy (e.g. Terms and Conditions, 
Safety policy, Code of conduct, etc.)  

YES NO Observations 

is presented using plain and succinct language for a child of this age    

does not contain excessive technical jargon difficult for a child of this age to understand    

is easily seen because it is prominently placed on the SNS     

there is no need to excessively scroll the webpage(s) to find this information     

9.   THINKING FROM THE PERSPECTIVE OF A 13-17 YEARS OLD TEENAGER (E.G. MINORS 1 AND 2), ANSWER THE FOLLOWING QUESTIONS: 

The safety tips and educational materials on this SNS YES NO Observations 

are presented using plain and succinct language appropriate for a child of this age    

do not contain excessive technical jargon difficult for a child of this age to understand    

are easily seen because they are prominently placed on the SNS     
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10.   THINKING FROM THE PERSPECTIVE OF A 13-17 YEARS OLD TEENAGER (E.G. MINORS 1 AND 2), ANSWER THE FOLLOWING QUESTIONS: 
 

The information related to the website privacy and safety policy (e.g. Terms and Conditions, 
Safety policy, Code of conduct, etc.)  
 

YES NO Observations 

is presented using plain and succinct language for a child of this age    

does not contain excessive technical jargon difficult for a child of this age to understand    

is easily seen because it is prominently placed on the SNS     

 

Alternative ways of implementing Principle 1 on this SNS website 
 
 
 
 

 
 
 

Section 2 

Principle 2: Work towards ensuring that services are age-appropriate for the intended audience 

 
1.   WHICH OF THE FOLLOWING STATEMENTS ARE TRUE OF THE SNS YOU ARE TESTING? 
 

This ǿŜōǎƛǘŜΧ YES         NO 
 

Observations 

clearly indicates which services are not appropriate for children and young people or 
where a minimum registration age applies 

   

encourages the uptake of parental controls by prominently displaying how these tools 
ŀƭƭƻǿ ǇŀǊŜƴǘǎ ǘƻ ƳŀƴŀƎŜ ǘƘŜƛǊ ŎƘƛƭŘǊŜƴΩǎ ǳǎŜ ƻŦ ǘƘŜ ǎŜǊǾƛŎŜ 

   

1. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not been included in this test 

2. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, 

links to relevant additional information on the website, etc.  
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allows users to label, rate or age restrict content where appropriate    

ŀƭƭƻǿǎ ǇŀǊŜƴǘǎ ǘƻ ƳƻƴƛǘƻǊ ǘƘŜƛǊ ŎƘƛƭŘΩǎ ŀŎǘƛǾƛǘƛŜǎ ƻƴ ǘƘŜ {b{    

does something else to ensure that its services are age-appropriate for the intended 
audience. Please specify what they do: 

 

BEFORE CONTINUING ANSWERING THE NEXT SERIES OF QUESTIONS YOU MUST CREATE AN ACCOUNT OF A 9-YEAR-OLD MINOR ON THIS SNS (PERSONA MINOR 3). WHILE 
SIGNING UP ONLY INCLUDE THE MINIMUM INFORMATION REQUIRED BY THIS SNS. IF YOU ARE ASKED ANY MANDATORY INFORMATION TO SIGN UP USE THE DATA FROM 
PERSONA MINOR 3.   

¶ If during the test you are required to provide any extra personal information not contained in the persona` s description, base yourself in the description provided in 
order to create credible information that matches the current PERSONA.  If necessary, you may provide credible, but not real contact information (e.g. address, 
telephone number).   

¶ If you are required to provide one (or more) e-mail account(s) (for instance a child`s plus an adult`s email account), create as many e-mail accounts as necessary. 
Avoid using your personal e-mail accounts. 

2.   WHAT TYPE OF INFORMATION DOES THIS SNS REQUIRE FROM YOU TO LET YOU SIGN UP? 

*  If asked for your e-mail for verification purposes DO NOT check your e-mail, yet 

When trying to sign up as a 9-year old this SNS requires you to submit 
the following information. Mark all that applies: 

YES NO Observations 

Name    

Nickname    

e-mail*     

Date of birth    

Sex    

Address or place of residence    

A valid telephone or mobile phone number    

    

Acceptance of Terms and Conditions    

Other, please specify:    
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3.   AFTER SIGNING UP AS 9-YEAR OLD USER, WHAT HAPPENED? 

What happened during/after signing up? YES 
 

NO Observations 

I was able to sign up because this SNS is not age-restricted    

I was able to sign up even though 9-year old children are not supposed  to 
use this SNS 

   

I was able to sign up even without verifying my e-mail*address    

I was able to sign up only after clicking on the verification link** sent to 
me via e-mail  

   

I was not able to sign up. The SNS denied the signing up due to age 
restrictions 

   

I was not able to sign up. The SNS denied the signing up, but I was not 
told why 

   

Other. Please specify:    

*If you were not asked for e-Ƴŀƛƭ ǾŜǊƛŦƛŎŀǘƛƻƴ ŘǳǊƛƴƎ ǎƛƎƴ ǳǇ ƳŀǊƪ άbƻǘ ŀǾŀƛƭŀōƭŜ ƻƴ ǘƘƛǎ {b{έ 
** If necessary you can check your e-mail verification now 

IF YOU WERE REJECTED TO CREATE AN ACCOUNT ON THIS SNS FOR BEING UNDER THE MINIMUM AGE REQUIREMENT TRY TO SIGN UP AGAIN, BUT THIS TIME USE AN 
AGE JUST ABOVE THE MINIMUM AGE REQUIRED BY THIS SNS TO SIGN UP. DO NOT CHANGE ANY OF YOUR COMPUTER SETTINGS (E.G. DO NOT REMOVE ANY COOKIES 
OR BROWSING HISTORY) 

4.   AFTER SIGNING UP AS A CHILD ABOVE THE MINIMUM AGE REQUIRED BY THIS SNS, WHAT HAPPENED? 

What happened when trying to sign up this time? Mark ALL that applies YES  
 

NO Not available on 
this SNS 

Observations 

I was able to sign up because this SNS is not age-restricted     

I was able to sign up even though this SNS is supposed to be age-
restricted 

    

I was able to sign up even without verifying my e-mail* address     

I was able to sign up only after clicking on the verification link** sent to 
me via e-mail  

    

I was not able to sign up. The SNS denied the signing up due to age     
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restrictions 

I was not able to sign up. The SNS denied the signing up, but I was not 
told why 

    

I was not able to sign in because of my previous attempt to sign up as a 9 
year-old child. The SNS has installed cookies on my computer that do not 
allow me to sign up again from this computer 

    

Other. Please specify:   

*If you were not asked for e-mail verification during sign up mark N/A 
** If necessary you can check your e-mail verification now 

IF YOUR PREVIOUS ATTEMPTS TO SIGN UP AS A MINOR HAVE FAILED, PLEASE REMOVE ANY COOKIES THAT MAY HAVE BEEN INSTALLED ON YOUR COMPUTER AND SIGN 
UP AGAIN USING THE MINIMUM AGE REQUIRED BY THIS SNS. IF THIS DOES NOT WORK TRY SIGNING UP FROM ANOTHER COMPUTER. 

5.   AFTER SIGNING UP AS A CHILD ABOVE THE MINIMUM AGE REQUIRED BY THIS SNS, WHAT HAPPENED? 
 

What happened when trying to sign up this time? Mark all that applies YES  
 

NO Not available on 
this SNS 

Observations 

I was able to sign up because this SNS is not age-restricted     

I was able to sign up even though this SNS is supposed to be age-
restricted 

    

I was able to sign up even without verifying my e-mail* address     

I was able to sign up only after clicking on the verification link** sent to 
me via e-mail  

    

I was not able to sign up. The SNS denied the signing up due to age 
restrictions 

    

I was not able to sign up. The SNS denied the signing up, but I was not 
told why 

    

I was not able to sign in because of my previous attempt to sign up as a 9 
year-old child. The SNS has installed cookies on my computer that do not 
allow me to sign up again from this computer. 

    

Other. Please specify:   

*If you were not asked for e-mail verification during sign up mark N/A 
** If necessary you can check your e-mail verification now 
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TO CONTINUE WITH THE TEST YOU WILL HAVE TO CREATE 4 NEW USER ACCOUNTS: TWO OF ADULT PROFILES AND TWO OF MINOR PROFILES. CREATE THESE ACCOUNTS 
USING THE INFORMATION FROM THE 2 GIRL TEENAGE (MINOR 1 AND 2) AND THE 2 ADULT PERSONAS YOU WERE GIVEN TOGETHER WITH THE INSTRUCTIONS OF THIS 
TEST.  

IF DURING THE TEST YOU ARE REQUIRED TO PROVIDE ANY EXTRA PERSONAL INFORMATION NOT CONTAINED IN THE PERSONAS` DESCRIPTION, BASE YOURSELF IN THE 
DESCRIPTION PROVIDED IN ORDER TO CREATE CREDIBLE INFORMATION THAT MATCHES THE CURRENT PERSONA.  IF NECESSARY YOU MAY PROVIDE CREDIBLE ADDRESS OR 
TELEPHONE NUMBER(S), BUT, BY NO MEANS, REAL ONES! 

6.   SIGN UP AS MINOR 1 AND ADULT 1, WHAT KIND OF INFORMATION DOES THIS SNS REQUIRE FROM EACH OF THESE USERS? 
 

When signing up the SNS requires you to submit the following information. Mark all 
that applies: 

Minor 1 Adult 1 Observations 

Real name (First and last)    

Real name (only first)    

Nickname    

e-mail*     

Date of birth    

Gender    

School you attend    

Nationality    

Home address    

Place of residence    

School or work address    

Telephone or cell phone number    

Other, please specify:    

 
BEFORE CONTNUING WITH THE TEST, FOLLOW THESE STEPS: 
 

¶ Do not change any settings on your SNS accounts because in the next section you will have to perform some tests with these default settings. 

¶  Create user accounts for minor 2 and adult 2.  

¶ Add as much information as possible to ALL THE profiles (Minors 1, 2 and 3 and adults 1 and 2), but do not change any settings in any of these accounts. The 
account settings should be the default ones.    
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¶ /ƘŀƴƎŜ ƳƛƴƻǊ оΩǎ ŀƎŜ ǘƻ мо όCƻǊ ǘƘŜ ǊŜǎǘ ƻŦ ǘƘŜ ǘŜǎǘ aƛƴƻǊ о ǎƘƻǳƭŘ ōŜ моύΦ  

¶ Minors 1, 2 and 3 should be each other`s friends. Add them to each other`s contacts/friends. 

¶ ά!Řǳƭǘ нέ ǎƘƻǳƭŘ ōŜ ŦǊƛŜƴŘ ƻŦ ά!Řǳƭǘ мέ ƻƴƭȅΣ ōǳǘ ƘŜ a¦{¢ bh¢ ōŜ ŦǊƛŜƴŘ ƻŦ ŀƴȅ ƻŦ ǘƘŜ ƳƛƴƻǊǎΦ  

¶ Post some pictures and some comments on each other`s profiles. 

¶ Write down the user names, e-mails, passwords and age of ALL your accounts. 
 

User name Adult 1  

Password Adult 1 account  

Age Adult 1  

e-mail Adult 1  

User name Adult 2  

Password Adult 2 account  

Age Adult 2  

e-mail Adult 2  

User name Minor 1  

Password Minor 1 account  

Age Minor 1  

e-mail Minor 1  

User name Minor 2  

Password Minor 2 account  

Age Minor 2  

e-mail Minor 2  

User name Minor 3  

Password Minor 3 account  

Age Minor 3  

e-mail Minor 3  

 

Alternative ways of implementing Principle 2 on this SNS website 
 
 
 

7. Here refer to any alternative ways this Principle has been implemented on this specific website and which have not been included in this test: 
a. Specify if and how this SNS has considered how their service may be associated with potential risks to children and young people, where it is 

intended for them to use the service* 
b. Specify the mechanisms/measures employed by this SNS is order to limit exposure to potentially inappropriate content and contact 

8. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in 
question, links to relevant additional information on the website, etc.  

*Each SNS is different in terms of target audience, the range of activities users can engage in, the platforms on which they can be consumed and the 
countries in which they are available. These factors will affect the range and extent of the risks that may affect children and young people when using the 
site. Assessment of what constitutes inappropriate content for children and young people also varies. 
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Section 3 

Principle 3: Empower users through tools and technology 

1.   USING THE DEFAULT SETTINGS OF YOUR SNS ACCOUNT, I.E. WITHOUT CHANGING ANY SETTING{Σ {LDb Lb !{ ά!5¦[¢ мέ !b5 Lb±L¢9 άaLbhw мέ ¢h .9/ha9 ¸h¦w 
άCwL9b5έκ/hb¢!/¢Φ !bSWER THE FOLLOWING QUESTIONS: 

.ȅ ŘŜŦŀǳƭǘΣ ǿƘŜƴ ǎƛƎƴŜŘ ƛƴ ŀǎ ά!Řǳƭǘ мέΥ  YES 
 

NO L ŘƻƴΩt know/it 
ŘƻŜǎƴΩǘ ǎŀȅ 

Observations 

I am allowed to add minors to my contacts list without any restrictions      

I am allowed to add minors to my contacts list but before being able to do 
it I receive a warning (e.g. Are you sure you know this person?) 

    

I need to sign a special agreement/form before being able to add children 
to my contacts list 

    

I receive information on the consequences of contacting minors in non-
appropriate ways according to the Terms of Use 

    

I am not allowed to add children to my contact list     

Something else happens. Please specify:  

2. USING THE DEFAULT SETTINGS OF YOUR SNS ACCOUNT, I.E. WITHOUT CHANGING ANY SETTING{Σ {LDb Lb !{ άaLbhw мέΣ !//9t¢ !5¦[¢ мȫ{ INVITATION TO BE YOUR 
FRIEND. THEN, SIGN IN AS ADULT 2 (NOT A FRIEND OF MINOR 1) AND TRY TO GET IN TOUCH WITH MINOR 1 (E.G. VIA A MESSAGE OR ANOTHER AVAILABLE MECHANISM 
ON THIS WEBSITE).ANSWER THE FOLLOWING QUESTIONS: 

 

.ȅ ŘŜŦŀǳƭǘΣ ǿƘŜƴ ǎƛƎƴŜŘ ƛƴ ŀǎ άaƛƴƻǊ мέΥ YES 
 

NO L ŘƻƴΩǘ ƪƴƻǿκƛǘ 
ŘƻŜǎƴΩǘ ǎŀȅ 

Observations 

I am allowed to add adults to my contacts list without any restrictions      

I am allowed to add adults to my contacts list but before I receive a warning 
(e.g. Are you sure you know this person?) 

    

I need parental consent before allowing adults to become members of my 
contacts list 

    

I receive safety guidance on dangerous contacts before accepting an adult     
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ŀǎ ΨŦǊƛŜƴŘΩκŎƻƴǘŀŎǘ 

I am not allowed to add an adult as a contact     

L Ŏŀƴ ōŜ ŎƻƴǘŀŎǘŜŘ ōȅ ά!Řǳƭǘ нέ ŜǾŜƴ ƛŦ  ƘŜȫǎ ƴƻǘ ǇŀǊǘ ƻŦ Ƴȅ ŦǊƛŜƴŘǎκŎƻƴǘŀŎǘǎ 
on this SNS 

    

Something else happens. Please specify.  

3. USING THE DEFAULT SETTINGS OF YOUR SNS ACCOUNTS, I.E. WITHOUT CHANGING ANY SETTINGS ON ANY OF THE ACCOUNTS, INDICATE WHICH INFORMATION ABOUT 
άaLbhw мέ L{ ±L{L.[9 TO THE FOLLOWING PEOPLE. PLEASE PAY ATTENTION TO THE FOLLOWING: 

¶ Make sure your minor 1`s and minor 2`s PROFILES contain as much information as possible (e.g. likes, address, hobbies, etc.).  

¶ tƻǎǘ ǇƛŎǘǳǊŜǎ ƻŦ ŜŀŎƘ ƻǘƘŜǊ ŀƴŘ ǘŀƎ ŜŀŎƘ ƻǘƘŜǊ ƻƴ ǘƘŜƳ ǎƻ ŀǎ ǘƻ άǎƘƻǿέ ǘƘŀǘ ƳƛƴƻǊ м ŀƴŘ н ƪƴƻǿ Ŝach other.    

¶ To search the profile of minor 1 as a user of this SNS, only employ the internal search engine of the SNS you are testing.  

¶ To search the profile of minor 1 as a non-user of this SNS (i.e. not signed-in as a user), use the following search enƎƛƴŜǎ ǘƻ ǎŜŀǊŎƘ ŦƻǊ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ άaƛƴƻǊ 
мέΥ Google, MSN search and Yahoo! search  

¶ In both cases use the name and the surname of άƳƛƴƻǊ мέ ōŜǘǿŜŜƴ ƛƴǾŜǊǘŜŘ ŎƻƳƳŀǎ όŜΦƎΦ άWƻƘƴ {ƳƛǘƘέύ ŀǎ ƪŜȅ ǎŜŀǊŎƘ ǘŜǊƳǎΦ 
 

By default, Which of the following 
ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ΨǇǳōƭƛŎΩκǾƛǎƛōƭŜ ǘƻ ǿƘƻƳΚ 
Mark all that applies: 

My current 
profile contains 
the following 
information  

Visible to 
άaƛƴƻǊ нέ  

VisiōƭŜ ǘƻ ά!Řǳƭǘ 
мέ (your contact) 

±ƛǎƛōƭŜ ǘƻ ά!Řǳƭǘ нέ 
(user of this SNS, but 
not your contact) 

Visible to other 
people who are 
non-users of this 
SNS 

Observations 

Real name (First and last)       

Real name (only first)       

Nickname       

e-mail       

Date of birth       

Gender       

Nationality       

Hobbies       

Home address       

Place of residence       

Telephone or cell phone number       

Your pictures        

Pictures of you uploaded by others       

http://www.google.com/webhp?hl=en
http://search.yahoo.com/
http://search.yahoo.com/
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My online status       

My list of contŀŎǘǎκέŦǊƛŜƴŘǎέ       

Comments/messages posted by other 
users on my pictures 

      

Other, please specify:       

пΦ  {LDb Lb !{ άaLbhw мέΦ ¦{LbD ¢I9 59C!ULT SETTINGS OF THIS ACCOUNT, I.E. WITHOUT CHANGING  YOUR INITIAL SETTINGS, INDICATE WHICH OF THE FOLLOWING 
THINGS YOU CAN DO 

 

By default, ǿƘŜƴ ǎƛƎƴŜŘ ƛƴ ŀǎ άaƛƴƻǊ мέΥ YES 
 

YES, but I need 
permission from the 
user who posted it on 
my profile 

NO Not available 
on this SNS 

Observations 

I am able to delete postings/comments I have made on my pictures      

I am able to delete pictures I have uploaded on my public profile       

I am able to delete postings/comments others have made about my 
pictures  

     

I am able to delete pictures others have uploaded of me       

Something else happens. Please specify:  

рΦ  {LDb Lb !{ άaLbhw мέΦ ¦{LbD ¢I9 DEFAULT SETTINGS OF THIS ACCOUNT, I.E. WITHOUT CHANGING YOUR INITIAL SETTINGS, INDICATE WHICH OF THE FOLLOWING 
THINGS CAN HAPPEN ON YOUR PROFILE.  

 

.ȅ ŘŜŦŀǳƭǘΣ ǿƘŜƴ ǎƛƎƴŜŘ ƛƴ ŀǎ άaƛƴƻǊ мέΥ YES 
 

YES, but I must 
approve it before it 
is published 

NO 
 

Not available 
on this SNS 

Observations 

All users can post comments on my pictures      

Only my contacts/friends can post comments on my pictures      

Other users can upload photos of me       

Only my contacts/friends can upload videos/photos of me      

By default, my full profile is set to άǇǊƛǾŀǘŜέΣ ƛΦŜΦ my profile 
information cannot be viewed, except by friends belonging to my 
άŀǇǇǊƻǾŜŘ ŎƻƴǘŀŎǘǎ ƭƛǎǘέ 
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By default, anybody (registered and non-registered users of this 
SNS) can  contact me (e.g. via (private) messages)  

     

By default, only registered users can  contact me (e.g. via (private) 
messages) 

     

By default, only people belonging to my approved contacts list can  
contact me (e.g. via (private) messages) 

     

By default, all users of this SNS can send me friend requests      

By defaultΣ ƻƴƭȅ Ƴȅ ŦǊƛŜƴŘǎ ΨŎƻƴǘŀŎǘǎ Ŏŀƴ ǎŜƴŘ ƳŜ ŦǊƛŜƴŘ ǊŜǉǳŜǎǘǎ      

Something else happens. Please specify:  

6. KEEP ON USING YOUw twhCL[9 άaLbhw мέΦ EXPLORE THE PRIVACY SETTINGS ON YOUR PROFILE AND ANSWER THE FOLLOWING QUESTIONS.  

!ǎ άaƛƴƻǊ мέ ƻƴ ǘƘƛǎ {b{Σ L Ŏŀƴ Řƻ ǘƘŜ ŦƻƭƭƻǿƛƴƎΥ YES 
 

NO Not available 
on this SNS 

Observations 

Report abuse or bullying     

Block other users from contacting me      

Block other users from viewing my profile     

Reject friendship requests     

Specify who or which groups of users can contact me (e.g. friends, 
family, etc.)  

    

Restrict the search options of other users so that they cannot find 
me (e.g. Do not allow adults to find/contact me)? 

    

Set my profile to private so that my full profile cannot be viewed 
ŜȄŎŜǇǘ ōȅ ΨŦǊƛŜƴŘǎΩ ƻƴ Ƴȅ ŎƻƴǘŀŎǘ ƭƛǎǘ 

    

Set my profile to private, i.e. I cannot be contacted except by 
ΨŦǊƛŜƴŘǎΩ ƻƴ Ƴȅ ŎƻƴǘŀŎǘ ƭƛǎǘ 

    

I have to change my privacy settings before my personal information 
can be visible to adult users 

    

I have to change settings for my personal information (all the 
information contained on my current profile including pictures, 
contacts list, posts, etc.) to be viewed by other minors 

    

I have control over the display of my online status. I can decide if 
ƻǘƘŜǊ ǇŜƻǇƭŜ Ŏŀƴ ǎŜŜ ƳŜ ǿƘŜƴ LΩƳ ƻƴƭƛƴŜ 

    

I am notified when I am identified (tagged) in pictures/videos, etc.     
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ǇƻǎǘŜŘ ƻƴ ƻǘƘŜǊ ǇŜƻǇƭŜΩǎ ǇǊƻŦƛƭŜǎ 

I can prevent other users from commenting on my photos     

This SNS provides me with other privacy features. Please specify 
what they are and how they work 

    

 
7.  KEEP ON USING YO¦w twhCL[9 άaLbhw мέ. IN RELATION TO THE PRIVACY SETTINGS YOU JUST EXPLORED, HOW EASY/DIFFICULT WAS IT TO DO THE FOLLOWING? 
 

hƴ ǘƘŜ {b{Σ Ƙƻǿ Ŝŀǎȅ ǿŀǎ ƛǘ ǘƻΧΚ Very easy Easy Not easy but 
not difficult  

Difficult Very 
difficult  

Not available on 
this SNS 

Block other users from contacting me        

Block other users from viewing my profile       

Reject friendship requests       

Specify who or which groups of users can contact me (e.g. friends, 
family, etc.)  

      

Restrict the search options of other users so that they cannot find 
me (e.g. Do not allow adults to find/contact me)? 

      

Set my profile to private so that my full profile cannot be viewed 
ŜȄŎŜǇǘ ōȅ ΨŦǊƛŜƴŘǎΩ ƻƴ Ƴȅ ŎƻƴǘŀŎǘ ƭƛǎǘ 

      

Set my profile to private, i.e. I cannot be contacted except by 
ΨŦǊƛŜƴŘǎΩ ƻƴ Ƴȅ ŎƻƴǘŀŎǘ ƭƛǎǘ 

      

I have to change my privacy settings before my personal 
information can be visible to adult users 

      

I have to change settings for my personal information (all the 
information contained on my current profile including pictures, 
contacts list, posts, etc.) to be viewed by other minors 

      

I have control over the display of my online status. I can decide if 
ƻǘƘŜǊ ǇŜƻǇƭŜ Ŏŀƴ ǎŜŜ ƳŜ ǿƘŜƴ LΩƳ ƻƴƭƛƴŜ 

      

I am notified when I am identified (tagged) in pictures/videos, etc. 
ǇƻǎǘŜŘ ƻƴ ƻǘƘŜǊ ǇŜƻǇƭŜΩǎ ǇǊƻŦƛƭŜǎ 

      

I can prevent other users from commenting on my photos       

use addiǘƛƻƴŀƭ ǇǊƛǾŀŎȅ ŦŜŀǘǳǊŜ ά·έΦ LŦ ǘƘƛǎ {b{ Ŏƻƴǘŀƛƴǎ ŀƴȅ 
additional privacy features, please refer to them here 

      

ǳǎŜ ŀŘŘƛǘƛƻƴŀƭ ǇǊƛǾŀŎȅ ŦŜŀǘǳǊŜ ά¸έΦ LŦ ǘƘƛǎ {b{ Ŏƻƴǘŀƛƴǎ ŀƴȅ       
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additional privacy features, please refer to them here 

8.  KEEP ON USING ̧ h¦w twhCL[9 άaLbhw мέΦ ²I!¢ I!tt9b{ ²I9N YOU WANT TO UPLOAD PICTURES/VIDEOS OR POST INFORMATION TO YOUR PROFILE?  
 

!ǎ άaƛƴƻǊ мέΣ ǿƘŜƴ L ŀƳ ŀōƻǳǘ ǘƻ ǳǇƭƻŀŘ ǇƛŎǘǳǊŜǎκǇƻǎǘ 
information, I get: 

YES 
 

NO Observations 

Technical guidance on how to upload photos/videos    

Safety warnings/guidance about uploading photos/videos online    

Technical guidance on how to post information/comments    

Safety warnings/guidance on publishing personal information 
online 

   

Other type of relevant information. Please specify:    

9. ARE THERE ANY MECHANISMS IN PLACE ON THIS WEBSITE TO AVOID THAT REGISTERED MINORS (E.G. MINORS 1 AND 3) GET ACCESS TO INAPROPRIATE OR UNWANTED 
(BUT NOT ILLEGAL) CONTENT? 

 Which of the following mechanisms are employed by this 
website to avoid that minors have access to inappropriate or 
unwanted content? 

YES 
 

NO Observations 

Family or parental Filtering    

Automatically blocking of inappropriate content for children 
younger than a certain minimum age 

   

Contextual warnings (placed on the content itself) so that users 
can make informed decisions regarding if they want to access that 
content or not (e.g. the photo you are about to watch contains 
strong violent images. Are you sure you want to see it?) 

   

Other mechanisms. Please specify how this provider makes sure 
that children and young people registered on their website are not 
exposed to inappropriate content on their website 
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10. ARE THERE ANY MECHANISMS IN PLACE ON THIS WEBSITE TO AVOID THAT NON-REGISTERED MINORS GET ACCESS TO INAPROPRIATE OR UNWANTED (BUT NOT 
ILLEGAL) CONTENT? 

 

Which of the following mechanisms are employed by this 
website to avoid that minors have access to inappropriate or 
unwanted content? 

YES 
 

NO Observations 

Family or parental Filtering    

Automatically blocking of inappropriate content for children 
younger than a certain minimum age 

   

Contextual warnings placed on the content itself so that users can 
make informed decisions regarding if they want to access that 
content or not (e.g. the photo you are about to watch contains 
strong violent images. Are you sure you want to see it?) 

   

Other mechanisms. Please specify how this provider makes sure 
that children and young people not registered on their website are 
not exposed to inappropriate content on their website 

 

 
11. POST THE PICTURES YOU WERE GIVEN TOGETHER WITH THE MATERIALS FOR THIS TEST ON EACH OF THE PROFILES YOU CREATED. YOU CAN ADD MORE PICTURES OF 
YOUR OWN.   

¶ Lƴ ōƻǘƘ ŀŘǳƭǘ ǇǊƻŦƛƭŜǎ ǎŜǘ ȅƻǳǊ ǇƛŎǘǳǊŜǎ ŀǎ άǎŀŦŜέΣ άƳƻŘŜǊŀǘŜέ !b5 άǊŜǎǘǊƛŎǘŜŘέΦ aŀƪŜ ǎǳǊŜ ȅƻǳ ƘŀǾe pictures in each of these three categories. 

¶ Sign in as Minor 1 and search for the photos you just uploaded. If possible, use different search settings (e.g. everyone`s uploads, from your contacts, etc.) to ensure 
that your search is exhaustive.  
 

Which types of pictures from Adults 1 and 2 could you 
access? 

Adult 1 Adult 2 

Safe Moderate Restricted Safe Moderate Restricted 

I could find and see the  following pictures   

I could find, but not see the following pictures   

I got a contextual warning about the restricted content of 
the pictures 

  

Something else. Specify what happened:   
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12. SIGN IN AS MINOR 1 AND AS ADULT 1. GO TO ADVANCED SEARCH OPTIONS AND TURN OFF THE SAFE SEARCH FUNCTIONALITY. WHAT HAPPENS? 
 

What happens when trying to turn Safe Search off? Minor 1 
 

Adult 1 Observations 

I could turn Safe Search off    

I could not turn Safe Search off    

Apart from Safe Search other search options are available    

Something else. Specify what happened:  

 

13.   WITHOUT SIGNING IN AS ANY USER, IS THERE INFORMATION ON THIS SNS ABOUT THE FOLLOWING? 

Does this SNS provide the following information? YES 
 

NO Observations 

Information/tips for parents on the available tools for wider 
internet access (e.g. the benefits of using filtering tools and/or 
parental controls) and how they can be used to help them protect 
young people 

   

Information/tips for parents on the available tools on this SNS (e.g. 
parental controls, filtering tools, etc. provided by this SNS) and 
how they can be used to help them protect young people 

   

Any other relevant information/advice/tools to help parents 
support their children in managing a safe online experience on this 
SNS. Please specify: 

   

 
Alternative ways of implementing Principle 3 on this SNS website 
 
 
 
 
 
 
 

7. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not been included in this test. Include 
information on: 

a. How this provider assists children and young people in managing their experience on their service, particularly with regard to inappropriate or 
unwanted (but no illegal) content or conduct 

b. Refer to any tools/functionalities employed by this provider to minimise the risk of unwanted or inappropriate contact between children/young 
people and adults 

8. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, 
links to relevant additional information on the website, etc.  
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Section 4 

Principle 4: Provide easy-to-use mechanisms to report conduct or content that violates the Terms of Service 

 
1.  IN THE FOLLOWING EXERCISE YOU WILL HAVE TO MEASURE THE TIME IT TAKES YOU TO FIND THE REPORTING MECHANISMS ON THE SNS YOU ARE TESTING. USE A   
CHRONOMETER TO MEASURE THE EXACT AMOUNT OF TIME IT TAKES YOU TO FIND THEM. START ALL THE TASKS FROM THE HOMEPAGE OF THE SNS 
 

Starting from the homepage, find the following: Time (in seconds) to find this info  Info not available on this SNS 

A button to flag inappropriate content   

A report button   

Abuse Report Form    

Report abuse via e-mail   

Link to abuse report form from an external local agency or organization, e.g. Inhope, Insafe, 
ChildNet, etc.  

  

A hotline/phone  number to contact a safety expert/responsible from within this SNS   

A hotline/phone  number to contact a safety expert from another organization   

A link/information on Violation of terms and where and how to report them   

An indication of how reports are typically handled by this SNS   

Other reporting mechanism, please specify:    

2.  MENTION ALL THE EXISTING MECHANISMS AND TOOLS AVAILABLE ON THIS WEBSITE TO REPORT ABUSE/VIOLATIONS OF TERMS OF USE/POLICY. INSPECT THE WEBSITE 
CAREFULLY AND READ THE TERMS OF SERVICE, ACCEPTABLE USE POLICY AND/OR COMMUNITY GUIDELINES PROVIDED ON YOUR SNS AND ANSWER THE FOLLOWING 
QUESTIONS: 

 

Which of the following reporting mechanisms  are available to 
report abuse/violations of Terms of Use/policy on this site: 

YES 
 ( add URL on 
SNS) 

 

NO 
(Not available 
on this SNS) 

Observations 

A button to flag inappropriate content    

A report button    

Abuse Report Form    



119 

 

Report abuse via e-mail    

Link to abuse report form from an external local agency or 
organization, e.g. Inhope, Insafe, ChildNet, etc.  

   

A hotline/phone  number to contact a safety expert/responsible 
from within this SNS 

   

A hotline/phone  number to contact a safety expert from another 
organization 

   

A link/information on Violation of terms and where and how to 
report them 

   

An indication of how reports are typically handled by this SNS    

Other, please specify:   

 
3. SIGN IN AS MINOR 1. GO TO THE INTERNAL SEARCH ENGINE OF THIS SNS AND LOOK FOR INAPPROPRIATE CONTENT FOR A CHILD OF THIS AGE. YOU CAN TYPE TERMS 
{¦/I !{ άthwbέΣ ά9·¢REME VIh[9b/9έΣ ά{¦L/L59έΣ ETC. SELECT SOME CONTENT THAT IS INAPPROPRIATE FOR CHILDREN AGED 13 OR OLDER TO SEE. FLAG AND REPORT 
THE PHOTO/VIDEO/CONTENT SELECTED AS CONTAINING INAPPROPRIATE CONTENT. ANSWER THE QUESTIONS BELOW IN RELATION TO THE REPORTING 
MECHANISMS/TOOLS AVAILABLE ON THIS SNS: 
 

¶ If there are different reporting mechanisms (e.g. report button, e-mail, etc.) available, report this situation using the most prominent and most readily available 
mechanism that a 15-year old child would normally use on this SNS. 

¶ Check if the inappropriate content is removed from the site. How long does it take to be removed?   

¶ Because it may take some time before the SNS sends a reply to minor 1, the next question (question 3 of section 4) may be answered at a later time. Please keep on 
checking the email address you used to report the problem to the SNS until right before you submit your national report. Do not forget to check your spam as well 
because these types of messages may also arrive directly to the spam folder. 

¶ If the provider contacts Minor 1 asking for specific information, answer all the messages you may receive and keep screenshots of them as back-up. DO NOT initiate 
contact with the provider yourself.   

¶ Report the situation using only ONE reporting mechanism ONCE. If nothing happens, do not try any other reporting mechanisms and do not contact the provider.  
 

REPORTING MECHANISM TESTED: ______________________________________________________________________________________________________ 

In relation to the reporting mechanism/tool available on the site Yes No Not available on 
this website  

Observations 

The instructions on how  to use the reporting tools/mechanism are 
written using plane and succinct language, easy for a child of this age to 
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understand 

The instructions on how  to use the reporting tools/mechanism do not 
contain excessive technical jargon difficult for a child of this age to 
understand 

    

The instructions on how  to use the reporting tools/mechanism are 
easily seen because they are prominently placed on the SNS  

    

There is no need to excessively scroll the webpage(s) to find instructions 
on how  to use the reporting tools/mechanism  

    

The reporting mechanism/tool can be accessed at all times from the 
SNS 

    

There is a link to the report mechanism/tool on every page on this SNS     

I could successfully report abuse without encountering any difficulties in 
the whole process 

    

I could report abuse, but I encountered some difficulties during the 
process (please specify which difficulties you encountered in the 
comments section) 

    

The report mechanism/tool sends a notification of receipt to the user 
indicating that the report is being handled 

    

The report mechanism gives feedback to the user about the report 
result. If so, how long did it take to get an answer? 

    

I did not receive any reply, but the inappropriate content was removed 
from the site. If so, how long did it take to remove the content? 

    

Abuse report mechanism/tool asked for information I could not provide     

Abuse report mechanism/tool asked for unnecessary or irrelevant 
information* (i.e. additional details without which an efficient report 
could still be handled). 
*Include concrete examples of unnecessary information in the 
Observations section  

    

If there are forums or volunteer moderators on this SNS, can you report 
your problem to them or ask them for advice on how to report your 
problem? 

    

If you contacted any volunteer moderator or forum on your SNS, did 
you get successful guidance/information from them? 
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Alternative ways of implementing Principle 4 on this SNS website 
 
 
 
 
 
 
 
 

 
Section 5 

Principle 6: Enable and encourage users to employ a safe approach to personal information and privacy 

мΦ   {LDb Lb !{ άaLbhw мέΦ .¸ 59C!¦[¢Σ ²HICH OF THE FOLLOWING INFORMATION NEEDS YOUR PERMISSION BEFORE BEING VISIBLE TO OTHER USERS? 

  Which of the following information 
needs your permission before being 
made public (i.e. visible) to the following 
people? Mark all the instances that 
require your consent 

Your current 
profile contains 
this info 

Visible to Minor 2 Visible to 
ά!Řǳƭǘ мέ 
(your 
contact)  

±ƛǎƛōƭŜ ǘƻ ά!Řǳƭǘ нέ 
(user of this SNS, but 
not your contact)  

Visible to other people 
who are non-users of this 
SNS  

Observations 

Real name (First and last)       

Real name (only first)       

Nickname       

e-mail*        

Date of birth       

Gender       

Nationality       

Hobbies       

Home address       

Place of residence       

7. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not been included in this test. Include 
information on: 

a. Any additional mechanisms employed by this provider to report inappropriate content, contact or behaviour as outlines in their Terms of Service, 
community guidelines, etc. 

8. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, 
links to relevant additional information on the website, etc.  
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School or work address       

Telephone or cell phone number       

Your uploaded pictures       

Pictures/videos  of me uploaded by me or 
by others 

      

My online status       

aȅ ƭƛǎǘ ƻŦ ŎƻƴǘŀŎǘǎκέŦǊƛŜƴŘǎέ       

Comments/messages posted by other 
users on my pictures 

      

Other, please specify:       

2.   EXPLORE THE PRIVACY SETTINGS OPTIONS AND GUIDANCE AVAILABLE ON THIS SNS AND ANSWER THE FOLLOWING QUESTIONS  

Lƴ ǊŜƭŀǘƛƻƴ ǘƻ ǇǊƛǾŀŎȅ ƛƴŦƻǊƳŀǘƛƻƴκƎǳƛŘŀƴŎŜ ŀǾŀƛƭŀōƭŜ ƻƴ ǘƘƛǎ {b{Χ YES  
 

NO Observations 

While adding information to your profile, were you informed/made 
aware that (some of) this information would be made visible/available to 
other users? 

   

Did you receive any supporting information on the consequences of 
posting this information online? 

   

Did you get any information/guidance on how make your profile as 
private as possible?  

   

Are you able to view your privacy status or settings at any given time?    

 
3. IN THIS SECTION YOU WILL HAVE TO EXPLORE SOME OF THE PRIVACY SETTINGS AVAILABLE ON THIS SNS. FOLLOW THE INSTRUCTIONS: 

¶ Sign in as Minor 1.  

¶ At the beginning of this test you uploaded several pictures on this SNS. Three of those pictures should only be visible to Minor 2. Restrict your other friends`/contacts 
ΨŀŎŎŜǎǎ ǘƻ ǘƘƻǎŜ ǎǇŜŎƛŦƛŎ ǇƛŎǘǳǊŜǎΦ ¸ƻǳ Ƴŀȅ ŎƘƻƻǎŜ ǿƘƛŎƘ ǇƛŎǘǳǊŜǎ ǘƻ ƳŀƪŜ ǇǊƛǾŀǘŜΦ 

¶ You do not want adult 2 to be able to have access to any of your information on your profile. Block this user. 

¶ Right after answering questions 3 and 4 make sure your privacy settings are set back to the default privacy settings, i.e. undo all the privacy settings you may have 
changed.  
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After having restricted access to your 
information on this SNS, can other 
users still have access to the following 
information on your profile? 

Your current 
profile 
contains this 
info 

Visible to 
άaƛƴƻǊ нέ   

Visible to 
άaƛƴƻǊ оέ   

Visible to 
ά!Řǳƭǘ мέ  

±ƛǎƛōƭŜ ǘƻ ά!Řǳƭǘ нέ 
(user of this SNS, 
but not your 
contact) after my 
consent 

Visible to other people who 
are non-users of this SNS  

Observations 

Real name (First and last)        

Real name (only first)        

Nickname        

e-mail*         

Date of birth        

Gender        

Nationality        

Hobbies        

Home address        

Place of residence        

School or work address        

Telephone or cell phone number        

Your uploaded pictures        

Pictures/videos  of me uploaded by me 
or by others 

       

My online status        

aȅ ƭƛǎǘ ƻŦ ŎƻƴǘŀŎǘǎκέŦǊƛŜƴŘǎέ        



124 

 

Comments/messages posted by other 
users on my pictures 

       

The pictures that should only be visible 
to  Minor 2 

       

Other, please specify:        
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4.   ANSWER THE FOLLOWING QUESTIONS IN RELATION TO THE PRIVACY SETTINGS AVAILABLE ON THIS SNS 
 

Lƴ ǊŜƭŀǘƛƻƴ ǘƻ ǘƘŜ ǇǊƛǾŀŎȅ ǎŜǘǘƛƴƎǎ ŀǾŀƛƭŀōƭŜ ƻƴ ǘƘƛǎ ǎƛǘŜΧ Yes No Not available on this 
website  

Observations 

The instructions on how  to use the privacy settings are written 
using plane and succinct language, easy for Minor 1 to 
understand 

    

The instructions on how  to use the privacy settings do not 
contain excessive technical jargon difficult for a child of this age 
to understand 

    

The instructions on how  to use the privacy settings are easily 
seen because they are prominently placed on the SNS  

    

there is no need to excessively scroll the webpage(s) to find 
instructions on how  to change privacy settings  

    

The privacy settings can be accessed at all times from the SNS     

There is a link to the privacy settings on every page on this SNS     

I could successfully restrict access to my three pictures (only 
supposed to be viewed by Minor 2) without encountering any 
difficulties in the whole process 

    

I could restrict access to my three pictures (only supposed to 
be viewed by Minor 2), but I encountered some difficulties 
during the process. Please specify which difficulties you 
encountered in the observations section 

    

I could successfully block Adult 2 without encountering any 
difficulties in the whole process 

    

I could block Adult 2, but I encountered some difficulties during 
the process (please specify which difficulties you encountered 
in the observations section) 

    

 
IN THIS LAST TASK YOU WILL HAVE TO EVALUATE HOW EASY IT IS TO DETELE AN EXISTING USER PROFILE ON THIS SNS. AS ALL YOUR PREVIOUS PROFILES SHOULD REMAIN 
ACTIVE EVEN AFTER THE TEST HAS FINISHED, YOU WILL HAVE TO CREATE A NEW USER ACCOUNT).  PLEASE KEEP IN MIND THAT NONE OF YOUR PREVIOUS ACCOUNTS 
SHOULD BE DELETED. 
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¶  Create a new user account for a minor (e.g. Minor 3` s brother).  

¶ Fill in some personal information for this new profile (e.g. name, age, place of residence, hobbies, etc.).  

¶ Add some extra information to this account (e.g. upload a couple of pictures, comments, etc.). 

¶ Delete this account. 

¶ Once you have deleted this new account, answer the following questions:  
 
5.    HOW EASY WAS IT TO DO THE FOLLOWING?  
 

hƴ ǘƘŜ {b{Σ Ƙƻǿ Ŝŀǎȅ ǿŀǎ ƛǘ ǘƻΧΚ Very easy easy Not easy but 
not difficult  

difficult  Very 
difficult  

Not available on 
this SNS 

Delete the profile you just created?       

Find instructions on how to delete this account?        

Find information on the consequences of deleting your profile (e.g. 
your profile will be deleted, but some information will be retained 
by the provider, etc.)  

      

 
9. WHAT HAPPENED WHILE 59[9¢LbD άaLbhw оέ tROFILE? 

 

While deleting  this profile: YES 
 

NO Observations 

I could find easy-to-understand information on how to delete my 
profile  

   

There was a clear link/button provided for deleting my profile    

I could only deactivate my profile but not completely delete it    

The provider clearly states what personal information they 
collect/retain after deleting my profile  

   

The provider clearly states how my personal information is/may be 
used once my profile is deleted 

   

 
Alternative ways of implementing Principle 6 on this SNS website 
 
 

7. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not been included in this test. Include 
information on: 

a. Any additional functionality/tool, etc. that may support children and young people make informed decisions about the information they post online. 
8. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, 

links to relevant additional information on the website, etc.  
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ANNEX 7. TESTING SCENARIO BLOGGING PLATFORMS 

 
Name of SNS being reviewed  

URL of SNS  

Date(s) of testing  

Name of tester  

Contact e-mail of tester  

Contact phone of tester  

Browser used for testing Chrome Firefox I Explorer(7/8) Opera Safari Other, please 
specify 

Section 1 

Principle 1: Raise awareness of safety education messages and acceptable use policies to users, parents, teachers and carers in a prominent, clear and 

age-appropriate manner 

1.  IN THE FOLLOWING EXERCISE YOU WILL HAVE TO MEASURE THE TIME IT TAKES YOU TO FIND SOME INFORMATION ON THE WEBSITE YOU ARE TESTING. USE A 

CHRONOMETER TO MEASURE THE EXACT AMOUNT OF TIME IT TAKES YOU TO FIND THE FOLLOWING INFORMATION. START ALL THE TASKS FROM THE HOMEPAGE OF THE 

SNS WITHOUT REGISTERING AS A USER. 

Starting from the homepage, find information about Time (in seconds) to find this info  Info not available on this website 

Terms of Use   

Privacy  information   

Tips or educational material on how to use the internet safely (for children)   

Tips or educational material on how to use the internet safely (for parents, 
teachers, other carers) 

  

Tips or educational material on how to use this SNS safe safely (for children)   
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Tips or educational material on how to use this SNS safely (for parents, teachers, 
other carers) 

  

External links/referrals  to educational materials about child safety   

External links/referrals about organizations/authorities active in child safety, e.g. 
Insafe, national hotline, police, etc. 

  

2.   WITHOUT REGISTERING AS A USER, YET. PLEASE ANSWER THE FOLLOWING QUESTIONS: 

This SNS contains the following type of information. Please mark 
all that applies:  

YES   NO Observations 

Tips/information for children and young people on how to navigate 
this specific website safely and responsibly 

   

Tips/information for parents, teachers or other adult carers on how 
to help their children navigate this website safely 

   

Terms of use/service for this SNS     

Information on what constitutes inappropriate behaviour on this 
website and the consequences thereof (e.g. a code of conduct) 

   

Privacy policy or privacy information about this SNS    

General safety tips/information specifically targeted at children and 
young people on how to surf the Internet safely and responsibly, for 
ƛƴǎǘŀƴŎŜ ǘƘǊƻǳƎƘ ΨIŜƭǇ ǇŀƎŜǎΩ 

   

General safety tips/information or educational materials specifically 
targeted at parents, teachers or other carers to help children surf 
the Internet safely and responsibly  

   

Other. Please specify:  

3.   WHAT KIND OF INFORMATION DOES THIS SNS PROVIDE ABOUT SPECIFIC ONLINE RISKS? PLEASE MARK ALL THAT APPLIES. 

Does this SNS provide any information regarding the following 

online risks?  Please choose ALL that apply  

YES YES, but it is difficult to 

understand for children 

and young people 

NO Observations 

The possibility of seeing or being the subject of images of child 
abuse 
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Hate speech     

Pornography or sexual content     

Violence     

Inappropriate contact from adults with a sexual interest in children     

Bullying     

Divulging personal information     

Posting sexually provocative photographs     

Information on self-harm actions (anorexia, suicide, etc.)     

Other, please specify:  

4.   WHAT IS THE FORMAT OF THE SAFETY INFORMATION PROVIDED ON THIS SNS? CHOOSE ALL THAT APPLY 

The safety (educational) information on this SNS contains (Please mark all that 
applies):  

YES  NO Observations 

Audio-visual fragments (video / audio fragments, animations, etc.)    

Quizzes or games    

Concrete examples related to safety (e.g. anecdotes, information on concrete 
consequences of safety threats, etc.) 

   

External links/referrals  to educational materials about child safety    

External links/referrals about organizations/authorities active in child safety, e.g. 
Insafe, national hotline, police, etc. 

   

Written texts about safety    

If written texts are used, short pieces of text are used (no more than 1 or 2 short 
paragraphs per idea/caption) 

   

If written texts are used, they are formatted with sub heads, bullets and other devices 
(e.g. visible links) that facilitate skimming and scanning of info rather than plain reading  

   

Other. Please specify:  
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5.   WHAT KIND OF INFORMATION IS PRESENT IN THE TERMS OF SERVICE/USE OF THIS SNS?  PLEASE CHOOSE ALL THAT APPLY  

In their Terms of Service/use does this SNS clearly state the 

following?  Please choose ALL that apply  

YES   YES, but it is difficult to 

understand for 

children/young people 

NO Observations 

Content that is not allowed on the social network (e.g. 
pornographic or racist content) 

    

Conduct (behaviour/actions) that is not allowed (e.g. bullying, 
harassment, racist comments)                          

    

Consequences of engagement in prohibited behaviour/actions 
(e.g. your user profile/messages/photos might be deleted, or 
police contacted) 

    

Age requirements     

Other. Please specify  

6.   WHAT IS THE FORMAT OF THE INFORMATION ABOUT THE TERMS OF SERVICE/USE OR CODE OF CONDUCT PROVIDED ON THIS SNS? CHOOSE ALL THAT APPLY 

The information about the Terms of service/use or Code of conduct provided on 
this SNS is presented in the form of (Please mark all that applies):  

YES  NO Observations 

Audio-visual fragments (video / audio fragments, animations, etc.)    

Quizzes or games    

Concrete examples related to safety (e.g. anecdotes, information on concrete 
consequences of safety threats, etc.) 

   

External links/referrals  to educational materials about child safety    

External links/referrals about organizations/authorities active in child safety, e.g. 
Insafe, national hotline, police, etc.  

   

Written texts about the Terms and conditions    

If written texts are used, short pieces of text are used (no more than 1 or 2 short 
paragraphs per idea/caption) 
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If written texts are used, they are formatted with sub heads, bullets and other 
devices (e.g. visible links) that facilitate skimming and scanning of info rather than 
plain reading  

   

Other. Please specify:  

 

7. THINKING FROM THE PERSPECTIVE OF A CHILD YOUNGER THAN 13 YEARS OLD (E.G. MINOR 3), ANSWER THE FOLLOWING QUESTIONS. IF THE SNS YOU ARE TESTING HAS 
A MINIMUM AGE REQUIREMENT OF 13 YEARS OLD OR OLDER, QUESTIONS 7 AND 8 SHOULD NOT BE ANSWERED AND YOU SHOULD CONTINUE WITH QUESTION 9.  
 

The safety tips and educational materials on this SNS YES NO Observations 

are presented using plain and succinct language appropriate for a child of this 
age 

   

do not contain technical jargon difficult for a child of this age to understand    

are easily seen because they are prominently placed on the SNS     

there is no need to excessively scroll the webpage(s) to find this information     

8.  THINKING FROM THE PERSPECTIVE OF A CHILD YOUNGER THAN 13 YEARS OLD (E.G. MINOR 3), ANSWER THE FOLLOWING QUESTIONS. IF THE SNS YOU ARE TESTING HAS 

A MINIMUM AGE REQUIREMENT OF 13 YEARS OLD OR OLDER, QUESTION 8 SHOULD NOT BE ANSWERED AND YOU SHOULD CONTINUE WITH QUESTION 9.  

The information related to the website privacy and safety policy (e.g. 

Terms and Conditions, Safety policy, Code of conduct, etc.)  

YES NO Observations 

is presented using plain and succinct language for a child of this age    

does not contain excessive technical jargon difficult for a child of this age 
to understand 

   

is easily seen because it is prominently placed on the SNS     

there is no need to excessively scroll the webpage(s) to find this 
information  

   

 
9.   THINKING FROM THE PERSPECTIVE OF A 13-17 YEARS OLD TEENAGER (E.G. MINOR 1 AND MINOR 2), ANSWER THE FOLLOWING QUESTIONS: 
 

The safety tips and educational materials on this SNS YES NO Observations 
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are presented using plain and succinct language appropriate for a child of this age    

do not contain excessive technical jargon difficult for a child of this age to understand    

are easily seen because they are prominently placed on the SNS     

10.   THINKING FROM THE PERSPECTIVE OF A 13-17 YEARS OLD TEENAGER (E.G. MINOR 1 AND MINOR 2), ANSWER THE FOLLOWING QUESTIONS: 

The information related to the website privacy and safety policy (e.g. Terms and Conditions, 

Safety policy, Code of conduct, etc.)  

 

YES NO Observations 

is presented using plain and succinct language for a child of this age    

does not contain excessive technical jargon difficult for a child of this age to understand    

is easily seen because it is prominently placed on the SNS     

 

Alternative ways of implementing Principle 1 on this SNS website 
 
 
 
 

9. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not been included in this test 

10. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, 

links to relevant additional information on the website, etc.  
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Section 2 

Principle 2: Work towards ensuring that services are age-appropriate for the intended audience 

1.   WHICH OF THE FOLLOWING STATEMENTS ARE TRUE OF THE SNS YOU ARE TESTING? 
 

¢Ƙƛǎ ǿŜōǎƛǘŜΧ YES         NO 
 

Observations 

clearly indicates which services are not appropriate for children and young people or 
where a minimum registration age applies 

   

encourages the uptake of parental controls by prominently displaying how these tools 
ŀƭƭƻǿ ǇŀǊŜƴǘǎ ǘƻ ƳŀƴŀƎŜ ǘƘŜƛǊ ŎƘƛƭŘǊŜƴΩǎ ǳǎŜ ƻŦ ǘƘŜ ǎŜǊǾƛŎŜ 

   

allows users to label, rate or age restrict content where appropriate    

ŀƭƭƻǿǎ ǇŀǊŜƴǘǎ ǘƻ ƳƻƴƛǘƻǊ ǘƘŜƛǊ ŎƘƛƭŘΩǎ ŀŎǘƛǾƛǘƛŜǎ ƻƴ ǘƘŜ {b{    

does something else to ensure that its services are age-appropriate for the intended 
audience. Please specify what they do: 

 

 
BEFORE CONTINUING ANSWERING THE NEXT SERIES OF QUESTIONS YOU MUST CREATE AN ACCOUNT OF A 9-YEAR-OLD MINOR ON THIS SNS. WHILE SIGNING UP ONLY 

INCLUDE THE MINIMUM INFORMATION REQUIRED BY THIS SNS. IF YOU ARE ASKED ANY MANDATORY INFORMATION TO SIGN UP USE THE DATA FROM MINOR 3.   

¶ If during the test you are required to provide any extra personal information not contained in the persona` s description, base yourself in the description provided in 

order to create credible information that matches the current persona.  If necessary, you may provide credible, but not real addresses and/or telephone number(s).   

¶ If you are required to provide one (or more) e-mail accounts (for instance a child`s plus an adult`s email account), create as many e-mail accounts as necessary. Try 

to avoid using your existing personal e-mail accounts. 

 



134 

 

 

2.   WHAT TYPE OF INFORMATION DOES THIS SNS REQUIRE FROM YOU TO LET YOU SIGN UP? 

3.   AFTER SIGNING UP AS 9-YEAR OLD USER, WHAT HAPPENED? 

What happened during/after signing up? YES 

 

NO Not applicable 

to this SNS 

Observations 

I was able to sign up because this SNS is not age-restricted     

I was able to sign up even though 9-year old children are not supposed  to use this SNS     

I was able to sign up even without verifying my e-mail
26

address     

I was able to sign up only after clicking on the verification link
27

 sent to me via e-mail      

                                                                 

25
 If asked for your e-mail for verification purposes DO NOT check your e-mail, yet. 

26
 If you were not asked for e-Ƴŀƛƭ ǾŜǊƛŦƛŎŀǘƛƻƴ ŘǳǊƛƴƎ ǎƛƎƴ ǳǇ ƳŀǊƪ άbƻǘ ŀǾŀƛƭŀōƭŜ ƻƴ ǘƘƛǎ {b{έ 

  

27
 If necessary you can check your e-mail verification now 

When trying to sign up as a 9-year old this SNS requires you to submit 

the following information. Mark all that applies: 

Yes No Observations 

Name    

Nickname    

e-mail
25

     

Date of birth    

Sex    

Address or place of residence    

A valid telephone or mobile phone number    

Parental or guardian permission (e.g. via an e-mail sent to your 
parent/guardian)  

   

Other, please specify:    
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I was able to sign up only after my parent/guardian authorised  me to do so (e.g. via a 
confirmation e-mail) 

    

L ƻōǘŀƛƴŜŘ άǇŀǊŜƴǘŀƭ ŎƻƴǎŜƴǘέ ǘƻ ƻǇŜƴ ŀƴ ŀŎŎƻǳƴǘ ƻƴ ǘƘƛǎ ǿŜōǎƛǘŜ ǘƘǊƻǳƎƘ ŀ ŦŀƪŜ ŀŎŎƻǳƴǘ 
I created on the spot 

    

I was not able to sign up. The SNS denied the signing up due to age restrictions     

I was not able to sign up. The SNS denied the signing up, but I was not told why     

Other. Please specify:     

IF YOU WERE REJECTED TO CREATE AN ACCOUNT ON THIS SNS FOR BEING UNDER THE MINIMUM AGE REQUIREMENT TRY TO SIGN UP AGAIN, BUT THIS TIME USE AN 

AGE JUST ABOVE THE MINIMUM AGE REQUIRED BY THIS SNS TO SIGN UP. DO NOT CHANGE ANY OF YOUR COMPUTER SETTINGS (E.G. DO NOT REMOVE ANY COOKIES 

OR BROWSING HISTORY). 

4.   AFTER SIGNING UP AS A CHILD ABOVE THE MINIMUM AGE REQUIRED BY THIS SNS, WHAT HAPPENED? 

What happened when trying to sign up this time? Mark ALL that applies YES  

 

NO Not applicable 

to this SNS 

Observations 

I was able to sign up because this SNS is not age-restricted     

I was able to sign up even though this SNS is supposed to be age-
restricted 

    

I was able to sign up even without verifying my e-mail
28

 address     

I was able to sign up only after clicking on the verification link
29

 sent to 
me via e-mail  

    

I was not able to sign up. The SNS denied the signing up due to age 
restrictions 

    

I was not able to sign up. The SNS denied the signing up, but I was not 
told why 

    

                                                                                                                                                                                                                                                                                                                     

 
28

 If you were not asked for e-mail verification during sign up mark N/A 

  
29

  If necessary you can check your e-mail verification now 
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I was not able to sign in because of my previous attempt to sign up as a 9 
year-old child. The SNS has installed cookies on my computer that do not 
allow me to sign up again from this computer 

    

Other. Please specify:   

IF YOUR PREVIOUS ATTEMPTS TO SIGN UP AS A MINOR HAVE FAILED, PLEASE REMOVE ANY COOKIES THAT MAY HAVE BEEN INSTALLED ON YOUR COMPUTER AND SIGN 

UP AGAIN USING THE MINIMUM AGE REQUIRED BY THIS SNS. IF THIS DOES NOT WORK TRY SIGNING UP FROM ANOTHER COMPUTER. 

5.   AFTER SIGNING UP AS A CHILD ABOVE THE MINIMUM AGE REQUIRED BY THIS SNS, WHAT HAPPENED? 
 

What happened when trying to sign up this time? Mark all that applies YES  

 

NO Not available on 

this SNS 

Observations 

I was able to sign up because this SNS is not age-restricted     

I was able to sign up even though this SNS is supposed to be age-
restricted 

    

I was able to sign up even without verifying my e-mail
30

 address     

I was able to sign up only after clicking on the verification link
31

 sent to 
me via e-mail  

    

I was not able to sign up. The SNS denied the signing up due to age 
restrictions 

    

I was not able to sign up. The SNS denied the signing up, but I was not 
told why 

    

I was not able to sign in because of my previous attempt to sign up as a 9 
year-old child. The SNS has installed cookies on my computer that do not 
allow me to sign up again from this computer. 

    

Other. Please specify:   

                                                                 
30

  If you were not asked for e-mail verification during sign up mark N/A 

 
31

 If necessary you can check your e-mail verification now 
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TO CONTINUE WITH THE TEST YOU WILL HAVE TO CREATE 4 NEW USER ACCOUNTS: TWO OF ADULT PROFILES AND TWO OF MINOR PROFILES. CREATE THESE ACCOUNTS 

USING THE INFORMATION FROM THE 2 GIRL TEENAGE (MINOR 1 AND 2) AND THE 2 ADULT PERSONAS YOU WERE GIVEN TOGETHER WITH THE INSTRUCTIONS OF THIS 

TEST.  

IF DURING THE TEST YOU ARE REQUIRED TO PROVIDE ANY EXTRA PERSONAL INFORMATION NOT CONTAINED IN THE PERSONAS` DESCRIPTION, BASE YOURSELF IN THE 

DESCRIPTION PROVIDED IN ORDER TO CREATE CREDIBLE INFORMATION THAT MATCHES THE CURRENT PERSONA.  IF NECESSARY YOU MAY PROVIDE CREDIBLE ADDRESS OR 

TELEPHONE NUMBER(S), BUT, BY NO MEANS, REAL ONES! 

6.   SIGN UP AS MINOR 1 AND ADULT 1, WHAT KIND OF INFORMATION DOES THIS SNS REQUIRE FROM EACH OF THESE USERS? 
 

When signing up the SNS requires you to submit the following 

information. Mark all that applies: 

As minor 1 As adult 1 Observations 

Real name (First and last)    

Real name (only first)    

Nickname    

e-mail*     

Date of birth    

Gender    

School you attend    

Nationality    

Home address    

Place of residence    

School address    

Telephone or cell phone number    

Other, please specify:    

 

BEFORE CONTNUING WITH THE TEST, FOLLOW THESE STEPS: 

 

¶ DO NOT change any settings on your SNS accounts because in the next section you will have to perform some tests with these default settings. 

¶  Create user accounts for Minor 2 and Adult 2.  
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¶ Add as much information as possible to ALL THE profiles (Minors 1, 2 and 3 and Adults 1 and 2), but do not change any settings in any of these accounts. The 

account settings should be the default ones.    

¶ /ƘŀƴƎŜ aƛƴƻǊ оΩǎ ŀƎŜ ǘƻ мо όCƻǊ ǘƘŜ ǊŜǎǘ ƻŦ ǘƘŜ ǘŜǎǘ aƛƴƻǊ о ǎƘƻǳƭŘ ōŜ моύΦ  

¶ Minors 1, 2 and 3 should be each other`s friends. Add them to each other`s contacts/friends. 

¶ ά!Řǳƭǘ нέ ǎƘƻǳƭŘ ōŜ ŦǊƛŜƴŘ ƻŦ ά!Řǳƭǘ мέ ƻƴƭȅΣ ōǳǘ ƘŜ a¦{¢ NOT be friend of any of the minors.  

¶ Post some pictures and some comments on your own blog  

¶ Post some pictures and comments on each of your users` blogs. Also, leave comments on your other users` blogs so that they loƻƪ άǎƻŎƛŀƭƭȅέ ŀŎǘƛǾŜΦ  

¶ From now on you will have to use one or several of the user profiles you created Depending on the question you have to answer. Sign in with the most appropriate 

profile according to the tasks you have to perform.  

¶ Write down the user names, e-mails, passwords and age of ALL your accounts. 

 

User name Adult 1  

Password Adult 1 account  

Age Adult 1  

e-mail Adult 1  

User name Adult 2  

Password Adult 2 account  

Age Adult 2  

e-mail Adult 2  

User name Minor 1  

Password Minor 1 account  

Age Minor 1  

e-mail Minor 1  

User name Minor 2  

Password Minor 2 account  

Age Minor 2  

e-mail Minor 2  

User name Minor 3  

Password Minor 3 account  

Age Minor 3  

e-mail Minor 3  
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7.  AFTER HAVING CREATED YOUR ACCOUNTS AND ADDED SOME BASIC INFORMATION TO THEM, TEST THE CHAT FUNCTIONALITY.  

¶ Go to the chatroom of the country you are testing. Sign in as Minor 1 and as Minor 2. Talk to each other. 

¶ If while on the chatroom you are approached by other people, just react very briefly to their questions (yes, no, maybe) or simply ignore them, but do not give out 

any personal information. 

¶ Go to the same chatroom as Minor1/2 is and sign in as Adult 2 (not a contact of any of the minors). Approach Minor 1 and 2 and start chatting with them. 

¶ During the conversation explicitly ask Minors 1 and 2 for personal information such as their age, school they attend, where they live, address, their telephone 

number, etc. 

¶ aƛƴƻǊǎ м ŀƴŘ н ǎƘƻǳƭŘ ƎƛǾŜ ƻǳǘ ǘƘŜƛǊ άŦŀƪŜέ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ǘƻ !Řǳƭǘ нΦ   

While Adult 2 was chatting with Minor 1 and 2, what happened?  YES 
 

NO Observations 

Adult 2 was allowed to chat with minors even though they were not each 
other`s contacts.  

   

Adult 2 was not allowed to chat with minors 1 & 2 because they were not 
each other`s contacts. 

   

Minors 1 & 2 received a warning/information on the potential negative 
consequences of contacting/being contacted by (adult) strangers in non-
appropriate ways.  

   

Adult 2 could chat with Minors 1 & 2 but was not able to ask/obtain any 
personal information from them. If this happened please specify how this 
was possible.  

   

Adult 2 was banned from the chatroom for having attempted to 
contact/having contacted minors.  

   

Adult 2 was banned from the chatroom for having attempted to obtain 
personal information from minors. 

   

Something else happened. Please specify:  
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8.   WHICH OF THE FOLLOWING STATEMENTS ARE TRUE OF THE SNS YOU ARE TESTING? 

¢Ƙƛǎ ǿŜōǎƛǘŜΧ YES NO Observations 

clearly indicates which services are not appropriate for children and young people or where a 
minimum registration age applies 

   

by default employs a safety mode/family filter/etc. that automatically restricts inappropriate 
ŎƻƴǘŜƴǘ ǘƻ ȅƻǳƴƎŜǊ ǳǎŜǊǎΣ ƛΦŜΦ ǘƘŜǎŜ ŦǳƴŎǘƛƻƴŀƭƛǘƛŜǎ ŀǊŜ ǎŜǘ ǘƻ άƻƴέ ŦƻǊ ŦƛǊǎǘ ǘƛƳŜ ǳǎŜǊǎΦ 

   

offers access to safety mode/family filter/etc. that automatically restricts inappropriate videos to 
ȅƻǳƴƎŜǊ ǳǎŜǊǎ ōǳǘ ǘƘŜǎŜ ŦǳƴŎǘƛƻƴŀƭƛǘƛŜǎ ŀǊŜ ƴƻǘ άƻƴέ ōȅ ŘŜŦŀǳƭǘΦ  

   

encourages the uptake of parental controls by prominently displaying how these tools allow 
ǇŀǊŜƴǘǎ ǘƻ ƳŀƴŀƎŜ ǘƘŜƛǊ ŎƘƛƭŘǊŜƴΩǎ ǳǎŜ ƻŦ ǘƘŜ service 

   

allows users to label, rate or age restrict videos/content where appropriate    

ŀƭƭƻǿǎ  ǇŀǊŜƴǘǎ ǘƻ ƳƻƴƛǘƻǊ ǘƘŜƛǊ ŎƘƛƭŘΩǎ ŀŎǘƛǾƛǘƛŜǎ ƻƴ ǘƘŜ {b{    

does something else to ensure that its services are age-appropriate for the intended audience. 
Please specify what they do: 

 

9.   ANSWER THE FOLLOWING QUESTIONS ABOUT ADVERTSING ON THE SNS YOU ARE TESTING? 

When signed in as a Minor 1 and Minor 3 YES         NO 
 

Observations 

Is there any type of advertising displayed on this SNS? If so, mention ALL types of 
advertising available in the observations section (e.g. banners, e-commerce ads, 
interstitials, in-games advertising, etc.). 

   

Is advertising on this SNS specifically targeted at minors? i.e. ads available on this 
SNS are about products and services specially targeted at children/teenagers?  

   

This SNS displays advertising that is appropriate for minors although it is not 
specifically targeted at them, e.g. Electronics, food products, etc.   

   

Does advertising on this SNS include any potentially inappropriate content for 
minors (e.g. alcohol, cigarettes, etc.). If so, which ones? Mention ALL types of 
advertising available in the observations section. Please keep screenshots about 
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inappropriate ads as evidence. 

Alternative ways of implementing Principle 2 on this SNS website 
 
 
 

 
 
 
 
 
 

Section 3 
Principle 3: Empower users through tools and technology 

1.   USING THE DEFAULT SETTINGS OF YOUR SNS ACCOUNT, I.E. WITHOUT CHANGING ANY SETTING{Σ {LDb Lb !{ ά!5¦[¢ мέ !b5 Lb±L¢9 άaLbhw мέ ¢h .9/ha9 ¸h¦w 

άCwL9b5έκ/hb¢!/¢Φ !b{WER THE FOLLOWING QUESTIONS: 

.ȅ ŘŜŦŀǳƭǘΣ ǿƘŜƴ ǎƛƎƴŜŘ ƛƴ ŀǎ ά!Řǳƭǘ мέΥ  YES 

 

NO L ŘƻƴΩǘ ƪƴƻǿκƛǘ 

ŘƻŜǎƴΩǘ ǎŀȅ 

Observations 

I am allowed to add minors to my contacts list without any restrictions      

I am allowed to add minors to my contacts list but before being able to do 
it I receive a warning (e.g. Are you sure you know this person?) 

    

I need to sign a special agreement/form before being able to add children 
to my contacts list 

    

I receive information on the consequences of contacting minors in non-
appropriate ways according to the Terms of Use 

    

I am not allowed to add children to my contacts list     

I can interact with children without any difficulties     

1. Here refer to any alternative ways this Principle has been implemented on this specific website and which have not been included in this test: 
a. Specify if and how this SNS has considered how their service may be associated with potential risks to children and young people, where it is intended for them to use the 

service* 
b. Specify the mechanisms/measures employed by this SNS is order to limit exposure to potentially inappropriate content and contact 

2. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, links to relevant 
additional information on the website, etc.  

 
*Each SNS is different in terms of target audience, the range of activities users can engage in, the platforms on which they can be consumed and the countries in which they are 
available. These factors will affect the range and extent of the risks that may affect children and young people when using the site. Assessment of what constitutes inappropriate 
content for children and young people also varies. 
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Something else happens. Please specify:  

 
2. USING THE DEFAULT SETTINGS OF YOUR SNS ACCOUNT, I.E. WITHOUT CHANGING ANY SETTING{Σ {LDb Lb !{ άaLbhw мέΣ !//9t¢ !5¦[¢ мȫ{ INVITATION TO BE YOUR 
FRIEND. THEN, SIGN IN AS ADULT 2 (NOT A FRIEND OF MINOR 1) AND TRY TO GET IN TOUCH WITH MINOR 1 (E.G. VIA A MESSAGE OR ANOTHER AVAILABLE MECHANISM 
ON THIS WEBSITE). ANSWER THE FOLLOWING QUESTIONS: 
 

.ȅ ŘŜŦŀǳƭǘΣ ǿƘŜƴ ǎƛƎƴŜŘ ƛƴ ŀǎ άaƛƴƻǊ мέΥ YES 
 

NO L ŘƻƴΩǘ ƪƴƻǿκƛǘ 
ŘƻŜǎƴΩǘ ǎŀȅ 

Observations 

I am allowed to add adults to my contacts list without any restrictions      

I am allowed to add adults to my contacts list but before I receive a warning 
(e.g. Are you sure you know this person?) 

    

I need parental consent before allowing adults to become members of my 
contacts list 

    

I receive safety guidance on dangerous contacts before accepting an adult 
ŀǎ ΨŦǊƛŜƴŘΩκŎƻƴǘŀŎǘ 

    

I am not allowed to add an adult as a contact     

L Ŏŀƴ ōŜ ŎƻƴǘŀŎǘŜŘ ōȅ ά!Řǳƭǘ нέ ŜǾŜƴ ƛŦ  ƘŜȫǎ ƴƻǘ ǇŀǊǘ ƻŦ Ƴȅ ŦǊƛŜƴŘǎκŎƻƴǘŀŎǘǎ 
on this SNS 

    

I can interact with adults on this SNS without any difficulties     

Something else happens. Please specify.  

3. USING THE DEFAULT SETTINGS OF YOUR SNS ACCOUNTS, I.E. WITHOUT CHANGING ANY SETTINGS ON ANY OF THE ACCOUNTS, INDICATE WHICH INFORMATION ABOUT 

άaLbhw мέ L{ ±L{L.[9 TO THE FOLLOWING PEOPLE. PLEASE PAY ATTENTION TO THE FOLLOWING: 

¶ Make sure your minor 1`s and minor 2`s profiles contain as much information as possible (e.g. likes, address, hobbies, etc.). If possible on this SNS, post pictures 
ŀƴŘ ǘŀƎ ŜŀŎƘ ƻǘƘŜǊ ƻƴ ǘƘŜƳ ǎƻ ŀǎ ǘƻ άǎƘƻǿέ ǘƘŀǘ ƳƛƴƻǊ м ŀƴŘ н ƪƴƻǿ ŜŀŎƘ ƻǘƘŜǊΦ    

¶ To search the profile of minor 1 as a user of this SNS, only employ the internal search engine of the SNS you are testing.  

¶ To search the profile of minor 1 as a non-user of this SNS (i.e. not signed-in as a user), use the following search engines to seŀǊŎƘ ŦƻǊ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ άaƛƴƻǊ мέΥ 
Google, MSN search and Yahoo! search  

¶ In both cases use the name and ǘƘŜ ǎǳǊƴŀƳŜ ƻŦ άƳƛƴƻǊ мέ  ōŜǘǿŜŜƴ ƛƴǾŜǊǘŜŘ ŎƻƳƳŀǎ όŜΦƎΦ άWƻƘƴ {ƳƛǘƘέύ ŀǎ ƪŜȅ ǎŜŀǊŎƘ ǘŜǊƳǎ 

http://www.google.com/webhp?hl=en
http://search.yahoo.com/
http://search.yahoo.com/
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By default, Which of the following 

ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ΨǇǳōƭƛŎΩκǾƛǎƛōƭŜ ǘƻ ǿƘƻƳΚ 

Mark all that applies: 

My current 

profile contains 

the following 

information  

Visible to 

άaƛƴƻǊ нέ  

±ƛǎƛōƭŜ ǘƻ ά!Řǳlt 

мέ (your contact) 

±ƛǎƛōƭŜ ǘƻ ά!Řǳƭǘ нέ 

(user of this SNS, but 

not your contact) 

Visible to other 

people who are 

non-users of this 

SNS 

Observations 

Real name (First and last)       

Real name (only first)       

Nickname       

e-mail       

Date of birth       

Gender       

Political views       

Name of school       

Nationality       

Hobbies       

Home address       

Place of residence       

School address       

Telephone or cell phone number       

Your notes/posts       

Reactions/comments made about your 
notes/posts. 

      

Pictures/videos of you       

My online status       

aȅ ƭƛǎǘ ƻŦ ŎƻƴǘŀŎǘǎκέŦǊƛŜƴŘǎέ       

Comments/messages posted by other 
ǳǎŜǊǎ ƻƴ Ƴȅ άǇǳōƭƛŎ ǇǊƻŦƛƭŜέ όƳŜŀƴǘ ǘƻ ōŜ 
viewed by others) 

      

Other, please specify:       
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4.  {LDb Lb !{ άaLbhw мέ. USING THE DEFAULT SETTINGS OF THIS ACCOUNT, I.E. WITHOUT CHANGING ANY SETTINGS, INDICATE WHICH OF THE FOLLOWING THINGS YOU 

CAN DO 

By default, ǿƘŜƴ ǎƛƎƴŜŘ ƛƴ ŀǎ άaƛƴƻǊ мέΥ YES 

 

YES, but I need 

permission from the 

user who posted it on 

my profile 

NO Not available 

on this SNS 

Observations 

L ŀƳ ŀōƭŜ ǘƻ ŘŜƭŜǘŜ ǇƻǎǘƛƴƎǎκŎƻƳƳŜƴǘǎ L ƘŀǾŜ ƳŀŘŜ ƻƴ Ƴȅ ΨǇǳōƭƛŎ 
ǇǊƻŦƛƭŜΩΣ ƛΦŜΦ Ƴȅ ǇǊƻŦƛƭŜ ŀǎ ƻǘƘŜǊǎ Ŏŀƴ ǎŜŜ ƛǘ 

     

I am able to delete pictures/videos I have uploaded on my public 
profile (e.g. by deleting tags) 

     

I am able to delete postings/comments others have made about me 
ƻƴ Ƴȅ ΨǇǳōƭƛŎ ǇǊƻŦƛƭŜΩ 

     

I am able to delete pictures/videos others have uploaded of me on 
my public profile (e.g.by deleting tags) 

     

Something else happens. Please specify:  

рΦ  {LDb Lb !{ άaLbhw мέΦ ¦{LbD ¢I9 DEFAULT SETTINGS OF THIS ACCOUNT, I.E. WITHOUT CHANGING YOUR INITIAL SETTINGS, INDICATE WHICH OF THE FOLLOWING 

THINGS CAN HAPPEN ON YOUR PROFILE.  

.ȅ ŘŜŦŀǳƭǘΣ ǿƘŜƴ ǎƛƎƴŜŘ ƛƴ ŀǎ άaƛƴƻǊ мέΥ YES 
 

YES, but I must 
approve it before it 
is published 

NO 
 

Not available 
on this SNS 

Observations 

All users can post comments/reactions on my notes/posts in my 
blog 

     

Only my contacts/friends can post comments/reactions in my blog      

All users can upload videos/photos (including of myself) in my blog       

Only my contacts/friends can upload videos/photos of me in my 
blog 

     

By default, my full profile is set to άǇǊƛǾŀǘŜέΣ ƛΦŜΦ my profile 
information cannot be viewed, except by friends belonging to my 
άŀǇǇǊƻǾŜŘ ŎƻƴǘŀŎǘǎ ƭƛǎǘέ 

     

By default, my blog is set to άǇǊƛǾŀǘŜέΣ ƛΦŜΦ my posts/pictures and 
other information in my blog cannot be viewed, except by friends 
ōŜƭƻƴƎƛƴƎ ǘƻ Ƴȅ άŀǇǇǊƻǾŜŘ ŎƻƴǘŀŎǘǎ ƭƛǎǘέ 
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By default, anybody (registered and non-registered users of this 
SNS) can  contact me (e.g. via (private) messages)  

     

By default, all registered users can  contact me (e.g. via (private) 
messages) 

     

By default,  only people belonging to my approved contacts list can  
contact me (e.g. via (private) messages) 

     

By default, all users of this SNS can send me friend requests      

By defaultΣ ƻƴƭȅ Ƴȅ ŦǊƛŜƴŘǎ ΨŎƻƴǘŀŎǘǎ Ŏŀƴ ǎŜƴŘ ƳŜ ŦǊƛŜƴŘ ǊŜǉǳŜǎǘǎ      

Something else happens. Please specify:  

6. KEEP ON USING YOUw twhCL[9 άaLbhw мέΦ EXPLORE THE PRIVACY SETTINGS ON YOUR PROFILE AND ANSWER THE FOLLOWING QUESTIONS. IF NEEDED SIGN IN AS 

OTHER USERS AS WELL. 

!ǎ άaƛƴƻǊ мέ ƻƴ ǘƘƛǎ {b{Σ L Ŏŀƴ Řƻ ǘƘŜ ŦƻƭƭƻǿƛƴƎΥ YES 

 

NO Not available 

on this SNS 

Observations 

report abuse or bullying     

block other users from contacting me      

block other users from viewing my profile     

reject friendship requests     

specify who or which groups of users can contact me (defined by 
age, gender, etc.) 

    

restrict the search options of other users so that they cannot find 
me (e.g. Do not allow adults to find/contact me)? 

    

set my profile to private so that my full profile cannot be viewed except by 
ΨŦǊƛŜƴŘǎΩ ƻƴ Ƴȅ ŎƻƴǘŀŎǘǎ ƭƛǎǘ 

    

set my profile to private so that I cannot be contacted ŜȄŎŜǇǘ ōȅ ΨŦǊƛŜƴŘǎΩ ƻƴ 
my contacts list 

    

set my blog to private so that it cannot be viewed ŜȄŎŜǇǘ ōȅ ΨŦǊƛŜƴŘǎΩ ƻƴ Ƴȅ 
contacts list 

    

I have to change settings before my personal information can be 
visible to adult users 

    

I have to change settings for my personal information (all the 
information contained on my current profile including pictures, 
contacts list, posts, etc.) to be viewed by other minors 

    

I have control over the display of my online status. I can decide if     
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ƻǘƘŜǊ ǇŜƻǇƭŜ Ŏŀƴ ǎŜŜ ƳŜ ǿƘŜƴ LΩƳ ƻƴƭƛƴŜ 

I am notified when I am identified (tagged) in pictures/videos, etc. 
ǇƻǎǘŜŘ ƻƴ ƻǘƘŜǊ ǇŜƻǇƭŜΩǎ ǇǊƻŦƛƭŜǎ 

    

This SNS provides me with other privacy features. Please specify 
what they are and how they work 

    

 

7.  KEEP ON USING YO¦w twhCL[9 άaLbhw мέ. IN RELATION TO THE PRIVACY SETTINGS YOU JUST EXPLORED, HOW EASY/DIFFICULT WAS IT TO DO THE FOLLOWING? 

 

hƴ ǘƘŜ {b{Σ Ƙƻǿ Ŝŀǎȅ ǿŀǎ ƛǘ ǘƻΧΚ Very easy easy Not easy but 

not difficult  

difficult  Very 

difficult  

Not available on 

this SNS 

report abuse or bullying       

block other users from contacting me       

Block other users from viewing my profile       

reject friendship requests       

Specify who or which groups of users can contact me (defined by 
age, gender, etc.) 

      

Restrict the search options of other users so that they cannot find 
me (e.g. Do not allow adults to find/contact me)? 

      

Set my profile to private, i.e.my full profile cannot be viewed or I 
Ŏŀƴƴƻǘ ōŜ ŎƻƴǘŀŎǘŜŘ ŜȄŎŜǇǘ ōȅ ΨŦǊƛŜƴŘǎΩ ƻƴ Ƴȅ ŎƻƴǘŀŎǘ ƭƛǎǘ 

      

Change settings before my personal information could be visible to 
adult users 

      

Change settings for my personal information (all the information 
contained on my current profile including pictures, contacts list, 
posts, etc.) to be viewed by other minors 

      

Control the display of my online status (i.e. deciding if other 
ǇŜƻǇƭŜ Ŏŀƴ ǎŜŜ ƳŜ ǿƘŜƴ LΩƳ ƻƴƭƛƴŜύ 

      

use additional privacy feature X. If this SNS contains any additional 
privacy features, please refer to them here 

      

use additional privacy feature Y. If this SNS contains any additional 
privacy features, please refer to them here 
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8.  KEEP ON USING YOUR PRhCL[9 άaLbhw мέΦ ²I!T HAPPENS WHEN YOU WANT TO UPLOAD PICTURES/VIDEOS OR POST INFORMATION TO YOUR PROFILE?  

 

!ǎ άaƛƴƻǊ мέΣ ǿƘŜƴ L ŀƳ ŀōƻǳǘ ǘƻ ǳǇƭƻŀŘ ǇƛŎǘǳǊŜǎκǇƻǎǘ 
information, I get: 

YES 
 

NO Observations 

Technical guidance on how to upload photos/videos    

Safety warnings/guidance about uploading photos/videos online    

Technical guidance on how to post information/comments    

Safety warnings/guidance on publishing personal information 
online 

   

Other type of relevant information. Please specify:    

 

9.  KEEP ON USING YO¦w twhCL[9 άaLbhw мέ. IN RELATION TO THE CONTENT AVAILABLE ON THIS WEBSITE, IS IT POSSIBLE FOR MINOR 1 TO HAVE ACCESS TO THE 

FOLLOWING TYPE OF INFORMATION? 

¶ Use the internal search engine of this SNS to look for any type of content (e.g. videos, comments, photos, etc.) that may contain inappropriate content for minors. 
¸ƻǳ Ŏŀƴ ǘȅǇŜ ǘŜǊƳǎ ǎǳŎƘ ŀǎ άǇƻǊƴέΣ άǊŀŎƛǎƳέΣ άǎǳƛŎƛŘŜέΣ ŜǘŎΦ  

¶ Keep screenshots of all the inappropriate content you find. 

 

Is it possible for Minor 1 to have access to the following type of 
information?  

Posts or personal 
blogs that contain 

 

Videos that contain Pictures that contain Other (Please specify 
the format of this type 
of content, e.g. ads) 

Content that endorses discriminatory language or behaviour     

Drug taking in a context that promotes or encourages drug misuse 
or the misuse of easily accessible and highly dangerous substances 
(for example, aerosols or solvents) 

    

Detailed dangerous behaviour (for example, hanging, suicide, self-
harming, etc.) which could be copied/imitated by youngsters  

    

Sexual context and with strong detail (i.e. very explicit sexual 
images) or whose primary purpose is sexual arousal or stimulation 

    

Strong violence that dwells on the infliction of pain or injury     

Strong sadistic or sexualised violence (e.g. a rape)     

Other types of content whose treatment is not appropriate for 15     
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year olds or older minors. Specify what type of content this is (add 
links and keep screenshots) and justify why such content is not 
appropriate for children of this age 

 
10. ARE THERE ANY MECHANISMS IN PLAC E ON THIS WEBSITE TO AVOID THAT REGISTERED MINORS (E.G. MINORS 1 AND 3) GET ACCESS TO INAPROPRIATE OR UNWANTED 
(BUT NOT ILLEGAL) CONTENT? 
 

 Which of the following mechanisms are employed by this 
website to avoid that minors have access to inappropriate or 
unwanted content? 

YES 
 

NO Observations 

Family or parental Filtering    

Automatically blocking of inappropriate content for children 
younger than a certain minimum age 

   

Contextual warnings placed on the content itself so that users can 
make informed decisions regarding if they want to access that 
content or not (e.g. the video/photo you are about to watch 
contains strong violent images. Are you sure you want to see it?) 

   

Other mechanisms. Please specify how this provider makes sure 
that children and young people registered on their website are not 
exposed to inappropriate content on their website 

 

11.   WITHOUT SIGNING IN AS A REGISTERED USER OF THIS WEBSITE, IS IT POSSIBLE FOR ANY USER (INCLUDING MINORS) TO HAVE ACCESS TO THE FOLLOWING 

INFORMATION ON THIS SNS? 

¶ Use the internal search engine of this SNS to look for videos/photos/comments that may contain inappropriate content for minors. You can type terms such as 
άǇƻǊƴέΣ άŜȄǘǊŜƳŜ ǾƛƻƭŜƴŎŜέΣ άǎǳƛŎƛŘŜέΣ ŜǘŎΦ  

¶ Keep screenshots of all the inappropriate content you find. 

 

Without being a registered user of this website, is it possible for 

any user (including minors) to have access to the following type 

of information?  

Posts or personal 
blogs that 
contain 

 

Videos that contain Pictures that contain Other (Please specify the 
format of this type of 

content, e.g. ads) 

Content that endorses discriminatory language or behaviour     

Drug taking in a context that promotes or encourages drug misuse 
or the misuse of easily accessible and highly dangerous substances 
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(for example, aerosols or solvents) 

Detailed dangerous behaviour (for example, hanging, suicide, self-
harming, etc.) which could be copied/imitated by youngsters  

    

Sexual context and with strong detail (i.e. very explicit sexual 
images) or whose primary purpose is sexual arousal or stimulation 

    

Strong violence that dwells on the infliction of pain or injury     

Strong sadistic or sexualised violence (e.g. a rape)     

Other types of content whose treatment is not appropriate for 15 
year olds or older minors. Specify what type of content this is (add 
links and keep screenshots) and justify why such content is not 
appropriate for children of this age 

  

 
12. ARE THERE ANY MECHANISMS IN PLACE ON THIS WEBSITE TO AVOID THAT NON-REGISTERED MINORS GET ACCESS TO INAPROPRIATE OR UNWANTED (BUT NOT 
ILLEGAL) CONTENT? 
 

Which of the following mechanisms are employed by this 
website to avoid that minors have access to inappropriate or 
unwanted content? 

YES 
 

NO Observations 

Family or parental Filtering    

Automatically blocking of inappropriate content for children 
younger than a certain minimum age 

   

Warnings placed on the content itself so that users can make 
informed decisions regarding if they want to access that content or 
not (e.g. the video you are about to watch contains strong violent 
images. Are you sure you want to see it?) 

   

Other mechanisms. Please specify how this provider makes sure 
that children and young people not registered on their website are 
not exposed to inappropriate content on their website 
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13.   WITHOUT SIGNING IN AS ANY USER, IS THERE INFORMATION ON THIS SNS ABOUT THE FOLLOWING? 

Does this SNS provide the following information? YES 

 

NO Observations 

Information/tips for parents on the available tools for wider internet access (e.g. the 
benefits of using filtering tools and/or parental controls) and how they can be used 
to help them protect young people 

   

Information/tips for parents on the available tools on this SNS (e.g. parental 
controls, filtering tools, etc. provided by this SNS) and how they can be used to help 
them protect young people 

   

Any other relevant information/advice/tools to help parents support their children 
in managing a safe online experience on this SNS. Please specify: 

   

 
Alternative ways of implementing Principle 3 on this SNS website 
 
 
 
 
 
 
 

9. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not been included in this test. Include 
information on: 

a. How this provider assists children and young people in managing their experience on their service, particularly with regard to inappropriate or 
unwanted (but no illegal) content or conduct 

b. Refer to any tools/functionalities employed by this provider to minimise the risk of unwanted or inappropriate contact between children/young 
people and adults 

10. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, 
links to relevant additional information on the website, etc.  
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Section 4 

Principle 4: Provide easy-to-use mechanisms to report conduct or content that violates the Terms of Service 

1. IN THE FOLLOWING EXERCISE YOU WILL HAVE TO MEASURE THE TIME IT TAKES YOU TO FIND THE REPORTING MECHANISMS ON THE SNS YOU ARE TESTING. USE A   
CHRONOMETER TO MEASURE THE EXACT AMOUNT OF TIME IT TAKES YOU TO FIND THEM. START ALL THE TASKS FROM THE HOMEPAGE OF THE SNS 
 

Starting from the homepage, find the following: Time (in seconds) to find this info  Info not available on this SNS 

Abuse Report Form    

Report abuse via e-mail   

Link to abuse report form from an external local agency or organization, 
e.g. Inhope, Insafe, ChildNet, etc.  

  

A hotline/phone  number to contact a safety expert/responsible from 
within this SNS 

  

A hotline/phone  number to contact a safety expert from another 
organization 

  

A link/information on Violation of terms and where and how to report 
them 

  

An indication of how reports are typically handled by this SNS   

Other reporting mechanism, please specify:    
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2.  MENTION ALL THE EXISTING MECHANISMS AND TOOLS AVAILABLE ON THIS WEBSITE TO REPORT ABUSE/VIOLATIONS OF TERMS OF USE/POLICY. INSPECT THE WEBSITE 

CAREFULLY AND READ THE TERMS OF SERVICE, ACCEPTABLE USE POLICY AND/OR COMMUNITY GUIDELINES PROVIDED ON YOUR SNS AND ANSWER THE FOLLOWING 

QUESTIONS: 

Which of the following reporting mechanisms  are available to 

report abuse/violations of Terms of Use/policy on this site: 

YES ( add 

URL on 

SNS) 

 

NO, not 

available 

on this 

SNS 

Observations 

A button to flag inappropriate content    

A report button    

Abuse Report Form    

Report abuse via e-mail    

Link to abuse report form from an external local agency or 
organization, e.g. Inhope, Insafe, ChildNet, etc.  

   

A hotline/phone  number to contact a safety 
expert/responsible from within this SNS 

   

A hotline/phone  number to contact a safety expert from 
another organization 

   

A link/information on Violation of terms and where and how to 
report them 

   

An indication of how reports are typically handled by this SNS    

Other, please specify:   

 
SIGN IN AS MINOR 1. PRETEND THAT YOU HAVE BEEN BULLIED. REPORT THIS SITUATION USING THE MOST PROMINENT AND MOST READILY AVAILABLE MECHANISM THAT 
A 15-YEAR OLD CHILD WOULD NORMALLY USE ON THIS SNS. 

¶ Because it may take some time before the SNS sends a reply to Minor 1 about the bullying report, the following question (question 3 of section 4) may be answered at 
a later time. Please keep on checking the email address you used to report the problem to the SNS until right before you submit your national report. Do not forget to 
check your spam as well because these types of messages may also arrive directly to the spam folder.  

¶ Check if the inappropriate content is removed from the site. How long does it take to be removed?   

¶ If the provider contacts Minor 1 asking for specific information, answer all the messages you may receive and keep screenshots of them as back-up. DO NOT initiate 
contact with the provider yourself.   
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¶ Report the situation using only ONE reporting mechanism ONCE. If nothing happens, do not try any other reporting mechanisms and do not contact the provider.  

3.   ANSWER THE FOLLOWING QUESTIONS IN RELATION TO THE REPORTING MECHANISMS/TOOLS AVAILABLE ON THIS SNS 

REPORTING MECHANISM TESTED: ____________________________________________________________________________________________________________ 

In relation to the reporting mechanism/tool 1 available on the site Yes No Not available on 

this website  

Observations 

The instructions on how  to use the reporting tools/mechanism are 
written using plane and succinct language, easy for a child of this age to 
understand 

    

The instructions on how  to use the reporting tools/mechanism do not 
contain excessive technical jargon difficult for a child of this age to 
understand 

    

The instructions on how  to use the reporting tools/mechanism are 
easily seen because they are prominently placed on the SNS  

    

there is no need to excessively scroll the webpage(s) to find instructions 
on how  to use the reporting tools/mechanism  

    

The reporting mechanism/tool can be accessed at all times from the 
SNS 

    

There is a link to the report mechanism/tool on every page on this SNS     

I could successfully report abuse without encountering any difficulties in 
the whole process 

    

I could report abuse, but I encountered some difficulties during the 
process (please specify which difficulties you encountered in the 
observations section) 

    

The report mechanism/tool sends a notification of receipt to the user 
indicating that the report is being handled 

    

The report mechanism gives feedback to the user about the report 
result. If so, how long did it take to get an answer? 

    

Abuse report mechanism/tool asked for information I could not provide     

Abuse report mechanism/tool asked for unnecessary or irrelevant 
information* (i.e. additional details without which an efficient report 
could still be handled). 
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*Include concrete examples of unnecessary information in the 
Observations section  

If there are forums or volunteer moderators on this SNS, can you report 
your problem to them or ask them for advice on how to report your 
problem? 

    

If you contacted any volunteer moderator or forum on your SNS, did 
you get successful guidance/information from them? 

    

If inappropriate content was involved in the reporting situation, was this 
inappropriate content removed by the provider? How long did it take to 
remove such content? 

    

If other offenders were involved in the reporting situation, did anything 
happen to them (e.g. did they receive a warning? Were their accounts 
blocked? Etc.). Please specify what happened to them in the 
observations section 

    

 

Alternative ways of implementing Principle 4 on this SNS website 
 
 
 
 

9. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not been included in this test. Include 
information on: 

a. Any additional mechanisms employed by this provider to report inappropriate content, contact or behaviour as outlines in their Terms of Service, 
community guidelines, etc. 

10. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, 
links to relevant additional information on the website, etc.  
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Section 5 

Principle 6: Enable and encourage users to employ a safe approach to personal information and privacy 

мΦ   {LDb Lb !{ άaLbhw мέΦ .¸ 59C!¦[¢Σ ²HICH OF THE FOLLOWING INFORMATION NEEDS YOUR PERMISSION BEFORE BEING VISIBLE TO OTHER USERS? 

  Which of the following information 

needs your permission before being 

made public (i.e. visible) to the 

following people? Mark all the 

instances that require your consent 

Your current 

profile contains 

this info 

±ƛǎƛōƭŜ ǘƻ άaƛƴƻǊ 

нέ   

Visible to 

ά!Řǳƭǘ мέ 

(your 

contact)  

±ƛǎƛōƭŜ ǘƻ ά!Řǳƭǘ нέ 

(user of this SNS, but 

not your contact)  

Visible to other people 

who are non-users of this 

SNS  

Observations 

Real name (First and last)       

Real name (only first)       

Nickname       

e-mail        

Date of birth       

Gender       

Political views       

School you attend       

Nationality       

Hobbies       

Home address       

Place of residence       

School or work address       

Telephone or cell phone number       

Your pictures       

Pictures/videos  of me uploaded by me 
or by others 

      

My online status       
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aȅ ƭƛǎǘ ƻŦ ŎƻƴǘŀŎǘǎκέŦǊƛŜƴŘǎέ       

Comments/messages posted by other 
ǳǎŜǊǎ ƻƴ Ƴȅ άǇǳōƭƛŎ ǇǊƻŦƛƭŜ 

      

Your articles       

Other, please specify:       

2.   EXPLORE THE PRIVACY SETTINGS OPTIONS AND GUIDANCE AVAILABLE ON THIS SNS AND ANSWER THE FOLLOWING QUESTIONS  

In relation to privacy information/guidŀƴŎŜ ŀǾŀƛƭŀōƭŜ ƻƴ ǘƘƛǎ {b{Χ YES  

 

NO Observations 

While adding information to your profile, were you informed/made aware that (some of) this information would be 
made visible/available to other users? 

   

Did you receive any supporting information on the consequences of posting this information online?    

Did you get any information/guidance on how make your profile as private as possible?     

Are you able to view your privacy status or settings at any given time?    

 
3. IN THIS SECTION YOU WILL HAVE TO EXPLORE SOME OF THE PRIVACY SETTINGS AVAILABLE ON THIS SNS. FOLLOW THE INSTRUCTIONS: 

¶ Sign in as Minor 1.  

¶ You published an article on your blog but you only want that article to be visible to Minor 2. Restrict your other friends`/cƻƴǘŀŎǘǎ ΨŀŎŎŜǎǎ ǘƻ ǘƘŀǘ specific article (e.g. by 
using the secret mode feature). 

¶ You do not want Adult 2 to be able to have access to any of your information on your profile. Block this user. 

¶ Right after answering questions 3 and 4 make sure your privacy settings are set back to the default privacy settings, i.e. undo all the privacy settings you may have 
changed.  

 

After having restricted access to your 

information on this SNS, can other users 

still have access to the following 

information on your profile? 

Your 

current 

profile 

contains 

this info 

Visible to 

άaƛƴƻǊ нέ   

Visible to 

άaƛƴƻǊ оέ   

Visible to 

ά!Řǳƭǘ мέ  

±ƛǎƛōƭŜ ǘƻ ά!Řǳƭǘ нέ 

(user of this SNS, 

but not your 

contact)  

Visible to other people who 

are non-users of this SNS  

Observations 

Real name (First and last)        

Real name (only first)        
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Nickname        

e-mail         

Date of birth        

Gender        

School you attend        

Nationality        

Hobbies        

Home address        

Place of residence        

School or work address        

Telephone or cell phone number        

Your pictures        

Pictures/videos  of me uploaded by me or 
by others 

       

Your online status        

¸ƻǳǊ ƭƛǎǘ ƻŦ ŎƻƴǘŀŎǘǎκέŦǊƛŜƴŘǎέ        

Comments/messages posted by other 
ǳǎŜǊǎ ƻƴ Ƴȅ άǇǳōƭƛŎ ǇǊƻŦƛƭŜέ  

       

The article that should only be visible to 
Minor 2 

       

Other, please specify:        

 
4.   ANSWER THE FOLLOWING QUESTIONS IN RELATION TO THE PRIVACY SETTINGS AVAILABLE ON THIS SNS 
 

Lƴ ǊŜƭŀǘƛƻƴ ǘƻ ǘƘŜ ǇǊƛǾŀŎȅ ǎŜǘǘƛƴƎǎ ŀǾŀƛƭŀōƭŜ ƻƴ ǘƘƛǎ ǎƛǘŜΧ Yes No Not available 

on this website  

Observations 

The instructions on how  to use the privacy settings are written using plane and 
succinct language, easy for Minor 1 to understand 

    

The instructions on how  to use the privacy settings do not contain excessive technical 
jargon difficult for a child of this age to understand 

    

The instructions on how  to use the privacy settings are easily seen because they are 
prominently placed on the SNS  
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there is no need to excessively scroll the webpage(s) to find instructions on how  to 
change privacy settings  

    

The privacy settings can be accessed at all times from the SNS     

There is a link to the privacy settings on every page on this SNS     

I could successfully restrict access to my article (only supposed to be viewed by Minor 
2) without encountering any difficulties in the whole process 

    

I could restrict access to my article (only supposed to be viewed by Minor 2), but I 
encountered some difficulties during the process. Please specify which difficulties you 
encountered in the Observations section. 

    

I could successfully block Adult 2 without encountering any difficulties in the whole 
process 

    

I could block Adult 2, but I encountered some difficulties during the process. Please 
specify which difficulties you encountered in the Observations section 

    

 
IN THIS LAST TASK YOU WILL HAVE TO EVALUATE HOW EASY IT IS TO DETELE AN EXISTING USER PROFILE ON THIS SNS. AS ALL YOUR PREVIOUS PROFILES SHOULD REMAIN 
ACTIVE EVEN AFTER THE TEST HAS FINISHED, YOU WILL HAVE TO CREATE A NEW USER ACCOUNT).  PLEASE KEEP IN MIND THAT NONE OF YOUR PREVIOUS ACCOUNTS 
SHOULD BE DELETED. 

¶ Create a new user account for a minor (e.g. Minor 3` s brother).  

¶ Fill in some personal information for this new profile (e.g. name, age, place of residence, hobbies, etc.).  

¶ Add some extra information to this account (e.g. upload a couple of pictures, comments, etc.) 

¶ Delete this account 

¶ Once you have deleted this new account, answer the following questions:  
 

5.    HOW EASY WAS IT TO DO THE FOLLOWING?  

 

On ǘƘŜ {b{Σ Ƙƻǿ Ŝŀǎȅ ǿŀǎ ƛǘ ǘƻΧΚ Very easy easy Not easy but 

not difficult  

difficult  Very 

difficult  

Not available on 

this SNS 

Delete the profile you just created?       

Find instructions on how to delete this account?        

Find information on the consequences of deleting your profile (e.g. 
your profile will be deleted, but some information will be retained 
by the provider, etc.)  
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10. WHAT HAPPENED WHILE 59[9¢LbD άaLbhw оέ tROFILE? 

 

While deleting  this profile: YES 

 

NO Observations 

I could find easy-to-understand information on how to delete my 
profile  

   

There was a clear link/button provided for deleting my profile    

I could only deactivate my profile but not completely delete it    

The provider clearly states what personal information they 
collect/retain after deleting my profile  

   

The provider clearly states how my personal information is/may be 
used once my profile is deleted 

   

 

Alternative ways of implementing Principle 6 on this SNS website 
 
 
 
 

9. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not been included in this test. Include 
information on: 

a. Any additional functionality/tool, etc. that may support children and young people make informed decisions about the information they post online. 
10. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, 

links to relevant additional information on the website, etc.  
 



ANNEX 8. TESTING SCENARIO VIRTUAL WORLD PLATFORMS  

 

Name of SNS being reviewed  

URL of SNS  

Date(s) of testing  

Name of tester  

Contact e-mail of tester  

Contact phone of tester  

Browser used for testing Chrome Firefox I Explorer(7/8) Opera Safari Other, please 
specify 

 

Section 1 

Principle 1: Raise awareness of safety education messages and acceptable use policies to users, parents, teachers and carers in a prominent, clear and 
age-appropriate manner 

 

1.  IN THE FOLLOWING EXERCISE YOU WILL HAVE TO MEASURE THE TIME IT TAKES YOU TO FIND SOME INFORMATION ON THE WEBSITE YOU ARE TESTING. USE A 
CHRONOMETER TO MEASURE THE EXACT AMOUNT OF TIME IT TAKES YOU TO FIND THE FOLLOWING INFORMATION. START ALL THE TASKS FROM THE HOMEPAGE OF THE 
SNS WITHOUT REGISTERING AS A USER. 

Starting from the homepage, find information about Time (in seconds) to find this info  Info not available on this website 

Terms of Use   

Privacy  information   

Tips or educational material on how to use the internet safely (for children)   

Tips or educational material on how to use the internet safely (for parents, 
teachers, other carers) 

  

Tips or educational material on how to use this SNS safe safely (for children)   

Tips or educational material on how to use this SNS safely (for parents, teachers,   
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other carers) 

External links/referrals  to educational materials about child safety   

External links/referrals about organizations/authorities active in child safety, e.g. 
Insafe, national hotline, police, etc. 

  

2.   WITHOUT REGISTERING AS A USER, YET. PLEASE ANSWER THE FOLLOWING QUESTIONS: 

 

This SNS contains the following type of information. Please mark 
all that applies:  

YES   NO Observations 

Tips/information for children and young people on how to navigate 
this specific website safely and responsibly 

   

Tips/information for parents, teachers or other adult carers on how 
to help their children navigate this website safely 

   

Terms of use/service for this SNS     

Information on what constitutes inappropriate behaviour on this 
website and the consequences thereof (e.g. a code of conduct) 

   

Privacy policy or privacy information about this SNS    

General safety tips/information specifically targeted at children and 
young people on how to surf the Internet safely and responsibly, for 
ƛƴǎǘŀƴŎŜ ǘƘǊƻǳƎƘ ΨIŜƭǇ ǇŀƎŜǎΩ 

   

General safety tips/information or educational materials specifically 
targeted at parents, teachers or other carers to help children surf 
the Internet safely and responsibly  

   

Other. Please specify:  

3.   WHAT KIND OF INFORMATION DOES THIS SNS PROVIDE ABOUT SPECIFIC ONLINE RISKS? PLEASE MARK ALL THAT APPLIES. 

Does this SNS provide any information regarding the 
following online risks?  Please choose ALL that apply  

YES YES, but it is difficult to 

understand for children and 
young people 

NO Observations 

The possibility of seeing or being the subject of images of 
child abuse 
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Hate speech     

Pornography or sexual content     

Violence     

Inappropriate contact from adults with a sexual interest in 
children 

    

Bullying     

Divulging personal information     

Posting sexually provocative photographs     

Information on self-harm actions (anorexia, suicide, etc.)     

Other, please specify:  

4.   WHAT IS THE FORMAT OF THE SAFETY INFORMATION PROVIDED ON THIS SNS? CHOOSE ALL THAT APPLY 

The safety (educational) information on this SNS contains (Please mark all that 
applies):  

YES  NO Observations 

Audio-visual fragments (video / audio fragments, animations, etc.)    

Quizzes or games    

Concrete examples related to safety (e.g. anecdotes, information on concrete 
consequences of safety threats, etc.) 

   

External links/referrals  to educational materials about child safety    

External links/referrals about organizations/authorities active in child safety, e.g. 
Insafe, national hotline, police, etc. 

   

Written texts about safety    

If written texts are used, short pieces of text are used (no more than 1 or 2 short 
paragraphs per idea/caption) 

   

If written texts are used, they are formatted with sub heads, bullets and other 
devices (e.g. visible links) that facilitate skimming and scanning of info rather than 
plain reading  

   

Other. Please specify:  
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5.   WHAT KIND OF INFORMATION IS PRESENT IN THE TERMS OF SERVICE/USE OF THIS SNS?  PLEASE CHOOSE ALL THAT APPLY  

In their Terms of Service/use does this SNS clearly state the 
following?  Please choose ALL that apply  

YES   YES, but it is difficult to 
understand for 
children/young people 

NO Observations 

Content that is not allowed on the social network (e.g. pornographic 
or racist content) 

    

Conduct (behaviour/actions) that is not allowed (e.g. bullying, 
harassment, racist comments)                          

    

Consequences of engagement in prohibited behaviour/actions (e.g. 
your user profile/messages/photos might be deleted, or police 
contacted) 

    

Age requirements     

Other. Please specify  

6.   WHAT IS THE FORMAT OF THE INFORMATION ABOUT THE TERMS OF SERVICE/USE OR CODE OF CONDUCT PROVIDED ON THIS SNS? CHOOSE ALL THAT APPLY 

The information about the Terms of service/use or Code of conduct provided on 
this SNS is presented in the form of (Please mark all that applies):  

YES  NO Observations 

Audio-visual fragments (video / audio fragments, animations, etc.)    

Quizzes or games    

Concrete examples related to safety (e.g. anecdotes, information on concrete 
consequences of safety threats, etc.) 

   

External links/referrals  to educational materials about child safety    

External links/referrals about organizations/authorities active in child safety, e.g. 
Insafe, national hotline, police, etc.  

   

Written texts about the Terms and conditions    

If written texts are used, short pieces of text are used (no more than 1 or 2 short 
paragraphs per idea/caption) 

   



164 

 

If written texts are used, they are formatted with sub heads, bullets and other 
devices (e.g. visible links) that facilitate skimming and scanning of info rather than 
plain reading  

   

Other. Please specify:  

 
7. THINKING FROM THE PERSPECTIVE OF A CHILD YOUNGER THAN 13 YEARS OLD (E.G. PERSONA MINOR 3), ANSWER THE FOLLOWING QUESTIONS. IF THE SNS YOU ARE 
TESTING HAS A MINIMUM AGE REQUIREMENT OF 13 YEARS OLD OR OLDER, QUESTIONS 7 AND 8 SHOULD NOT BE ANSWERED AND YOU SHOULD CONTINUE WITH 
QUESTION 9.  
 

The safety tips and educational materials on this SNS YES NO Observations 

are presented using plain and succinct language appropriate for a child of 
this age 

   

do not contain technical jargon difficult for a child of this age to 
understand 

   

are easily seen because they are prominently placed on the SNS     

there is no need to excessively scroll the webpage(s) to find this 
information  

   

8.  THINKING FROM THE PERSPECTIVE OF A CHILD YOUNGER THAN 13 YEARS OLD (E.G. MINOR 3), ANSWER THE FOLLOWING QUESTIONS. IF THE SNS YOU ARE TESTING HAS 
A MINIMUM AGE REQUIREMENT OF 13 YEARS OLD OR OLDER, QUESTION 8 SHOULD NOT BE ANSWERED AND YOU SHOULD CONTINUE WITH QUESTION 9.  

 

The information related to the website privacy and safety policy (e.g. 
Terms and Conditions, Safety policy, Code of conduct, etc.)  

YES NO Observations 

is presented using plain and succinct language for a child of this age    

does not contain excessive technical jargon difficult for a child of this age 
to understand 

   

is easily seen because it is prominently placed on the SNS     

there is no need to excessively scroll the webpage(s) to find this 
information  
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9.   THINKING FROM THE PERSPECTIVE OF A 13-17 YEARS OLD TEENAGER (E.G. MINOR 1 AND MINOR 2), ANSWER THE FOLLOWING QUESTIONS: 

 

The safety tips and educational materials on this SNS YES NO Observations 

are presented using plain and succinct language appropriate for a child of this age    

do not contain excessive technical jargon difficult for a child of this age to understand    

are easily seen because they are prominently placed on the SNS     

10.   THINKING FROM THE PERSPECTIVE OF A 13-17 YEARS OLD TEENAGER (E.G. MINOR1 AND MINOR 2), ANSWER THE FOLLOWING QUESTIONS: 

The information related to the website privacy and safety policy (e.g. Terms and Conditions, 
Safety policy, Code of conduct, etc.)  
 

YES NO Observations 

is presented using plain and succinct language for a child of this age    

does not contain excessive technical jargon difficult for a child of this age to understand    

is easily seen because it is prominently placed on the SNS     

 

Alternative ways of implementing Principle 1 on this SNS website 
 
 
 
 

 
 

 
 
 

11. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not been included in this test 
12. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, 

links to relevant additional information on the website, etc.  
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Section 2 

Principle 2: Work towards ensuring that services are age-appropriate for the intended audience 

1.   WHICH OF THE FOLLOWING STATEMENTS ARE TRUE OF THE SNS YOU ARE TESTING? 

¢Ƙƛǎ ǿŜōǎƛǘŜΧ YES NO  Observations 

clearly indicates which services are not appropriate for children and young people or where 
a minimum registration age applies 

   

encourages the uptake of parental controls by prominently displaying how these tools allow 
parents to manage their childreƴΩǎ ǳǎŜ ƻŦ ǘƘŜ ǎŜǊǾƛŎŜ 

   

allows users to label, rate or age restrict content where appropriate    

ŀƭƭƻǿǎ ŀ ǇŀǊŜƴǘ ǘƻ ƳƻƴƛǘƻǊ ǘƘŜƛǊ ŎƘƛƭŘΩǎ ŀŎǘƛǾƛǘƛŜǎ ƻƴ ǘƘŜ {b{    

does something else to ensure that its services are age-appropriate for the intended 
audience. Please specify what they do: 

 

 

BEFORE CONTINUING ANSWERING THE NEXT SERIES OF QUESTIONS YOU MUST CREATE AN ACCOUNT OF A MINOR ON THIS SNS (PERSONA MINOR 3). WHILE SIGNING UP 
ONLY INCLUDE THE MINIMUM INFORMATION REQUIRED BY THIS SNS. IF YOU ARE ASKED ANY MANDATORY INFORMATION TO SIGN UP USE THE DATA FROM MINOR 3.   

¶ If during the test you are required to provide any extra personal information not contained in the persona` s description, base yourself in the description provided in 
order to create credible information that matches the current PERSONA.  If necessary, you may provide credible, but not real addresses and/or telephone number(s).   

¶ If you are required to provide one (or more) e-mail accounts (for instance a child`s plus an adult`s email account), create as many e-mail accounts as necessary. try 
to avoid using your existing personal e-mail accounts. 

2.   WHAT TYPE OF INFORMATION DOES THIS SNS REQUIRE FROM YOU TO LET YOU SIGN UP? 

When trying to sign up as a 9-year old this SNS requires you to submit 
the following information. Mark all that applies: 

YES NO Observations 

Name    

Nickname    

e-mail*     
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*  If asked for your e-mail for verification purposes DO NOT check your e-mail, yet 

3.   AFTER SIGNING UP AS 9-YEAR OLD USER, WHAT HAPPENED? 

What happened during/after signing up? YES 
 

NO Not applicable 
to  this SNS 

Observations 

I was able to sign up because this SNS is not age-restricted     

I was able to sign up even though 9-year old children are not supposed  to 
use this SNS 

    

I was able to sign up even without verifying my e-mail*address     

I was able to sign up only after clicking on the verification link** sent to 
me via e-mail  

    

I was able to sign up only after my parent/guardian authorised  me to do 
so (e.g. via a confirmation e-mail) 

    

L ƻōǘŀƛƴŜŘ άǇŀǊŜƴǘŀƭ ŎƻƴǎŜƴǘέ to open an account on this website through 
a fake account I created on the spot, so no actual parental consent is 
needed to be able to use this website.  

    

I was not able to sign up. The SNS denied the signing up due to age 
restrictions 

    

I was not able to sign up. The SNS denied the signing up, but I was not 
told why 

    

Other. Please specify:     

*If you were not asked for e-Ƴŀƛƭ ǾŜǊƛŦƛŎŀǘƛƻƴ ŘǳǊƛƴƎ ǎƛƎƴ ǳǇ ƳŀǊƪ άbƻǘ ŀǾŀƛƭŀōƭŜ ƻƴ ǘƘƛǎ {b{έ 
** If necessary you can check your e-mail verification now 

Date of birth    

Sex    

Address or place of residence    

A valid telephone or mobile phone number    

Parental or guardian permission (e.g. via an e-mail sent to your 
parent/guardian)  

   

Other, please specify:  
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IF YOU WERE REJECTED TO CREATE AN ACCOUNT ON THIS SNS FOR BEING UNDER THE MINIMUM AGE REQUIREMENT TRY TO SIGN UP AGAIN, BUT THIS TIME USE AN AGE 
JUST ABOVE THE MINIMUM AGE REQUIRED BY THIS SNS TO SIGN UP. DO NOT CHANGE ANY OF YOUR COMPUTER SETTINGS (E.G. DO NOT REMOVE ANY COOKIES OR 
BROWSING HISTORY) 

4.   AFTER SIGNING UP AS A CHILD ABOVE THE MINIMUM AGE REQUIRED BY THIS SNS, WHAT HAPPENED? 

What happened when trying to sign up this time? Mark ALL that applies YES  
 

NO Not applicable to 
this SNS 

Observations 

I was able to sign up because this SNS is not age-restricted     

I was able to sign up even though this SNS is supposed to be age-
restricted 

    

I was able to sign up even without verifying my e-mail* address     

I was able to sign up only after clicking on the verification link** sent to 
me via e-mail  

    

I was not able to sign up. The SNS denied the signing up due to age 
restrictions 

    

I was not able to sign up. The SNS denied the signing up, but I was not 
told why 

    

I was not able to sign in because of my previous attempt to sign up as a 9 
year-old child. The SNS has installed cookies on my computer that do not 
allow me to sign up again from this computer 

    

Other. Please specify:   

*If you were not asked for e-mail verification during sign up mark N/A 
** If necessary you can check your e-mail verification now 

IF YOUR PREVIOUS ATTEMPTS TO SIGN UP AS A MINOR HAVE FAILED, PLEASE REMOVE ANY COOKIES THAT MAY HAVE BEEN INSTALLED ON YOUR COMPUTER AND SIGN 
UP AGAIN USING THE MINIMUM AGE REQUIRED BY THIS SNS. IF THIS DOES NOT WORK TRY SIGNING UP FROM ANOTHER COMPUTER. 

5.   AFTER SIGNING UP AS A CHILD ABOVE THE MINIMUM AGE REQUIRED BY THIS SNS, WHAT HAPPENED? 
 

What happened when trying to sign up this time? Mark all that applies YES  
 

NO Not available on 
this SNS 

Observations 

I was able to sign up because this SNS is not age-restricted     

I was able to sign up even though this SNS is supposed to be age-
restricted 
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I was able to sign up even without verifying my e-mail* address     

I was able to sign up only after clicking on the verification link** sent to 
me via e-mail  

    

I was not able to sign up. The SNS denied the signing up due to age 
restrictions 

    

I was not able to sign up. The SNS denied the signing up, but I was not 
told why 

    

I was not able to sign in because of my previous attempt to sign up as a 9 
year-old child. The SNS has installed cookies on my computer that do not 
allow me to sign up again from this computer. 

    

Other. Please specify:   

*If you were not asked for e-mail verification during sign up mark N/A 
** If necessary you can check your e-mail verification now 

TO CONTINUE WITH THE TEST YOU WILL HAVE TO CREATE 4 NEW USER ACCOUNTS: TWO OF ADULT PROFILES AND TWO OF MINOR PROFILES. CREATE THESE ACCOUNTS 
USING THE INFORMATION FROM THE 2 GIRL TEENAGE (MINOR 1 AND 2) AND THE 2 ADULT PERSONAS YOU WERE GIVEN TOGETHER WITH THE INSTRUCTIONS OF THIS 
TEST.  

IF DURING THE TEST YOU ARE REQUIRED TO PROVIDE ANY EXTRA PERSONAL INFORMATION NOT CONTAINED IN THE PERSONAS` DESCRIPTION, BASE YOURSELF IN THE 
DESCRIPTION PROVIDED IN ORDER TO CREATE CREDIBLE INFORMATION THAT MATCHES THE CURRENT PERSONA.  IF NECESSARY YOU MAY PROVIDE CREDIBLE ADDRESS OR 
TELEPHONE NUMBER(S), BUT, BY NO MEANS, REAL ONES! 

6.   SIGN UP AS MINOR 1 AND ADULT 1, WHAT KIND OF INFORMATION DOES THIS SNS REQUIRE FROM EACH OF THESE USERS? 
 

When signing up the SNS requires you to submit the following 
information. Mark all that applies: 

As minor 1 As adult 1 Observations 

Real name (First and last)    

Real name (only first)    

Nickname    

e-mail*     

Date of birth    

Gender    

Education    
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Nationality    

Religion    

Home address    

Place of residence    

School or work address    

Personal security/identification number    

Telephone or cell phone number    

Other, please specify:    

 
BEFORE CONTNUING WITH THE TEST, FOLLOW THESE STEPS: 

 

¶ Do not change any settings on your SNS accounts because in the next section you will have to perform some tests with these default settings. 

¶  Create user accounts for minor 2 and adult 2.  

¶ Add as much information as possible to ALL THE profiles (Minors 1, 2 and 3 and adults 1 and 2), but do not change any settings in any of these accounts. The 
account settings should be the default ones.    

¶ /ƘŀƴƎŜ ƳƛƴƻǊ оΩǎ ŀƎŜ ǘƻ мо όCƻǊ ǘƘŜ ǊŜǎǘ ƻf the test Minor 3 should be 13).  

¶ Minors 1, 2 and 3 should be each other`s friends. Add them to each other`s contacts/friends. 

¶ ά!Řǳƭǘ нέ ǎƘƻǳƭŘ ōŜ ŦǊƛŜƴŘ ƻŦ ά!Řǳƭǘ мέ ƻƴƭȅΣ ōǳǘ ƘŜ a¦{¢ bh¢ ōŜ ŦǊƛŜƴŘ ƻŦ ŀƴȅ ƻŦ ǘƘŜ ƳƛƴƻǊǎΦ  

¶ If possible on this SNS, Post somŜ ƛƴŦƻǊƳŀǘƛƻƴ όŜΦƎΦ ŎƻƳƳŜƴǘǎΣ ŜǘŎΦύ ƻƴ ŜŀŎƘ ƻŦ ȅƻǳǊ ǳǎŜǊǎ ȫǇǊƻŦƛƭŜǎ ǎƻ ǘƘŀǘ ǘƘŜȅ ƭƻƻƪ άǎƻŎƛŀƭƭȅέ ŀŎǘƛǾŜΦ  

¶ From now on you will have to use one or several of the user profiles you created Depending on the question you have to answer. Sign in with the most appropriate 
profile according to the tasks you have to perform.  

¶ Write down the user names, e-mails, passwords and age of ALL your accounts. 

User name Adult 1  

Password Adult 1 account  

Age Adult 1  

e-mail Adult 1  

User name Adult 2  

Password Adult 2 account  

Age Adult 2  

e-mail Adult 2  

User name Minor 1  

Password Minor 1 account  
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Age Minor 1  

e-mail Minor 1  

User name Minor 2  

Password Minor 2 account  

Age Minor 2  

e-mail Minor 2  

User name Minor 3  

Password Minor 3 account  

Age Minor 3  

e-mail Minor 3  

7.   ANSWER THE FOLLOWING QUESTIONS ABOUT ADVERTSING ON THE SNS YOU ARE TESTING? 

When signed in as a Minor 1 and Minor 3 YES         NO 
 

Observations 

Is there any type of advertising displayed on this SNS? If so, mention ALL types of 
advertising available in the observations section (e.g. banners, e-commerce ads, 
interstitials, in-games advertising, etc.). 

   

Is advertising on this SNS specifically targeted at minors? I.e. ads available on this 
SNS are about products and services specially targeted at children/teenagers?  

   

This SNS displays advertising that is appropriate for minors although it is not 
specifically targeted at them, e.g. Electronics, food products, etc.   

   

Does advertising on this SNS include any potentially inappropriate content for 
minors (e.g. alcohol, cigarettes, etc.)? If so, which ones? Mention ALL types of 
advertising available in the observations section. Please keep screenshots about 
inappropriate ads as evidence. 

   

 
8.  IF THE SNS YOU ARE TESTING HAS CHAT FUNCTIONALITY, TEST IT BY DOING THE FOLLOWING. IF NOT SKIP THIS QUESTION:  

¶ Go to any chatroom (e.g. hotel room). Sign in as minor 1. If while on the chatroom you are approached by other people, just react very briefly to their questions, but 
do not give out any personal information. 

¶ Sign in as Adult 2 (not a contact of any of the minors). Go to the same chatroom as Minor1. Approach Minor 1 and chat with her. 

¶ During the conversation explicitly ask Minor 1 for personal information such as her age, the school she attends, where she lives, IM address, her telephone number, 
etc. 
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¶ aƛƴƻǊ м ǎƘƻǳƭŘ ƎƛǾŜ ƻǳǘ άŦŀƪŜέ ǇŜǊǎƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ǘƻ !Řǳƭǘ нΦ  

While Adult 2 was chatting with Minor 1, what happened?  Yes 
 

Observations 

Adult 2 was allowed to  chat with minor 1 even though they were not each other`s contacts    

Adult 2 was not allowed to chat with minors 1 because they were not each other`s contacts   

Minors 1 received a warning/information on the potential negative consequences of giving away 
personal (contact) information to (adult) strangers 

  

Adult 2 could chat with Minor 1 but was not able to ask/obtain any personal information from 
her. If this happened please specify how this was possible  

  

Adult 2 was banned from the chatroom for having attempted to contact/having contacted minors    

Adult 2 was banned from the chatroom for having attempted to obtain personal information from 
minors 

  

Something else happened. Please specify:  

9.   IN STARDOLL, SIGN IN AS A 12-YEAR-OLD CHILD AND ANSWER THE FOLLOWING QUESTIONS 

When signed in as a child...  YES       NO 
 

Observations 

Can you write any content on your own (e.g. your own presentation)?     

Can you participate in the Starblog?    

Can you have access to information on Starblogs?    

Can you join clubs?    

Can you have access to information in clubs even though you are not a member?    

Can you keep a guestbook?    

Can you access other users` guest books?    

Can you access other users` written content?    

Can you communicate with other members?      

10. ALSO IN STARDOLL, SIGN IN AS MINOR 1, POST SOME COMMENTS INCLUDING INAPPROPRIATE LANGUAGE AND/OR RACIST COMMENTS ON MINOR 2 PROFILE. MINOR 
2 SHOULD ALSO REPLY WITH INAPPROPRIATE LANGUAGE AND/OR COMMENTS. WHAT HAPPENED?  

¶ DELETE THESE COMMENTS 12 HOURS AFTER HAVING POSTED THEM OR SOONER IF THE SNS TAKES ANY ACTIONS BEFORE THIS TIME. DO NOT LEAVE THE 
COMMENTS ONLINE!  
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¶ KEEP SCREENSHOTS OF THE COMMENTS AT THE MOMENT THAT YOU POST THEM AND OF ALL THE ACTIONS TAKEN BY THE SNS, IF ANY, WITHIN THE 12 HOURS 
THESE COMMENTS ARE ONLINE.   

When the inappropriate language was used, what happened? YES Observations 

The swear words/racist language were immediately replaced by asterisks   

The swear words/racist language were published on the blog, but after a few minutes/hours they 
were deleted/replaced by asterisks 

  

The swear words/racist language were published on the blog and were kept there   

Something else happened. Please specify what happened:   

 
Alternative ways of implementing Principle 2 on this SNS website 
 
 
 3. Here refer to any alternative ways this Principle has been implemented on this specific website and which have not been included in this test: 

a. Specify if and how this SNS has considered how their service may be associated with potential risks to children and young people, where it is 
intended for them to use the service* 

b. Specify the mechanisms/measures employed by this SNS is order to limit exposure to potentially inappropriate content and contact 
4. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, 

links to relevant additional information on the website, etc.  
 
*Each SNS is different in terms of target audience, the range of activities users can engage in, the platforms on which they can be consumed and the countries in 
which they are available. These factors will affect the range and extent of the risks that may affect children and young people when using the site. Assessment of 
what constitutes inappropriate content for children and young people also varies. 
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Section 3 

Principle 3: Empower users through tools and technology 

1.   USING THE DEFAULT SETTINGS OF YOUR SNS ACCOUNT, I.E. WITHOUT CHANGING ANY SETTING{Σ {LDb Lb !{ ά!5¦[¢ мέ !b5 Lb±L¢9 άaLbhw мέ ¢h .9/ha9 ¸h¦w 
άCwL9b5έκ/hb¢!/¢Φ !bSWER THE FOLLOWING QUESTIONS: 

.ȅ ŘŜŦŀǳƭǘΣ ǿƘŜƴ ǎƛƎƴŜŘ ƛƴ ŀǎ ά!Řǳƭǘ мέΥ  YES 
 

NO L ŘƻƴΩǘ ƪƴƻǿκƛǘ 
ŘƻŜǎƴΩǘ ǎŀȅ 

Observations 

I am allowed to add minors to my contacts list without any restrictions      

I am allowed to add minors to my contacts list but before being able to do 
it I receive a warning (e.g. Are you sure you know this person?) 

    

I need to sign a special agreement/form before being able to add children 
to my contacts list 

    

I receive information on the consequences of contacting minors in non-
appropriate ways according to the Terms of Use 

    

I am not allowed to add children to my contact list     

Something else happens. Please specify:  

2. USING THE DEFAULT SETTINGS OF YOUR SNS ACCOUNT, I.E. WITHOUT CHANGING ANY SETTING{Σ {LDb Lb !{ άaLbhw мέΣ !//9t¢ !5¦[¢ мȫ{ INVITATION TO BE YOUR 
FRIEND. ANSWER THE FOLLOWING QUESTIONS: 
 

.ȅ ŘŜŦŀǳƭǘΣ ǿƘŜƴ ǎƛƎƴŜŘ ƛƴ ŀǎ άaƛƴƻǊ мέΥ YES 
 

NO L ŘƻƴΩǘ ƪƴƻǿκƛǘ 
ŘƻŜǎƴΩǘ ǎŀȅ 

Observations 

I am allowed to add adults to my contacts list without any restrictions      

I am allowed to add adults to my contacts list but before I receive a warning 
(e.g. Are you sure you know this person?) 

    

I need parental consent before allowing adults to become members of my 
contacts list 

    

I receive safety guidance on dangerous contacts before accepting an adult 
ŀǎ ΨŦǊƛŜƴŘΩκŎƻƴǘŀŎǘ 
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I am not allowed to add an adult as a contact     

Something else happens. Please specify  

3. ADULT 2 WANTS TO GET IN TOUCH WITH MINOR 1. CHECK WHAT MECHANISMS ARE AVAILABLE ON THIS SNS TO GET IN TOUCH WITH SOMEONE WHO IS NOT YOUR 
FRIEND/CONTACT.  

¶ Sign in as adult 2 and send Minor 1 a private message (e.g. minimail). If this is not possible simply post a comment on her public profile.  

¶ In the message/comment mention that you like her style, that you share some of the same likes and that you would like to keep in touch with her via instant 
messaging.  

 

Was Adult 2 able to do the following?  YES 
 

NO Observations 

Adult 2 was allowed to  contact Minor 1 even though they were not each 
other`s contacts  

   

Adult 2 was not allowed to contact Minor 1 because they were not each 
other`s contacts 

   

Minor 1 received a warning/information on the potential negative 
consequences of contacting/being contacted by (adult) strangers in non-
appropriate ways (according to the Terms of Use of this website) 

   

Adult 2 could send a private message to Minor 1 but was not able to 
ask/obtain any personal information from them. If this happened please 
specify how this was possible  

   

Adult 2 was banned from the SNS for having attempted to contact/having 
contacted a minor  

   

Adult 2 was banned from the SNS for having attempted to obtain personal 
information from minors 

   

Something else happened. Please specify:  

 
4. USING THE DEFAULT SETTINGS OF YOUR SNS ACCOUNTS, I.E. WITHOUT CHANGING ANY SETTINGS ON ANY OF THE ACCOUNTS, INDICATE WHICH INFORMATION ABOUT 
άaLbhw мέ L{ ±L{L.[9 TO THE FOLLOWING PEOPLE. PLEASE PAY ATTENTION TO THE FOLLOWING: 

¶ Make sure your minor 1`s and minor 2`s PROFILES contain as much information as possible (e.g. likes, address, hobbies, etc.).  

¶ LŦ ǇƻǎǎƛōƭŜ ƻƴ ǘƘƛǎ {b{Σ Ǉƻǎǘ ǇƛŎǘǳǊŜǎ ŀƴŘ ǘŀƎ ŜŀŎƘ ƻǘƘŜǊ ƻƴ ǘƘŜƳ ǎƻ ŀǎ ǘƻ άǎƘƻǿέ ǘƘŀǘ ƳƛƴƻǊ м ŀƴŘ н ƪƴƻǿ ŜŀŎƘ ƻǘƘŜǊΦ    

¶ To search the profile of minor 1 as a user of this SNS, only employ the internal search engine of the SNS you are testing.  

¶ To search the profile of minor 1 as a non-user of this SNS (i.e. not signed-ƛƴ ŀǎ ŀ ǳǎŜǊύΣ ǳǎŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜŀǊŎƘ ŜƴƎƛƴŜǎ ǘƻ ǎŜŀǊŎƘ ŦƻǊ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ άaƛƴƻǊ мέΥ 
Google, Msn search and yahoo search  

http://www.google.com/webhp?hl=en
http://search.yahoo.com/
http://search.yahoo.com/
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¶ In both cases use the name and ǘƘŜ ǎǳǊƴŀƳŜ ƻŦ άƳƛƴƻǊ мέ  ōŜǘǿŜŜƴ ƛƴǾŜǊǘŜŘ ŎƻƳƳŀǎ όŜΦƎΦ άWƻƘƴ {ƳƛǘƘέύ ŀǎ ƪŜȅ ǎŜŀǊŎƘ ǘŜǊƳǎ 
 

By default, Which of the following 
ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ΨǇǳōƭƛŎΩκǾƛǎƛōƭŜ ǘƻ ǿƘƻƳΚ 
Mark all that applies: 

My current 
profile contains 
the following 
information  

Visible to 
άaƛƴƻǊ нέ  

Visible to 
ά!Řǳƭǘ мέ (your 
contact) 

Visible to 
ά!Řǳƭǘ нέ (user 
of this SNS, but 
not your 
contact) 

Visible to other 
people who are 
non-users of 
this SNS 

Observations 

Real name (First and last)       

Real name (only first)       

Nickname       

e-mail       

Date of birth       

Gender       

Name of school you attend       

Nationality       

Hobbies       

Home address       

Place of residence       

School address       

Telephone or cell phone number       

Your online status       

¸ƻǳǊ ƭƛǎǘ ƻŦ ŎƻƴǘŀŎǘǎκέŦǊƛŜƴŘǎέ       

Comments/messages posted by other 
ǳǎŜǊǎ ƻƴ ȅƻǳǊ άǇǳōƭƛŎ ǇǊƻŦƛƭŜέ  

      

Other, please specify:       
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5.  SIGN IN !{ άaLbhw мέΦ ¦{LbD THE DEFAULT SETTINGS OF THIS ACCOUNT, I.E. WITHOUT CHANGING YOUR INITIAL SETTINGS, INDICATE WHICH OF THE FOLLOWING 
THINGS YOU CAN DO 

By default, ǿƘŜƴ ǎƛƎƴŜŘ ƛƴ ŀǎ άaƛƴƻǊ мέΥ YES 
 

YES, but I need 

permission from the 
user who posted it on 
my profile 

NO Not available 
on this SNS 

Observations 

L ŀƳ ŀōƭŜ ǘƻ ŘŜƭŜǘŜ ǇƻǎǘƛƴƎǎκŎƻƳƳŜƴǘǎ L ƘŀǾŜ ƳŀŘŜ ƻƴ Ƴȅ ΨǇǳōƭƛŎ 
ǇǊƻŦƛƭŜΩΣ ƛΦŜΦ Ƴȅ ǇǊƻŦƛƭŜ ŀǎ ƻǘƘŜǊǎ Ŏŀƴ ǎŜŜ ƛǘ 

     

I am able to delete pictures/videos I have uploaded on my public 
profile (e.g. by deleting tags) 

     

I am able to delete postings/comments others have made about 
ƳŜκƳȅ ǇƛŎǘǳǊŜǎκǾƛŘŜƻǎ ƻƴ Ƴȅ ΨǇǳōƭƛŎ ǇǊƻŦƛƭŜΩ 

     

I am able to delete pictures/videos others have uploaded of me on 
my public profile (e.g.by deleting tags) 

     

I am able to delete pictures/videos others have uploaded of me on 
their public profile (e.g.by deleting tags) 

     

Something else happens. Please specify:  

сΦ  {LDb Lb !{ άaLbhw мέΦ ¦{LbD ¢I9 DEFAULT SETTINGS OF THIS ACCOUNT, I.E. WITHOUT CHANGING YOUR INITIAL SETTINGS, INDICATE WHICH OF THE FOLLOWING 
THINGS CAN HAPPEN ON YOUR PROFILE.  

.ȅ ŘŜŦŀǳƭǘΣ ǿƘŜƴ ǎƛƎƴŜŘ ƛƴ ŀǎ άaƛƴƻǊ мέΥ YES 
 

YES, but I must 
approve it before it 
is published 

NO 
 

Not available 
on this SNS 

Observations 

!ƭƭ ǳǎŜǊǎ Ŏŀƴ Ǉƻǎǘ ŎƻƳƳŜƴǘǎ ƻƴ Ƴȅ άǇǳōƭƛŎ ǇǊƻŦƛƭŜέ όƛΦŜΦ ǘƘŜ ǇǳōƭƛŎ 
space with information about me that others can see) 

     

Only my contacts/friends can post comments on my public 
profile/pictures/videos 

     

By default, my full profile is set to άǇǊƛǾŀǘŜέΣ ƛΦŜΦ my profile 
information cannot be viewed, except by friends belonging to my 
άŀǇǇǊƻǾŜŘ ŎƻƴǘŀŎǘǎ ƭƛǎǘέ 

     

By default, anybody (registered and non-registered users of this      
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SNS) can  contact me (e.g. via (private) messages)  

By default, only registered users can  contact me (e.g. via (private) 
messages) 

     

By default,  only people belonging to my approved contacts list can  
contact me (e.g. via (private) messages) 

     

By default, all users of this SNS can send me friend requests      

By defaultΣ ƻƴƭȅ Ƴȅ ŦǊƛŜƴŘǎ ΨŎƻƴǘŀŎǘǎ Ŏŀƴ ǎŜƴd me friend requests      

Something else happens. Please specify:  

7. KEEP ON USING YOUw twhCL[9 άaLbhw мέΦ EXPLORE THE PRIVACY SETTINGS ON YOUR PROFILE AND ANSWER THE FOLLOWING QUESTIONS. ONLY IF NEEDED YOU MAY 
SIGN IN AS OTHER USERS AS WELL. 

!ǎ άaƛƴƻǊ мέ ƻƴ ǘƘƛǎ {b{Σ L Ŏŀƴ Řƻ ǘƘŜ ŦƻƭƭƻǿƛƴƎΥ YES 

 

NO Not available 

on this SNS 

Observations 

report abuse or bullying     

block other users from contacting me      

block other users from viewing my profile     

reject friendship requests     

specify who or which groups of users can contact me (defined by 
age, gender, etc.) 

    

restrict the search options of other users so that they cannot find 
me (e.g. Do not allow adults to find/contact me)? 

    

set my profile to private so that my full profile cannot be viewed except by 
ΨŦǊƛŜƴŘǎΩ ƻƴ Ƴȅ ŎƻƴǘŀŎǘǎ ƭƛǎǘ 

    

set my profile to private so that I cannot be contacted ŜȄŎŜǇǘ ōȅ ΨŦǊƛŜƴŘǎΩ ƻƴ 
my contacts list 

    

set my blog to private so that it cannot be viewed ŜȄŎŜǇǘ ōȅ ΨŦǊƛŜƴŘǎΩ ƻƴ Ƴȅ 
contacts list 

    

I have to change settings before my personal information can be 
visible to adult users 

    

I have to change settings for my personal information (all the 
information contained on my current profile including pictures, 
contacts list, posts, etc.) to be viewed by other minors 

    

I have control over the display of my online status. I can decide if     
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ƻǘƘŜǊ ǇŜƻǇƭŜ Ŏŀƴ ǎŜŜ ƳŜ ǿƘŜƴ LΩƳ ƻƴƭƛƴŜ 

I am notified when I am identified (tagged) in pictures/videos, etc. 
ǇƻǎǘŜŘ ƻƴ ƻǘƘŜǊ ǇŜƻǇƭŜΩǎ ǇǊƻŦƛƭŜǎ 

    

This SNS provides me with other privacy features. Please specify 
what they are and how they work 

    

 
8.  KEEP ON USING YO¦w twhCL[9 άaLbhw мέ. IN RELATION TO THE PRIVACY SETTINGS YOU JUST EXPLORED, HOW EASY/DIFFICULT WAS IT TO DO THE FOLLOWING? 
 

On the SNS, how easy was ƛǘ ǘƻΧΚ Very easy easy Not easy but 

not difficult  

difficult  Very 

difficult  

Not available on 

this SNS 

report abuse or bullying       

block other users from contacting me       

Block other users from viewing my profile       

reject friendship requests       

Specify who or which groups of users can contact me (defined by 
age, gender, etc.) 

      

Restrict the search options of other users so that they cannot find 
me (e.g. Do not allow adults to find/contact me)? 

      

Set my profile to private, i.e.my full profile cannot be viewed or I 
Ŏŀƴƴƻǘ ōŜ ŎƻƴǘŀŎǘŜŘ ŜȄŎŜǇǘ ōȅ ΨŦǊƛŜƴŘǎΩ ƻƴ Ƴȅ ŎƻƴǘŀŎǘ ƭƛǎǘ 

      

Change settings before my personal information could be visible to 
adult users 

      

Change settings for my personal information (all the information 
contained on my current profile including pictures, contacts list, 
posts, etc.) to be viewed by other minors 

      

Control the display of my online status (i.e. deciding if other 
ǇŜƻǇƭŜ Ŏŀƴ ǎŜŜ ƳŜ ǿƘŜƴ LΩƳ ƻƴƭƛƴŜύ 

      

use additional privacy feature X. If this SNS contains any additional 
privacy features, please refer to them here 

      

use additional privacy feature Y. If this SNS contains any additional 
privacy features, please refer to them here 
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9. ARE THERE ANY MECHANISMS IN PLAC E ON THIS WEBSITE TO AVOID THAT REGISTERED MINORS (E.G. MINORS 1 AND 3) GET ACCESS TO INAPROPRIATE OR UNWANTED 
(BUT NOT ILLEGAL) CONTENT? 
 

 Which of the following mechanisms are employed by this 
website to avoid that minors have access to inappropriate or 
unwanted content? 

YES 
 

NO Observations 

Family or parental Filtering    

Word filters    

Active monitoring of synchronous on the site (e.g. while chatting 
with other users) 

   

Other mechanisms. Please specify how this provider makes sure 
that children and young people registered on their website are not 
exposed to inappropriate content on their website 

 

 
10. ARE THERE ANY MECHANISMS IN PLACE ON THIS WEBSITE TO AVOID THAT NON-REGISTERED MINORS GET ACCESS TO INAPROPRIATE OR UNWANTED (BUT NOT 
ILLEGAL) CONTENT? 
 

Which of the following mechanisms are employed by this 
website to avoid that minors have access to inappropriate or 
unwanted content? 

YES 
 

NO Observations 

Family or parental Filtering    

Automatically blocking of inappropriate content for children 
younger than a certain minimum age 

   

Warnings placed on the content itself so that users can make 
informed decisions regarding if they want to access that content or 
not (e.g. explicitly mentioning which content is appropriate for 
which age segment; written warnings such ŀǎ άǘƘŜ 
game/video/photo you are about to play/watch contains strong 
ǾƛƻƭŜƴǘ ƛƳŀƎŜǎΦ !ǊŜ ȅƻǳ ǎǳǊŜ ȅƻǳ ǿŀƴǘ ǘƻ ǎŜŜ ƛǘΚέ ŜǘŎΦύ 

   

Other mechanisms. Please specify how this provider makes sure 
that children and young people registered on their website are not 
exposed to inappropriate content on their website 
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11.   WITHOUT SIGNING IN AS ANY USER, IS THERE INFORMATION ON THIS SNS ABOUT THE FOLLOWING? 

Does this SNS provide the following information? YES 
 

NO Observations 

Information/tips for parents on the available tools for wider internet access (e.g. 
the benefits of using filtering tools and/or parental controls) and how they can be 
used to help them protect young people 

   

Information/tips for parents on the available tools on this SNS (e.g. parental 
controls, filtering tools, etc. provided by this SNS) and how they can be used to 
help them protect young people 

   

Any other relevant information/advice/tools to help parents support their children 
in managing a safe online experience on this SNS. Please specify:  

   

 

Alternative ways of implementing Principle 3 on this SNS website 
 
 
 
 
 
 
 

11. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not been included in this test. Include 
information on: 

a. How this provider assists children and young people in managing their experience on their service, particularly with regard to inappropriate or 
unwanted (but no illegal) content or conduct 

b. Refer to any tools/functionalities employed by this provider to minimise the risk of unwanted or inappropriate contact between children/young 
people and adults 

12. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, 
links to relevant additional information on the website, etc.  
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Section 4 

Principle 4: Provide easy-to-use mechanisms to report conduct or content that violates the Terms of Service 

1. IN THE FOLLOWING EXERCISE YOU WILL HAVE TO MEASURE THE TIME IT TAKES YOU TO FIND THE REPORTING MECHANISMS ON THE SNS YOU ARE TESTING. USE A   
CHRONOMETER TO MEASURE THE EXACT AMOUNT OF TIME IT TAKES YOU TO FIND THEM. START ALL THE TASKS FROM THE HOMEPAGE OF THE SNS 
 

Starting from the homepage, find the following: Time (in seconds) to find this info  Info not available on this SNS 

Abuse Report Form    

Report abuse via e-mail   

Link to abuse report form from an external local agency or organization, 
e.g. Inhope, Insafe, ChildNet, etc.  

  

A hotline/phone  number to contact a safety expert/responsible from 
within this SNS 

  

A hotline/phone  number to contact a safety expert from another 
organization 

  

A link/information on Violation of terms and where and how to report 
them 

  

An indication of how reports are typically handled by this SNS   

Other reporting mechanism, please specify:    

2.  MENTION ALL THE EXISTING MECHANISMS AND TOOLS AVAILABLE ON THIS WEBSITE TO REPORT ABUSE/VIOLATIONS OF TERMS OF USE/POLICY. INSPECT THE WEBSITE 
CAREFULLY AND READ THE TERMS OF SERVICE, ACCEPTABLE USE POLICY AND/OR COMMUNITY GUIDELINES PROVIDED ON YOUR SNS AND ANSWER THE FOLLOWING 
QUESTIONS: 

Mention all the possible mechanisms  and tools 
available to report abuse/violations of Terms of 
Use/policy on this site: 

YES ( add URL on 

SNS) 

 

NO, Not 
available on this 
SNS 

Observations 

A button to flag inappropriate content    

A report button    
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Abuse Report Form    

Report abuse via e-mail    

Link to abuse report form from an external local 
agency or organization, e.g. Inhope, Insafe, 
ChildNet, etc.  

   

A hotline/phone  number to contact a safety 
expert/responsible from within this SNS 

   

A hotline/phone  number to contact a safety 
expert from another organization 

   

A link/information on Violation of terms and where 
and how to report them 

   

An indication of how reports are typically handled 
by this SNS 

   

Other, please specify:   

 
3. SIGN IN AS MINOR 1. PRETEND THAT YOU HAVE BEEN BULLIED. REPORT THIS SITUATION USING THE MOST PROMINENT AND MOST READILY AVAILABLE MECHANISM 
THAT A 15-YEAR OLD CHILD WOULD NORMALLY USE ON THIS SNS. 

¶ Because it may take some time before the SNS sends a reply to minor 1 about the bullying report, the following question (question 3 of section 4) may be answered at 
a later time. Please keep on checking the email address you used to report the problem to the SNS until right before you submit your national report. Do not forget to 
check your spam as well because these types of messages may also arrive directly to the spam folder.  

¶ If the provider contacts Minor 1 asking for specific information, answer all the messages you may receive and keep screenshots of them as back-up. DO NOT initiate 
contact with the provider yourself.   

¶ Report the situation using only ONE reporting mechanism ONCE. If nothing happens, do not try any other reporting mechanisms and do not contact the provider.  
 
ANSWER THE FOLLOWING QUESTIONS IN RELATION TO THE REPORTING MECHANISMS/TOOLS AVAILABLE ON THIS SNS: 

REPORTING MECHANISM TESTED: ____________________________________________________________________________________________________________ 

In relation to the reporting mechanism/tool 1 available on the site Yes No Not available on 
this website  

Observations 

The instructions on how  to use the reporting tools/mechanism are 
written using plane and succinct language, easy for a child of this age to 
understand 

    

The instructions on how  to use the reporting tools/mechanism do not     
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contain excessive technical jargon difficult for a child of this age to 
understand 

The instructions on how  to use the reporting tools/mechanism are 
easily seen because they are prominently placed on the SNS  

    

there is no need to excessively scroll the webpage(s) to find instructions 
on how  to use the reporting tools/mechanism  

    

The reporting mechanism/tool can be accessed at all times from the 
SNS 

    

There is a link to the report mechanism/tool on every page on this SNS     

I could successfully report abuse without encountering any difficulties in 
the whole process 

    

I could report abuse, but I encountered some difficulties during the 
process (please specify which difficulties you encountered in the 
observations section) 

    

The report mechanism/tool sends a notification of receipt to the user 
indicating that the report is being handled 

    

The report mechanism gives feedback to the user about the report 
result. If so, how long did it take to get an answer? 

    

Abuse report mechanism/tool asked for information I could not provide     

Abuse report mechanism/tool asked for unnecessary or irrelevant 
information* (i.e. additional details without which an efficient report 
could still be handled). 
*Include concrete examples of unnecessary information in the 
Observations section  

    

If there are forums or volunteer moderators on this SNS, can you report 
your problem to them or ask them for advice on how to report your 
problem? 

    

If you contacted any volunteer moderator or forum on your SNS, did 
you get successful guidance/information from them? 

    

If inappropriate content was involved in the reporting situation, was this 
inappropriate content removed by the provider? How long did it take to 
remove such content? 

    

If other offenders were involved in the reporting situation, did anything 
happen to them (e.g. did they receive a warning? Were their accounts 
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blocked? Etc.). Please specify what happened to them in the 
observations section 

Alternative ways of implementing Principle 4 on this SNS website 
 
 
 
 
 
 
 
 
 

 

Section 5 

Principle 6: Enable and encourage users to employ a safe approach to personal information and privacy 

 

мΦ   {LDb Lb !{ άaLbhw мέΦ .¸ 59C!¦[¢ ²IICH OF THE FOLLOWING INFORMATION NEEDS YOUR PERMISSION BEFORE BEING VISIBLE TO OTHER USERS? 

  Which of the following information 
needs your permission before being 
made public (i.e. visible) to the following 
people? Mark all the instances that 
require your consent 

Your current 
profile 
contains this 
info 

±ƛǎƛōƭŜ ǘƻ άaƛƴƻǊ нέ   Visible to 
ά!Řǳƭǘ мέ 
(your 
contact)  

±ƛǎƛōƭŜ ǘƻ ά!Řǳƭǘ нέ 
(user of this SNS, but 
not your contact)  

Visible to other people 
who are non-users of this 
SNS  

Observations 

Real name (First and last)       

Real name (only first)       

Nickname       

e-mail*        

Date of birth       

11. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not been included in this test. Include 
information on: 

a. Any additional mechanisms employed by this provider to report inappropriate content, contact or behaviour as outlines in their Terms of Service, 
community guidelines, etc. 

12. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, 
links to relevant additional information on the website, etc.  
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Gender       

School you attend       

Nationality       

Hobbies       

Home address       

Place of residence       

School address       

Telephone or cell phone number       

My online status       

aȅ ƭƛǎǘ ƻŦ ŎƻƴǘŀŎǘǎκέŦǊƛŜƴŘǎέ       

Comments/messages posted by other 
ǳǎŜǊǎ ƻƴ Ƴȅ άǇǳōƭƛŎ ǇǊƻŦƛƭŜέ  

      

Other, please specify:       

2.   EXPLORE THE PRIVACY SETTINGS OPTIONS AND GUIDANCE AVAILABLE ON THIS SNS AND ANSWER THE FOLLOWING QUESTIONS  

Lƴ ǊŜƭŀǘƛƻƴ ǘƻ ǇǊƛǾŀŎȅ ƛƴŦƻǊƳŀǘƛƻƴκƎǳƛŘŀƴŎŜ ŀǾŀƛƭŀōƭŜ ƻƴ ǘƘƛǎ {b{Χ YES  
 

NO Observations 

While adding information to your profile, were you informed/made aware that 
(some of) this information would be made visible/available to other users? 

   

Did you receive any supporting information on the consequences of posting 
this information online? 

   

Did you get any information/guidance on how make your profile as private as 
possible?  

   

Are you able to view your privacy status or settings at any given time?    

 

6. IN THIS SECTION YOU WILL HAVE TO EXPLORE SOME OF THE PRIVACY SETTINGS AVAILABLE ON THIS SNS. FOLLOW THE INSTRUCTIONS: 

¶ Sign in as Minor 1  

¶ If possible on this SNS, restrict access to some of your personal information (location, likes, etc.) to all other users except to Minor 2. Other users may still contact you. 

¶ Block adult 2 so that he is not able to have access to any of your information on your profile and also to contact you. Block this user. 

¶ Right after answering questions 3 and 4 make sure your privacy settings are set back to the default privacy settings, i.e. undo all the privacy settings you may have changed.  
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I RESTRICTED THE FOLLOWING INFORMATION TO OTHER USERS, EXCEPT MINOR 2: ______________________________________________________________________ 
 

After having restricted access to your 
information on this SNS, can other users 
still have access to the following 
information on your profile? 

Your 
current 
profile  
contains 
this info 

Visible to 
άaƛƴƻǊ нέ   

Visible to 
άaƛƴƻǊ оέ   

Visible to 
ά!Řǳƭǘ мέ  

±ƛǎƛōƭŜ ǘƻ ά!Řǳƭǘ нέ 
(user of this SNS, 
but not your 
contact) after my 
consent 

Visible to 
other people 
who are non-
users of this 
SNS  

Observations 

Real name (First and last)        

Real name (only first)        

Nickname        

e-mail*         

Date of birth        

Gender        

School you attend        

Nationality        

Hobbies        

Home address        

Place of residence        

School or work address        

Telephone or cell phone number        

Your online status        

¸ƻǳǊ ƭƛǎǘ ƻŦ ŎƻƴǘŀŎǘǎκέŦǊƛŜƴŘǎέ        

Comments/messages posted by other 
ǳǎŜǊǎ ƻƴ ȅƻǳǊ άǇǳōƭƛŎ ǇǊƻŦƛƭŜέ όƳŜŀƴǘ ǘƻ 
be viewed by others) 

       

The information that should only be 
visible to Minor 2 

       

Other, please specify:        
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4.   ANSWER THE FOLLOWING QUESTIONS IN RELATION TO THE PRIVACY SETTINGS AVAILABLE ON THIS SNS 
 

In relation to the privacy settings available on thiǎ ǎƛǘŜΧ Yes No Not available on this 
website  

Observations 

The instructions on how  to use the privacy settings are written 
using plane and succinct language, easy for Minor 1 to 
understand 

    

The instructions on how  to use the privacy settings do not 
contain excessive technical jargon difficult for a child of this age 
to understand 

    

The instructions on how  to use the privacy settings are easily 
seen because they are prominently placed on the SNS  

    

there is no need to excessively scroll the webpage(s) to find 
instructions on how  to change privacy settings  

    

The privacy settings can be accessed at all times from the SNS     

There is a link to the privacy settings on every page on this SNS     

I could successfully restrict access to the information that was 
only supposed to be viewed by Minor 2 without encountering 
any difficulties in the whole process 

    

I could restrict access to the information that was only 
supposed to be viewed by Minor 2, but I encountered some 
difficulties during the process. Please specify which difficulties 
you encountered in the observations section 

    

I could successfully block Adult 2 without encountering any 
difficulties in the whole process 

    

I could block Adult 2, but I encountered some difficulties during 
the process. Please specify which difficulties you encountered 
in the observations section 

    

 
5. IN STARDOLL, EXCH!bD9 άL59b¢LC¸LbDέ LNFORMATION (E.G. CONTACT DETAILS). 

¶ Sign in as Adult 2 and contact Minor 1 (e.g. by writing on her public profile and via a personal message, if possible). 

¶  Ask her for information such as her age, what she does, where she lives, the name of her school, location, phone number, etc. 
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¶ 9ȄŎƘŀƴƎŜ ŀǎ ƳǳŎƘ άƛŘŜƴǘƛŦȅƛƴƎ ƛƴŦƻǊƳŀǘƛƻƴέ ŀǎ ǇƻǎǎƛōƭŜΦ ²Ƙŀǘ ƘŀǇǇŜƴǎΚ  
 

While Adult 2 was ǘǊȅƛƴƎ ǘƻ ƎŜǘ άƛŘŜƴǘƛŦȅƛƴƎ ƛƴŦƻǊƳŀǘƛƻƴέ ŦǊƻƳ aƛƴƻǊ мΣ ǿƘŀǘ 
happened?  

Yes 
 

Observations 

Adult 2 was allowed to  get in touch with minor 1 even though they were not each 
other`s contacts  

  

Adult 2 was not allowed to get in touch with minors 1 because they were not each 
other`s contacts 

  

Minor 1 received a warning/information on the potential negative consequences of 
giving away personal (contact) information to (adult) strangers 

  

Adult 2 could chat with Minor 1 but he was not able to ask/obtain any personal 
information from her. If this happened please specify how this was possible  

  

Adult 2 was banned from Stardoll for having attempted to contact/having contacted 
minors  

  

Adult 2 was banned from Stardoll for having attempted to obtain personal 
information from minors 

  

Something else happened. Please specify:  

 
IN THIS LAST TASK YOU WILL HAVE TO EVALUATE HOW EASY IT IS TO DETELE AN EXISTING USER PROFILE ON THIS SNS. AS ALL YOUR PREVIOUS PROFILES SHOULD REMAIN 
ACTIVE EVEN AFTER THE TEST HAS FINISHED, YOU WILL HAVE TO CREATE A NEW USER ACCOUNT).  PLEASE KEEP IN MIND THAT NONE OF YOUR PREVIOUS ACCOUNTS 
SHOULD BE DELETED. 

¶  Create a new user account for a minor (e.g. Minor3` s brother).  

¶ Fill in some personal information for this new profile (e.g. name, age, place of residence, hobbies, etc.).  

¶ Add some extra information to this account (e.g. upload a couple of pictures, comments, etc.). 

¶ Delete this account. 

¶ Once you have deleted this new account, answer the following questions:  
 
6. HOW EASY WAS IT TO DO THE FOLLOWING?  
 

hƴ ǘƘŜ {b{Σ Ƙƻǿ Ŝŀǎȅ ǿŀǎ ƛǘ ǘƻΧΚ Very easy easy Not easy but 
not difficult  

difficult  Very 
difficult  

Not available on 
this SNS 

Delete this newly created profile?       

Find instructions on how to delete this account?        
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Find information on the consequences of deleting your profile (e.g. 
your profile will be deleted, but some information will be retained 
by the provider, etc.)  

      

 
11. WHAT HAPPENED WHILE 59[9¢LbD άaLbhw оέ tROFILE? 

 

While deleting the profile: YES 
 

NO Observations 

I could find easy-to-understand information on how to delete my 
profile  

   

There was a clear link/button provided for deleting my profile    

I could only deactivate my profile but not completely delete it    

The provider clearly states what personal information they 
collect/retain after deleting my profile  

   

The provider clearly states how my personal information is/may be 
used once my profile is deleted 

   

 

Alternative ways of implementing Principle 6 on this SNS website 
 
 
 
 
 
 
 

11. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not been included in this test. Include information 
on: 

a. Any additional functionality/tool, etc. that may support children and young people make informed decisions about the information they post online. 
12. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, links to 

relevant additional information on the website, etc.  
 



 

ANNEX 9. TESTING SCENARIO OTHER SNS PLATFORMS 

 
 

Name of SNS being reviewed  

URL of SNS  

Date(s) of testing  

Name of tester  

Contact e-mail of tester  

Contact phone of tester  

Browser used for testing Chrome Firefox I Explorer(7/8) Opera Safari Other, please 
specify 

Section 1 

Principle 1: Raise awareness of safety education messages and acceptable use policies to users, parents, teachers and carers in a prominent, clear and 

age-appropriate manner 

1.  IN THE FOLLOWING EXERCISE YOU WILL HAVE TO MEASURE THE TIME IT TAKES YOU TO FIND SOME INFORMATION ON THE WEBSITE YOU ARE TESTING. USE A 

CHRONOMETER TO MEASURE THE EXACT AMOUNT OF TIME IT TAKES YOU TO FIND THE FOLLOWING INFORMATION. START ALL THE TASKS FROM THE HOMEPAGE OF THE 

SNS WITHOUT REGISTERING AS A USER. 

Starting from the homepage, find information about Time (in seconds) to find this info  Info not available on this website 

Terms of Use   

Privacy  information   

Tips or educational material on how to use the internet safely (for children)   

Tips or educational material on how to use the internet safely (for parents, 
teachers, other carers) 

  

Tips or educational material on how to use this SNS safe safely (for children)   

Tips or educational material on how to use this SNS safely (for parents, teachers, 
other carers) 

  

External links/referrals  to educational materials about child safety   
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External links/referrals about organizations/authorities active in child safety, e.g. 
Insafe, national hotline, police, etc. 

  

2.   WITHOUT REGISTERING AS A USER, YET. PLEASE ANSWER THE FOLLOWING QUESTIONS: 

This SNS contains the following type of information. Please mark all that applies:  YES   NO Observations 

Tips/information for children and young people on how to navigate this specific 
website safely and responsibly 

   

Tips/information for parents, teachers or other adult carers on how to help their 
children navigate this website safely 

   

Terms of use/service for this SNS     

Information on what constitutes inappropriate behaviour on this website and the 
consequences thereof (e.g. a code of conduct) 

   

Privacy policy or privacy information about this SNS    

General safety tips/information specifically targeted at children and young people 
ƻƴ Ƙƻǿ ǘƻ ǎǳǊŦ ǘƘŜ LƴǘŜǊƴŜǘ ǎŀŦŜƭȅ ŀƴŘ ǊŜǎǇƻƴǎƛōƭȅΣ ŦƻǊ ƛƴǎǘŀƴŎŜ ǘƘǊƻǳƎƘ ΨIŜƭǇ 
pŀƎŜǎΩ 

   

General safety tips/information or educational materials specifically targeted at 
parents, teachers or other carers to help children surf the Internet safely and 
responsibly  

   

Other. Please specify:  

3.   WHAT KIND OF INFORMATION DOES THIS SNS PROVIDE ABOUT SPECIFIC ONLINE RISKS? PLEASE MARK ALL THAT APPLIES. 

Does this SNS provide any information regarding the following 

online risks?  Please choose ALL that apply  

YES YES, but it is difficult to 

understand for children and 

young people 

NO Observations 

The possibility of seeing or being the subject of images of child 
abuse 

    

Hate speech     

Pornography or sexual content     
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Violence     

Inappropriate contact from adults with a sexual interest in 
children 

    

Bullying     

Divulging personal information     

Posting sexually provocative photographs     

Information on self-harm actions (anorexia, suicide, etc.)     

Other, please specify:  

4.   WHAT IS THE FORMAT OF THE SAFETY INFORMATION PROVIDED ON THIS SNS? CHOOSE ALL THAT APPLY 

The safety (educational) information on this SNS contains (Please mark all that 
applies):  

YES  NO Observations 

Audio-visual fragments (video / audio fragments, animations, etc.)    

Quizzes or games    

Concrete examples related to safety (e.g. anecdotes, information on concrete 
consequences of safety threats, etc.) 

   

External links/referrals  to educational materials about child safety    

External links/referrals about organizations/authorities active in child safety, e.g. 
Insafe, national hotline, police, etc. 

   

Written texts about safety    

If written texts are used, short pieces of text are used (no more than 1 or 2 short 
paragraphs per idea/caption) 

   

If written texts are used, they are formatted with sub heads, bullets and other 
devices (e.g. visible links) that facilitate skimming and scanning of info rather than 
plain reading  

   

Other. Please specify:  
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5.   WHAT KIND OF INFORMATION IS PRESENT IN THE TERMS OF SERVICE/USE OF THIS SNS?  PLEASE CHOOSE ALL THAT APPLY  

In their Terms of Service/use does this SNS clearly state the following?  

Please choose ALL that apply  

YES   YES, but it is difficult to 

understand for 

children/young people 

NO Observations 

Content that is not allowed on the social network (e.g. pornographic or 
racist content) 

    

Conduct (behaviour/actions) that is not allowed (e.g. bullying, 
harassment, racist comments)                          

    

Consequences of engagement in prohibited behaviour/actions (e.g. your 
user profile/messages/photos might be deleted, or police contacted) 

    

Age requirements     

Other. Please specify  

6.   WHAT IS THE FORMAT OF THE INFORMATION ABOUT THE TERMS OF SERVICE/USE OR CODE OF CONDUCT PROVIDED ON THIS SNS? CHOOSE ALL THAT APPLY 

The information about the Terms of service/use or Code of conduct provided on this SNS is 
presented in the form of (Please mark all that applies):  

YES  NO Observations 

Audio-visual fragments (video / audio fragments, animations, etc.)    

Quizzes or games    

Concrete examples related to safety (e.g. anecdotes, information on concrete consequences 
of safety threats, etc.) 

   

External links/referrals  to educational materials about child safety    

External links/referrals about organizations/authorities active in child safety, e.g. Insafe, 
national hotline, police, etc.  

   

Written texts about the Terms and conditions    

If written texts are used, short pieces of text are used (no more than 1 or 2 short paragraphs 
per idea/caption) 

   

If written texts are used, they are formatted with sub heads, bullets and other devices (e.g. 
visible links) that facilitate skimming and scanning of info rather than plain reading  
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Other. Please specify:  

 

7. THINKING FROM THE PERSPECTIVE OF A CHILD YOUNGER THAN 13 YEARS OLD (E.G. MINOR 3), ANSWER THE FOLLOWING QUESTIONS. IF THE SNS YOU ARE TESTING HAS 

A MINIMUM AGE REQUIREMENT OF 13 YEARS OLD OR OLDER, QUESTIONS 7 AND 8 SHOULD NOT BE ANSWERED AND YOU SHOULD CONTINUE WITH QUESTION 9.  

The safety tips and educational materials on this SNS YES NO Observations 

are presented using plain and succinct language appropriate for a child of 
this age 

   

do not contain technical jargon difficult for a child of this age to 
understand 

   

are easily seen because they are prominently placed on the SNS     

there is no need to excessively scroll the webpage(s) to find this 
information  

   

8.  THINKING FROM THE PERSPECTIVE OF A CHILD YOUNGER THAN 13 YEARS OLD (E.G. MINOR 3), ANSWER THE FOLLOWING QUESTIONS. IF THE SNS YOU ARE TESTING HAS 

A MINIMUM AGE REQUIREMENT OF 13 YEARS OLD OR OLDER, QUESTION 8 SHOULD NOT BE ANSWERED AND YOU SHOULD CONTINUE WITH QUESTION 9.  

The information related to the website privacy and safety policy (e.g. Terms and 

Conditions, Safety policy, Code of conduct, etc.)  

YES NO Observations 

is presented using plain and succinct language for a child of this age    

does not contain excessive technical jargon difficult for a child of this age to 
understand 

   

is easily seen because it is prominently placed on the SNS     

there is no need to excessively scroll the webpage(s) to find this information     
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9.   THINKING FROM THE PERSPECTIVE OF A 13-17 YEARS OLD TEENAGER (E.G. MINOR 1 AND MINOR 2), ANSWER THE FOLLOWING QUESTIONS: 
 

The safety tips and educational materials on this SNS YES NO Observations 

are presented using plain and succinct language appropriate for a child of this age    

do not contain excessive technical jargon difficult for a child of this age to 

understand 

   

are easily seen because they are prominently placed on the SNS     

10.   THINKING FROM THE PERSPECTIVE OF A 13-17 YEARS OLD TEENAGER (E.G. MINOR 1 AND MINOR 2), ANSWER THE FOLLOWING QUESTIONS: 

The information related to the website privacy and safety policy (e.g. Terms and 

Conditions, Safety policy, Code of conduct, etc.)  

 

YES NO Observations 

is presented using plain and succinct language for a child of this age    

does not contain excessive technical jargon difficult for a child of this age to 
understand 

   

is easily seen because it is prominently placed on the SNS     

 
Alternative ways of implementing Principle 1 on this SNS website 
 
 
 
 

13. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not been included in this test 

14. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, 

links to relevant additional information on the website, etc.  
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Section 2 

Principle 2: Work towards ensuring that services are age-appropriate for the intended audience 

BEFORE CONTINUING ANSWERING THE NEXT SERIES OF QUESTIONS YOU MUST CREATE AN ACCOUNT OF A 9-YEAR-OLD MINOR ON THIS SNS.  

¶ While signing up only include the minimum information required by this SNS. If you are asked any mandatory information to sign up use the data from persona 

minor 3.   

¶ If during the test you are required to provide any extra personal information not contained in the persona` s description, base yourself in the description provided in 

order to create credible information that matches the current PERSONA.  If necessary, you may provide credible, but not real addresses and/or telephone number(s).   

¶ If you are required to provide one (or more) e-mail accounts (for instance a child`s plus an adult`s email account), create as many e-mail accounts or ID`s (e.g. 

Yahoo! ID) as necessary. Avoid using your personal e-mail accounts. 

1.   WHICH OF THE FOLLOWING STATEMENTS ARE TRUE OF THE SNS YOU ARE TESTING? 

¢Ƙƛǎ ǿŜōǎƛǘŜΧ YES         NO 
 

Observations 

clearly indicates which services are not appropriate for children and young people 
or where a minimum registration age applies 

   

encourages the uptake of parental controls by prominently displaying how these 
ǘƻƻƭǎ ŀƭƭƻǿ ǇŀǊŜƴǘǎ ǘƻ ƳŀƴŀƎŜ ǘƘŜƛǊ ŎƘƛƭŘǊŜƴΩǎ ǳǎŜ ƻŦ ǘƘŜ ǎŜǊǾƛŎŜ 

   

allows users to label, rate or age restrict content where appropriate    

ŀƭƭƻǿǎ ŀ ǇŀǊŜƴǘ ǘƻ ƳƻƴƛǘƻǊ ǘƘŜƛǊ ŎƘƛƭŘΩǎ ŀŎǘƛǾƛǘƛŜǎ ƻƴ ǘƘŜ {b{    

does something else to ensure that its services are age-appropriate for the intended 
audience. Please specify what they do: 
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2.   WHAT TYPE OF INFORMATION DOES THIS SNS REQUIRE FROM YOU TO LET YOU SIGN UP? 

*  If asked for your e-mail for verification purposes DO NOT check your e-mail, yet 

3.   AFTER SIGNING UP AS 9-YEAR OLD USER, WHAT HAPPENED? 

What happened during/after signing up? YES 

 

NO Not applicable 

to  this SNS 

Observations 

I was able to sign up because this SNS is not age-restricted     

I was able to sign up even though 9-year old children are not supposed  to 
use this SNS 

    

I was able to sign up even without verifying my e-mail*address     

I was able to sign up only after clicking on the verification link** sent to 
me via e-mail  

    

I was able to sign up only after my parent/guardian authorised  me to do 
so (e.g. via a confirmation e-mail) 

    

L ƻōǘŀƛƴŜŘ άǇŀǊŜƴǘŀƭ ŎƻƴǎŜƴǘέ ǘƻ ƻǇŜƴ ŀƴ ŀŎŎƻǳƴǘ ƻƴ ǘƘƛǎ ǿŜōǎƛǘŜ ǘƘǊƻǳƎƘ 
a fake account I created on the spot 

    

When trying to sign up as a 9-year old this SNS requires you to submit 

the following information. Mark all that applies: 

YES NO Not applicable to  

this SNS 

Observations 

Name     

Nickname     

e-mail*      

Date of birth     

Sex     

Address or place of residence     

A valid telephone or mobile phone number     

Parental or guardian permission (e.g. via an e-mail sent to your 
parent/guardian)  

    

Other, please specify:   



199 

 

I was not able to sign up. The SNS denied the signing up due to age 
restrictions, lack of valid parental consent, etc. Specify why you were not 
allowed to sign up 

    

I was not able to sign up. The SNS denied the signing up, but I was not 
told why 

    

Other. Please specify:     

*If you were not asked for e-Ƴŀƛƭ ǾŜǊƛŦƛŎŀǘƛƻƴ ŘǳǊƛƴƎ ǎƛƎƴ ǳǇ ƳŀǊƪ άbƻǘ ŀǾŀƛƭŀōƭŜ ƻƴ ǘƘƛǎ {b{έ 

** If necessary you can check your e-mail verification now 

ONLY IF YOU WERE REJECTED TO CREATE AN ACCOUNT ON THIS SNS FOR BEING UNDER THE MINIMUM AGE REQUIREMENT TRY TO SIGN UP AGAIN, BUT THIS TIME USE AN 

AGE JUST ABOVE THE MINIMUM AGE REQUIRED BY THIS SNS TO SIGN UP. DO NOT CHANGE ANY OF YOUR COMPUTER SETTINGS (E.G. DO NOT REMOVE ANY COOKIES OR 

BROWSING HISTORY). 

4.   AFTER SIGNING UP AS A CHILD ABOVE THE MINIMUM AGE REQUIRED BY THIS SNS, WHAT HAPPENED? 

What happened when trying to sign up this time? Mark ALL that applies YES  

 

NO Not applicable 

to this SNS 

Observations 

I was able to sign up because this SNS is not age-restricted     

I was able to sign up even though this SNS is supposed to be age-
restricted 

    

I was able to sign up even without verifying my e-mail* address     

I was able to sign up only after clicking on the verification link** sent to 
me via e-mail  

    

I was not able to sign up. The SNS denied the signing up due to age 
restrictions 

    

I was not able to sign up. The SNS denied the signing up, but I was not 
told why 

    

I was not able to sign in because of my previous attempt to sign up as a 9 
year-old child. The SNS has installed cookies on my computer that do not 
allow me to sign up again from this computer 

    

Other. Please specify:   

*If you were not asked for e-mail verification during sign up mark N/A 

** If necessary you can check your e-mail verification now 
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IF YOUR PREVIOUS ATTEMPTS TO SIGN UP AS A MINOR HAVE FAILED, PLEASE REMOVE ANY COOKIES THAT MAY HAVE BEEN INSTALLED ON YOUR COMPUTER AND SIGN UP 

AGAIN USING THE MINIMUM AGE REQUIRED BY THIS SNS. IF THIS DOES NOT WORK TRY SIGNING UP FROM ANOTHER COMPUTER. 

5.   AFTER SIGNING UP AS A CHILD ABOVE THE MINIMUM AGE REQUIRED BY THIS SNS, WHAT HAPPENED? 
 

What happened when trying to sign up this time? Mark all that applies YES  

 

NO Not available on 

this SNS 

Observations 

I was able to sign up because this SNS is not age-restricted     

I was able to sign up even though this SNS is supposed to be age-
restricted 

    

I was able to sign up even without verifying my e-mail* address     

I was able to sign up only after clicking on the verification link** sent to 
me via e-mail  

    

I was not able to sign up. The SNS denied the signing up due to age 
restrictions 

    

I was not able to sign up. The SNS denied the signing up, but I was not 
told why 

    

I was not able to sign in because of my previous attempt to sign up as a 9 
year-old child. The SNS has installed cookies on my computer that do not 
allow me to sign up again from this computer. 

    

Other. Please specify:   

*If you were not asked for e-mail verification during sign up mark N/A 

** If necessary you can check your e-mail verification now 

TO CONTINUE WITH THE TEST YOU WILL HAVE TO CREATE 4 NEW USER ACCOUNTS: TWO OF ADULT PROFILES AND TWO OF MINOR PROFILES. CREATE THESE ACCOUNTS 

USING THE INFORMATION FROM THE 2 GIRL TEENAGE (MINOR 1 AND 2) AND THE 2 ADULT PERSONAS YOU WERE GIVEN TOGETHER WITH THE INSTRUCTIONS OF THIS 

TEST.  

IF DURING THE TEST YOU ARE REQUIRED TO PROVIDE ANY EXTRA PERSONAL INFORMATION NOT CONTAINED IN THE PERSONAS` DESCRIPTION, BASE YOURSELF IN THE 

DESCRIPTION PROVIDED IN ORDER TO CREATE CREDIBLE INFORMATION THAT MATCHES THE CURRENT PERSONA.  IF NECESSARY YOU MAY PROVIDE CREDIBLE ADDRESS OR 

TELEPHONE NUMBER(S), BUT, BY NO MEANS, REAL ONES! 
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6.   SIGN UP AS MINOR 1 AND ADULT 1, WHAT KIND OF INFORMATION DOES THIS SNS REQUIRE FROM EACH OF THESE USERS? 
 

When signing up the SNS requires you to submit the following 

information. Mark all that applies: 

As minor 1 As adult 1 Observations 

Real name (First and last)    

Real name (only first)    

Nickname    

e-mail*     

Date of birth    

Gender    

School you attend    

Nationality    

Home address    

Place of residence    

School address    

Telephone or cell phone number    

Other, please specify:    

 

BEFORE CONTINUING WITH THE TEST, FOLLOW THESE STEPS: 

¶ Do not change any settings on your SNS accounts because in the next section you will have to perform some tests with these default settings. 

¶  Create user accounts for minor 2 and adult 2.  

¶ Add as much information as possible to ALL THE profiles (Minors 1, 2 and 3 and adults 1 and 2), but do not change any settings. The account settings should be the 

default ones.    

¶ Minors 1, 2 and 3 should be each other`s friends. Add them to each other`s contacts/friends. 

¶ ά!Řǳƭǘ нέ ǎƘƻǳƭŘ hb[¸ ōŜ ά!Řǳƭǘ мέȫǎ ŦǊƛŜƴŘΦ IŜ ǎƘƻǳƭŘ ƴƻǘ ōŜ ŦǊƛŜƴŘκŎƻƴǘŀŎǘ ƻŦ ŀƴȅ ƻŦ ǘƘŜ ƻǘƘŜǊ ƳƛƴƻǊ ǳǎŜǊǎ ȅƻǳ ŎǊŜŀǘŜŘΦ  

¶ If possible on this SNS, Post some information (e.g. comments, etc.) on each of your users ΨǇǊƻŦƛƭŜǎ ǎƻ ǘƘŀǘ ǘƘŜȅ ƭƻƻƪ άǎƻŎƛŀƭƭȅέ ŀŎǘƛǾŜΦ  

¶ From now on you will have to use one or several of the user profiles you created Depending on the question you have to answer. Sign in with the most appropriate 

profile according to the tasks you have to perform.  
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¶  Write down the user names, passwords, e-mail and age of ALL your accounts. 

 

User name Adult 1  

Password Adult 1 account  

Age Adult 1  

e-mail Adult 1  

User name Adult 2  

Password Adult 2 account  

Age Adult 2  

e-mail Adult 2  

User name Minor 1  

Password Minor 1 account  

Age Minor 1  

e-mail Minor 1  

User name Minor 2  

Password Minor 2 account  

Age Minor 2  

e-mail Minor 2  

User name Minor 3  

Password Minor 3 account  

Age Minor 3  

e-mail Minor 3  

 

7.   ONLY FOR WINDOWS LIVE, ANSWER THE FOLLOWING QUESTIONS ABOUT ADVERTSING 
 
When signed in as a Minor 1 and Minor 3 YES         NO 

 
Observations 

Is there any type of advertising displayed on this SNS? If so, mention ALL types of 
advertising available in the observations section (e.g. banners, e-commerce ads, 
interstitials, in-games advertising, etc.). 

   

Is advertising on this SNS specifically targeted at minors? i.e. ads available on this 
SNS are about products and services specially targeted at children/teenagers?  
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This SNS displays advertising that is appropriate for minors although it is not 
specifically targeted at them, e.g. Electronics, food products, etc.   

   

Does advertising on this SNS include any potentially inappropriate content for 
minors (e.g. alcohol, cigarettes, etc.). If so, which ones? Mention ALL types of 
advertising available in the observations section. Please keep screenshots about 
inappropriate ads as evidence. 

   

 
Alternative ways of implementing Principle 2 on this SNS website 
 
 

 
 
 
 
 
 
 

Section 3 
Principle 3: Empower users through tools and technology 

1.   USING THE DEFAULT SETTINGS OF YOUR SNS ACCOUNT, I.E. WITHOUT CHANGING ANY SETTING{Σ {LDb Lb !{ ά!5¦[¢ мέ !b5 Lb±L¢9 άaLbhw мέ ¢h .9/ha9 ¸h¦w 

άCwL9b5έκ/hb¢!/¢Φ !bSWER THE FOLLOWING QUESTIONS: 

By default, when signed ƛƴ ŀǎ ά!Řǳƭǘ мέΥ  YES 

 

NO L ŘƻƴΩǘ ƪƴƻǿκƛǘ 

ŘƻŜǎƴΩǘ ǎŀȅ 

Observations 

I am allowed to add minors to my contacts list without any restrictions      

I am allowed to add minors to my contacts list but before being able to do it I     

13. Here refer to any alternative ways this Principle has been implemented on this specific website and which have not been included in this test: 
a. Specify if and how this SNS has considered how their service may be associated with potential risks to children and young people, where it is 

intended for them to use the service* 
b. Specify the mechanisms/measures employed by this SNS is order to limit exposure to potentially inappropriate content and contact 

14. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, 
links to relevant additional information on the website, etc.  
 

*Each SNS is different in terms of target audience, the range of activities users can engage in, the platforms on which they can be consumed and the countries in 
which they are available. These factors will affect the range and extent of the risks that may affect children and young people when using the site. Assessment of 
what constitutes inappropriate content for children and young people also varies. 
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receive a warning (e.g. Are you sure you know this person?) 

I need to sign a special agreement/form before being able to add children to my 
contacts list 

    

I receive information on the consequences of contacting minors in non-
appropriate ways according to the Terms of Use 

    

I am not allowed to add children to my contact list     

Something else happens. Please specify:  

 
2. USING THE DEFAULT SETTINGS OF YOUR SNS ACCOUNT, I.E. WITHOUT CHANGING ANY SETTING{Σ {LDb Lb !{ άaLbhw мέΣ !//9t¢ !5¦[¢ мȫ{ INVITATION TO BE YOUR 
FRIEND. ANSWER THE FOLLOWING QUESTIONS: 
 

.ȅ ŘŜŦŀǳƭǘΣ ǿƘŜƴ ǎƛƎƴŜŘ ƛƴ ŀǎ άaƛƴƻǊ мέΥ YES 
 

NO L ŘƻƴΩǘ ƪƴƻǿκƛǘ 
ŘƻŜǎƴΩǘ ǎŀȅ 

Observations 

I am allowed to add adults to my contacts list without any restrictions      

I am allowed to add adults to my contacts list but before I receive a warning (e.g. 
Are you sure you know this person?) 

    

I need parental consent before allowing adults to become members of my 
contacts list 

    

I receive safety guidance on dangerous contacts before accepting an adult as 
ΨŦǊƛŜƴŘΩκŎƻƴǘŀŎǘ 

    

I am not allowed to add an adult as a contact     

Something else happens. Please specify  

 
3. ADULT 2 WANTS TO GET IN TOUCH WITH MINOR 1. CHECK WHAT MECHANISMS ARE AVAILABLE ON THIS SNS TO GET IN TOUCH WITH SOMEONE WHO IS NOT YOUR 
FRIEND/CONTACT (E.G. VIA MSN, PRIVATE MESSAGES, ETC.).  
 

¶ Sign in as Adult 2 and send Minor 1 a private (instant) message. If this is not possible simply post a comment on her public profile.  

¶ In the message/comment mention that you would like to be her friend and that you would like to keep in touch with her, e.g. via instant messaging.  
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Was Adult 2 able to do the following?  YES 

 

NO Observations 

Adult 2 was allowed to  contact Minor 1 even though they were not each 
other`s contacts  

   

Adult 2 was not allowed to contact Minor 1 because they were not each 
other`s contacts 

   

Minor 1 received a warning/information on the potential negative 
consequences of contacting/being contacted by (adult) strangers in non-
appropriate ways  

   

Adult 2 could send a private message to Minor 1 but was not able to 
ask/obtain any personal information from them. If this happened please 
specify how this was possible  

   

Adult 2 was banned from the SNS for having attempted to contact/having 
contacted a minor  

   

Adult 2 was banned from the SNS for having attempted to obtain personal 
information from minors 

   

Something else happened. Please specify:  

 
4. USING THE DEFAULT SETTINGS OF YOUR SNS ACCOUNTS, I.E. WITHOUT CHANGING YOUR INITIAL SETTINGS ON ANY OF THE ACCOUNTS, INDICATE WHICH INFORMATION 
!.h¦¢ άaLbhw мέ L{ ±ISIBLE TO THE FOLLOWING PEOPLE. PLEASE PAY ATTENTION TO THE FOLLOWING: 

¶ Make sure your Minor 1`s and Minor 2`s profiles contain as much information as possible (e.g. likes, address, hobbies, etc.).  

¶ If possible on this SNS, post pictǳǊŜǎ ŀƴŘ ǘŀƎ ŜŀŎƘ ƻǘƘŜǊ ƻƴ ǘƘŜƳ ǎƻ ŀǎ ǘƻ άǎƘƻǿέ ǘƘŀǘ aƛƴƻǊ м ŀƴŘ н ƪƴƻǿ ŜŀŎƘ ƻǘƘŜǊΦ    

¶ To search the profile of Minor 1 as a user of this SNS, only employ the internal search engine of the SNS you are testing.  

¶ To search the profile of Minor 1 as a non-user of this SNS (i.e. not signed-in as a user), use the following search engines to search for information on Minor 1: 

Google, MSN search and Yahoo! search.  

¶ Lƴ ōƻǘƘ ŎŀǎŜǎ ǳǎŜ ǘƘŜ ƴŀƳŜ ŀƴŘ ǘƘŜ ǎǳǊƴŀƳŜ ƻŦ aƛƴƻǊ м ōŜǘǿŜŜƴ ƛƴǾŜǊǘŜŘ ŎƻƳƳŀǎ όŜΦƎΦ άWƻƘƴ {ƳƛǘƘέύ ŀǎ ƪŜȅ ǎŜŀǊŎƘ ǘŜǊƳǎΦ 

http://www.google.com/webhp?hl=en
http://search.yahoo.com/
http://search.yahoo.com/
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By default, Which of the following 

ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ΨǇǳōƭƛŎΩκǾƛǎƛōƭŜ ǘƻ ǿƘƻƳΚ 

Mark all that applies: 

My current 

profile contains 

the following 

information  

Visible to 

άaƛƴƻǊ нέ  

Visible to 

ά!Řǳƭǘ мέ (your 

contact) 

Visible to 

ά!Řǳƭǘ нέ (user 

of this SNS, but 

not your 

contact) 

Visible to other 

people who are 

non-users of 

this SNS 

Observations 

Real name (First and last)       

Real name (only first)       

Nickname       

e-mail       

Date of birth       

Gender       

School you attend       

Nationality       

Hobbies       

Home address       

Place of residence       

School address       

Telephone or cell phone number       

Pictures of you       

Pictures of you uploaded by you or by 
others 

      

Your online status       

¸ƻǳǊ ƭƛǎǘ ƻŦ ŎƻƴǘŀŎǘǎκέŦǊƛŜƴŘǎέ       

Comments/messages posted by other 
ǳǎŜǊǎ ƻƴ ȅƻǳǊ άǇǳōƭƛŎ ǇǊƻŦƛƭŜέ  

      

Other, please specify:       
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рΦ  {LDb Lb !{ άaLbhw мέΦ ¦{LbD ¢I9 59C!ULT SETTINGS OF THIS ACCOUNT, I.E. WITHOUT CHANGING YOUR INITIAL SETTINGS, INDICATE WHICH OF THE FOLLOWING 

THINGS YOU CAN DO 

By default, ǿƘŜƴ ǎƛƎƴŜŘ ƛƴ ŀǎ άaƛƴƻǊ мέΥ YES 
 

YES, but I need 
permission from 
the user who 
posted it on my 
profile 

NO Not available 
on this SNS 

Observations 

L ŀƳ ŀōƭŜ ǘƻ ŘŜƭŜǘŜ ǇƻǎǘƛƴƎǎκŎƻƳƳŜƴǘǎ L ƘŀǾŜ ƳŀŘŜ ƻƴ Ƴȅ ΨǇǳōƭƛŎ 
ǇǊƻŦƛƭŜΩΣ ƛΦŜΦ Ƴȅ ǇǊƻŦƛƭŜ ŀǎ ƻǘƘŜǊǎ Ŏŀƴ ǎŜŜ ƛǘ 

     

I am able to delete pictures/videos I have uploaded on my public 
profile (e.g. by deleting tags) 

     

I am able to delete postings/comments others have made about 
ƳŜκƳȅ ǇƛŎǘǳǊŜǎκǾƛŘŜƻǎ ƻƴ Ƴȅ ΨǇǳōƭƛŎ ǇǊƻŦƛƭŜΩ 

     

I am able to delete pictures/videos others have uploaded of me on 
my public profile (e.g.by deleting tags) 

     

I am able to delete pictures/videos others have uploaded of me on 
their public profile (e.g.by deleting tags) 

     

Something else happens. Please specify:  

 
сΦ  {LDb Lb !{ άaLbhw мέΦ ¦{LbD ¢I9 DEFAULT SETTINGS OF THIS ACCOUNT, I.E. WITHOUT CHANGING YOUR INITIAL SETTINGS, INDICATE WHICH OF THE FOLLOWING 
THINGS CAN HAPPEN ON YOUR PROFILE.  
 

.ȅ ŘŜŦŀǳƭǘΣ ǿƘŜƴ ǎƛƎƴŜŘ ƛƴ ŀǎ άaƛƴƻǊ мέΥ YES 
 

YES, but I must 
approve it before it 
is published 

NO 
 

Not available 
on this SNS 

Observations 

All users can post comments oƴ Ƴȅ άǇǳōƭƛŎ ǇǊƻŦƛƭŜέ όƛΦŜΦ ǘƘŜ ǇǳōƭƛŎ 
space with information about me that others can see of me) 

     

Only my contacts/friends can post comments on my public 
profile/pictures 

     

Other users can upload photos of me (on my public profile)       

Only my contacts/friends can upload photos of me (on my public 
profile) 
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By default, my full profile is set to άǇǊƛǾŀǘŜέΣ ƛΦŜΦ my profile 
information cannot be viewed, except by friends belonging to my 
άŀǇǇǊƻǾŜŘ ŎƻƴǘŀŎǘǎ ƭƛǎǘέ 

     

By default, anybody (registered and non-registered users of this 
SNS) can  contact me (e.g. via (private) messages)  

     

By default, all registered users can contact me (e.g. via (private) 
messages) 

     

By default,  only people belonging to my approved contacts list can  
contact me (e.g. via (private) messages) 

     

By default, all users of this SNS can send me friend requests      

By defaultΣ ƻƴƭȅ Ƴȅ ŦǊƛŜƴŘǎ ΨŎƻƴǘŀŎǘǎ Ŏŀƴ ǎŜƴŘ ƳŜ ŦǊƛŜƴŘ ǊŜǉǳŜǎǘǎ      

Something else happens. Please specify:  

 
7. KEEP ON USING YOUw twhCL[9 άaLbhw мέΦ 9·t[hw9 ¢IE PRIVACY SETTINGS ON YOUR PROFILE AND ANSWER THE FOLLOWING QUESTIONS. ONLY IF NEEDED YOU MAY 
SIGN IN AS OTHER USERS AS WELL. 
 

!ǎ άaƛƴƻǊ мέ ƻƴ ǘƘƛǎ {b{Σ L Ŏŀƴ Řƻ ǘƘŜ ŦƻƭƭƻǿƛƴƎΥ YES 
 

NO Not available 
on this SNS 

Observations 

Block other users from contacting me      

Block other users from viewing my profile     

Reject friendship requests     

Specify who or which groups of users can contact me (defined by 
age, gender, etc.) 

    

Restrict the search options of other users so that they cannot find 
me (e.g. Do not allow adults to find/contact me)? 

    

Set my profile to private so that my full profile cannot be viewed 
ŜȄŎŜǇǘ ōȅ ΨŦǊƛŜƴŘǎΩ ƻƴ Ƴȅ ŎƻƴǘŀŎǘ ƭƛǎǘ 

    

Set my profile to private so that I cannot be contacted except by 
ΨŦǊƛŜƴŘǎΩ ƻƴ my contact list 

    

I have to change settings before my personal information can be 
visible to adult users 

    

I have to change settings for my personal information (all the 
information contained on my current profile including pictures, 
contacts list, posts, etc.) to be viewed by other minors 
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I have control over the display of my online status. I can decide if 
ƻǘƘŜǊ ǇŜƻǇƭŜ Ŏŀƴ ǎŜŜ ƳŜ ǿƘŜƴ LΩƳ ƻƴƭƛƴŜ 

    

I am notified when I am identified (tagged) in pictures/videos, etc. 
ǇƻǎǘŜŘ ƻƴ ƻǘƘŜǊ ǇŜƻǇƭŜΩǎ ǇǊofiles 

    

This SNS provides me with other privacy features. Please specify 
how they work 

    

 

8.  KEEP ON USING YO¦w twhCL[9 άaLbhw мέ. IN RELATION TO THE PRIVACY SETTINGS YOU JUST EXPLORED, HOW EASY/DIFFICULT WAS IT TO DO THE FOLLOWING? 

 

On the SNS, hoǿ Ŝŀǎȅ ǿŀǎ ƛǘ ǘƻΧΚ Very easy Easy Not easy but 

not difficult  

Difficult Very 

difficult  

Not available on 

this SNS 

block other users from contacting me       

block other users from viewing my profile       

reject friendship requests       

specify who or which groups of users can contact me (defined by 
age, gender, etc.) 

      

restrict the search options of other users so that they cannot find 
me (e.g. Do not allow adults to find/contact me)? 

      

set my profile to private, i.e.my full profile cannot be viewed or I 
Ŏŀƴƴƻǘ ōŜ ŎƻƴǘŀŎǘŜŘ ŜȄŎŜǇǘ ōȅ ΨŦǊƛŜƴŘǎΩ ƻƴ Ƴȅ ŎƻƴǘŀŎǘ ƭƛǎǘ 

      

change settings before my personal information could be visible to 
adult users 

      

change settings for my personal information (all the information 
contained on my current profile including pictures, contacts list, 
posts, etc.) to be viewed by other minors 

      

control the display of my online status (i.e. deciding if other people 
Ŏŀƴ ǎŜŜ ƳŜ ǿƘŜƴ LΩƳ ƻƴƭƛƴŜύ 

      

use additional privacy feature X. If this SNS contains any additional 
privacy features, please refer to them here 

      

use additional privacy feature Y. If this SNS contains any additional 
privacy features, please refer to them here 
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9.  KEEP ON USING YOUR PRhCL[9 άaLbhw мέΦ ²I!T HAPPENS WHEN YOU WANT TO UPLOAD PICTURES/VIDEOS OR POST INFORMATION TO YOUR PROFILE? MARK WITH 

!b Ψ·Ω ![[ ¢I!¢ !tt[IES. 

 

!ǎ άaƛƴƻǊ мέΣ ǿƘŜƴ L ŀƳ ŀōƻǳǘ ǘƻ ǳǇƭƻŀŘ ǇƛŎǘǳǊŜǎκǇƻǎǘ 
information, what happens? 

YES 
 

Not available 
on this SNS 

Observations 

I get technical guidance on how to upload photos/videos    

I get safety warnings/guidance about uploading photos/videos 
online 

   

I get technical guidance on how to post information/comments    

I get safety warnings/guidance on publishing personal information 
online 

   

It is not possible to add (real) pictures or videos to my profile on 
this SNS 

   

Something else happens (e.g. I get other type of relevant 
information, etc.). Please specify:    

10. ARE THERE ANY MECHANISMS IN PLAC E ON THIS WEBSITE TO AVOID THAT REGISTERED MINORS (E.G. MINORS 1 AND 3) GET ACCESS TO INAPROPRIATE OR UNWANTED 

(BUT NOT ILLEGAL) CONTENT? 

 Which of the following mechanisms are employed by this 

website to avoid that minors have access to inappropriate or 

unwanted content? 

YES 

 

NO Observations 

Family or parental Filtering    

Automatically blocking of inappropriate content for children 
younger than a certain minimum age 

   

Contextual warnings (placed on the content itself) so that users 
can make informed decisions regarding if they want to access that 
content or not (e.g. explicitly mentioning which content is 
appropriate for which age segment; etc.) 

   

Other mechanisms. Please specify how this provider makes sure 
that children and young people registered on their website are not 
exposed to inappropriate content on their website 
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11. ARE THERE ANY MECHANISMS IN PLACE ON THIS WEBSITE TO AVOID THAT NON-REGISTERED MINORS GET ACCESS TO INAPROPRIATE OR UNWANTED (BUT NOT 
ILLEGAL) CONTENT? 
 

Which of the following mechanisms are employed by this 
website to avoid that minors have access to inappropriate or 
unwanted content? 

YES 
 

NO Observations 

Family or parental Filtering    

Automatically blocking of inappropriate content for children 
younger than a certain minimum age 

   

Warnings placed on the content itself so that users can make 
informed decisions regarding if they want to access that content or 
not (e.g. explicitly mentioning which content is appropriate for 
which age segment; etc.) 

   

Non-registered users do not have access to any info on this SNS.    

Other mechanisms. Please specify how this provider makes sure 
that children and young people registered on their website are not 
exposed to inappropriate content on their website 

 

 
12.   WITHOUT SIGNING IN AS ANY USER, IS THERE INFORMATION ON THIS SNS ABOUT THE FOLLOWING? 
 

Does this SNS provide the following information? YES 
 

NO Observations 

Information/tips for parents on the available tools for wider 
internet access (e.g. the benefits of using filtering tools and/or 
parental controls) and how they can be used to help them protect 
young people 

   

Information/tips for parents on the available tools on this SNS (e.g. 
parental controls, filtering tools, etc. provided by this SNS) and 
how they can be used to help them protect young people 

   

Any other relevant information/advice/tools to help parents 
support their children in managing a safe online experience on this 
SNS. Please specify:  
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13. ONLY IF YOU ARE TESTING WINDOWS LIVE, INSTALL THE FAMILY SAFETY FROM WINDOWS LIVE ON YOUR PC AND CREATE SAFE SETTINGS FOR YOUR 9-YEAR OLD CHILD 

(MINOR 3) FOLLOWING THE INSTRUCTIONS BELLOW. IF YOU ARE TESTING ANOTHER SNS SKIP THIS QUESTION. 

¶ Sign as guardian (e.g. adult 1). Explore the safety/family settings available. Set the following restrictions to your child`s account. Which of the following can you do? 

I could set the following restrictions on Window Live for my child  Yes Observations 

Specify only 10 websites that your child can access   

Require parental approval of your child`s list of online friends    

Specify that only people added to your child`s contact list may send them e-mail and instant 
messages (e.g. he could not get messages from Adult 2) 

  

Restrict your child`s access to Facebook and Myspace   

Add 2 other possible restrictions. Specify which ones you added below   

Restriction1:   

Restriction2:   

14. ONLY IF YOU ARE TESTING WINDOWS LIVE, MAKE SURE THAT EACH OF YOUR PREVIOUS SAFETY/FAMILY SETTINGS ARE INSTALLED CORRECTLY. THEN TEST IF THEY CAN 

BE BYPASSED BY YOUR 9-YEAR OLD CHILD. 

¶ Sign in as the 9-year old minor. Check that the previously safety/family settings are installed properly by your guardian. Can you bypass them? Can your guardian 

notice you are trying to bypass them? 

¶ If you succeed in bypassing any of the restrictions set, explain all the steps you had to follow in order to bypass the settings in the observations section. Also, keep 

screenshots as proof that you did. 

I could bypass the following restrictions:  Could bypass  this 
setting without any 
difficulties 

Could bypass it, 
but it was 
difficult to do 

Could not bypass 
it. Guardian caught 
me 

Observations 

Specify only 10 websites that your child can access     

Require parental approval of your child`s list of online friends      

Specify that only people added to your child`s contact list may send them e-
mail and instant messages (e.g. he could not get messages from Adult 2) 
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Restrict your child`s access to Facebook and Myspace     

Add 2 other possible restrictions. Specify which ones you added below     

Restriction1:     

Restriction2:     

 
15. ONLY IF YOU ARE TESTING WINDOWS LIVE, TURN THE WEB FILTEwLbD C¦b/¢Lhb![L¢¸ άhbέ !b5 άhCCέ Lb C!aILY SAFETY. WHAT HAPPENS WHEN ANY MINORS ARE 
¢w¸LbD ¢h [hhY Chw άINAPPROPRIATE CONTEN¢έΚ  
 

Is it possible for Minors to have access to the following type of 
ŎƻƴǘŜƴǘ ǿƘŜƴ {ŀŦŜ ǎŜŀǊŎƘ ƛǎ άƻƴέ ŀƴŘ άƻŦŦέ ƻƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 
search engines 

Google Yahoo! Bing Observations 

Safe 
Search 
άƻƴέ 

Safe 
Search 
άƻŦŦέ 

Safe 
Search 
άƻƴέ 

Safe 
Search 
άƻŦŦέ 

Safe 
Search 
άƻƴέ 

Safe 
Search 
άƻŦŦέ 

Discriminatory language or behaviour      

Drug taking in a context that promotes or encourages drug 
misuse or the misuse of easily accessible and highly dangerous 
substances (for example, aerosols or solvents) 

       

Detailed dangerous behaviour (for example, hanging, suicide, 
self-harming, etc.) which could be copied/imitated by youngsters  

       

Sexual content with strong detail (i.e. very explicit sexual images) 
and/or whose primary purpose is sexual arousal or stimulation 

       

Strong violence that dwells on the infliction of pain or injury        

Strong sadistic or sexualised violence (e.g. a rape)        

Other types of content whose treatment is not appropriate for 
minors. Specify what type of content this is (add links AND keep 
screenshots) and justify why such content would not be 
appropriate for children of this age 

       

 

Alternative ways of implementing Principle 3 on this SNS website 
 
 
 
 13. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not been included in this test. Include 

information on: 
a. How this provider assists children and young people in managing their experience on their service, particularly with regard to inappropriate or 

unwanted (but no illegal) content or conduct. 
b. Refer to any tools/functionalities employed by this provider to minimise the risk of unwanted or inappropriate contact between children/young 

people and adults. 
14. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, 

links to relevant additional information on the website, etc.  
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Section 4 

Principle 4: Provide easy-to-use mechanisms to report conduct or content that violates the Terms of Service 

1. IN THE FOLLOWING EXERCISE YOU WILL HAVE TO MEASURE THE TIME IT TAKES YOU TO FIND THE REPORTING MECHANISMS ON THE SNS YOU ARE TESTING. USE A   

CHRONOMETER TO MEASURE THE EXACT AMOUNT OF TIME IT TAKES YOU TO FIND THEM. START ALL THE TASKS FROM THE HOMEPAGE OF THE SNS 

Starting from the homepage, find the following: Time (in seconds) to find this info  Info not available on this SNS 

A button to flag inappropriate content   

A report button   

Abuse Report Form    

Report abuse via e-mail   

Link to abuse report form from an external local agency or organization, e.g. Inhope, 
Insafe, ChildNet, etc.  

  

A hotline/phone  number to contact a safety expert/responsible from within this SNS   

A hotline/phone  number to contact a safety expert from another organization   

A link/information on Violation of Terms and where and how to report them   

An indication of how reports are typically handled by this SNS   

Other reporting mechanism, please specify:    
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2.  MENTION ALL THE EXISTING MECHANISMS AND TOOLS AVAILABLE ON THIS WEBSITE TO REPORT ABUSE/VIOLATIONS OF TERMS OF USE/POLICY. INSPECT THE WEBSITE 

CAREFULLY AND READ THE TERMS OF SERVICE, ACCEPTABLE USE POLICY AND/OR COMMUNITY GUIDELINES PROVIDED ON YOUR SNS AND ANSWER THE FOLLOWING 

QUESTIONS: 

Mention all the possible mechanisms  and tools available to report 

abuse/violations of Terms of Use/policy on this site: 

YES ( add URL on 

SNS) 

 

Not available on 

this SNS 

Observations 

A button to flag inappropriate content    

A report button    

Abuse Report Form    

Report abuse via e-mail    

Link to abuse report form from an external local agency or 
organization, e.g. Inhope, Insafe, ChildNet, etc.  

   

A hotline/phone  number to contact a safety expert/responsible from 
within this SNS 

   

A hotline/phone  number to contact a safety expert from another 
organization 

   

A link/information on Violation of terms and where and how to report 
them 

   

An indication of how reports are typically handled by this SNS    

Other, please specify:   

 
3. SIGN IN AS MINOR 1. PRETEND THAT YOU HAVE BEEN BULLIED. REPORT THIS SITUATION USING THE MOST PROMINENT AND MOST READILY AVAILABLE MECHANISM 
THAT A 15-YEAR OLD CHILD WOULD NORMALLY USE ON THIS SNS. 
 

¶ Because it may take some time before the SNS sends a reply to Minor 1 about the bullying report, the following question (question 3 of section 4) may be answered at 
a later time. Please keep on checking the email address you used to report the problem to the SNS until right before you submit your national report. Do not forget to 
check your spam as well because these types of messages may also arrive directly to the spam folder.  

¶ Check if the inappropriate content is removed from the site. How long does it take to be removed?   

¶ If the provider contacts Minor 1 asking for specific information, answer all the messages you may receive and keep screenshots of them as back-up. DO NOT initiate 
contact with the provider yourself.   
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¶ Report the situation using only ONE reporting mechanism ONCE. If nothing happens, do not try any other reporting mechanisms and do not contact the provider.  
 

ANSWER THE FOLLOWING QUESTIONS IN RELATION TO THE REPORTING MECHANISMS/TOOLS AVAILABLE. 

REPORTING MECHANISM TESTED: ___________________________________________________________________________________________________________ 

In relation to the reporting mechanism/tool 1 available on the site Yes No Not available on 

this website  

Observations 

The instructions on how  to use the reporting tools/mechanism are 
written using plane and succinct language, easy for a child of this age to 
understand 

    

The instructions on how  to use the reporting tools/mechanism do not 
contain excessive technical jargon difficult for a child of this age to 
understand 

    

The instructions on how  to use the reporting tools/mechanism are 
easily seen because they are prominently placed on the SNS  

    

There is no need to excessively scroll the webpage(s) to find instructions 
on how  to use the reporting tools/mechanism  

    

The reporting mechanism/tool can be accessed at all times from the 
SNS 

    

There is a link to the report mechanism/tool on every page on this SNS     

I could successfully report abuse without encountering any difficulties in 
the whole process 

    

I could report abuse, but I encountered some difficulties during the 
process (please specify which difficulties you encountered in the 
observations section) 

    

The report mechanism/tool sends a notification of receipt to the user 
indicating that the report is being handled 

    

The report mechanism gives feedback to the user about the report 
result. If so, how long did it take to get an answer? 

    

Abuse report mechanism/tool asked for information I could not provide     

Abuse report mechanism/tool asked for unnecessary or irrelevant 
information* (i.e. additional details without which an efficient report 
could still be handled). 
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*Include concrete examples of unnecessary information in the 
Observations section  

If there are forums or volunteer moderators on this SNS, can you report 
your problem to them or ask them for advice on how to report your 
problem? 

    

If you contacted any volunteer moderator or forum on your SNS, did 
you get successful guidance/information from them? 

    

If inappropriate content was involved in the reporting situation, was this 
inappropriate content removed by the provider? How long did it take to 
remove such content? 

    

If other offenders were involved in the reporting situation, did anything 
happen to them (e.g. did they receive a warning? Were their accounts 
blocked? Etc.). Please specify what happened to them in the 
observations section 

    

 

Alternative ways of implementing Principle 4 on this SNS website 
 
 
 
 
 
 
 
 

13. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not been included in this test. Include 
information on: 

a. Any additional mechanisms employed by this provider to report inappropriate content, contact or behaviour as outlines in their Terms of Service, 
community guidelines, etc. 

14. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, 
links to relevant additional information on the website, etc.  
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Section 5 
 

Principle 6: Enable and encourage users to employ a safe approach to personal information and privacy 
 

мΦ   {LDb Lb !{ άaLbOR 1έΣ ¦{LbD ¸h¦w {b{ 59FAULT SETTINGS, BY DEFAULT WHICH OF THE FOLLOWING INFORMATION NEEDS YOUR PERMISSION BEFORE BEING MADE 

VISIBLE TO OTHER USERS? 

  Which of the following information 

needs your permission before being 

made public (i.e. visible) to the following 

people? Mark all the instances that 

require your consent 

Your current 

profile 

contains this 

info 

±ƛǎƛōƭŜ ǘƻ άaƛƴƻǊ нέ   Visible to 

ά!Řǳƭǘ мέ 

(your 

contact)  

±ƛǎƛōƭŜ ǘƻ ά!Řǳƭǘ нέ 

(user of this SNS, but 

not your contact)  

Visible to other people 

who are non-users of this 

SNS  

Observations 

Real name (First and last)       

Real name (only first)       

Nickname       

e-mail*        

Date of birth       

Gender       

School you attend       

Nationality       

Hobbies       

Home address       

Place of residence       

School or work address       

Telephone or cell phone number       

Your pictures       

Pictures of me uploaded by others       

My online status       

aȅ ƭƛǎǘ ƻŦ ŎƻƴǘŀŎǘǎκέŦǊƛŜƴŘǎέ       
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Comments/messages posted by other 
users on my άǇǳōƭƛŎ ǇǊƻŦƛƭŜ 

      

Other, please specify:       

 
2.   EXPLORE THE PRIVACY SETTINGS OPTIONS AND GUIDANCE AVAILABLE ON THIS SNS AND ANSWER THE FOLLOWING QUESTIONS  

 

Lƴ ǊŜƭŀǘƛƻƴ ǘƻ ǇǊƛǾŀŎȅ ƛƴŦƻǊƳŀǘƛƻƴκƎǳƛŘŀƴŎŜ ŀǾŀƛƭŀōƭŜ ƻƴ ǘƘƛǎ {b{Χ YES  
 

NO Observations 

While adding information to your profile, were you informed/made aware that (some of) this information 
would be made visible/available to other users? 

   

Did you receive any supporting information on the consequences of posting this information online?    

Did you get any information/guidance on how make your profile as private as possible?     

Are you able to view your privacy status or settings at any given time?    

 
7. IN THIS SECTION YOU WILL HAVE TO EXPLORE SOME OF THE PRIVACY SETTINGS AVAILABLE ON THIS SNS. FOLLOW THE INSTRUCTIONS: 

¶ Sign in as Minor 1 

¶ If possible on this SNS, restrict access to some of your personal information (location, likes, etc.) to all other users except to Minor 2. Other users may still contact you. 

¶ Block Adult 2 so that he is not able to have access to any of your information on your profile and also to contact you. Block this user. 

¶ Right after answering questions 3 and 4 make sure your privacy settings are set back to the default privacy settings, i.e. undo all the privacy settings you may have 
changed.  

 
I RESTRICTED THE FOLLOWING INFORMATION TO OTHER USERS, EXCEPT MINOR 2: ______________________________________________________________________ 
 

After having restricted access to your 

information on this SNS, can other users 

still have access to the following 

information on your profile? 

Your 

current 

profile  

contains 

this info 

Visible to 

άaƛƴƻǊ нέ   

Visible to 

άaƛƴƻǊ оέ   

Visible to 

ά!Řǳƭǘ мέ  

±ƛǎƛōƭŜ ǘƻ ά!Řǳƭǘ нέ 

(user of this SNS, 

but not your 

contact)  

Visible to 

other people 

who are non-

users of this 

SNS  

Observations 

Real name (First and last)        

Real name (only first)        

Nickname        

e-mail*         
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Date of birth        

Gender        

School you attend        

Nationality        

Hobbies        

Home address        

Place of residence        

School address        

Telephone or cell phone number        

Your pictures         

Pictures of you uploaded by others        

Your online status        

¸ƻǳǊ ƭƛǎǘ ƻŦ ŎƻƴǘŀŎǘǎκέŦǊƛŜƴŘǎέ        

Comments/messages posted by other 

ǳǎŜǊǎ ƻƴ ȅƻǳǊ άǇǳōƭƛŎέ ǇǊƻŦƛƭŜ 

       

The information that should only be 

visible to Minor 2 

       

Other, please specify:        
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4.   ANSWER THE FOLLOWING QUESTIONS IN RELATION TO THE PRIVACY SETTINGS AVAILABLE ON THIS SNS 
 

In relation to tƘŜ ǇǊƛǾŀŎȅ ǎŜǘǘƛƴƎǎ ŀǾŀƛƭŀōƭŜ ƻƴ ǘƘƛǎ ǎƛǘŜΧ Yes No Not available on this 

website  

Observations 

The instructions on how  to use the privacy settings are written 
using plane and succinct language, easy for Minor 1 to 
understand 

    

The instructions on how  to use the privacy settings do not 
contain excessive technical jargon difficult for a child of this age 
to understand 

    

The instructions on how  to use the privacy settings are easily 
seen because they are prominently placed on the SNS  

    

there is no need to excessively scroll the webpage(s) to find 
instructions on how  to change privacy settings  

    

The privacy settings can be accessed at all times from the SNS     

There is a link to the privacy settings on every page on this SNS     

I could successfully restrict access to the information that was 
only supposed to be viewed by Minor 2 without encountering 
any difficulties in the whole process 

    

I could restrict access to the information that was only 
supposed to be viewed by Minor 2, but I encountered some 
difficulties during the process. Please specify which difficulties 
you encountered in the observations section 

    

I could successfully block Adult 2 without encountering any 
difficulties in the whole process 

    

I could block Adult 2, but I encountered some difficulties during 
the process. Please specify which difficulties you encountered 
in the observations section 

    

 
IN THIS LAST TASK YOU WILL HAVE TO EVALUATE HOW EASY IT IS TO DETELE AN EXISTING USER PROFILE ON THIS SNS. AS ALL YOUR PREVIOUS PROFILES SHOULD REMAIN 
ACTIVE EVEN AFTER THE TEST HAS FINISHED, YOU WILL HAVE TO CREATE A NEW USER ACCOUNT).  PLEASE KEEP IN MIND THAT NONE OF YOUR PREVIOUS ACCOUNTS 
SHOULD BE DELETED. 

¶  Create a new user account for a minor (e.g. Minor3` s brother).  
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¶ Fill in some personal information for this new profile (e.g. name, age, place of residence, hobbies, etc.).  

¶ Add some extra information to this account (e.g. upload a couple of pictures, comments, etc.). 

¶ Delete this account. 

¶ Once you have deleted this new account, answer the following questions:  
 
5.    HOW EASY WAS IT TO DO THE FOLLOWING?  

 

hƴ ǘƘŜ {b{Σ Ƙƻǿ Ŝŀǎȅ ǿŀǎ ƛǘ ǘƻΧΚ Very easy easy Not easy but 

not difficult  

difficult  Very 

difficult  

Not available on 

this SNS 

Delete the profile you just created profile?       

Find instructions on how to delete this account?        

Find information on the consequences of deleting your profile (e.g. 
your profile will be deleted, but some information will be retained 
by the provider, etc.)  

      

 

12. WHAT HAPPENED WHI[9 59[9¢LbD άaLbhw оέ twhCL[9Κ 

 

While deleting this profile: YES 

 

NO Observations 

I could find easy-to-understand information on how to delete my 
profile  

   

There was a clear link/button provided for deleting my profile    

I could only deactivate my profile but not completely delete it    

The provider clearly states what personal information they 
collect/retain after deleting my profile  

   

The provider clearly states how my personal information is/may be 
used once my profile is deleted 

   

 

Alternative ways of implementing Principle 6 on this SNS website 
 
 
 13. Here refer to any alternative ways this Principle has been implemented on this specific website and which has not been included in this test. Include 

information on: 
a. Any additional functionality/tool, etc. that may support children and young people make informed decisions about the information they post online. 

14. Clearly specify the places on the website where such information/application(s) is/are placed by adding link(s) to the application/functionality in question, 
links to relevant additional information on the website, etc.  

 



ANNEX 10. DESCRIPTION OF PARTICIPATING SOCIAL NETWORKING SITES 

 

 

 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ƛǎ ŀ ŘŜǎŎǊƛǇǘƛƻƴ ƻŦ ǘƘŜ {ƻŎƛŀƭ bŜǘǿƻǊƪƛƴƎ {ƛǘŜǎ ό{b{ύ ǘƘŀǘ ƘŀǾŜ ǎƛƎƴŜŘ ǘƘŜ ά{ŀŦŜǊ {ƻŎƛŀƭ 
Networking Principles fƻǊ ǘƘŜ 9¦έ ŀƴŘ ǿƘƻ ƘŀǾŜ ǇŀǊǘƛŎƛǇŀǘŜŘ ƛƴ ǘƘŜ tƘŀǎŜ . ƻŦ ǘƘŜ {ŜŎƻƴŘ !ǎǎŜǎǎƳŜƴǘ ƻŦ ǘƘŜ 
Principles.  

 
DAILYMOTION 

Dailymotion is a French video sharing platform. It was launched in March 2005. It exists in more than 20 
languages. Dailymotion is not a typical Social Networking Site (SNS), although some of the functionalities 
present on SNSs may be found here. For instance, registered users have a profile containing some basic 
information (gender, age, town...); users can also post videos on the platform and if they wish, they can 
subscribe to other users` videos or ask them to become friends. However, as Dailymotion is primarily dedicated 
to video sharing and posting, these mechanisms are not prominent on the site. There is no minimum age 
requirement to sign in as a user on the platform. 
 
HABBO HOTEL 

Habbo Hotel is a virtual world which provides a platform for social networking, gaming and community 
development for young people, with a general focus on users aged 13-18. Users below this age are not 
permitted to register on the service. Habbo was launched in 2000, it has customers in 150 countries (e.g., UK, 
Belgium, Italy), and it is available in 11 languages (e.g., English, Portuguese, German, French). As of March 
2011, the service had 210,000,000 registered users and over 11,000,000 unique visitors per month

32
. On the 

site users create a unique avatar, associated profile and their own personalised room. According to Sulake
33

 
there are currently over 120 million user-generated rooms in the different Habbo communities. These and 
official rooms (ǾƛǊǘǳŀƭ ƘƻǘŜƭΩǎ ǊƻƻƳǎΣ cafés, clubs, the pool area, etc.) are the focus of online interactions and 
community development. The profile pages can be customised with a guestbook, sticky notes and other 
widgets. Messages can also be sent between users by Minimail, through chat in different rooms, and by leaving 
stickies in chat rooms. Users can purchase credits for the virtual world which enable customisation of avatars 

                                                                 
32

 Source: http://sulake.com/habbo/?navi=2; accessed 06.05.11 
33

 http://www.sulake.com/press/releases/2011-01-20-Habbo_Hotel_Hits_200_Million_Registrations_.html  

http://sulake.com/habbo/?navi=2
http://www.sulake.com/press/releases/2011-01-20-Habbo_Hotel_Hits_200_Million_Registrations_.html


224 

 

and purchase of other virtual products (e.g., furniture, clothes, pets). Entering the site is free, but to access 
services users need to buy the virtual currency, Habbo credits. Credits are used to pay for virtual furniture and 
homepage gadgets. Users can play games, train pets, connect with friends, decorate their own rooms and 
Habbo homepages on the site and they can Swap virtual merchandise with other users. 
 
SKYROCK 

Skyrock is a French speaking blogging platform, initiated by a popular French radio. It is specifically dedicated to 
teenagers. It exists mainly in French, but also in English, German, Italian, Spanish, Dutch and Portuguese. It was 
launched in 2002. According to Skyrock Website, it holds nearly 25 million profiles (on April 04 2011). The 
minimum age to register on this platform is 12. Here users can create profiles and blogs. On blogs, users can 
post articles, usually consisting of a picture and a short text. Skyrock is primarily based on the sharing of blogs 
with friends rather than on the use of and the sharing of applications such as quizzes, games, etc.  
 
STARDOLL 
 
Stardoll is the world's leading group virtual entertainment environment devoted to young women and girls. 
Described as a social gaming destination with a focus on fame, fashion and friends, Stardoll is based in Sweden 
with offices in the US, UK and Germany. Intended primarily though not exclusively for girls aged 7 ς 17, the site 
itself evolved from an earlier website called Paperdoll Heaven. It was relaunched in 2006 and now has over 100 
million registered users.

34
 The site emphasizes letting girls express themselves through designing and 

purchasing clothes for their paper doll-like avatars. At Stardoll, users create their own MeDoll, a paper doll-like 
avatar, or choose from a selection of celebrity dolls and dress them up from the wide selection of fashions 
ŀǾŀƛƭŀōƭŜΦ !ŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ǇǊƻǾƛŘŜǊ Ψ{ǘŀǊŘƻƭƭ ƛǎ ƻƴŜ ƻŦ ŦŜǿ ǇƭŀŎŜǎ ƻƴ ǘƘŜ LƴǘŜǊƴŜǘ ŘŜǾŜƭƻǇŜŘ ǿƛǘƘ ŀƴ ŜƳǇƘŀǎƛǎ 
on girls' self-ŜȄǇǊŜǎǎƛƻƴ ǘƘǊƻǳƎƘ Ŧŀƴǘŀǎȅ ŀƴŘ ŦŀǎƘƛƻƴ ǇƭŀȅΩΦ   
Stardoll generates revenue through sale of virtual currency and the sale of advertising. It also monetizes 
through brand promotions that often feature branded virtual goods and in-world locations. Stardoll is growing 
at a rate of roughly one million new members every week. The site is now available in 21 languages; with its 
largest market the United States accounting for around a quarter of its overall user base.

35
 

 
WINDOWS LIVE 
 

²ƛƴŘƻǿǎ [ƛǾŜ ƛǎ ǘƘŜ ŎƻƭƭŜŎǘƛǾŜ ōǊŀƴŘ ŦƻǊ aƛŎǊƻǎƻŦǘΩǎ ǎǳƛǘŜ ƻŦ ŦǊŜŜ ǿŜō ǎŜǊǾƛŎŜǎ ŀƴŘ ǎƻŦǘǿŀǊŜ ŀǇǇƭƛŎŀǘƛƻƴǎ 
designed to allow users to store and organise their communication activities and digital content in one place. 
The majority of the services are web applications accessible through a browser. Windows Live Essentials is a set 
of software programmes which are downloaded and installeŘ ƻƴ ǳǎŜǊǎΩ t/ǎ ŀƴŘ ƛƴŎƭǳŘŜ ŀ CŀƳƛƭȅ {ŀŦŜǘȅ 
application. First announced in November 2005, Windows Live brings together a wide range of products and 
services including email, instant messaging, online storage and photo sharing, as well Office Live online 
collaboration. Closely linked to the Windows operating system but available separately and on a cross-platform 
basis, Windows Live is primarily a suite of productivity and communication tools with social networking 
ŦǳƴŎǘƛƻƴŀƭƛǘȅΦ  !ŎŎƻǊŘƛƴƎ ǘƻ aƛŎǊƻǎƻŦǘΩǎ {elf Declaration statement, Windows Live services are general use 
services and are not primarily directed at children under the age of 18.

36
  However, services such as Windows 

Live Messenger, the instant messaging service, has over 300 million active users across the world and is popular 
with children while Windows Live Hotmail is, according to comScore, the world's largest web-based email 
service with nearly 364 million users.

37  

XBOX LIVE 

                                                                 
34

 !ǎƘōȅΣ !Φ Ψ{ǘŀǊŘƻƭƭ ǘǳǊƴǎ рΣ ǎŜǊǾŜǎ ƻǾŜǊ мллƳ ǳǎŜǊǎΩΦ  EngageDigital, April 6. Retrieved from: 
http://www.engagedigital.com/blog/2011/04/06/stardoll-turns-5-serves-over-100m-users/  
35

 ΨStardoll wŜŀŎƘŜǎ млл aƛƭƭƛƻƴ aŜƳōŜǊǎ ²ƻǊƭŘǿƛŘŜΩΦ wŜǘǊƛŜǾŜŘ ŦǊƻƳΥ http://www.prnewswire.com. April 7, 2011 
36

  MICROSOFT Windows Live, EU SNS Safer Social Networking Principles Self-declaration Form  
5th November 2010. 
37

 http://www.microsoft.com/presspass/newsroom/msn/factsheet/hotmail.mspx  

http://www.engagedigital.com/blog/2011/04/06/stardoll-turns-5-serves-over-100m-users/
http://www.prnewswire.com/
http://www.microsoft.com/presspass/newsroom/msn/factsheet/hotmail.mspx
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Xbox LIVE is the online gaming and digital media entertainment service of Microsoft. First launched in 2002, 
Xbox Live has nearly 25 million members across 35 countries.

38
 The use of the service requires an Xbox 360 

console as well as a broadband internet connection: Xbox Live as a gaming and entertainment service now 
spans the Xbox360 console itself, and the PC (Xbox.com and Games for Windows Live). The Xbox 360 console is 
the primary platform of the service. This is where users play console games, play online and access movies, 
other entertainment available through Xbox Live. On the website, users can view and edit their profile, access 
the Xbox Live Forums, adjust their safety settings and preferences, and search for information about games. 
The same account and username (gamertag) applies in both cases.  Xbox Live membership is available in three 
main forms: Xbox Live Free provides access to entertainment services and content via broadband connection; 
Xbox Live Gold Membership includes multiplayer online gaming; and Xbox LIVE Gold Family Pack is a family 
bundle for up to four 12-month Xbox LIVE Gold memberships. The Xbox LIVE service is intended for users of all 
ŀƎŜǎΦ CǳƴŎǘƛƻƴŀƭƛǘȅ Ƴŀȅ ōŜ ƭƛƳƛǘŜŘ ŦƻǊ ȅƻǳƴƎŜǊ ǳǎŜǊǎ ŀƴŘ ǇŀǊŜƴǘŀƭ ŎƻƴǘǊƻƭǎ ŀǊŜ ǇǊƻǾƛŘŜŘ ŦƻǊ ƳŀƴŀƎƛƴƎ ŎƘƛƭŘǊŜƴΩǎ 
use. Xbox LIVE requires parents or guardians to create accounts on behalf of children.   
 
YAHOO! FLICKR 

Yahoo! Flickr is an online platform which allows users to post and share video and images. It was launched in 
2004, and is available internationally in 10 languages including English, Chinese, German and French. In 2010 it 
was reported that Flickr was hosting more than 5 billion images

39
, though no specific data on current numbers 

of registered users could be found. It has a wide demographic base of users including minors and has a 
minimum registration age of 13. The service offers free and pro accounts, and provides social networking and 
community building tools. It also enables the creation of personalised profile pages containing information 
about users, and allows the development of contact lists of users. It has a variety of privacy settings which can 
determine access to content, and provides extensive safety information to users, both adults and minors.   

YAHOO! PULSE 

Yahoo! Pulse is an online social networking platform which allows users to create a personalised profile, 
communicate with others, post videos and images, and provide updates to contacts. It was launched in 2010 to 
replace Yahoo! Profiles

40
, though the photos, guestbook and blog applications are being disabled after May 

2011
41

. It is difficult to find information on the number of Yahoo Pulse! users or available languages, but Yahoo! 
is available internationally in over 40 countries and languages (e.g., English, Chinese, Danish, Italian). Pulse has 
a minimum registration age of 13 but caters to a wide user demographic, and requires a Yahoo! ID to sign in. It 
provides a variety of privacy settings which control access to content, and provides extensive safety 
information to young and adult users.   

YOUTUBE 

YouTube is a video-sharing website on which users can upload, share and view videos.  Founded in 2005, 
YouTube displays a wide variety of user-generated video content, including movie clips, TV clips, and music 
videos, as well as amateur content such as video blogging and short original videos. Acquired by Google in 
нллсΣ ¸ƻǳ¢ǳōŜ ƛǎ ŘŜǎŎǊƛōŜŘ ŀǎ άǘƘŜ ǿƻǊƭŘΩǎ Ƴƻǎǘ ǇƻǇǳƭŀǊ ƻƴƭƛƴŜ ǾƛŘŜƻ ŎƻƳƳǳƴƛǘȅΣέ

42
 It has over 2 billion views 

per day and is the third most visited website globally.
43

 YouTube is now localized in 25 countries across 43 
languages. While most of the content on YouTube is uploaded by individuals, media corporations and other 

                                                                 
38

 MICROSOFT Xbox LIVE EU SNS Safer Social Networking Principles Self-declaration Form , 5th November 2010 
39

 Source: http://blog.flickr.net/en/2010/09/19/5000000000/ (accessed 16.05.11). 
40

Source:  http://help.yahoo.com/l/uk/yahoo/pulse/welcome/welcome-01.html;_ylt=Apj14HgnfT40uLbQvKPfwMmLgHlG 
(Accessed 08.06.11). 
41

 Source: http://pulse.yahoo.com/y/download_tool (Accessed 08.06.11). 
42

 WŀƴŜǘ ²ŀǎƪƻ ŀƴŘ aŀǊȅ 9ǊƛŎƪǎƻƴ όнллфύ Ψ¢ƘŜ tƻƭƛǘƛŎŀƭ 9ŎƻƴƻƳȅ ƻŦ ¸ƻǳ¢ǳōŜΩ ƛƴ ¢ƘŜ ¸ƻǳ ¢ǳōŜ wŜŀŘŜǊΩΣ tŜƭƭŜ {ƴƛŎƪŀǊǎ tŀǘǊƛŎƪ 
Vonderau eds.  Stockholm, National Library of Sweden.  
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 ΨYŜȅ ¸ƻǳ¢ǳōŜ {ǘŀǘǎ Ϫ р ȅŜŀǊǎΩΦ wŜǘǊƛŜǾŜŘ ŦǊƻƳΥ https://sites.google.com/a/pressatgoogle.com/youtube5year/home/5-
year-metrics   
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organizations also offer video content via the site, as part of the YouTube partnership programme. 
Unregistered users may watch videos, and registered users may upload an unlimited number of videos, 
comment on other videos and create personalised channels in which to present their own content. YouTube is 
intended for individuals of 13 and over. Videos that are considered to contain potentially offensive content are 
available only to registered users 18 years old and older.   

http://en.wikipedia.org/wiki/YouTube#cite_note-4
http://en.wikipedia.org/wiki/YouTube#cite_note-4
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