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INTRODUCTION




The European Commission — Directorate-General Information Society and Media - has
commissioned OPTEM and its European partners to carry out a qualitative study on the
subject “Safer Internet for Children” .

This study covers 29 countries (the 27 Member States, as well as Iceland and Norway) and it
involves children :

e Boysaged 9 to 10 years
e Girls aged 9 to 10 years
e Boysaged 12 to 14 years
e QGirls aged 12 to 14 years

all of whom have the possibility to access the Internet (although not necessarily at their home
place) and use it at least once per month.

It aims at improving knowledge about :

o Internet usage by children, as well as mobile phone usage (by those who own a mobile
phone)

e Their on-line behaviour
e Their perceptions of risk and safety related questions

The results of the study are to be used to contribute to designing the Safer Internet Programme,
and to increase the impact of awareness building actions.

The methodology used is that of group discussions — with, in each country, four groups of
children (one in each of the above categories).

This report constitutes the national analysis of results of the section of the study conducted
in Greece by FOCUS BARI, the Greek permanent member of the above-mentioned network
of partners.

It includes, in the Annexes

» The composition of the groups

» The discussion guide used by the moderators

(1) Study conducted under the aegis of the Framework Contract Eurobarometer “Qualitative
Studies”, set up and managed by Directorate-General Communication A/4.



CHAPTER I

INTERNET AND INTERNET APPLICATIONS




I.1 LEARNING TO USE THE INTERNET
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Irrespective of their age or sex, it seems that all children have learned to use the Internet from
significant others, including siblings, parents, or other Internet-literate relatives.

Most commonly, among all 4 group discussions, older siblings are the first and most important
source of Internet learning, providing the basic steps of information for a wide range of
applications, including Internet access and web-page access, searching the Internet or even
downloading ring-tones / movies / music and playing online games.

“My brother has shown me everything | know; he is older and knows a lot of things about
Internet. When | have schoolwork and need to find information about bears, | usually ask for my
brother’ s assistance...” (Girls group, 9-10).

In the same fashion, Internet-literate parent or relatives (i.e., uncles / aunts) are a primary
source of information for children who have no older siblings. It appears that their role is to
introduce children into Internet’s basic applications, as older siblings do.

“My uncle is a computer expert and he is the one who first showed me how to use the computer
and the Internet. Now, when | face any kind of problems, | address to him. He knows
everything!!!” (Boys group, 9-10).

Another source of additional information for older children (Boys and Girls groups 12-14) are
their peers, who often know about specific web-pages, where one can download music or movies,
or sites of popular magazines, music groups, or favourite T.V. shows.

“My buddy informed me about a site, where | can download ring-tones for free, and it is a safe
site, without viruses...It' svery cool...” (Boys group, 12-14).

Throughout the discussion it becomes apparent that learning to use the Internet greatly depends
on the familial and extra-familial settings, rather than the age or sex of children. Specifically,
having older brothers or sisters, or parents who are accustomed to using the Internet are factors
that play a key-role in Internet use and learning. While for older children, peer interaction can

also contribute to Internet learning, and specifically with regard to new sites.



I.2 INTENSITY OF USAGE
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Overall, there seems to be differentiation among groups regarding the intensity of Internet use,
according to age / type of use.

Specifically, for younger aged children (9-10 & 12 years old), Internet is primarily an
educational tool, rather than a recreational one. To make this clearer, younger-aged children use
the Internet in order to find information relevant to their school-work, and usually enter
educational sites, such as encyclopaedias (i.e., DOMI), or environment-related sites (i.e., W.W.F).
Therefore, time spent while using the Internet is variable, for it greatly depends on school-work,
the easiness or difficulty of finding the requested information, and the frequency with which
teachers ask for such tasks.

In any case, when Internet use is necessary, younger — aged children usually access the Internet
during weekends, when they have more free time. However, Internet use does not exceed 1-2
hours each time, and usually is around half hour.

“1 cannot tell you how much time | spend while on Internet because it varies according to my
schoolwork. Sometimes, our teacher asks for a lot of things, and other times she does not ask us
to find anything for a long time. | remember the last time | used the Internet was when we had an
exercise regarding all Greek prefectures and their capital cities. That’'s when | spent lots of time
on Internet...” (Girls group, 9-10).

Conversely, older-aged children (around 13-14 years old) seem to have more systematic /
regular Internet patterns, since they use the Internet for a wider set of applications, ranging
from information relevant to school-work, music / movie / ring-tone downloading, surfing for fun,
MSN, and e-mailing.

Accordingly, although not as frequent as everyday, Internet use is more regular and systematic,
not depending entirely on schoolwork, but as well as on personal interests. Furthermore, it
could be argued that older children do not have as many restraints as younger ones, and therefore
can surf in the Internet for fun / recreation.

“If it was up to me, | would spend as many hours as possible, but my parents won't let me, so |
access the Internet 2-3 times / week, 1-2 hour each time” (Boys group, 12-14).

Overall, group discussions indicate that younger children use the Internet less frequently,
according to their school-work, whereas older children combine education with recreation,

while using the Internet.



1.3 DEGREE OF FREEDOM IN USING THE INTERNET
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Generally, across all four groups, limits and rules are imposed on children with regard to Internet
use. Still, the nature of rules varies according to age, with younger children (9-10 and 12 years
old) having more strict rules, while older children / youngsters being more free.

Above all, uniformity is observed among all groups regarding time limits, since none of the
children is allowed to spend as much time as s/he likes on the Internet. For younger-aged
children (9-10 & 12 years old) this rule is imposed because excessive Internet usage is perceived
to be related to health-risks, due to radioactivity.

“ Computers and their radioactivity can damage our brain and our eyes. It is not very healthy,
and this is why we are not allowed to spend too much time in front of a computer screen...” (Girls
group, 9-10).

Conversely, for older-aged children (13-14 years old) time limits are also justified as a matter of
cost, since spending too much time on the Internet can be rather expensive. Additionally, since
older children have more responsibilities and more advanced homework, time limits are perceived
to be imposed so that children can study, rather than “loaf”.

“| think that grown ups won’t let us spend too much time on the Internet because we have work to
do, and they don’t like us hanging around irrelevant pages, instead of studying...” (Boys group,
12-14).

“It costs! That'swhy!” (Girls group, 12-14)

Furthermore, strict rules as to the web-pages they can visit are imposed on younger-aged kids
(9-10 and 12 years old), and parents often supervise their children while on Internet to offer help,
when needed, and keep an eye on sites visited.

“We use the Internet together with my dad. He is usually there to help me and see what | am
doing...” (Girls group, 9-10).

Additionally, irrespective of age, all children are advised to avoid sites that are of adult profile /
content.

For younger children (9-10 and 12 years old) and girls aged 12-14 years old, it is a completely
justifiable rule, since, as they argue, adult content sites (specifically violent ones) can be rather
disturbing and distressing.

“They areright because if | see something that it is not appropriate for my age, then | might have
nightmares and cry, and maybe | won't be able to forget it...” (Boys group, 9-10).

“Once | runinto sex scenes in the Internet, and | turned off the computer at once!” (Boys group,
12-14 years).

“There are images and photos that should be avoided because they are not appropriate for us”.
(Girls group, 12-14).
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However, for older-aged boys, who are on the verge of adolescence, adult content sites
(especially pornographic ones) are not only not aveided, but sought for. Thereby, sex-related
sites are intriguing, and youngsters make use of these applications.

“Hahaha! | am not avoiding these sites! On the contrary, | search for them!” (Boys group, 12-
14).

Finally, another rule, not spontaneously mentioned in this section, but when discussing about the
risks involved while using the Internet, is to avoid “talking” to strangers. It is an explicit rule
put to all children (both sexes and age groups), which is completely justifiable, since it can put
their life in danger.

“Talking to strangersis not good anyway. The same appliesfor Internet...” (Girls group, 9-10).
By and large, various rules and limits are put on Internet use, with younger children being more
restrained, while older-aged children and especially boys being more “disobedient” in

following the imposed rules.



1.4 SPECIFIC INTERNET APPLICATIONS

Boys Group 9-10

Searching for information as a part of my school work

Searching for information on subjects which interest me/surfing for fun

Sending and receiving emails

Using instant messaging (MSN)/chatting with friends

Engage in open chatrooms

Creating my own blog/homepage and posting my own texts, photos, music on the Internet

Reading and responding to friends’blogs/homepages

Reading and responding to blogs/homepages of someone I have never met

Playing on-line games

Downloading music, films, videos, games or other files

Sharing files (music, films, videos, games or others)

Sharing photos

Downloading ring tones/images for my mobile phone

Taking part in competitions

Making phone calls through the Internet
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Girls Group 9-10

Searching for information as a part of my school work

._.
~

Searching for information on subjects which interest me/surfing for fun

Sending and receiving emails

Using instant messaging (MSN)/chatting with friends

Engage in open chatrooms

Creating my own blog/homepage and posting my own texts, photos, music on the Internet

Reading and responding to friends’blogs/homepages

Reading and responding to blogs/homepages of someone I have never met

Playing on-line games

Downloading music, films, videos, games or other files

Sharing files (music, films, videos, games or others)

Sharing photos

Downloading ring tones/images for my mobile phone

Taking part in competitions

Making phone calls through the Internet
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Boys Group 12-14

Searching for information as a part of my school work 11
Searching for information on subjects which interest me/surfing for fun 9
Sending and receiving emails 4
Using instant messaging (MSN)/chatting with friends 1
Engage in open chatrooms 1
Creating my own blog/homepage and posting my own texts, photos, music on the Internet 3
Reading and responding to friends’blogs/homepages 2
Reading and responding to blogs/homepages of someone I have never met 1
Playing on-line games 10
Downloading music, films, videos, games or other files 5
Sharing files (music, films, videos, games or others) 3
Sharing photos 2
Downloading ring tones/images for my mobile phone 8
Taking part in competitions 1
Making phone calls through the Internet 2
Girls Group 12-14
Searching for information as a part of my school work 12
Searching for information on subjects which interest me/surfing for fun 13
Sending and receiving emails 2
Using instant messaging (MSN)/chatting with friends 4
Engage in open chatrooms 5
Creating my own blog/homepage and posting my own texts, photos, music on the Internet 4
Reading and responding to friends’blogs/homepages 2
Reading and responding to blogs/homepages of someone I have never met 0
Playing on-line games 5
Downloading music, films, videos, games or other files 16
Sharing files (music, films, videos, games or others) 4
Sharing photos
Downloading ring tones/images for my mobile phone 7
Taking part in competitions 0
Making phone calls through the Internet 0

11
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Generally, it could be asserted that Internet applications vary according to age.

Specifically, younger-aged children make use of limited applications, namely, searching for
information as part of their school-work. Such information involves web-pages related to
environmental issues, i.e., W.W.F or Greenpeace, official encyclopaedia sites, geography-related
or history-related sites.

Furthermore, as a secondary activity, younger children may download songs or ring-ones for
their mobile phones, most likely under the supervision of their parents. During the discussion, it
becomes apparent that young children do not search for themselves for such information, but ask
their parents to download ring-tones / movies /music. It is not an application they complete by
themselves.

As a third application, children of a younger age may also access Internet sites for fun: They may
play online games and surf into the Internet in fun sites, such as the Barbie site. Still, as a
general rule, surfing for fun and online gaming is less frequent and always monitored by parents,
who ensure that children do not make wrong use of Internet.

Older children (13+) also search for information as part of their schoolwork, but also surf into the
Internet in various sites just for fun, including sites related to TV shows, music, cars, movies,
technology and electronics...

Moreover, online gaming is also a popular choice among older boys. In fact, throughout the
discussion it becomes obvious that boys of this age are very much into online gaming, knowing
about specific sites, games, and their solutions, and seem to be extremely interested in it.

Finally, downloading music, movies and ring-tones is another popular application among
boys and girls of the older age groups, who know about specific sites and are perfectly aware
and capable of downloading items of interest. Quite clearly, downloading is for older children an

active process, which they fully complete by themselves, without their parental assistance.

12
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MOBILE PHONE AND MOBILE USAGE
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I1.1 MOBILE PHONE USAGE
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Above all, it is worth mentioning that older children / youngsters (12-14 years old) participating
in group discussions, girls and boys, have a mobile phone, while the majority of younger
children (9-10 years old) either have or make use of their parents’ / siblings’ mobile phones.
Hence, they are all largely familiar with mobile phone use and the basic applications.

The most frequent justification for not having mobile phones (only younger children, 9-10) is
that they are a luxury, since children at this age are too young to be needing mobile phones.

“Why would | need a mobile phone? | can use my mom's’ (Boys group, 9-10).

“| believe that my parents don’t see why | would need my own, when | can use theirs...” (Girls
group, 9-10).

At a spontaneous level, the most frequent mobile phone applications seem to be text messaging
(SMS) and phone calls. The former is they key application used for sending as well as receiving
messages, while the latter is mainly used in cases of need / emergencies, or just for a few minutes /
quick conversations to arrange meetings.

The intensity with which text messages and phone calls are made differs according to age.

> Younger children (9-10 years old) usually make emergency phone calls or more typically
“missed calls” to their parents when in need, so that their parents can call them back. Still,
mobile phones seem to be a “safety net” that both parents and children make use of.

“ The have bought me a mobile phone so that they can find me when they want and so that | can
call themif something goeswrong.” (Boys group, 9-10)

» Older children (12-14 years old) also use mobile phones for safety, but are also allowed to
make more phone calls, within limits, to friends and relatives. Still, due to cost issues, they do
not make extensive use.

Evidently, most telephone calls are made to relatives (including parents, and grandparents) and
text messages are sent / received / by friends and peers

For younger children, playing mobile phone games (not online) is another popular application
that they enjoy. Mobile phones are not necessarily seen as a practical tool (making phone calls,
sending messages), but as a means of recreation. Often enough, younger children play games
offered by their own or their parents mobile phone.

“1 borrow my mother’s phone and | play games when | am bored. Itisareally nice phone! It has
very nice games!” (Girls group, 9-10).

Furthermore, taking pictures / using mobile phone’s camera, is another popular option, for

children of all ages.
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% Regarding more advanced applications, such as MMS, chatting and connecting to the Internet,
they are rarely (if at all) used.

> MMS is a widely known application, which is not used, since it is considered to be rather
expensive. Therefore, rarely do children of all ages send or receive MMSs. Conversely, for
older-aged children photo exchanging is made through infrared, which is cost-efficient!

“Why send MMS when you can use infrareds and send whatever you like...?” (Boys group, 12-
14)
“ My parents won't let me because it costs too much!” (Girls group, 9-10)

» Chatting and connecting to the Internet through mobile phones is not used at all. What is
more, younger-aged children are not aware of such an application. In any case, this
application is considered to be expensive and complicated, especially contrasted to the easiness
with which children can connect to the Internet from their home. Hence, overall these kinds of
applications are perceived to be rather pointless, not addressing to their needs / age.

“1 don’'t get why would we want to do all these things through mobile phones. First of all they
cost and secondly, they are not meant for us but for busy people not having time
available...Not to mention that our peerswould make fun of us...” (Boys group, 12-14).

< Below can be depicted the most popular / frequent mobile phone applications by discussion group.

Boys Group 9-10

Making and receiving phone calls 10
Sending/receiving SMSs 7
Taking photos/images 12
Sending/receiving/sharing images 3
Connecting to the Internet through my mobile phone 1

Girls Group 9-10

Making and receiving phone calls 11
Sending/receiving SMSs 11
Taking photos/images 10
Sending/receiving/sharing images 3
Connecting to the Internet through my mobile phone 1

15



Boys Group 12-14

Making and receiving phone calls 12
Sending/receiving SMSs 14
Taking photos/images 13
Sending/receiving/sharing images 6
Connecting to the Internet through my mobile phone

Girls Group 12-14

Making and receiving phone calls 12
Sending/receiving SMSs 13
Taking photos/images 14
Sending/receiving/sharing images 6
Connecting to the Internet through my mobile phone

< To sum up, the tables confirm the general findings regarding mobile phone usage in that the most
popular applications for all children seem to be making or receiving phone calls, as well as
text messaging, followed by taking pictures. Still, MMS or Internet connection are rarely is ever

used.

16



I1.2 DEGREE OF FREEDOM IN USING MOBILE PHONES

In general terms, limited rules are imposed to the use of mobile phones, as compared to Internet
use. It seems that mobile phone use is considered to be less dangerous and risky than Internet;
also, it is more of a “necessity” and much more familiar to all.

Specifically, cost is a major issue, and thereby children of all ages are not allowed to make
extensive or unnecessary calls, sending (numerous) SMSs, or connecting to the Internet.

“They won't let me make many calls because they cost alot...” (Boys group, 9-10).

Another recommendation made by parents is to use mobile phones prudently, since their
radioactivity may cause health-related problems, i.e., brain damage.

“They have advised me not to talk too much on the phone, because it has radioactivity, and it is
not healthy!” (Girls group, 12-14)

Additionally, younger children (9-10 years old) are also advised not to talk / call or respond to
calls of strangers, as they may have bad intentions. It is a rule applied to all aspects of life,
including mobile phones, and Internet.

“ They have told me to be careful and make sure that when | answer the phone | know who | am
talking to...Because there are bad people, strangers that may want to hurt us...” (Boys group, 9-
10).

17



CHAPTER III

PERCEPTIONS OF INTERNET AND MOBILE PHONE
RELATED PROBLEMS AND RISKS
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I11.1 SPONTANEOUS MENTIONS OF PROBLEMS AND RISKS

< At a spontaneous level, the risk of contracting viruses of all sorts through the use of Internet and
mobile phones is considered to be high. According to children of all ages, viruses can be
contracted by opening unknown e-mails, receiving suspicious SMSs, downloading ring-tones or
through the use of blue-tooth.
“1f you download something to your pc, or a ring-tone for your mobile, you can contract a virus,
and there goes all your work...!” (Boys group, 9-10).
“ The mobile phone | used to have contracted a virus in a coffee shop through blue-tooth. From
then on, | switch off my blue-tooth when | go out...” (Girls group, 12-14).

< Hence, in order to reduce the risk of viruses, children avoid opening e-mails, text messages of
unknown senders, while trying to regularly renew their antivirus systems — older children
(mostly boys) do it by themselves, while the parents of younger children usually take the initiative
to do it for them.
“What we can do it be extremely careful and not open e-mails sent by strangers...” (Girls group,
9-10).
“1 know of a site that has the most updated antivirus systems...And | visit it every now and then
just to seeif | need to update ming” (Boys group, 12-14).

< Health-related risks are another issue concerning children of all ages. Particularly, the potential
damage to their eyesight is perceived to be a rather serious and justifiable problem. Hence,
following the instructions of their parents, older children have reduced the time spent in front of a
computer, while younger children already spend limited time using the computer and the Internet.

< Mobile phones are also perceived to be associated with health problems, and specifically brain
damage due to radioactivity. It seems that children (especially older ones who use more
intensely their phone) are fully aware of this risk and make an effort to reduce the time spent
talking on their mobile phone.
“1 no longer talk as much as | used to in the past...My parents have told me that it can damage
our brain...” (Girls group, 12-14).

% Another problem perceived as important by older-aged children is Internet fraud. To make this

clearer, older children are conscious of the problems related to e-buying and the risk of

unrightfully using one’s own personal details or credit card information to make purchases

through the Internet.
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“It is dangerous if you use your credit card on the Internet, because hackers can steal your
personal details and credit card information and use them for their own purchases’ (Boys group,
12-14).

“1 remember once a hacker managed to use our Internet connection to make long distant
calls...and the landline invoice came and it was as high as 500 euros for calls we hadn’'t made!”
(Girls group, 12-14)

Accordingly, older children avoid giving their personal details on the Internet, or take part in
Internet competitions that require their personal details, in order to reduce the risk of fraud. Still,
such measures are perceived to be defective and insufficient, since hackers are thought to be
experts, having advanced knowledge regarding Internet in cracking codes and the like.

“| avoid taking part in competitions that ask for my personal details. However, | think that
hackers are really good at what they are doing, and if they want to crack our codes, they can and
will succeed in doing so...” (Boys group, 12-14).

Lastly, another problem encountered mostly while using the Internet is the development of
relations with strangers that may have bad intentions. This risk is identified by children of all
ages, and is perceived to be especially salient, since strangers may want to harm them. In order to
avoid unpleasant encounters, children avoid talking to strangers and try to protect their identity
by not giving their personal details.

“ Chatting can be dangerous, since a kid may be deceived by a stranger and give her personal
details... and then this stranger may come over to her place and hurt her...” (Girls group, 12-14).
Information regarding risks and problems associated with the Internet and mobile phones
usually stems from such sources as parents and relatives who are familiarised with technological
issues, as well as peers who communicate their own experiences and problems to their friends.
“My parents are the ones who have warned me about not talking to strangers and to avoid
downloading things from the Internet...” (Girls group, 9-10).

“ My uncle knows everything about computers, and he is the one who warns me about new viruses
and thelike...” (Boys group, 9-10).

Furthermore, it seems that risk-related precautions are taken upon parents’ recommendations;
still they are considered to be justifiable, and therefore they are generally followed.

Overall, it could be asserted that children are conscious of the risks and problems related to
technology and specifically Internet and mobile phones, and have already taken measures,

following their parents’ recommendations, to reduce or even eliminate such risks.
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I11.2 PROBLEMS AND RISKS RELATED TO SPECIFIC APPLICATIONS

Boys group, 9-10

INTERNET APPLICATIONS First
name

Searching for information as a part of my school work 2
Searching for information on subjects which interest me/surfing for fun 6
Sending and receiving emails 3
Using instant messaging (MSN)/chatting with friends 5
Engage in open chatrooms 3
Creating my own blog/homepage and posting my own texts, photos, music on the Internet 2
Reading and responding to friends’ blogs/homepages 2
Reading and responding to blogs/homepages of someone I have never met 5
Playing on-line games 4
Downloading music, films, videos, games or other files 6
Sharing files (music, films, videos, games or others) 4
Sharing photos 4
Downloading ring tones/images for my mobile phone 0
Taking part in competitions 6
Making phone calls through the Internet 6
MOBILE PHONE APPLICATIONS

Making and receiving phone calls 4
Sending/receiving SMSs 3
Taking photos/images 1
Sending/receiving/sharing images 4
Connecting to the Internet through my mobile phone 6
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Girls group, 9-10

INTERNET APPLICATIONS First
name
Searching for information as a part of my school work 0
Searching for information on subjects which interest me/surfing for fun 6
Sending and receiving emails 5
Using instant messaging (MSN)/chatting with friends 3
Engage in open chatrooms 12
Creating my own blog/homepage and posting my own texts, photos, music on the Internet
Reading and responding to friends’blogs/homepages
Reading and responding to blogs/homepages of someone I have never met 12
Playing on-line games 0
Downloading music, films, videos, games or other files 5
Sharing files (music, films, videos, games or others) 2
Sharing photos 4
Downloading ring tones/images for my mobile phone 2
Taking part in competitions 12
Making phone calls through the Internet 11
MOBILE PHONE APPLICATIONS
Making and receiving phone calls 2
Sending/receiving SMSs 2
Taking photos/images 0
Sending/receiving/sharing images 1
Connecting to the Internet through my mobile phone 9
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Boys group, 12-14

INTERNET APPLICATIONS

Searching for information as a part of my school work 8
Searching for information on subjects which interest me/surfing for fun 12
Sending and receiving emails 10
Using instant messaging (MSN)/chatting with friends 6
Engage in open chatrooms 10
Creating my own blog/homepage and posting my own texts, photos, music on the Internet

Reading and responding to friends’blogs/homepages 3
Reading and responding to blogs/homepages of someone I have never met 10
Playing on-line games 4
Downloading music, films, videos, games or other files 10
Sharing files (music, films, videos, games or others) 5
Sharing photos 7
Downloading ring tones/images for my mobile phone 9
Taking part in competitions 6
Making phone calls through the Internet 7
MOBILE PHONE APPLICATIONS

Making and receiving phone calls 5
Sending/receiving SMSs 6
Taking photos/images 3
Sending/receiving/sharing images 6
Connecting to the Internet through my mobile phone 6
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Girls group, 12-14

INTERNET APPLICATIONS

Searching for information as a part of my school work 1
Searching for information on subjects which interest me/surfing for fun 4
Sending and receiving emails 7
Using instant messaging (MSN)/chatting with friends 0
Engage in open chatrooms 13
Creating my own blog/homepage and posting my own texts, photos, music on the Internet 3
Reading and responding to friends’blogs/homepages 0
Reading and responding to blogs/homepages of someone I have never met 11
Playing on-line games 5
Downloading music, films, videos, games or other files 6
Sharing files (music, films, videos, games or others) 3
Sharing photos 7
Downloading ring tones/images for my mobile phone 2
Taking part in competitions 8
Making phone calls through the Internet 7
MOBILE PHONE APPLICATIONS

Making and receiving phone calls 6
Sending/receiving SMSs 6
Taking photos/images 4
Sending/receiving/sharing images 9
Connecting to the Internet through my mobile phone 8
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Based on the tables above, it seems that searching for information for fun (older children) or
schoolwork (children of all ages) on the Internet can be problematic, since children may
accidentally visit sites which are not appropriate for their age (sites related to sex and violence),
or in the course of their Internet search they may see unsuitable pop - ups.

“1 remember once | searched for information regarding flowers and suddenly a bad picture
popped up...I immediately closed the window...l didn’'t tell anyone...” (Girls group, 9-10).

At this point it should be noted that older-aged boys (14 years old) may secretly look for such
sites and images, especially of sexual content, while being on Internet for school-work. Hence,
pop-up of pornographic pictures is not thought to be a problem for them.

“Hahaha, that’s not a problemt!!! | usually search for such pictures!” (Boys group, 12-14).
Additionally, applications associated with exchanging personal details through the Internet,
including MSN, e-mails, chat-rooms, blogs, are perceived to be dangerous by all children.
Through the use of such applications, children run the risk of coming in contact with strangers
that may have bad intentions.

“ A naive kid may think that a stranger is a good person and give his personal details, and then the
stranger may hurt him...” (Boys group, 12-14).

Another risk for all children is that of downloads — music, movies, ring-tones-, which may carry
viruses. For older children (12-14 years old), sharing photos can also involve the same risk of
viruses.

Additionally, taking part in competitions is also perceived to be dangerous, since such
applications can be deceptive in nature and may appear to be free of charge when they are not.

“ My parents have told me not to take part in competitions because they cost even if they say they
arefree...” (Girls group, 9-10)

Finally, all children allege that Internet calls are dangerous, in the sense that they cost too much,
and therefore may put someone into trouble.

“The only problem with Internet callsis cost...They may cost a fortune, and then we would really
get into trouble!” (Girls group, 12-14).

Regarding mobile phones, it seems that at first level they are not directly connected to problems
and risks, as in the case of Internet.

Nonetheless, some at second level some problems do reach the surface. Specifically, there is
consensus as to the risk of connecting to the Internet, for it can be too expensive.

“1 have heard that Internet connection is too expensive. | have never even thought of using this
application...They (parents) would kill me!” (Boys group, 12-14)

What is more, for older children (12-14 years old), SMS & photo exchanging is risky in that

these applications can be carriers of viruses, damaging the mobile phone’s software.
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“1 have heard of people having contracted a virus just by opening text messages...| hever open

sms from people | don't know...” (Boys group, 9-10)
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CHAPTER 1V

REACTIONS TO THE PRESENTATION OF SIX
CATEGORIES OF PROBLEMS AND RISKS
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IV.1 TRUTHFULNESS OF THE INFORMATION FOUND ON THE INTERNET

R
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Above all, the issue of truthfulness of the information found on the Internet does not seem to
concern children generally, since none of them considers it to be a problem!

“Theworst thing it can happen isthat | get a O for my essay!” (Girls group, 9-10).

At a spontaneous level, children fail to understand the seriousness of such as problem, and the
reasons parents may worry.

“1 don't get why it is a problem. The worst thing that can happen to you is get a low mark in an
essay for example” (Boys group, 12-14).

Nonetheless, children argue that Internet may not be as credible source as others, such as books
and encyclopaedias, and indeed inaccurate or incorrect information may appear on Internet. In
fact, older children, boys and girls, argue that they have had personal experience with incorrect
information found on the Internet.

“1 had written an essay for my History class and it had some wrong information in it and my
teacher asked about the sources | used. It was Internet. Still, though it is not a big deal.” (Girls
group, 12-14).

Still, it is generally agreed that although the Internet as such is not a very credible source of
information, there are ways of succumbing its drawbacks. Namely, parents’ or teachers’
assistance, or visiting / using official sites, such as encyclopaedias’, which provide truthful and
credible information.

“In any case, my momwill help me and correct me.” (Girls group, 9-10)

“We can always double-check information together with our peers or teachers, or use official
sitesthat do not tell lies...” (Boys group, 12-14).

Overall, it can be alleged that the risk of finding untruthful information on the Internet is not
considered to be grave, firstly because it does not entail consequences perceived to be very
serious, and secondly it is perceived to be preventable through the help of parents and teachers

— grown-ups.
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IV.2 POTENTIALLY SHOCKING CONTENTS
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Generally, the risk of coming in contact with potentially shocking images and contents, while
using the Internet, is perceived to be realistic and serious, since numerous children, of all ages,
have encountered such problems.

“Once | had an essay for the heroes of the Greek revolution of 1821, and | searched for relevant
information on the Internet, and suddenly sex scenes popped into the screen...” (Boys group, 12-
14).

Such incidences entail mostly scenes / images of sexual content, rather than violence or racism. In
fact, throughout the discussion it becomes evident that when referring to shocking contents,
children mostly meant of pornographic nature.

In fact, as expected, it seems that for younger children the likelihood of coming in contact with
such contents is though to be scarier and more frustrating, for it can affect their psyche.
Conversely, older children are more composed and calm.

“Of course it is serious because | may see something that it is not appropriate for my age and
then have nightmaresin my sleep...” (Girls group, 12-14)

“They (the pictures) may be shocking but | know what to do with them! Delete them or close the
window” (Boys group, 12-14).

In these cases, the first action taken is to close the window and avoid visiting the same web-
page in the future. It seems that children do not necessarily notify their parents of the problem,
having in mind that they may punish them or forbid them from ever using the Internet without any
supervision (especially younger children).

“1 haven't told my parents about it. No way! They wouldn’t let me use the Internet again...!”
(Girls group, 9-10).

“1 usually tell my friends but not my dad. What would he do anyway? | can deal with it myself!”
(Boys group, 12-14).

Alternatively, they discuss such problems with friends, and some older boys (13-14 years old)
even make fun of it, finding it intriguing, rather than troublesome.

“1 bumped into such pages accidentally once, and | told my friends, who then they visited the site
aswell...” (Boys group 12-14).
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IV.3 POTENTIALLY DANGEROUS CONTACTS
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Spontaneously, it appears that children of all ages are well aware of the danger of talking and
developing relations with strangers, in all aspects of life, including the Internet. The key source
of information regarding such an issue is mainly parents, and secondarily peers / WOM at school.
“My parents have warned me of the risks of talking to strangers and the trouble | could get
into...” (Girls group, 12-14).

> Younger children already make limited use of Internet applications, where they could meet
strangers, i.e., MSN, chatting, blogs etc. Hence, they have no personal experience of such
encounters and do not know of anyone who has actually fallen in this kind of trap.

» Older children may use Internet applications, such as MSN, chatting or blogs. Still, they
avoid developing such relationships, conscious of the dangers they involve. However, some
of them may have friends that have met strangers in chat-rooms, whom they usually warn of the
dangers involved.

“ A friend of mine at school has met a stranger on the Internet and | strongly advise her not to
give him details but she does not stop... Luckily they have not met in person yet ...” (Girls
group, 12-14).
In any case, the seriousness of the situation is recognised by all, and there is consensus
regarding the fact that such encounters need to be avoided, personal details should not be
disclosed and face-to-face meetings should be passed up.
“| would personally advise my friend to stop talking to that stranger, no matter who he says heis,
because he may lie, and then my friend could get into really deep trouble...” (Girls group 12-14).
“1 would advise him to lie about his name etc, or give someone else’s personal details!” (Boys
group, 9-10).
Overall, children seem to be aware of the dangers of meeting / talking to strangers, and thereby
they avoid developing relationships of any kind with people they do not know. Still, the older
they get, the more likely is appears to be to come into contact with strangers, since they make use

of more Internet applications.
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IV.4 BULLYING
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Generally, it appears that bullying is not a common practice among children participating in the
Greek group discussions. In fact, rarely do children know of cases, where other children have
been bullied on the Internet; even older children who are more familiarized with MSN, and use it
more frequently.

“It can happen | guess, but | do not know of anyone who has actually been bullied like this...”
(Girls group, 12-14)

Even the few exceptions of children who have heard of such incidences are not in the position to
describe in detail what happened, since most information stems from Word of Mouth rather than
real knowledge.

“ - | know of an incidence in which some children sworn at a kid, and he cried and cried...

- Really? And what exactly happened, how did he deal with it? Did he tell his parents?

- | do not know exactly what happened... That’swhat | have heard... (Girls group, 9-10).
Nonetheless, children may not have personal experience with Internet bullying, but they often are
recipients of mobile phone bullying, where they receive anonymous phone calls, during which
other children swearing at them or making fun of them.

In such cases, children of all ages discuss it with their friends and parents to find a solution
(i.e., try to identify the people responsible, or hung up the phone, or change their number), while
boys may adopt a more dynamic/offensive stance, meaning that they may swear at them or use the
same means to get back at them.

“1 would tell himto hung up, or swear at themtoo...” (Boys group, 9-10).

“Oh! It has happened to me and | told my parents and we changed numbers...” (Girls group, 9-
10).

Throughout the discussion, it becomes evident that bullying, either through the Internet or mobile
phones, is perceived to be annoying and frustrating, rather than frightening or scary. Hence,

it is not viewed as an especially important problem.
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IV.5S DECEPTION OF FREE OF CHARGE CHARACTER
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As a general rule, children are highly conscious of the dangers of being charged for
downloading ring-tones, music or movies from sites that appear to be free of charge but are not.
As revealed in previous sections, younger children do not use such applications while on
Internet. Hence the danger of being deceived is rather limited.
Still, older children that are more elaborate in their Internet use, often download ringtones or
music from the Internet. However, it appears that they do so from sites which are known not to
charge for their services — usually “illegal” ones.
As far as competitions or betting is concerned, it seems that all children, irrespective of their
age, are highly aware of the tricks employed to deceive users. The key sources of information
seem to be parents and peers.

> Younger children (9-10 years old) have been imposed strict rules and limitations as to taking

part in competitions and bets by their parents and do not really have personal experience.
> Older children (12+) have been warned by their parents not to use such sites, but they also
gain knowledge from their peers who may have been deceived.

In any case, children of all ages agree that the best way of dealing with deception and money-
related problems is to consult their parents, who are able to pay for any illegal charges.
Although it is generally acknowledged that telling parents is not the most pleasant option, because
even stricter rules may be imposed regarding Internet use (in terms of time, sites visited etc), it is
the only reliable solution.
“I"d rather | didn’t tell my parents, but if | was in that kind of trouble they would be the only ones
that would be ableto help...” (Boys group, 12-14)
“1'd tell my parents...and they wouldn't’ let me ever surf again on the Internet...So, thisiswhy |
don’t take interest in betting and competitionsin the first place...” (Girls group, 9-10).
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IV.6 ILLEGAL DOWNLOADING
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Apparently, children of all ages fail to see music, movie or game downloading without paying as
illegal. In fact, when downloading music / movies, it seems that they are more concerned in
finding sites that do not require paying, rather than using legal and official ones!

> It is worth noting that older children not only fail to see the wrongfulness of downloading
music without official permission / paying, but they consider paying as being “silly”.

“| don’t see why someone would want to pay for music, when he can get it for free in any
other sites. And | don’t buy the fact that the ones who wrote the music would starve to death!
They can make a lot of money through other means ..."” (Boys group, 12-14).

“ Rich and famous people do not make money only from these downloads...They have ways of
making lots and lots of money...” (Girls group, 12-14).

» From another viewpoint, younger children do not appear to be fully conscious / do not
fully understand the reasons that downloading music / movies should be paid for. Hence, at a
spontaneous level, when being informed of the fact that such downloads should be paid for,
they view it as some kind of deception!

“ S0, we really need to be careful to protect ourselves from these sites!” (Girls group, 9-10)

» At asecond level, they cannot realise the importance of paying for downloading any kind
of intellectual property “items”, and therefore, allege that when needing to download
something, they would use sites that do not require paying!

Overall, children do not recognize the importance of illegal downloading, and fail to see how

this could affect other people’s lives. As a result, when downloading, they do so from illegal sites,

not considering it to be wrongful.
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CHAPTER V
RISK RELATED INFORMATION
AND REPORTING
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V.1 PRECAUTIONS ENVISAGED BY CHILDREN
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In general, the key precautions thought as important to be taken while using the Internet or mobile

phones revolve around the following issues:

>

Extreme caution as to the personal information given primarily through the Internet and
secondarily through mobile phones is suggested, since disclosing personal information
(name, address, age etc) is perceived to be especially dangerous. Children of all ages are
highly aware of the dangers of giving such information to strangers, since they can have bad
intentions and use it to harm them.

Furthermore, the issue of health is again stressed, where children of all ages suggest to make
limited use of mobile phones due to their radioactivity and the relevant harm that they can
cause to the brain, as well as to reduce the time spent on the Internet, as this may also affect
eye-sight.

Younger children and older girls also seem to be concerned with the issue of coming to
contact with stressful images. As previously discussed, such issues are perceived to be
salient, and children suggest the strict visitation of sites that are of immediate interest, and
the limitation of surfing in unknown areas / sites. Through these means, the possibility of
coming to contact with adult or offensive images / material in general is expected to be

reduced.

Throughout the discussion, it becomes evident that children have become more conscious of the

dangers of developing relations with strangers or coming to contact with shocking / adult

material. However, such issues as the truthfulness of information found on the Internet, bullying,

deception of free character or illegal downloading still do not appear to have a top position into

children’s minds.
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V.2 WAYS OF REPORTING ENVISAGED
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Overall, it seems that children show a clear preference for anonymous ways of reporting
problems, for they are afraid that their parents (or teachers) will impose further limitations as to
the use of the Internet or mobile phones. Such limitations are thought to be related to time spent
on the Internet or close monitoring of the sites visited.

Thereby, having a report button that automatically informs the relevant authorities just by
clicking it, is seen as especially attractive, since it is perceived to be quick and effective, while
managing to conceal the identity of the reporter.

“ Clicking on this special button would be great! On the spot, and you wouldn’t get into trouble
with your parents...” (Boys group 9-10).

“This button is the best solution! Itiseasy and direct...” (Girls group, 12-14).

Accordingly, getting in touch with a specialist organisation by calling a special free-phone
number or sending an e-mail (some older children) is another practical and easy means of
reporting problems related to Internet or mobile phone use, since the reporter’s anonymity would
still remain unknown. Still, it is not thought to be as direct and effective as the previous option
(button).

“This could also prove to be helpful, because nobody could know who reports the problem, but it
ahitifafuss...” (Boys group, 12-14).

Although parents and teachers are perceived to be appropriate for reporting technology-
related problems, in that they are more familiarized with Internet/ mobile phones and know how to
deal with problems, they are not preferred, since they have the power and the means to impose
further rules and limitations to children’s use of Internet / mobile phones.

“1 am better off not letting my dad know about it, because he would never let me use the Internet
again...” (Girls group, 9-10).

“He wouldn’t believe me (that | accidentally entered that site) and he would punish me for doing

s0...” (Boys group, 9-10).
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V.3 ATTITUDES TOWARDS INFORMATION ON PROBLEMS AND RISKS
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By and large, children of all ages express positive attitudes towards the propensity to learn more
about the risks involved in Internet and mobile phone usage, since it could help them prevent or
avoid many problems.

The nature of the information sought revolves around practical matters, such as viruses and how
to deal with them, as well as instructions and recommendations as to how to avoid giving out
personal information to strangers in i.e., chat-rooms, or being deceived / preventing fraud.

The most appropriate channels of information are perceived to be Internet itself, which can
provide a plethora of information and it is perceived to be generally reliable.

Additionally, school lectures by Internet or mobile phone specialists could provide extra
information on Internet / mobile phone use, as well as practical tips for matters of interest, such as

useful sites, anti-virus up-dates, dangerous web-pages etc.
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In general, learning to use the Internet greatly depends on the family environment, with siblings
and parents being the main source of learning, and peers providing additional information,
especially among older children.

In terms of the intensity with which children use the Internet, it seems that younger children
use the Internet less frequently and primarily for school-work, whereas older children combine
education with recreation.

In using the Internet, various rules are imposed. Such rules mainly include time and site
limitations, the avoidance of disclosing personal information to strangers, and taking part in
competitions.

In general, younger children are closely monitored by their parents, while older children are let
more free.

Internet applications vary according to age, with older children making use of more applications
overall. Nonetheless, surfing on the Internet for schoolwork as well as for fun, and
downloading ring-tones or music seem to be the most popular applications for both age groups.
The difference is that younger children usually need the assistance of grown-ups, while older
children are more independent.

As far as mobile phone usage is concerned, the most popular applications for all children seem
to be text messages, as well as phone calls, followed by taking pictures.

Other mobile phone applications, such as chatting, MMS, or Internet connection are not used,
since they are considered to be very expensive.

In terms of the risks involved while using the Internet and mobile phones, it can be asserted that
children are conscious of the risks and problems related to technology and have already
taken measures, following their parents’ recommendations.

The most important risks identified by children seem to be developing relations with strangers,
coming to contact with shocking material, and contracting viruses.

Apparently, such issues as the truthfulness of information found on the Internet, bullying,
deception of free character or illegal downloading are not perceived to be especially
troubling.

Regarding the ways for reporting Internet or mobile phone problems, children of all ages clearly
opt for anonymity, and specifically the “special button” option, which is effective, fast and easy.
Finally, positive attitudes towards the propensity to learn more about the risks involved in

Internet and mobile phone usage is expressed by all children.
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% The nature of such information revolves around issues of viruses and the related anti-virus
systems, ways of avoiding disclosing personal information to strangers and protecting oneself

against fraud.
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ANNEX1
COMPOSITION OF THE GROUPS
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Boys group Girls group Boys group Girls group
9-10 years 9-10 years 12-14 years 12-14 years
(Athens) (19/4/07) | (Athens) (20/4/07) | (Athens) (16/4/07) | (Athens)
(17/4/07)
Household social level
(Socio-professional category of the
head of household)
Business owners, liberal 0 1 1 2
professions, high-level managers
Mid-level managers 0 0 2 2
Office employees (non-managerial) | 3 4 1 1
Manual workers 0 3 1 1
Others 6 0 4 3
Places and means of access to the
Internet
Home (broadband)) 4 7 3 3
Home (non broadband) 0 1 6 3
School 6 3 1 3
Internet cafes 0 0 2 0
Others 0 0 0 1
Personal ownership of computer
Yes 6 8 9 8
No 3 0 0 1
Ownership of mobile phone
Yes 9 7 9 9
No 0 1 0 0
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ANNEX IT
DISCUSSION GUIDE
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SAFER INTERNET
EIZATQI'H

I'sla cag, to dvoud pov givar ........ ka1 dovievw ot FOCUS ....... , TNV gToupeion £peuvag oyopdc
OV o £pgPe OAOVG EOM GNUEPAL.

To Bépa g €peguvag aVThG aPOPE GTOV TPOTO WE TOV OTOi0 Ta TodLd / Ol VEUPOl YPTGILOTOI0VV TO
Internet kot Ta KiynTd TNAEPOVO.
"Eyete mapet pua 16€a yio To o101 EIHACTE Kot TL TPOGTUOOVLLE VO KAVOULLE;

» Pomoe 10 moadd av yvopilovv Toug Opovg Epgvve / OMUOCKOTNGT Kol UE TL TOVG
ocvoyetilovuv.

» E&fynoe toug 011 okomdg eivar va kataAdfovps Tt kdvovy / Tig cuviBelég Toug Kot Ti
OKEQTOVTOL — KO OTL UTOpovV vo. ekepdlovtal ehevbepa.

» EmPefardote 0TL 0TdNmOTE KO VO emmbel glvan epmioTenTiKg — Y. 0Tt o1 AEEEIG TOVG
umopet vo ypnolonombovv cav mopadeiypoto oAAd o€ kopio mepimtowon Ot O
GUGYETIGTOVV € TO, OVOUATA TOVG. Zvykekpiuéva, 0,Tt emmbel amd to kdbe wandi de Oa
petapepbel oTovg yoveic Tov.

INa va apyicovpe, Ba H0era kKabBévog amd eodg va cvotnBel Kot va Tel Alya Tpdypato yio. Tov €0VTo
TOV: T0 GVOUa Gag, av EXETE adEPPLO, av €xete mPOGPaon oto Internet Kot [e TO0 TPOTO — OIKA COG
KOUTOVTEP, TV YOVIOV GOG, 6TO GYoAelo, o€ Pilovg, oe Internet Kapé — ko eniong av £xete Kvntd
TNAEQP@VO.

OEMA 1. TO INTERNET KAI Ol EDAPMOTI'EX INTERNET
Ac pinoovpe yuo to Internet.

L1 [Ipw apyicovpe vo pwAdpe yio 10 mog ypnowomoteite to Internet, B MBeha vo pabo o
udOate vo 1o ¥PNCIULOTOLELTE.

»  AvBopuntec avapopig
»  Awgpevvnoe :

e ExudOnon and pévot touvg 1 pe ) Pondeto dAlov / amd dGilovg
o  Amd moidv; Alha moudd (Ioww; eidovg, adéppra;), eviikes ; (Yovelg, ddokalot,
GAAOL EVAMIKEG;)

1.2 Mmopeite va pov meite mwg / pe mowov Tpomo kal TOGo cuyva ypnoonoteite o Internet ko
OGO YPOVO YOVIPIKA TEPVATE LE 0VTO;
»  AvBopunteg avopopic
» Awgpedvnoe :

o Yvomuatikn / otabepn 1 petafAnty xpnon Internet; And T e€apraTan;
o [Idon wpa vroroyilovv Ta oSl OTL TO YPNGIUOTOOVY ; (¥POVOG TOV TEPVOLV
KaTd Héco 6po, TNV NUéEpa N TNV efdopada)
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L3

1.4

LS

Mmropeite va ypnowlonomoete to Internet 6mmg 0éAete kol 600 cvyvad 0élete, M €xete
TEPLOPIOUOVG, KOVOVEC 1] GLOTAGEIC 0Td TOVG YOVEIG oag — 1 oTdNTOTE Vopilete 0TL O Ol oY
N o€ Ba NBelav o1 yoveig oag va KAVeTE, AKOLO KOL VO [UT] GOG TO £(OVV TEL.

»  AvBopunteg avopopic

» Awgpedvnoe :

o Av éyovv meploptoons / Kavoveg / GLGTAGELS : TL aKPIP®S;

o [ kaBévo meplopiopd / kavove / odotaot : avithapfavopuevn dikaloAdynon
kot Babudc copeaviog

o Av dev &ovv meploptopons / kavoveg / cvotdoelc : mog 8o Eviobav av Toug
empParlovray / divoviav;

e [lowovg Ba d6éxoviav M Oyt ; : aviilauPoavouevn dikatoAdynon kot Pabuog
CUUO®VIOG

"Exovpe etoudoet po Aiota pe dtdpopeg ypnoelg tov Internet.
No potom Kabévay and €64G :

e No Pdrete éva mpdaowo sticker oc kabed omd TIC EQOPUOYEC TOV
YPNOLLOTOLEITE

e No Bdaiete éva axopo mpacivo sticker otTig epappoyég mov ypMoULOTOLEiTE
MEPLGGATEPO

» Moipdote ™ Alota
»  AQNOTE TOVG GUUUETEXOVTEG VO, TV GUUTANPOCGOVY

BeParwbeite 611 10 o pe To éva / dvo stickers £yet yivel koTavonto.

BeParwbeite 011 kaBévog Tovg Exel Ypdwel To tkpd Tov Gvopa.

»  XulAéEte TIg MoTEC , KO YPYOPO EVTIOTIOTE TIC WO GLUVNOEIC EQAPLOYEC.
BAénw 0T kdmO1Eg P UOYEG XPNOLUOTOLOVVTOL TEPICCHTEPO OO AANES.

Ti givor avtd OV COg EVOLOPEPEL 1 TL €lval OVTO OV GOG OPECEL WIUTEPOG GE QVTEG TIG
gpopuoyéc Tov Internet;

»  AvBopunteg avopopic

»  Agpedhvnon : ovyvéG €QOPUOYEC TTOL eV avapEPOnKay oTIc avBOpUNTEG avVaPOPEC.
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OEMA II: KINHTA THAE®QNA KAI H XPHXH TOYX

II.1  Kdanowot and €6dg Exovv kivntd TAEP®VO.
[Ma avTovg ToL £Y0VV, TOC TO YPNCILOTOLEITE;
» Potoe tov éva petd tov dAlov (LeTa & anTdV oV £Y0VV KIVITO)
Ace kafévav Toug va ekppaoctel ehevBépa kat HETA dlepehivnoe:
e Mze mowov (@ilovg, YOVeic, G€ TOlEG TEPIOTAGELS;)
e [low eivar o ovyvn xpnon (opthia, SMS, dAleg ¥pNOELC)
Ot vtdromot dev €xete Kivntd TMALQ®VO. Mmopeite vo. pov wteite yoti;
»  Agpevviote Toug Adyoug (KOoToC; o1 Yoveic dg BEAovY va. Exovv Ta Tad1d TOVG KIvNTo;
ko)
IL2 To kivntd Aépmvo umopodv emiong va ypnoyoroindovv yio vo oteilel koveig | va AdPet
potoypapieg (MMS), va AaPetl pépog oe cuintioelg / chats , 1| va cvvdebel oto Internet. Avtd
TO, KAVETE ECELC;
» Patoe Eava kabéva Eeympiotd (awtoi Tov £xovv KIvnTd)
o Av &yl No1 YPNCILOTOUCEL OVTEG TIS EPOPUOYEG (TTO1ES), TL gival avTO TOL
op€cEL / TL TOUPVEL OO AVTO — AV OEV TIG £XEL YPNOUYLOTOCEL — Y1aTi;
II.3  Xpnowonoteite o kvntd coc eAevbepa, OTMG Kot 660 BELETE, 1) EYETE TEPLOPIGLOVG, KAVOVEG,
N ovotdoelg amd Tovg yoveig cag, — 1 otdnmote vouilete o6t Bo NOerav 1 o Ba MOshav ot
YOVEIG GOG VO KAVETE, OKOLO KL VO 1) GOG TO £XOVV TEL.
»  AvbBopuntec ovapopég
» Aepedvnos :
o Av éyovv meploplopone / Kavoveg / GLOTAGELC: Tl OKPPOG;
o T xobéva mepropioud / xkovova / cOotacn: avtilapufovouevn dikatoAdynon
kot Babudc cuppviog
o Av dev &ovv meplopiopong / kavoveg / ovuotdoels: mog 8o évimbBav av Toug
empParrovray / divoviav;
e [lowvg Ba odéyoviav M Oyt avtikopPavopevn dkoworoynon Kot Padpoc
CUUP®VING
14 "Exovpe etopndoet po AMioto pe Sdpopes ¥pNoELS TOV KIVIITOV TNAEQPOV®V.
Noa potiown kabévay and 64g :
e Noa [drete éva mpdowo sticker oe xobepid omd TG €QUPUOYEG TOL
YPNOYLoTOoLEiTE
e Na Pdaiete éva axépa mpdowve sticker otig epoppoyég mov yproiLonolEite
TEPLEGATEPO
» Mopdote t Aiota
»  AQNGTE TOVG GLUUETEYOVTEG VO TIV GUUTANPOCOVY
BePowwbeite 611 o chonpa e To £va / dvo stickers €xel yivel katavonTo.
Befarwbeite 011 kaBévag Tovg Exel YpAWEL TO LKPO TOL GVOUQL.
OPTEM FOCUS
74, chemin de la Ferme des Bois 59, Vas. Sofias Avenue
78950 Gambais — France 11521 Athens
Tel : +33 (0) 134 871 823 — Fax : +33 (0) 134 871 783 Greece

E mail : optem@optem.fr



> XuAléEte T MoTEG , KOl YPIYOPO. EVIOTIGTE TIG 10 GLUVNOELS EQUPLOYES.

OEMA III. IIPOBAHMATA KAI KINAYNOI XXETIKA ME TO INTERNET KAI TA
KINHTA THAE®QNA

II.1  [Iépo and 10 OTL €ivar KATL EVYEPIGTO KOl YPNOUYLO, VIAPYOLY TpoPAnuata 1 kivduvol otn
ypNon tov Internet 1 TOV KWNTOV THAEPOVOV; — ANAOSN TPAYLOTA TTOL 08 GO APECOVV 1) GOG
@oPilovv;
>  AvbBopuntec avapopég

»  Apedvnos :

Eidn mpofinudtov / kivddvev mov avaeéptnkay

[IpoPAnuata / kivduvor Tov avaeépbnkav ce oxéon pe to Internet 1 ta Kivntd
MALpmva
o Tlwg é&yovv padet ta mad1d yio avTd To TPoPAN AT, / KIVOUVOLG;

(ITpocwmkn eumeipio ? Tovg £yovv wposdonomoetl ? And molov ? Ao moudi ?
Evilikeg — motor eviilikeg ? Kamowa apyr / idpopa ?)

[T6c0 cofapd vidmBovv 6Tt givar avtd ta TpoPAnuata ?

HL2A Avtd to TpofAnuate Exovv aALdEeL ToV TpOTO TOL Yprolonoleite To Internet ?
> AvB6punTeg avopopés
»  Apedvnon :

o [Ieplopiopdg oty mocdtnta (6yK0) ¥p1ong
o ANym pETpoV ; pE O1KN TOVG TPMTOROVAIN/UE TNV EMPPOT] TV YOVIDV

IIL2.B Avtd to TpofAnpate Exovv aALIEEL TOV TPOTO TOV YPTCULOTOLEITE TO KIVITO GaG THAEP®VO;
»  AvbBopuntec ovapopég
»  Aepedvnon :

e IIepropiopdg oty mocdtnta (6yKo) ¥prong
o Afym TPV ; UE 61K TOVG TPWTOPOVAIR/UE TNV EMPPON TV YOVIDV

III.3 Edo &yovue o Aloto pe Tig epapuoyés Internet kot tov Kvntod TmAEpdvVoL mOL PAAate
vopitepa ta Tpdciva sticker.
Hopokariod koAAnote éva kOKKivo sticker dimla oTig eQapuroyég mov vidbete 0Tl umopei va
ONpovVpyodV KATolo TPOPANLE OTOOLINTOTE €100VG, Kot Eva dgvTEPO KOKKIvO sticker oe
ovTéG Tov Bewpeite OTL €IVl OL TO EVOYANTIKEC 1) TPOLOKTIKEC.

» Modorte Tig AMoTec.
»  AQN0TE TOVG GUUUETEYOVTEG VAL TIV GUUTANPDCOVY

Befawwbeite 611 10 chotpa e To Eva / dvo stickers Eyel yivel kaTavonTo.

Befarwbeite 611 kabévog Tovg Exel Ypawel T [Kpd Tov GVoua.

» XvlAéEte Tig MoTEC, KOl YPYOPO. EVTOMIOTE TIS EQPUPUOYEG TTOL £XOVV TO, TEPLGGOTEPT
sticker pe mpoPAnuata / Kivdhvovg.
1.4 Ac¢ ocvinmoovpe TOpPO OVTE TO TPOPANUOTE HE AETTOUEPELD, OLOAEYOVTIOS OVTA TOV
ovVaPEPATE GLYVOTEPQL.
IMorti vopiCete 6t1 avt) N epappoyn propei va oyetileton pe kdmolo TpoPAnoL;
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> Tlapte o por TIg EPOPLOYES OV OVOPEPOVTAL GLYVOTEPO  OTL PTOPEL v dnpovpyodv
wpoPAnuata 1 KvOHVoue, Kol EKUOIEDESTE TN @V Kot to Pabud tov mpofinquatog/
Kvdvvov.
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OEMA IV ANTIAPAXEIX XTHN MTAPOYZIAYXH XYI'KEKPIMENQN ITPOBAHMATQN
H/KAI KINAYNQN

Ba 60G aVOEEPD LEPIKE TPOPANUOTO, OTMG TO. PAETOVY Ol «UEYAAOD TOVL AVNGLYODV YO0 AVTH — KoL
Ba pov meite g vimbete g6gig o avTd.

Iv.1

Iv.2

‘Eva amd o mpoPfAnuota pumopet va, givatl 6Tl ot TAnpogopieg mov Ppickete pumopel vo unv givan

amopoitnta ainbeic.

T vouilete yio avtd; I'evikd, vopilete 0Tl umopovpe va eumiotevdpocte 0Tl Bpickovpe oto
Internet?

»  AvBopunteg avtidpdoeig
>  Awepedvnon :

e [lowog etvar 0 cuvorikodg Pabuog a&lomotiog Tov Internet ?
o [log ovykpivetar pe daiieg mnyég (yovelg, ddokaAol, @iAol, Tniedpoon,
BBAla...)

INarti To Internet sivon meprocodTEPO 1| AydTEPO OEIOMIGTO;

Mopadeiypata avaxpierdv oto Internet. o T1 enpokerto; [Mwg kotardPate oti
dev Ntav oAn0ég;

[1660 coPapod vouilete 6Tt givar Tehd avTo T0 TPOPAN LA / Kivdvuvog;

Ao éva mpOPANUa OV ovnovyel TOvg HeYdAovg givar 0 Kivouvog Tov va €pBel kavelg og
EMOQN UE EIKOVEG M| TTEPLEYOUEVA AAAOD €I00VC TTOV gival TOAD COKAPIGTIKG — TTOL UTOPEL Va
neprropfavouy oknvég Piog, PAVavees GKNVES, POTCIGHO 1| TOPVOYPOQIa.

T vopilete yia avtd;

»  AvbBopuntec avtdpdoelg

» Awepedvnon :

o ’'Eyxet ovuPei oe eodg; Me 1L elye va kdvet;

o Tixdvate; Miloate og Kamowov yio avto; [loov;

o Ti0a kévate av cuvéPave og €5dG, N TL B cupPoviedate Eva EIAO VO KAVEL oV
ovvefawve oe ekelvov; Nao pAnoel og Kamowv; Xe mowdv; Tt TPOKTIKES
oupPovAés Ba Tov divarte;

e XYvyvroviot) : emiong olepedivinoe mOco cofapd yiverol avTIANTTO avTO TO
TPOPAN L.
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Iv.3

V.4

IV.5

"Eva axopo kivduvog Tov avnouvyel Toug Heyaiovg eival 0Tt T Totdid ovamTOGoOVY GYECELS LE
AYVAOOTOVS LE TOVG 0TOlovE £YoVV WIANGEL 6TO IvigpveTr — KATOLOV OV dEV £YOVV YVOPIGEL
ToT€ TPOGMOTO LE TPOCHOTO.

Ag mépovpe Eva mapAdEY LA,

O 160¢ givar éva madi g nAkiog cag.

Tov apéoet va mailel mayvido 1 vo Palel To mpopik tov oto Internet, kon apyilel vo WAd
online pe KATOWV GTOV OMOi0 OTOSIOKA OiVEL KOTOIEG TPOCMOTIKEG TANPOPOPIES OT®S TN
dtevBuvon MSN, 1o kvntd 0V THAEP®VO, TO OVOUO TOV, oL UEVEL, N apyilel va oTéAVEL
QOOTOYPOPIES TOV.

Nopilet 6Tt avTOC 0 dyvmaTtog dvBpmmog eivat ToAD kKaAd waudi tng idtog nAkiag, aAld uropel
va amoderytel 0Tt gival KAmo1og AALOG, TOL Umopel va. Tov evOappOVEL VoL KAVEL TPAYUATO TOV
d¢ B Empeme va, KAVEL, 1] OKOLO Kol V0L «ULEYAAOCH LLE KOKEG TPOBETELS.

(Zvvtoviotn] : o TIG OHAdEG TOV AYyOPIDV XPTOLUOTOINGE VAL TUTIKO OVTPIKO GVOUO KOl Yo
TIG OHAOEG TV KOPITGIMV £VA TUTIKO YUVOIKELD GVOLLA TNG XDPOG)

T vopilete yia avtd;

»  AvBopunteg avtdpdoeig
> Aepedvnoe :

"Eyel ovpPet og kdmotov mov yvopilete; [lmg, og mola kaTdoTAON;

Nopilete 611 6o pmopovce va cvuPet kot o€ cog; [log emkovmveite Kot KAVETE
oihovg oo Internet;

(Av éyet oopel) T kévate; Miknoate g kKamotov yio avtd; [otov;

Tt 0o kGvate av cuvéBatve oe cag N TL Ba Aéyate og Evav Oilo oag TOL TOV &ixe
ouuPet;
e Yvyvroviot : emiong olepedvnoe mOco cofapd yiverol avTIANTTO avTO TO
TPOPAN L.

AMN pilo avnovyio Tov peydAwov gival 0Tt pePIKE Todd YPNOUOTOOHY TV EMKOV®VIN
péow Internet yio vo copmepipepbovv doynpa og €va dAlo modi mov de cvumabodv. Avtd
umopel va yivel yuoo mopddelypa  pAodviag oto MSN yio ovtd to modi ywpig vo To
coumepapuPavouy otn culfTNoN, 1 GTEAVOVTAS TOV OVAOVULO KOKG LNVOULOTOL.

T vopilete yio awto;

> AvBopunteg avtidpaoelg
»  Apedvnon :

e [lwg, oe mowa mepintwon ? €xete AdaPel kaxd pnvouarto; ‘Eyete oteidel kaxd
UNvopaTe ToTé 6€ GAAOVG;

Nouilete 611 pmopei va cuuPei og €64g;

(Av €yet oopel) Ti kavate; MUMcote 68 KATOL0V Y10 ALTO; L€ TOL0V;

Tt Oa kévate av cuvéBatve o€ €60c N TL Bo cupuPovAevate £va Oilo Gog Vo KAvVEL
av ToL GUVEPALVE;

e XYvyvroviot : emiong olepedvnoe mOco cofapd yiveror avTIANTTO avTd TO
TPOPAN L.

AMAOG €vog KIVOLUVOG TTOL £YOVUE OKOVGEL EVOL VO, oG KOPOIOEWEL KATO10G, Y10 TOPADELY O
otav kotefdlovpe éva apyelo mov @aiveror va ival dwpedv dAAA GTNV TPAYLATIKOTNTO O
glvat, 1 0tV AapPavovpe HEPOG e £va Sl yOVIGUO.

Tvvopilete yo av10;

> AvB6punteg avtidpaoelg
»  Agpedvnon:

o ’'Exel ovuPei o€ go0dg; Te mola mepintmon);
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T xévate; Mikicate og kamoov yio avtd; [otov;

Tv Ba kGvote av cuvéfave oe oag 1 Tt Bo cuopPoviedarte évav @ilo cog va
Kével av ovvePaive og avtov; No puAncet og kamoov; [lotov;

e Yvuvtoviotn : emiong diepedvnoe moOGo cGoPapd yivetar ovTIAnmTd avTd TO

TPOPAN L.

IvV.6 AAMo éva TpoPAnpa pumopel va etvar 6Tt T Toudid Katefdlovv LovoiKn, TOViES,
oy vioo, 1 AL TPAYUATO YOPIC VO TANPOVOLV.

Towc avtd va Exel ovuPel kot oe oag : £yete KATERATEL KATL YOPIC VO TANPDOGCETE;

> Kotoaypayte 11 0movIneels, Kol GuveyioTe :

Y& MOALEC TTEPIMTMGELS, OVTO TO TEPIEYOUEVO €lval VAIKO amd To omoio ot dnuovpyol (m.y.
povatikoi) ypedletal va Bydiovy yprnota yio vo {GOoVV Kol GUVETMG TPETEL VO, TANPAOVETAL.

To yvopilete avtd; Tloleg pmopei va eivar or cvvémeleg; Avtd ta modd vouilete oT
yvopifovv 0Tt eivan Tapdvopa / dev emrpénetal; Kot mmg to yepilovtar / Tt kdvouv yia avto;

» Awepedvnon :
e ['vion 611 gival mapdvopo / dev EMITPETETOL KOL Ol GUVETELEG
e Ti6a éxavav ta Todid g opddag Ge QVTH TNV TEPITTOOT;
e [1660 coPapd Bewpovv OTL gival AVTO TO TPOPAN LA,
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OEMA V. IHAHPO®OPHXH XXETIKA ME TOYX KINAYNOYX KAI ANA®OPA

V.1

V.2

V.3

INPOBAHMATQN / KINAYNQN

Otav 10 Eavaoképteote, PeTd amd Tn oLl{NTNoN HOG, VITAPYOVY KATOEG TPOPLAAEELS TOV
vopilete OtL Ba MTOv ypnoueg vo mopbodv ywo T ypnon tov Internet kot TOV KvNTOV
TNAEPOVOV — 1 KATL TOV B GVUPOLAEVATE TOV UIKPOTEPO AOEPPO 1 AOEPPN COG VAL KAVEL,

>  AvBopunteg avtidpdoeig

»  Apedvnon :

o [Ipogvid&elg (xor oyetikoi kivouvol) mov avtilouBdavoviol (TePIGGOTEPO) TA
o018 PETA 0T cv{TNnon
e Tdon va TpoyUaTOTOMGOVY AVTES TIG TPOPVAAEELS

Av BAémate 1 yvotav kdtt dforo kol oPiotikd, kot 0EAate va To meite o KAmolov, mo10¢ Ha
NTOV 0 To €0KOAOG TPOTOG Y10 EGAG VO TO KAVETE;

> AvB6punteg avtidpaoelg
»  Apedvnon :

No [MANCETE GTOVE YOVEIC GOC Yo QVTO

No pAncete 6to 34oKaAd 6o

Noa to meite oV acTLVOpiO

No  emKOWWOVINCETE HE UL OPYAVMOOY 7OV VO EOIKEVETOL GE  aLTO
TNAEPOVAOVTOG GE EVOV dMPEAY apPlOUO THAEPDOVOL

No emKovoviGETE [IE TOV 0pYavIoUO HEC e-mail .

No vadpyel évo Kovpuni mov avTOUATe TANPOPOPEL TIG apUOSIEC apYEC oAl
KMKAPOVTAG TO.

IMwg Ba Béhate vo mTAnpopopnbeite TEPIGGOTEPO Yo TO TPOPANUATO KOL TOVS KIVOHVOLE TOV
oyetiCovton pe to Internet kot To KvnTd TNALQ®VA;

> AvB6punteg avtidpaoelg

»  Apedvnon :
o Taon oto va udbovv meptocdTEPA, Y10 TO TPOPANUATO. KO TOVE KIVOHVOLC
o  dvon TV TANPOPOPIGY TToV Ba Eyayvay
o Amo moieg mnyéc/amnd mole KovAaAlo,
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	• Εκμάθηση από μόνοι τους ή με τη βοήθεια άλλων / από άλλους
	• Από ποιόν; Άλλα παιδιά (Ποια; φίλους, αδέρφια;), ενήλικες ; (γονείς, δάσκαλοι, άλλοι ενήλικες;)
	• Συστηματική / σταθερή ή μεταβλητή χρήση Internet; Από τι εξαρτάται;
	• Πόση ώρα υπολογίζουν τα παιδιά ότι το χρησιμοποιούν ; (χρόνος που περνούν κατά μέσο όρο, την ημέρα ή την εβδομάδα)
	• Αν έχουν περιορισμούς / κανόνες / συστάσεις : τι ακριβώς;
	• Για καθένα περιορισμό / κανόνα / σύσταση : αντιλαμβανόμενη δικαιολόγηση και βαθμός συμφωνίας
	• Αν δεν έχουν περιορισμούς / κανόνες / συστάσεις : πως θα ένιωθαν αν τους επιβάλλονταν / δίνονταν;
	• Ποιους θα δέχονταν ή όχι ; : αντιλαμβανόμενη δικαιολόγηση και βαθμός συμφωνίας
	• Να βάλετε ένα πράσινο sticker σε καθεμιά από τις εφαρμογές που χρησιμοποιείτε
	• Να βάλετε ένα ακόμα πράσινο sticker στις εφαρμογές που χρησιμοποιείτε περισσότερο
	ΘΕΜΑ ΙΙ: ΚΙΝΗΤΑ ΤΗΛΕΦΩΝΑ ΚΑΙ Η ΧΡΗΣΗ ΤΟΥΣ
	• Με ποιον (φίλους, γονείς, σε ποιες περιστάσεις;)
	• Ποια είναι η πιο συχνή χρήση (ομιλία, SMS, άλλες χρήσεις)
	• Αν έχει ήδη χρησιμοποιήσει αυτές τις εφαρμογές (ποιες), τι είναι αυτό που αρέσει / τι παίρνει από αυτό – αν δεν τις έχει χρη
	• Αν έχουν περιορισμούς / κανόνες / συστάσεις: τι ακριβώς;
	• Για καθένα περιορισμό / κανόνα / σύσταση: αντιλαμβανόμενη δικαιολόγηση και βαθμός συμφωνίας
	• Αν δεν έχουν περιορισμούς / κανόνες / συστάσεις: πως θα ένιωθαν αν τους επιβάλλονταν / δίνονταν;
	• Ποιους θα δέχονταν ή όχι: αντιλαμβανόμενη δικαιολόγηση και βαθμός συμφωνίας
	• Να βάλετε ένα πράσινο sticker σε καθεμιά από τις εφαρμογές που χρησιμοποιείτε
	• Να βάλετε ένα ακόμα πράσινο sticker στις εφαρμογές που χρησιμοποιείτε περισσότερο
	• Είδη προβλημάτων / κινδύνων που αναφέρθηκαν
	• Προβλήματα / κίνδυνοι που αναφέρθηκαν σε σχέση με το Internet ή τα κινητά τηλέφωνα
	• Πως έχουν μάθει τα παιδιά για αυτά τα προβλήματα / κινδύνους;
	• Πόσο σοβαρά νιώθουν ότι είναι αυτά τα προβλήματα ?
	• Περιορισμός στην ποσότητα (όγκο) χρήσης
	• Λήψη μέτρων ; με δική τους πρωτοβουλία/με την επιρροή των γονιών
	• Περιορισμός στην ποσότητα (όγκο) χρήσης
	• Λήψη μέτρων ; με δική τους πρωτοβουλία/με την επιρροή των γονιών
	• Ποιος είναι ο συνολικός βαθμός αξιοπιστίας του Internet ?
	• Πως συγκρίνεται με άλλες πηγές (γονείς, δάσκαλοι, φίλοι, τηλεόραση, βιβλία…)
	• Γιατί το Internet είναι περισσότερο ή λιγότερο αξιόπιστο;
	• Παραδείγματα ανακριβειών στο Internet. Για τι επρόκειτο; Πως καταλάβατε ότι δεν ήταν αληθές;
	• Πόσο σοβαρό νομίζετε ότι είναι τελικά αυτό το πρόβλημα / κίνδυνος;
	• Έχει συμβεί σε εσάς; Με τι είχε να κάνει;
	• Τι κάνατε; Μιλήσατε σε κάποιον για αυτό; Ποιόν;
	• Τι θα κάνατε αν συνέβαινε σε εσάς, ή τι θα συμβουλεύατε ένα φίλο να κάνει αν συνεβαινε σε εκείνον; Να μιλήσει σε κάποιον; Σε
	• Συντονιστή : επίσης διερεύνησε πόσο σοβαρό γίνεται αντιληπτό αυτό το πρόβλημα.
	• Έχει συμβεί σε κάποιον που γνωρίζετε; Πως, σε ποια κατάσταση;
	• Νομίζετε ότι θα μπορούσε να συμβεί και σε σας; Πως επικοινωνείτε και κάνετε φίλους στο Internet;
	• (Αν έχει συμβεί) Τι κάνατε; Μιλήσατε σε κάποιον για αυτό; Ποιον;
	• Τι θα κάνατε αν συνέβαινε σε σας ή τι θα λέγατε σε έναν φίλο σας που του είχε συμβεί;
	• Συντονιστή : επίσης διερεύνησε πόσο σοβαρό γίνεται αντιληπτό αυτό το πρόβλημα.
	• Πως, σε ποια περίπτωση ? έχετε λάβει κακά μηνύματα; Έχετε στείλει κακά μηνύματα ποτέ σε άλλους;
	• Νομίζετε ότι μπορεί να συμβεί σε εσάς;
	• (Αν έχει συμβεί) Τι κάνατε; Μιλήσατε σε κάποιον για αυτό; Σε ποιον;
	• Τι θα κάνατε αν συνέβαινε σε εσάς ή τι θα συμβουλεύατε ένα φίλο σας να κάνει αν του συνέβαινε;
	• Συντονιστή : επίσης διερεύνησε πόσο σοβαρό γίνεται αντιληπτό αυτό το πρόβλημα.
	• Έχει συμβεί σε εσάς; Σε ποια περίπτωση;
	• Τι κάνατε; Μιλήσατε σε κάποιον για αυτό; Ποιον;
	• Τι θα κάνατε αν συνέβαινε σε σας ή τι θα συμβουλεύατε έναν φίλο σας να κάνει αν συνεβαινε σε αυτόν; Να μιλήσει σε κάποιον; Π
	• Συντονιστή : επίσης διερεύνησε πόσο σοβαρό γίνεται αντιληπτό αυτό το πρόβλημα.
	• Γνώση ότι είναι παράνομο / δεν επιτρέπεται και οι συνέπειες
	• Τι θα έκαναν τα παιδιά της ομάδας σε αυτή την περίπτωση;
	• Πόσο σοβαρό θεωρούν ότι είναι αυτό το πρόβλημα;
	• Να μιλήσετε στους γονείς σας για αυτό
	• Να μιλήσετε στο δάσκαλό σας
	• Να το πείτε στην αστυνομία
	• Να επικοινωνήσετε με μια οργάνωση που να ειδικεύεται σε αυτό τηλεφωνώντας σε έναν δωρεάν αριθμό τηλεφώνου
	• Να επικοινωνήσετε με τον οργανισμό μέσω e-mail .
	• Να υπάρχει ένα κουμπί που αυτόματα πληροφορεί τις αρμόδιες αρχές απλά κλικάροντάς το.


