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Executive summary

The growing diffusion of the Internet and its services among the European population has made users more sensitive to the need to find new ways of protecting and safeguarding children from illegal and harmful content that may be encountered while surfing on the Net.

Among the various approaches adopted for preventing users from coming into contact with harmful content, we may cite parental guidance, awareness actions and hot lines, but also, technical solutions such as content filtering and rating systems and services.

Although the technical solutions available on the market address public interest issues and offer new opportunities, they also need to be closely monitored by public authorities and users alike, especially by parents and teachers, because new risks can always emerge. The precise definition of what is illegal or harmful varies from one country to another. We may therefore ask ourselves whether these existing technical solutions really do protect Internet users. Harmful content has a strong cultural dimension that gives rise to different types of problem and thus requires specific solutions. 

All the differences in standards of taste and decency between countries, communities and families should be taken into full consideration when labelling content. Beyond the advantages and opportunities that technical solutions offer for safe use of the Internet, other cultural, linguistic and ethical dimensions should be investigated in order to fully appraise the effectiveness of filtering and rating systems and their adoption by users.

Faced with increasing issues related to filtering content, on December 31st, 1998 the Council of the European Commission approved an Action Plan on promoting safer use of the Internet by combating illegal and harmful content on global networks. The aim of this Action Plan is to ensure implementation of the various European Union initiatives on how to deal with undesirable content on the Internet. 

The Action Plan is designed to support non-regulatory initiatives for promoting safer use of the Internet. Although it is important to mention that the vast majority of Internet content harbours no prejudicial information, the Internet can also be used for distribution of illegal and harmful information. This issue should be addressed by users—especially parents and teachers—concerned by the availability of content and also by industrialists such as software publishers and content providers.

The Action Plan addresses four main lines of action
:

· Creating a safe environment (through industry self-regulation)

· Developing filtering and rating systems

· Encouraging awareness actions

· Support actions

The study covers essentially the second line of action entitled "Developing third-party filtering and rating systems".

The objective of this report was to assess five selected filtering software in six different European countries so as to evaluate their effectiveness and acceptance by European users. In other words, do these commercial filtering solutions comply with the cultural and linguistic diversities of European users?  

The analysis and the synthesis of results from the assessment of the five selected filtering software applications provide us with several findings: 

First of all, the European reviewers testing the filtering software were only partly satisfied. Within the six European countries, only 45% of the total 95 answers said that reviewers were satisfied with the commercial filtering solutions.

This relatively poor score correlated with the reviewers’ estimations concerning the degree of reliability. The majority of the reviewers thought that the filtering software they had tested was not reliable (52% of them), whereas the other 48% considered that these technical solutions were. The reliability of filtering software mainly depends on the application’s ability to effectively filter and/or block any content that is considered to be harmful or unsuitable for children. On the basis of their initial expectations, most of the reviewers were profoundly disappointed by lack of efficiency demonstrated by the tested filtering software.

The European reviewers’ low level of satisfaction may in fact be explained by the interplay of objective and subjective reasons:

 (In terms of objective reasons, several criteria were evaluated:

( Installation and configuration: 

About 39% of the reviewers – considering themselves as intermediate (52%) or expert in computing (41%) – came up against problems when installing or configuring their filtering software. Most of these problems respectively arose from software compatibility (27% of respondents) and the need to uninstall and reinstall the filtering software before it ran correctly (24%).  

However, 52% of the reviewers considered the installation to be easy. In fact, 67% said they took less than 30 minutes to install the software. Although it is difficult to quantify, it is important to bear in mind that some of the potential reviewers gave up the tests on account of installation and configuration problems, while others voluntarily underestimated their difficulties, considering them to be normal hitches when installing software.  

(In terms of subjective reasons:

( Use of filtering:

More than 95% of the reviewers had never used a filtering system before the test. This figure may indicate a lack of user awareness, especially that of parents and teachers, as regards the technical tools available to prevent children from coming into contact with harmful content on the Net.

The majority of reviewers, (more than 87% of them) thought that the ease of use of the software was good or very good. Among the total number of satisfied reviewers (i.e. 45% of them), 67% considered the software as being easy or very easy to use. What is more, out of the total number of dissatisfied reviewers (i.e. 55% of them), only 19% judged the use of the software as poor or average and 81% considered it to be good or very good.

However, it seems that the sample of reviewers did not fully exploit the different functions of filtering software. 50% of them did not know whether the tested software included a personal user profile function or not.

The lack of localised versions of tested software makes it difficult to filter slang or swear words. Language problems clearly gave grounds for dissatisfaction from none-native or English mother-tongue reviewers. Nevertheless, some British reviewers complained about computing jargon (IRC, FTP, …) in the explanations provided by the software publishers.

On several occasions, software did not block content because it was unable to correctly interpret the meaning and the context of words or sentences used or, on the contrary, it excessively blocked suitable content. It is worth noting that nearly 25% of the answers said that the tested software excessively prevented the user from accessing content on the Net.

Reviewers originating from the Mediterranean countries were generally less satisfied with the software than other people from the North of Europe. About 57% of UK reviewers were satisfied compared to 28% of French reviewers.

( Efficiency

Out of the total 55% of unsatisfied reviewers, 88% experienced no filtering of harmful content with the software installed and 64% of respondents claimed that the tested software lacked coherency in terms of filtering results.

(Results per type of product

Considering the different number of software tested, the results have to be cautiously interpreted. However, CyberSnoop came in first position, followed by Surf Watch, respectively displaying a 71% and 56% level of satisfaction. CyberPatrol ranked last with a level of satisfaction of only 33%. This software suffered from a poor level of filtering harmful content. 

On the basis of these results, a great many improvements can be made in order to widen the use of filtering software in Europe and to transform this solution into a mass-market product.

Main recommendations 

The findings of the assessment of the five selected filtering software showed that major improvements are definitively needed to increase people’s access to these products and to turn them into mass market products in Europe. If filtering software is to become widely accepted and used by people such as parents and teachers in particular, it needs to be fully reliable and to that effect, certain recommendations can be made.

Generally speaking, products should guarantee a better compliance with hardware and software environment, provide clearer instructions for the installation and configuration process with a concise, understandable “read file” or “tutorial” including concrete examples. The facilities for configuring of different parameters should be easy to find, easy to activate or deactivate, user-friendly without slowing down the computer system. Filtering software should be improved to block sexy pictures.  Many filtering software do not block sexy pictures. Furthermore, software publishers should improve the capabilities of their software to filter and block other than English more efficiently

As content is concerned, filtering software should be able to successfully block access to harmful web pages the users should not be able to bypass them easily. The warning message that informs the user that he/she is going to enter a Web page with harmful or offensive content is not sufficient for users. The content of the Web page should be analysed before users can access or post it. Software publishers should improve the language indexing process to better integrate the meaning of the words associated with their context of use and to create more intelligent filtering. Moreover, better explanations should be provided for users about the content rating classification used by the software publishers.

Communications and awareness actions should be developed by public authorities as well as education systems to better inform teachers, parents  and information officers about the existence of technical solutions to filter harmful content and provide safer environment for children using Internet. Actions should be developed to use technical filtering solutions with other  approaches for preventing children from harmful content. These obviously include education but parental guidance can also work in conjunction with filtering systems. Moreover, access to filtering products should be increased to broaden their use especially via other distribution channels.

At last, accompanying measures  should be implemented to better monitor web sites within  Member States. Some “black lists” of offensive web sites could be established to inform users on line when required. Actions could be also developed to provide common tools of content classification both respectful of European cultural and linguistic diversities. Once adopted by software publishers, the filtering systems would be more efficient whatever the language used to navigate on the Net. Of course the problem is to define common criteria of content classification. An information line should also be created to inform users content filtering on the Net and provide advice or help to install and configure their filtering software. Obviously, this information line would be a separate service from that proposed by software publishers. 

Preamble

The development of technological solutions such as filtering and content rating systems and services is one of the possible approaches for protecting minors and enabling users to deal with illegal and harmful content. Technical facilities exist that should allow for differences in moral standards not only between national legal systems but also between the subjective judgements of users. In fact, the filtering model in which stress is laid on parental responsibility rather than government intervention is strongly advocated by the industry and by civil liberties groups.

Although the technical solutions available on the market address public interest issues and offer new opportunities, they also require special attention from public authorities as new risks might emerge. The precise definition of what is illegal or harmful varies from a country to another. So do these existing technical solutions really protect users? Harmful content has a strong cultural dimension that raises different problems and hence requires special solutions. Moreover, which organisation or individual will define criteria settings and provide content rating services on existing Web sites based on the respect of cultural, linguistic diversity of European users? How is it possible to secure a cross-cultural consensus? Will access to content depend on parents' and individual responsibility, on the responsibility of States as in Singapore or in China or on commercial organisations when comparative advertising is concerned
? Some of the key issues remain unanswered.

All differences in standards of taste and decency between countries, communities and families should be fully taken into account in the labelling of content. Beyond the advantages and the opportunities that technical solutions offer for safe use of the Internet, other cultural, linguistic and ethical dimensions should be investigated to fully appraise the effectiveness of filtering and rating systems and their adoption by users.

Introduction

0.1 Background of the study

Faced with increasing issues related to filtering content, on December 31st, 1998 the Council of the European Commission approved an Action Plan on promoting safer use of the Internet by combating illegal and harmful content on global networks. The aim of this Action Plan is to ensure implementation of the various European Union initiatives on how to deal with undesirable content on the Internet. 

The Action Plan is designed to support non-regulatory initiatives for promoting safer use of the Internet. Although it is important to mention that the vast majority of Internet content harbours no prejudicial information, the Internet can also be used for distribution of illegal and harmful information. This issue should be addressed by users—especially parents and teachers—concerned by the availability of content and also by industrialists such as software publishers and content providers.

The Action Plan addresses four main lines of action
:

· Creating a safe environment (through industry self-regulation)

· Developing filtering and rating systems

· Encouraging awareness actions

· Support actions

The study covers essentially the second line of action entitled "Developing third-party filtering and rating systems". 

0.2 Study objectives

Various means of filtering and rating content will be thoroughly examined in a European context. The aim is to provide users with a palette of different tools to protect themselves and their families against undesirable material. 

The objectives of the study are three-fold:

· to identify existing work on third-party filtering and content rating systems for promoting safe use of the Internet. The objective of this part is to shed new light on the different non-regulatory approaches and issues at stake with regard to filtering and content rating in Europe and world-wide, and 

· to analyse and present the results from the assessment of the five third party filtering and content software. These interest of this work is to appraise of which extent these filtering software and existing services sufficiently take into account the cultural and linguistic environment of European users. 

· to formulate recommendations regarding the complementary measures required to meet users' needs.
0.3 Scope of the study

0.3.1 Products

The focus of the study is the overviewing and testing of essentially third-party filtering and content rating systems used on the Internet. Third-party filtering and content rating products are systems that enable interested organisations such as family discussion groups, consumer associations and parental control groups to evaluate and filter content published by others, such as content providers.

These tools are aimed at empowering parents, teachers and others to choose appropriate content for children. These technologies generally provide for first identifying or describing content of a particular type and then taking action based on the type of content (monitoring, warning, blocking, etc.).

It is important to note that the development of technical methods (self rating systems, phrase detection systems and especially third-party filtering systems) is only one of many solutions such as government restrictions, parental guidance, proof of age or other shielding systems for promoting safer use of the Internet. 

For instance, the values that parents can teach their children when selecting content on the Internet are without doubt the best approach for protecting children against prejudicial content. However, it is widely recognised that this is not always possible as parents are not always at home or available when children may be accessing the Internet. For this reason, a number of filtering and content rating systems have been developed as tools for parents and supervisors of children for managing use of the Internet.

In the study, filtering software products will mainly apply to filtering contents on web sites, and sometimes, when possible, newsgroups, discussion mailing lists and IRC chat forums. It should be noted that it might be difficult to test third-party filtering systems on IRC Chat forums as addresses generally change rapidly to avoid detection, especially when prejudicial content is involved.

0.3.2 Geographic scope

The study covers the field testing of five third-party filtering and rating systems in six different Member States:

· Finland,

· France

· Germany

· Italy

· Spain

· the UK

The six EU countries selected represent the variety of European characteristics with regard to culture, population pattern and Internet use as follows:

Finland has the highest penetration rate of Internet hosts in the world, and is representative of the culture of northern European countries;

Germany and the UK have the highest absolute numbers of Internet users in Europe;

France has an average penetration of Internet usage, and the legacy of the Minitel experience has created general familiarity with on-line services that is unique in Europe;

Italy and Spain have a lower penetration of Internet but strong rates of growth; they are representative of the potential of southern Europe and the specific problems and barriers to entering the digital age. 

0.3.3 User targets

The tests will be carried out in each country on a small sample of users representative of the following groups, which each have different needs and requirements for content filtering: 

· parents

· teachers

· children between 10 and 15 years of age, representing the age group more likely to use the Internet independently and who need protection from exposure to dangerous content. In the case of children, the test of third-party filtering systems will mainly concern the effectiveness of systems according to selected criteria for rating and the question of how children can bypass the filtering systems to access prejudicial contents on the Internet.

0.4 Structure of the report

The final report is divided into three main parts or work packages as follows:

· PART I: analysis of existing information/work on self-regulation actions on promoting safer use of the Internet and comparative analysis of competitive third-party filtering and rating software and services;

· PART II: performance of field tests and assessment of selected competitive filtering software and services;

· PART III: results and recommendations.

PART I: Overview of existing filtering and content rating systems and services

1. The different approaches used to filtering and content rating

Safe use of Internet is essential for establishing trust and confidence among users. By far the largest proportion of Internet content is intended for totally legitimate business of private information purposes. The Internet has become a powerful element in social, educational and cultural fields. However, like all other communication technologies, the Internet may carry illegal and harmful information. 

As far as illegal and harmful content is concerned, it is necessary to find the right balance between ensuring the free flow of information and guaranteeing protection of the public and especially children from abusive forms of marketing, violence, explicit sexual content, etc.

All the parties involved in providing content on Internet are subject to their respective national laws. Most EU member-states have taken action in this domain, mainly by modifying their legislation
. However, legal responsibility is not sufficient for effective protection of end-users and minors.

In fact, there is still considerable divergence in the approach to the problem within the European Union
. In recent years, many individuals, industry bodies and community organisations have considered the issue of children and the Internet and the opportunities related to filtering and content labelling in Europe, the United States and Japan. 

The typology of the players is as follows: 

Policy makers: (EC, International organisations, governments, etc.)
· These include government authorities, international institutions and bilateral and multilateral organisations.

They define the legal framework and the essential requirements (or the public interest requirements) with which the market players and their products or services must comply. 

In Europe and Japan mandates can also be given to official standardisation bodies. More and more policy makers have an incentive role to develop self-regulation.

Official or Private Standard setters
· These include official or private standardisation bodies

They develop official or de facto standards to meet the needs of the market. In Europe, official standards have official recognition under Community Law (Directive 83/189 as amended).

Market players: (software publishers, ISPs, ISPs associations, telecom companies, consumer associations, family associations, etc.).

· These include industrial or commercial players as well as user groups, sometimes organised as private bodies: open industrial consortia, closed industrial consortia and major companies, industrial or commercial lobbying groups, non-commercial lobbying groups, etc. 

· They may develop private standards or self-regulation solutions (codes of conduct, memoranda of understanding, etc.).

Market players include consumer associations, family associations and civil liberties groups participating in the definition of market requirements. They generally have strong lobbying activities, especially in the US.

1.1 Policy makers

In this section, all relevant work and especially non-regulatory actions concerning protection against harmful content on the Internet will be appraised and identified to provide more information about interesting initiatives concerning the promotion of safer use of the Internet. We do not claim to provide exhaustive coverage but outline the most significant initiatives concerning filtering and content rating. Law enforcement policies are not covered or only partially covered in the study. That does not mean that law enforcement policies are not relevant. Indeed, a combination of restrictive measures together with voluntary action can afford the best protection for users. However, this study is mainly focused on reviewing the existing self-regulatory initiatives that have been implemented in the most advanced countries in order to tackle the problem of promoting safer use of the Internet.

1.1.1 The European Union

Self-regulation on a national, European and international level is an increasingly developed approach 
. For the European Commission, it is crucial to encourage self-regulation and the development of codes of conduct in the issue of the filtering of illegal and harmful content. 

Following the resolution adopted by the Telecommunications Council on 27 September 1996 which aims at prohibiting the broadcasting of illegal types of content on the Internet, the European Commission released a statement entitled "Illegal and Harmful Content on the Internet"
.

This statement, dated 16 October 1996, emphasised the "highly decentralised and trans-national nature of the Internet" and recommended a "co-ordinated answer at the European and international level". It rejects any system of control founded on the blocking of access combined with the compilation of a blacklist of sites, considering that "this type of restrictive system is inconceivable in Europe because it would seriously affect individual freedoms and political traditions". In addition, it would run contrary to the principle of freedom of trade, which governs the legal framework of the domestic market.

It states that it is for the use of filtering software installed on the users' stations and which would enable parental supervision. This is a pragmatic solution that would ensure respect of the different sensibilities of different families and cultures without hindering the free circulation of information. The statement emphasises the effectiveness of the PICS software (Platform for Internet Content Selection).

While inviting the industry "to form a common platform for the use of filtering systems within the Community", the Commission encourages European service providers to adopt their own code of conduct and asks the access providers to be involved with the self-regulation process by setting up "signalling" mechanisms through "hotlines".

On 28 November 1996, the Telecommunications Council met in Brussels and confirmed these guidelines. The ministers deemed that the co-ordination of the self-regulatory bodies must be facilitated at Community level.

On 24 April 1997, the European Parliament adopted a resolution confirming the conclusions made by the European Commission. The latter was to present an operational plan to the Telecommunications Council on 2 October 1997.

Following the Communication regarding the Action Plan on promoting safe use of the Internet in December 1997, the European Commission encouraged the provision to users of filtering mechanisms and the development and setting up of labelling systems
.

On 31 December 1998, the Council of the European Commission approved an Action Plan on promoting safer use of the Internet by combating illegal and harmful content on global networks 

In 1999, the European Commission launched the Preparatory Action Plan for Promoting Safe Use of the Internet and encourages the use of filters by either individuals or ISPs. At the same time, the European Commission is funding the creation of a European hotline network for reporting harmful or illegal content through INHOPE Forum in the Daphne.

1.1.2 International Institutions, organisations and forums

International institutions, organisations and numerous forums play an active, crucial role in helping politicians, industrials, educational institutions and consumer associations to meet and discuss self-regulatory issues related to filtering and content rating.

1.1.2.1 OECD/BIAC

For several years, the OECD has organised several forums to discuss the problems self-regulation of illegal and harmful and Internet content. In March 1998, a 'Forum on content Self-Regulation' was held jointly by OECD/BIAC. A document entitled 'Approaches to Content on the Internet' was issued in October 1998
.

1.1.2.2 UNESCO

The United Nations Educational, Scientific and Cultural Organisation (UNESCO) commissioned a report on 'The Internet and some International Regulatory Issues Relating to Content'. This was conducted by the Australian Broadcasting Authority (ABA). The study examined the impact of online services, particularly in relation to content, in Australia, Malaysia, Singapore and the United Kingdom. The study found that despite differences in approach due to different political, cultural and religious values, all four countries have placed emphasis on industry responsibility in the way they approach the issue. UNESCO also held a conference in January 1999 on issues regarding illegal content on the Internet.

Non-European Governments

USA

Unlike Europe, which is exploring a combination of different approaches (law enforcement, self-regulation, technical tools for filtering and rating content and parental guidance) in promoting a safer use on the Internet, the passing of the 'Communications Decency Act' in 1996 in the US has led software publishers to develop technical solutions and create a large and intense debate among civil liberties groups.

In the US, the private sector has played a leading role in the expansion of Internet-based services. The Clinton administration believes that the market force should continue to drive Internet developments. In July 1997, President Clinton convened a meeting of industry, parent, teacher organisations and government representatives to work together to create a family-friendly Internet without impeding the constitutional guarantees of free speech and free expression. The administration’s plan calls for:

· the provision of easy-to-use blocking, filtering and labelling technology for parents and teachers by the Internet industry,

· the enforcement of existing laws that protect children online by the Administration,

· greater involvement by parents and educators in the use of the Internet by children.

The most significant initiatives come from the private sector that developed filtering solutions to address these issues. For instance, the Platform for Internet Content selection (PICS) represents an industry-wide response to a desire to regulate content in the Internet. Moreover, a number of independent rating systems has been developed which can operate using PICS platform for content filtering. 

However, the non-profit sector is also very active both in protecting children against illegal and harmful content and preserving freedom of speech. 

Japan 

In September 1996, The Japanese Ministry of Posts and Telecommunications (MPT) formed the Study Group for the Advancement of the Condition for the Use of Telecommunications which published a report in December of the same year. This report recommends:

· the formation of guidelines by Internet providers, and

· the rating of illegal and harmful information and promotion of the development of filtering systems which block certain ratings of information.

At the same time, The Japanese Ministry of International Trade and Industry (MITI) has focused much of its attention on supporting the activities of the Electronic Network Consortium (ENC) (see below).

Australia

In August 1995, the Federal Minister for Communications and the Arts directed the ABA (Australian Broadcasting Authority) to conduct an investigation into the content of on-line information and entertainment services including services on the Internet. The report considered the issue of content labelling and recommended that a Task Force be established to consider this issue and the implications for Australia.

Since then, the ABA, the regulator of on-line services, has established a Children and Content On-Line Task Force that met for the first time in February 1998, to consider the issue of content labelling. The Task Force also took into account the need to ensure that Australian content providers and users of the labelling systems are not disadvantaged in terms of both having Australian content accessed by users around the world, or enabling Australian users to access a wide variety of material when using software filters.

The ABA has also made recommendations that a substantially self-regulatory environment for online and Internet services be developed in Australia. A major action is the development of industry codes of practice for service providers. One of the items that could be included in the codes is the provision of information for users on filter software products and labelling systems which are available to parents to limit children's access to material that may be unsuitable for them.

But the Australian government plans to reinforce legal measures to protect Australian citizens and children against illegal and harmful content on the Internet despite concrete facts which show that illegal Internet content comes mostly from other countries
.

1.1.3 Conclusion

In general, policy makers have a strong willingness to promote and favour self-regulation, especially through filtering and content rating technical solutions. It can be considered that Europe has adopted an open approach from the beginning and decided to explore all existing possibilities to combat illegal and harmful content on the Internet (law enforcement, self-regulation and end-user empowerment). 

In the USA, the relative restrictions of the Communications Decency Act of 1996 have certainly had a strong impact on both the Internet industry in stimulating the development of many filtering and content rating systems and labelling standards. However, it has also led end-user associations, and especially civil liberties groups, to actively challenge (successfully so far) this legal approach  which they consider limits freedom of speech. 

1.2 Private Standard setters

As far as different voluntary actions are concerned, numerous non-regulatory instruments exist that can be classified as:

· standards,

· labels, voluntary warning systems (i.e. hotlines),

· codes of conduct, 

· labels, information, campaigns, press,

cancelled labels, blacklists, negative advertising.

The following initiatives are noteworthy in the filtering and rating domain.
W3C

W3C, standing for Word Wide Web Consortium, has developed the PICS standard (Platform for Internet Content Selection) in collaboration with many industrial parties and with the support of the EC.

Created in 1994, W3C has 275 members who are companies, non-profit organisations, industrialists and public bodies from all around the world. Although a PICS solution is available, the infrastructure needed for the implementation of PICS is in the process of being defined. This infrastructure is likely to include service providers in charge of developing and distributing the labels (see section 3.11).

The Internet Content Rating Alliance

The Internet Content Rating Alliance (ICRA) was formed to design and implement an internationally acceptable rating and filtering system for Internet content
. The ICRA Mission is to develop an internationally acceptable rating system which provides Internet users world-wide with the possibility of limiting access to content they consider harmful, especially to children.

ICRA first came together as the International Working Group on Content Rating (IWGCR) in July 1997 as the issue of content rating and filtering was emerging in Europe, North America and the Pacific Region. ICRA members include RSAC, Eco Forum (a German Association of ISPs), Internet Watch Foundation (IWF), ABA (The Australian Broadcasting Authority) and ChildNet International, who were all members of the International Working Group on Content Rating.

ICRA's mission is based on the following principles:

· a voluntary and internationally acceptable rating system according to which users, and especially parents, can protect minors from unsuitable content if a critical mass of content can be rated. To do so, content providers should voluntarily rate their sites with a rating system widely recognised by users and developed in a large number of countries;

· a rating system that empowers users to freely choose content while protecting free speech. The decision to self-rate should be made at the discretion of content creators and publishers;

· the rating must be as objective and culturally non-specific as possible. The categories employed need to be sufficiently broad to meet the key concerns of users, especially parents, from around the world and the system must enable them to set their own parameters to block access to content about which they are most concerned;

· the international rating system should be easy to understand, easy to use, free for users and be able to set profiles according to criteria taking into account familiar national or community standards;

· provide friendly systems to enlist the support of content providers in voluntarily rating their sites. For this reason it should be not-for-profit, easy to use, automated and easily able to deal with updates and changes to a site;

· quality control to ensure that the system maintains credibility with users, governments and content providers. Authentication and verification procedures will have to be adopted to provide controls such as random checks of new labels, investigation of user complaints and use of a web crawler ;

· categories and levels based on broad categories of community concerns, such as sex, violence, nudity and language, along with others. The categories, levels and definitions should be consistent with the current RSACi system in order to maintain continuity and maximise the number of readily rated sites;

· as much adaptability as possible to ensure that it can interact with new services as they emerge. As far as possible the rating software will be kept reverse-compatible with previous versions, including the current RSACi version
.

Except for W3C, few international organisations have really worked on the standardisation issue regarding filtering and content rating. However, with growing numbers of Internet users, the issue of the standardisation of filtering and rating tools and procedures will become increasingly crucial. Most existing systems are proprietary rating systems compliant with the PICS standard but do not provide harmonised rating categories and criteria, although rating remains a sensitive issue. The initiative of the Internet Content Rating Alliance (ICRA) to implement international acceptable filtering and rating systems, and especially the RSCAi systems, is a way of developing a de facto “open” standard.

1.3 Market players

Market players play a major role in taking many initiatives to protect children and end-users in general from illegal and harmful content, as law enforcement has its limits.

1.3.1 Commercial/industrial lobbies

In view of the rejection of regulatory methods founded on government censorship, a large number of online industry associations around the world have undertaken a variety of industry self-regulatory initiatives, including drafting codes of conduct and implementing hotlines and complaint procedures (Austria, Belgium, Denmark, Greece and Sweden). 

1.3.1.1 Hotlines

The most significant examples concern the implementation of hotlines in the Netherlands and in the UK. These hotlines were founded on close collaboration between the network service providers and government authorities. 

The NLIP in the Netherlands

The Netherlands was one of the first European national governments to adopt regulatory measures concerning the type of content broadcast via the Internet within the country. In January 1996, the main association of access providers, the NLIP, created a foundation in charge of managing a hotline, a phone number that enables any citizen to report the existence of child pornography images on the network. A second hotline is for reporting racist messages. Once an illegal document is detected, its origin is determined and the experts of the foundation contact the persons responsible urging them to cease the practice. If they do not comply, the police are contacted. The Ministry of Justice has expressed its support for this initiative, which has also received favourable response from Internet users.

The Dutch hotline has been operating quite successfully since June 1996, resulting in a substantial reduction of the amount of child pornography pictures distributed from Holland and resulting in the actual prosecution of authors, in close co-operation with the police. The NLIP has no government funding, and the service providers pay for its operating expenses directly. The hotline was established through a public/private sector partnership, which is a structure well adapted to Dutch culture and is similar to procedures used in other sectors.
ChildNet International

Although it is not a commercial organisation, Childnet International is an another interesting initiative supported by the European Commission and which concerns the development of a European Network of Hotlines. ChildNet International, a non-profit organisation based in London and funded by foundations, trusts companies and concerned individuals, has been entrusted with the task of implementing The Internet Hotline Providers in Europe Forum (INHOPE Forum), a network of hotlines throughout Europe. Hotlines have acquired an important role in supporting the Internet industry, law enforcement bodies and users in the identification and the removal of sources of illegal material.

The Internet Watch Foundation 

Another example of self-regulation framework in the UK is the creation of the Internet Watch Foundation
. The work conducted in the United Kingdom is particularly advanced and has led to concrete action in collaboration with the police.

Joint efforts between Internet service providers (UK ISPA), professional associations (London Internet Exchange) and the police with the support of the UK government have led to the formation of a self-regulation body, the Internet Watch Foundation (IWF). This body is financed by the private sector. Its main goals include:

· preventing the Internet from being used for the broadcasting of illegal material,

· providing users with technical mechanisms which enable them to protect themselves and their children.

The IWF has set up a consulting body whose members include representatives of Internet users service providers, content providers, regulators for other media and government officials with a view to establishing a codification system for Internet users in the United Kingdom. But experience has shown that the vast majority of the illegal material reported to them appears to have originated outside the UK. IWF has therefore begun to regard international co-operation as a priority. Aware of the need for international co-ordination, IWF has also maintained contact with specialised codification bodies in Europe, Australia, Japan and the US.

Finally, working with European partners, the IWF has launched the INCORE initiative (Internet Content Rating for Europe) which aims at promoting a European approach in this domain. It is focused on creating a generic rating and filtering system suitable for European users
. This initiative intends to:

· create a forum of interested groups to investigate content rating (identifying illegal and classifying legal material)

· link self-regulatory bodies as hot-line organisations

· consider European input into world-wide standards

It is currently funded by the European Unions’ Action Plan for Promoting Safer Use of the Internet and is also linked to the International Content Rating Alliance (ICRA).

Existing codes of conduct

Discussion was initiated in several countries, mainly at the national level, between representatives of Internet user associations and industrial groups (mainly representatives of Internet service providers) and led to concrete, encouraging results. However, these actions are still very much pilot operations and the practices defined are very much national in nature.

In many European countries, ISPs remain liable for content hosted on their servers
. When new laws regarding the Internet are passed, they often target the provider. In August 1997, Germany passed a law enabling the prosecution of Internet providers for illegal content on their networks as long as they know it exists and that it is “technically possible and reasonable” to block it
. A similar law exists in France and in the UK. 

To protect themselves from the consequences of rigid law enforcement and to ensure better protection of users from illegal and harmful content on the web, most national ISP associations in Europe decided to defend their interests under the banner of the European Internet Service Providers Associations (EuroISPA).

European Internet Service Providers Associations (EuroISPA)

Internet services providers (ISP) have a key role in giving users access to Internet content and remain liable for an item of content hosted on their server. But the situation is not as simple as that. In fact, in July 1997, the 'Bonn Declaration' already underlined the importance of clear definition of the relevant legal rules on responsibility for content of the various actors in the chain between creation and use. The Declaration recognised the need to make a clear distinction between the responsibility of those who produce and place content in circulation and that of intermediaries such as the ISPs.

EuroISPA consists of ten national Internet Services Provider (ISP) associations: (AFA, France; AIIP, Italy; An Pro Tel, Spain; ECO-Forum, Germany; NLIP, Netherlands; ISPA- Belgium; UK-ISPA; ISPA-Finland; ISPA-Austria and ISPA Ireland) which together represent over 400 European ISPs. Located in Brussels, EuroISPA is the world’s largest ISP association. 

One of the main objectives of EuroISPA is to help deliver the benefits of Internet technology and empowerment to individuals, while at the same time meeting the legitimate concerns of parents and others responsible for the weaker members of society. 

Most EuroISPA Members, for example in Belgium, France, Italy and the UK, have drawn up a code of conduct. Some rules exist to protect minors from accessing prejudicial information available on the Internet. For instance, The Association des Fournisseurs d’Accès et de Services Internet (AFA) in France has refused subscriptions to minors unless authorised by a person with parental authority. Moreover, AFA Members offer other solutions to users enabling them to filter content on their PC (by PICS or CyberPatrol for example) even before the corresponding contents are sent out over the network. 

In the UK, the code of conduct of UK ISPA recommends that Members provide guidance to customers about the availability of tools which may assist them in filtering content. This code of conduct follows the best industry practice in offering customers filtering software or in providing the police with a 24-hour point of contact. 

Although Internet Service Provider members are not responsible for the contents placed on line by their users, in practice they can detect content that is manifestly illegal using several methods:

· following up the criticisms of users (hotlines)

· commitment of subscribers to respect national low and more generally to respect the rights of other people

· monitoring the pages most frequently consulted (and directly linked sites)

· automatic detection of suspicious words, but the effectiveness of software detection is reduced as soon as those responsible for the monitored sites have knowledge of the “suspicious” words looked for by the access provider computer program. In fact, the monitoring of the most frequently consulted pages and the follow up of the criticism of users make it possible to detect most manifestly illegal contents, but not all contents.

Depending of the location of illegal contents on the network, in discussion groups or by direct messaging (IRC), ISP members generally request to user or content provider to change the content in question or their attitude. If such a request proves to be insufficient, the access provider gives notice to the users to change his attitude or content and if necessary to delete the content at fault or terminate the subscription. However, filtered contents or sites may still be available for consultation through other access providers in other countries.

Telecom Service Association of Japan (TELESA)

In Japan, the Telecom Service Association of Japan (TELESA), a group comprising 18% of Japanese Internet Service Providers, also introduced the TELESA Guidelines for Codes of Practice for Internet Service Providers. The guidelines were developed in part with the increase of the diffusion of harmful content and other criminal activity on the Internet. The guidelines aim to protect users and to provide the industry with a framework for self-regulation. The main parts of the guidelines highlight the fact that ISP should use systems which enable parents or guardians to take measures to protect children.

Electronic Network Consortium (ENC)

A Japanese organisation, the Electronic Network Consortium (ENC), a trade organisation of more than 90 members including major online service providers in Japan, is dedicated to solving the various problems that ISPs encounter, has developed self-regulation activities especially by developing ENC guidelines for service providers and users. This large organisation promotes the provision and dissemination of blocking capabilities available to Internet users. In September 1997, the ENC developed a filtering system in accordance with the PICS platform. In addition to promoting third-party rating, ENC has called on teachers and parents to assist in rating and the use of filtering software. 

Western Australia Internet Association (WAIA) /South Australian Internet Association (SAIA).

In Australia, several Internet associations have developed codes of conduct, and especially the Western Australia Internet Association (WAIA)/South Australian Internet Association (SAIA).

Electronic Frontiers Australia (EFA)

Electronic Frontiers Australia (EFA), a member of the Global Internet Liberty Campaign (GILC), is worried that the kind of “self-regulation” consisting of currently obliging ISPs to promote filtering and content rating would force ISPs into an enforcement role to control their users. Moreover, the organisation questioned the incentives for content providers to self-rate, and suggested that promoting self-rating mechanisms as a way of solving problems could lead to a false sense of security. Members of the organisation are more in favour of parental empowerment and education as an alternative solution. The organisation does not therefore agree with the recent governmental measures aimed at reinforcing the protection of Australian citizens and especially children against illegal or highly offensive material when such measures were considered inappropriate even in Malaysia.

1.3.1.2 Industrial lobbies

Bertelsmann Foundation

The mission of the Bertelsmann Foundation is to facilitate the development of an integrated system of approaches to dealing with harmful and illegal content on the Internet through self-regulation.

To do so, the Bertelsmann Foundation plans to create an International Network on Content Self-Regulation that comprises the key players in four areas of responsibility (Industry, Self-Rating, Hotlines and Prosecution) in each of the main Internet regions: North America, Europe and Asia Pacific. The operational goals of the network are to:

· identify “Best practices” within each area of responsibility,

· initiate and support the process of co-operation and co-ordination between the areas,and support each initiative within the areas of responsibility by implementing the development concepts in workshops.

Non-commercial lobbies

Many consumer and education associations, family associations and communities have decided that the best approach is one that emphasises acceptable use policies and Internet education programmes. Some 'maximalist' organisations simply have rejected the use of filtering software as ineffective and contrary to educational objectives. They prefer to instil values rather than install filters.

1.3.1.3 Consumer associations

Project OPEN (Online Public Education Network) is a joint effort by the National Consumers League (NCL), the Interactive Services Association (ISA) and leading online and Internet service companies (AOL, AT&T, Microsoft Corp. and NETCOM Online Communications Services). Project OPEN’s primary mission is to help consumers understand how to use online and Internet services in an informed and responsible way. The partners of Project OPEN provides educational tools and resources to promote safe computing for children and others users and an advanced online consumer protection. A brochure was published called “How to Get the Most Out of Going Online” which introduces parents to software tools that can be easily programmed to restrict the sites children can visit on the Internet. 

1.3.1.4 Other end-user organisations

Cyber-Rights & Cyber-Liberties
In the UK and also in the US, end-user organisations and especially civil liberties groups are very active in questions of regulatory activities regarding filtering content on the Internet. Cyber-Rights & Cyber-Liberties is a non-profit civil liberties organisation founded on 10 January 1997. Its main purpose is to promote free speech and privacy on the Internet and increase public awareness of these important issues. Cyber-Rights & Cyber-Liberties (UK) started to become involved with national Internet-related civil liberties issues following the release of the DTI white paper on encryption in June 1996 and the Metropolitan Police action to censor around 130 newsgroups in August 1996. 

Cyber-Rights & Cyber-Liberties covers such important issues as the regulation of child pornography on the Internet and the UK Government’s encryption policy. The organisation provides up-to-date information related to free speech and privacy on the Internet. Cyber-Rights & Cyber-Liberties (UK) is a member of various action groups on the Internet and also a member of the Global Internet Liberty Campaign which has over 30 member organisations world-wide
.

The Citizens Internet Empowerment Coalition (CIEC)

In the USA, the passing of the Communications Decency Act in 1996, part of the Telecommunications Act, created a large of number of initiatives from industrialists. Since then, they have developed technical facilities for filtering and content rating. At the same time, diverse civil liberties groups started to challenge the legal approach of the US government on the issue of illegal and harmful content and also the different approaches used to filter and rate content on the Internet. 

For instance, Citizens Internet Empowerment Coalition (CIEC) members believe that parents, not the United States Government, are the best and most appropriate judges of what material is appropriate for themselves and their children. CIEC is a large and diverse group of Internet users, businesses, non-profit groups and civil liberties advocates who share the common goal of protecting the First Amendment and the viability of the Internet as a means of free expression, education, and commerce. 

Other Civil Liberties groups 

Civil Liberties groups also challenged the new Child Online Protection Act (COPA, also known as "CDA II"), which became law in November 1998 under President Clinton's signature, on the grounds that the law is unconstitutional because it censors valuable online speech. Many of these groups banded together in 1996 to fight the original Communications Decency Act, which sought to outlaw "indecent" material on the Net, and were dismissed by the U.S Supreme Court
. Groups such as the American Civil Liberty Union (ACLU), the Electronic Privacy Information Centre (EPIC) and the Electronic Frontier Foundation (EPIC) joined the Internet Content Coalition, OBGYN.Net, Philadelphia Gay News and Salon Magazine to begin the court battle
. The law, which came into force in April 1999 makes it a federal crime to knowingly transmit commercial material deemed harmful to minors via the Internet.

These organisations are also opposed to the “Internet School Filtering Act” approved by the Senate Commerce Committee on March 1999. The bill would require schools and libraries receiving federal “e-rate” Internet subsidies to certify that they are using filtering software designed to prevent minors from accessing “inappropriate” material
. 

According to these organisations, including the American Library Association (ALA), this bill raises serious constitutional questions. Several studies have found that filtering programmes block much valuable educational material. Some filtering systems even block access to web sites created by elementary schools for elementary school children.

The ACLU urges the industry to develop products that provide maximum user control. For example, all users should be able to adjust the products to account for the varying maturity level of minors and to adjust the list of blocked sites to reflect their own values.

1.3.1.5 Parent, family and teacher associations

America Links Up

Meanwhile, numerous initiatives were taken by various groups to educate and guide children in the use of the Internet. In September 1998, a coalition consisting of the largest providers of Internet services and children's programming and the leading education and children's advocacy organisations launched America Links Up
. This is a multi-million dollar Internet education campaign with the goal of making the Internet experience rewarding and safe for children. This campaign will raise awareness, deliver information and provide technological and non-technological tools to empower parents and other caregivers to provide guidance for their children online. 

This awareness campaign includes: 

· the creation of comprehensive, user-friendly web sites to help parents, teachers, and children and to provide resources for parents seeking safe sites and guidance on Internet safety;

· a technology toolkit to teach caregivers about affordable and easy-to-use tools that can be used to guide children online. The technology toolkit is an encyclopaedic listing of products available in six different types of online technology. They consist of filtering software, search engines, PICS labels, monitoring mechanisms, blocking tools, and content advisors;

· a safety video will also be distributed to every school in the country. 

Several family associations in the USA have also developed web sites to promote safe use of the Internet and protect children against illegal and harmful content
. Unlike civil liberties groups, some conservative organisations such as the Family Research Council, the National Family Legal Foundation, Oklahomans for Children and Families in the US are in favour of stricter law enforcement to ban harmful web sites on the Internet.

Conclusion

In the light of analysis of the various initiatives in different countries, politicians are in general aware of the need to tackle the issue of illegal and harmful content on the Internet. However, the approaches differ slightly between Europe and Japan on the one hand and the US and Australia on the other. In the US, the legal framework was relatively restrictive especially on pornography, criminal acts, hate speech. At the beginning, the CDA have criminalised distribution of undesirable content over the Internet. But the Supreme Court struck down the CDA in July 1997 and rejected approaches used for radio and phone, instead considering that the Internet is a new medium that requires its own forms of regulation.  Although national efforts to regulate Internet content have received the most attention, attempts to control content over the Internet are not restricted to these matters. In Europe and Japan, the approaches are more differentiated, with strong emphasis on self-regulation and the promotion of awareness among end-users.

The majority of national ISP associations, content providers and other players in Europe have taken major initiatives to promote and implement self-regulatory actions such as hotlines and codes of conduct. Such initiatives provide them with better control of the Internet content hosted in their servers and also enables them to “protect” themselves from possible sanctions applied by law enforcement bodies. Moreover, the implementation and the development of filtering and rating mechanisms create trust among end-users and better targeting of services for subscribers. However, in the race to develop technical solutions, the US Internet industry developed de facto standards first and is now a length ahead in successfully marketing filtering and rating tools world-wide. 

As far as end-user organisations are concerned, powerful US lobbying organisations, (especially civil liberties groups and family and teacher associations) have so far successfully challenged legal actions to protect freedom of speech and minority rights (gays, lesbians, etc.). Moreover, US teacher and family associations are very active and mobilised to combat pornographic web sites. It is true that pornographic content remains a major  issue in the US as well as in Australia. In Europe, this is not as burning an issue as terrorism, racial hate or drug problems. 

The lack of awareness in the education sector and in general among  consumer associations in Europe concerning the issue of illegal and harmful content on the Internet, except possibly in the Netherlands and the UK, should be noted. Despite the existence of active associations combating child pornography and paedophilia on the Internet, end-users, and especially teacher and family associations, are still relatively weak in Europe and cannot play a significant role in the education of end-users and pupils and debate the effectiveness of filtering and content rating systems to protect children against illegal and harmful content. 

2. Third-party filtering and content rating systems

2.1 Main definitions

In the electronic data context, the terms 'labelling', 'rating' and 'filtering' are often used in an inappropriate or confusing way. Prior to analysing the existing filtering and rating content systems in Europe, it is important to distinguish between them clearly and to understand the relationships between the three concepts.

2.1.1 The role of labelling

The labelling concept is not directly within the scope of the study. However, it is important to bear in mind the fact that rating and filtering are specific applications of labelling.

The purpose of labelling is to provide information about data that are contained in a file. Labelling provides data about data (metadata). The function of labelling is to help the user to identify the content and enable him to decide whether or not he wishes to go further and open the file and access the content
.

In a labelling system, key issues are the relevance and the significance of information provided in the label. It is important to bear in mind that regardless of the information in the label, it is ultimately the user who decided whether ot not to trust the veracity of the information provided in the label or to choose to ignore it. The filtering process can be based on evaluation of details included in the label attached to the file. 

Developed by W3C, PICS, standing for “Platform for Internet Content Selection”, refers to a set of standards that define a language for describing the content of documents available via the Internet. The PICS language enables web page authors or third parties to create a “label” describing the content of the document. PICS is “value neutral” in the sense that it does not specify the content of labels but simply their format and how they can be transmitted. The web page label may be stored and transmitted with the document. Labels may also be transmitted separately by other Internet web server. Such web servers are called “label bureaux”. PICS filtering schemes selectively allow or block content based on the rating of each page according to a particular rating system and the criteria established by a user or administrator. 

PICS resulted from the movement to protect young people from accessing questionable material on the Internet. However, other uses for labels could include information on encryption, identification of documents, authentication of a document and its contents, peer reviews of articles and copyright information. 

2.1.2 Content rating systems and services

A rating system is merely a set of rating categories and the rating values defined within each category. Rating is defined as a “process of assigning values to content based on certain assumptions/criteria”
. The result of the process can be stored in a variety of ways—in a label, as a banner, as a flag, etc.—and can be used in a variety of ways and in particular for filtering.

A distinction can be drawn between two basic approaches to content rating:

· self-rating: in this case, the content provider evaluates his/her own content;

· third-party rating, in which interested organisations (consumer associations, parent associations, etc.) provide third-party evaluation of content published by others. In PICS terms, third parties are referred to as “rating services”.

The criteria used for classifying content—categories and graduations within each category—are fundamental in rating. The different rating categories generally cover sex, nudity, violence, drugs, bad language, racial hatred, terrorism, etc.

Content rating systems use, as far as possible, neutral criteria that do not reflect particular cultural perspectives and that cater for all the possible variations of the context in which they are applied. However, content rating systems cannot provide a comprehensive assessment of all possible assumptions and criteria that can be applied to a particular context. 

In fact, content rating systems raise various questions such as the applicability of assumptions. Criteria are often context-dependent and related to who the information is being made available to, for what purpose the user is accessing the information and under what conditions the user is accessing this information.

2.2 Filtering mechanisms

Filtering existed prior to the advent of the Internet. However filtering is is gaining in importance as increasing quantities of images and texts transit via the web. Some content is specially designed for children and much Internet content is suitable for audiences of any age range. Nevertheless, it is widely accepted that some Internet content may be unsuitable or harmful for children, although it may be suitable for adult audiences. Unfortunately, the Internet may also make available material that is sexually explicit or violent and considered as being illegal or harmful.

A filtering system selectively allows or blocks content based on the rating of each page within a particular rating system and the criteria established by a user or administrator. Most filtering systems can block access or make content inaccessible to a particular computer. They can also provide a broad range of actions ranging from suggesting to actually blocking access to Internet content that can be considered as illegal or harmful to the users
. For example, some software products offer additional features such as auditing all on-line activity, including listing sites which have been accessed during a certain period, restricting the amount of time spent online and limiting access to some services such as bulletin boards.

In fact, there are five main types of filtering action based on the characteristics of online content that can be summarised as follows:

Filtering mechanisms
Type of Action
Filtering systems

Suggest
Recommend appropriate content for children
Cyber YES list, Bonus.com

Search
Select content that is appropriate for children and matches a query
Cyber Patrol, Cyber Snoop, NetNanny

Monitor/

Track
Record for later inspection a list of content accessed or that the user has tried to access 
Cyber Snoop, Cyber Patrol

Warn
Provide information about content and disapprove the content before it is displayed


Block
Prevent children from accessing content. Most filtering software provides this function.
CYBERsitter, Cyber Snoop, Net Nanny, Cyber Patrol 

The mechanisms that implement the actions listed in the chart above may be located in a variety of places in a computer system, including:

· the PC

· LAN, proxy server

· ISP

· remote server

· search engine

For testing third-party filtering systems, mechanisms/software can be located in a variety of places in a computer system according to the user targets.

· Parents: located in the user’s personal computer

· Child: personal computer at home or LAN in situations involving networked PCs such as schools

· Teachers: personal computer at home or LAN at school

Two main different kinds of filter can create and add URL filters and label filters depending on user profiles. 

In a URL filter, the label system decides whether the filter is satisfied by comparing the URL of the page with the URL setting defined in the filter. URL filters require only one piece of information to decide whether a page is blocked or not—the URL of the page. URL filters are the best solution when the precise name of a web site whose the content should always be explicitly allowed or prohibited is known. For instance, if the label system is used in a classroom setting and the school runs a local web server, the URL filter will immediately pass any web page coming from the school’s web server.

On the other hand, label filters depend on the rating of the page specified by the labelling system for the requested page in order to decide whether the filter is satisfied. One or more tests are defined within the filter: each test specifies that the rating of a page must be greater or less than a certain level for the filter to be satisfied. 

Labels, and in particular PICS labels, may be embedded in the header of a web page or fetched separately from a label bureau. Thus, label filters slow down the serving of web pages because nothing will be returned by the filtering system until the entire page has been downloaded, even for pages that will be blocked from the user. PICS may also have to make a separate connection to retrieve the labels for the requested page from a label bureau. The advantage of using label filters is that they can be created and applied to the millions of web pages on the Internet.

Most filtering systems based on third-party rating, such as CyberPatrol, are compliant with the PICS labelling system. A PICS label is a string of text which tells PICS-compatible software:

·  what web page(s) are being rated,

· what rating system was used to rate the page(s),

· what rating the page has been given,

· where the rating was created (optional),

· how long this rating is valid (optional),

· who created the rating (optional).

Filtering systems generally use proprietary rating systems that have different rating categories and criteria, so labels are specific to a particular rating system. When the content of sites is “labelled”, the user asks for the display of a site and the filtering system checks if the user profile allows access to the type of site described in the label.

2.3 Types of third-party rating systems and services

Third-party rating is an extremely popular method of controlling children’s access to content and it has both the support of the market and free speech advocates. In third-party rating systems, the third party (who rates pages) is an entity trusted by the parents of the consumer (the child) who navigates on the Internet. Indeed, third-party rating systems possess the unique quality of enabling the end user or the parents to choose a rating body whose views correspond to their own principles.

In filtering content, the key issue is to decide what content to filter and how to do this. This is invariably followed by the question of who shall perform the filtering and according to which criteria. In any system of classifying content, it is important to understand who is performing the classification and also what criteria they use. Classification schemes may be designed to identify content that is “good for children”, “bad for children”, or both. It may also be classified on the basis of age suitability or on the basis of specific characteristics or elements of the content.

The issue is all the more crucial when third-party filtering and content rating systems are used. End-users should trust third-party services that rate published content according to community standards or cultural values.

Third-party

experts
A team of information specialists (label bureau), parents, and teachers, consumers and family associations, (CyberPatrol), religious groups.
The programme checks a list of banned Internet sites and denies access to users to visit a site which is on the banned list (blacklisting).

In contrast, the programme checks a list of allowed Internet sites (e.g. “portals” for children), and bars access to a site which us not on the allowed list (white listing).

Local administrators
Parents, teachers or another local 'administrator' (e.g. Cyber Snoop)
Filtering is based on information stored in labels. The programme looks up a rating attached to a particular Web page and bars access to users to visit the page if the rating does not match the parameters that have been set in the filtering systems or the remote server

Survey or vote
Organisations (“Rating Communities”) sometimes uses surveys or votes to classify content
ditto

Automated tools
Tools that help to classify online content (e.g. CYBERsitter, NetNanny)
A search engine checks a list of banned key words/phrases and bars access to a site which contains the banned text.

The amount of information and control that is made available to users varies considerably according to the filtering software vendor. Many vendors do not publish the content rating services that they use. Some provide detailed descriptions of the criteria used for rating and filtering. Some allow users to add sites to the filtered lists either on their own software or by sending sites to the vendor for review and some provide password-protected control so that users can override the filter. 

However, it is noted that the specific results of any rating service and in particular of third-party rating services may be independent of how these results are applied or used for filtering.

Most third-party content rating systems are proprietary systems but are generally compliant with the PICS labelling system. The advantage of third-party rating systems, designed to work in tandem with PICS labelling, can be an answer to problems posed by self-rating systems. Moreover, ratings by an independent third party may reduce the burden of self rating by content providers and reduce inaccuracy and the misrating problems of self-rating. In fact, one of the original strengths of PICS was that a variety of third-party rating systems would develop and users would be able pick and choose from the system that best matches their values. 

3. Key issues related to the use of third party filtering and rating systems and services

Before testing third-party filtering and content rating systems and services and in spite of the benefits of filtering and content rating tools, it is important to assess the pros and cons of these tools designed to meet user requirements, and especially those of parents, children and teachers.

3.1 End users requirements

3.1.1.1 Parents

Parental responsibility. It is important to recognise the need to empower parents to choose the content that they view. Child safety on the Internet begins with responsible parents. Rating systems should not be substituted for parental responsibility to monitor children’s behaviour on the Internet. User-controlled filtering software which gives the consumer the choice provides useful international standards and a code of conduct.

Conditions of access to these products. The problem is thta parents are generally not aware of existing filtering systems on the Internet. Parents are often not as computer-literate as their children. These products should be widely distributed and accessible. The industry should therefore help, educate and thus empower parents. Moreover, this software will be all the more broadly used if it is free, compatible and easy to install. 

Education and transparency of rating processes. Although many filtering vendors disclose their general filtering criteria, they do not reveal the actual lists of blocked sites. Filtering software should be consistent with individual family values and therefore enable the definition of user profiles.

3.1.1.2 Teachers

Partnership with ISPs. Close links between ISPs and schools may help teachers to filter illegal and harmful content and be of assistance in deciding what kind of policies to develop. Moreover, such filtering systems in an Intranet may prevent children from circumventing selected criteria settings of filtering software. 

The results of a survey performed on 275 Australian teachers show that they have an overwhelming desire to control their own Internet access in classrooms and impose their own restrictions on the medium.
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What is more relevant is that the survey demonstrates that content filtering becomes less important as pupils or student move into the older age groups.

Promotion of awareness. As mentioned above, teachers should also be aware of existing software dedicated to filter illegal and harmful content. Actions to promote awareness would seem important to facilitate the use of such products. 

Compatible standards. Filtering systems should be compatible each other if they are to be widely used. However, most of the systems cannot be used with other systems. The recognition of standards can help to develop and sell filtering products on a large scale.

Commercial bundles. PC manufacturers can have an effective impact in promoting safe use on the Internet in bundling filtering software with PCs

Children

Conditions for effective use. It does not make sense to limit access to illegal or harmful content when children can use another computer not equipped with filtering systems. Generally speaking, the systems should limit the kind of information that children are allowed release, such as names, phone numbers, credit card numbers and addresses. 

Positive guidance for children. An increasing number of child-safe Internet sites offer positive guidance to online resources that are especially useful for children.

Resistance to bypass control settings. Systems should be easy to parameter and but the controls set by adults should be difficult to bypass.

3.2 Internet content issues

3.2.1 Respect of ethics, cultural and linguistic diversity

In Europe, it is important to have a range of rating systems to accommodate the needs of different countries and cultures. The existing rating systems on the market tend to be socially conservative that may not suit Europeans. Moreover, human intelligence should be involved in the rating process to allow for contextual information to reflect local community standards in a way that machine indexing and key word blocking cannot.

In fact, the user should be given full control with simple and accessible filtering products and services that enable the user to set the degree of filtering with “ no filtering ” set by default. 
Internet users, and especially parents, should receive positive guidance so that filtering technology can act both as a screen for unwanted content and a lens for focusing on desired content. 

For this, software publishers or rating services must clearly and visibly disclose information so users can make informed decisions according to the rating criteria and processes used. The difficulty is that of finding the right balance between the protection of children from illegal and harmful content and the preservation of freedom of speech. 

3.2.2 Types of content

Filtering and content rating systems are used essentially to protect people and especially minors against harmful content on the Internet but Web sites sometime contain illegal content. The difficulty in developing third-party filtering and content rating systems lies in the definition and classification of what constitutes illegal or harmful content.

In fact, the precise definition of what is illegal varies from one country to another. There is a wholeset of rules in each country that restrain the use and delivery of certain types of content for different reasons. Violation of these rules results in the content being considered illegal.

The 'definition' of harmful content also depends on strong cultural connotations. Various types of content may offend the values and convictions of other individuals. This may be content expressing political opinions, religious beliefs, etc. The difficulty lies in drawing up international standards such that differences in ethical standards between countries are taken into account to a sufficient extent.

We consider that illegal and harmful content raises radically different problems and requires special solutions that can be identified as follows:

· illegal information falls within the responsibility of States; law enforcement policies are implemented to avoid the presence of illegal content on the Internet,

· information involving commercial interests, such as comparative advertising, is the responsibility of commercial organisations.

Harmful content involves the responsibility of parents and individuals. They must choose the information to which they desire access for themselves and their children. Of course, third party filtering and content rating systems can play a major role in helping parents or individuals but upstream market initiatives can also help to promote safer use of the Internet. 

3.3 The limits of filtering & rating systems & services

3.3.1 The biased use of third-party rating systems

It should be noted that third-party rating systems have a number of disadvantages.

· First, filtering systems still may block unrated sites under third-party rating systems. A potential risk with the broad use of PICS as the universal method is the creation of a uniform content rating method. As such, PICS can be built into Internet software as an automatic default with the result that any unrated content on the Internet could be blocked by this default setting.

· Second, when choosing which sites to rate first, it is likely that third-party raters will rate the most popular web sites first, marginalising individual and non-commercial sites. And like the self-rating systems, third-party rating will apply subjective and value laden ratings that could result in valuable material being blocked to adults and older minors. 

· Third, a sensitive issue is the assessment of the transparency of the rating and labelling process. Most of software program producers do not provide information about the rating criteria used or a list of blocked sites. While Internet content filtering and rating software companies provide lists of categories for rating sites, they protect their proprietary databases by keeping the actual Internet addresses on their blacklists secret. Available third-party rating systems have no notification procedure so the content provider may not know that his material has been rated and /or what the ratings are. In addition, there are no arbitration procedures in case of disagreement between the content provider and the third-party ratings. 

· Fourth, with hundreds of new web sites opening every day, it is difficult for any one company or organisation to rate over a million web sites. What might the consequences be if the major filtering systems in the market were to block all unrated content?

· Finally, it is important to bear in mind that cost of rating is not nil. To be efficient, rating systems should regularly update web site ratings. Although most rating services are currently free, there are some fears appear that this will change in time. Moreover, the effectiveness of content filtering or rating software depends on the classification systems used. The fewer the categories used the more generalised the restrictions will be. Too many sites may be restricted or too many sites may be left unclassified. However, the more categories a screening system has, the more a third-party rating organisation can make the appropriate choice.

3.3.2 The biased use of third-party filtering systems

Most Internet rating software companies rate a whole site, a domain or an IP address rather than individual pages. Then, as pages are found to be undesirable, it is easier to add the shortest address to the blacklist rather than URLs for individual pages. The software companies blacklist the rest of the site, the host or the ISP depending on the nature of the other sites and the attitude of the host or ISP. Some companies will blacklist anything by a particular author and some blacklist all files with certain extensions. 

Some rating systems may rate the whole site based on one page (“ Net Shepherd ”). In late 1996, Internet users discovered that CYBERsitter’s blacklist included the National Organisation for Women, Mother Jones magazine and Greenpeace. 

Some civil liberties groups prefer the possibilities of user-based blocking programs such as Net Nanny that parents can use in the home if they wish to limit their child’s Internet access. Each user installs the programme on his/her home computer and turns the blocking mechanisms on or off at will. The programs do not generally block sites that they have not rated which means that they are not 100 percent effective. Unlike self-rating or some third-party rating systems, these products do not usually work jointly with browsers and search engines, so the home user rather than an outside company sets the defaults.

While the use of these products avoids some of the larger control issues with rating systems, blocking programs are not always problem-free. A number of products have been shown to block access to a wide variety of information that many would consider appropriate for minors. For example, some block access to safer sex information or block access to information simply because the content criticises the product or some words such “virgin” can block web sites entitled “Virginia State”. Recently, an anti net filtering product group reported that the SmartFilter blocking programme is “misleading” and in some instances screens the Declaration of Independence, the Koran and other material.

Despite these problems, government and industry leaders alike have enthusiastically and uncritically endorsed the use of blocking sites. 

Comparative analysis

3.4 Product analysis

Our survey deals with software applications that perform two main functions: they block access to Web sites and other resources containing illegal and harmful content (in particular violent or sexually explicit material) and monitor the operations taking place in the PC. 

The applications for Web filtering often include “black” and “white” lists of blocked and suggested sites that are compiled by teams of experts or in co-operation with associations and institutions. Content classification is performed on the basis of specific characteristics or age suitability. Companies sometimes provide a key describing the criteria followed in site classification, even if this is not the rule. The categories that are usually deemed inappropriate for children range from sex and nudity to violence, gambling, drugs, alcohol and tobacco. 

Filtering products allows the user to specify a series of options and to customise the setting of the product itself. This broad flexibility includes allow and block lists, the choice of key words or phrases that trigger an action and the specification of the kind of action (block, warning message, etc.) resulting from access to inappropriate content. 

From a technical point of view, program files range from 750 KB to 8 MB and are easy to install. The system must always be restarted in order to complete the installation successfully. System requirements are usually not demanding in memory, hence computers connected to the Internet have usually the adequate RAM requirements to support a filtering tool. 

In the present section, we describe the methodology we have used and the general features of the different products. The usability and the relevance of the tested tools is then discussed and suggestions made concerning the products that we think are more suitable for field testing.

Methodology

The first step in our study has been the selection of the most relevant software products for third-party filtering. Filtering software products are easy to find using search engines such as AltaVista, Lycos and Yahoo by typing “Internet filtering tools” in the search box.

The most relevant systems for filtering contents have been classified in the following complete list 

1)
Filtering Software

1.1.
Browsers with filtering capabilities (all using PICS)
Alexa


Microsoft Internet Explorer


Netscape Navigator 4.5


1.2.
PICS compatible Filtering Software
Ararat Software - inWebstigator 1.0


Cyber Patrol - Microsystems Software Inc.

Cyber Snoop - Pearl Software


Net Shepherd - Net Shepherd


NewView - Specs for Kids


SurfWatch - Spyglass


Wizguard


1.3.
PICS compatible Filtering Software

Ararat Software - inWebstigator 1.0


Cyber Patrol - Microsystems Software Inc.

Cyber Snoop - Pearl Software


Net Shepherd - Net Shepherd


NewView - Specs for Kids


SurfWatch - Spyglass


Wizguard


1.4.
Black (White) Lists and Text Scan based Software
Access Management Engine (AME)


America Online Parental Controls


BESS The Internet Retriever
 

ChoiceView, CleanScreen


Click and Browse Jr.


CYBERsitter


GuardiaNet


Gulliver's Guardian


I-Gear


KidDesk Internet Safe from EdMark


Kids CyberHighway


Mayberry USA


Net Nanny


Net Rated


NetFilter


PlanetView 


SmartFilter


Surf Monkey
 

SurfWatch


The Internet Filter


The Internet Filter


WatchGuard SchoolMate


WebChaperone with iCRT


WebSENSE


Winguardian - Webroot Software-


X-STOP


Cyber Sentinel


Disk Tracy Parental Internet-Control Software

PlanetWeb Browser


Children's Internet Browser


1.5.
Other Parental Control Tools
WatchDog


Time’s Up!


Triple Exposure


WinWhatWhere


2)
Server Software
2.1.
HTTP Server and Label Bureau (provide PICS labels along with pages)

IBM ICS - Internet Connection Server


W3C Jigsaw


2.2.
Proxy Server (provide PICS labels along with proxy service)

IBM WTE - Web Traffic Express


MidPoint Proxy Server


i-TECH INC. - AUP Action Tools


IBM Javelin


WebSweeper


WebDoubler


3)
Rating services
3.1.
Self-Rating Services (Label site according to an author self-rating process)
RSACi Recreational Software Advisory Council


Safe For Kids 


SafeSurf 


Vancouver Webpages Rating Service 


Adequate.com


IT-RA ITalian Self-Rating Agency 

3.2.
Third-Party Rating Services (Label site without author collaboration)

CyberPatrol's CyberNOT list


Net Shepherd World Opinion Rating Service


ORC (Objective Ratings Criteria)


ESRB


SurfWatch


EvaluWEB

3.3.
Label Bureau Services (provide PICS labels requested by PICS compatible software)

EvaluWeb


Net Shepherd World Opinion Rating Service


SurfWatch


Microsystems Software


NewView


4)
Miscellaneous

Bonus.com the SuperSite for Kids


EdView


Scholastic Network


Disney's Blast Online - Disney’s Daily Blast


Yahooligans!


The Internet Kids & Family Yellow Pages


AltaVista Filtered Search Service 


After a general search, we sought solutions developed in Europe by using search engines.  We then contacted by e-mail both the national associations of the Internet Service Providers in the European countries
 and other organisations in order to gather information on software applications developed in Europe
. We have received some feedback  that has confirmed that ready-to-use products are currently North-American.

Nevertheless, we have learnt that in the UK a number of ISPs already filter out certain kinds of newsgroup and some of them provide filtering services to their customers, mainly schools. DIALnet for instance offers schools free LAN filtering software (Cyber Patrol). 

One of the companies providing filtered access to the Internet is Research Machines, providing computers and Internet access for schools and filtering content at the host server level. Its Internet service for schools, Internet for Learning, includes a filtering service that blocks access to 10,000 Web sites containing offensive material for children. Moreover, an optional time capping service is available.

Another initiative is AngliaCampus, a joint venture created by BT and Anglia Multimedia. The initiative is oriented towards suggesting content for pupils rather than forbidding access to certain sites. As a matter of fact it is intended to support the National Grid for Learning and constitutes a navigation area recommended for pupils.

It offers an on-line service  for primary and secondary school pupils with the aim of providing educational resources (material written by teachers for Anglia Campus and links to external sites). The site is structured in two main areas: one for schools and one for study at home. Pupils/schools must register and pay a fee.

After this preliminary research, we have carried out a review of the features of the most important tools and services, including The Internet Filter, X-Stop, Bess, EdView, EvaluWEB (a rating system rather than a tool) and Net Rated. We have taken into account the kind of action performed (monitor, block, suggest), the platform (PC, Mac, Windows NT...) and the applications to be monitored. 

Among the large number of tools available on the market, we have identified four vendors – The Learning Company, Net Nanny, Solid Oak and Spyglass – as the main actors on the market on the basis of an IDC study (The Emerging Internet Utility Market: Market Review and Forecast, 1998). None of them is clearly dominant, but together they account for 89% of the market. 

Other sources, such as Family PC and PC Magazine reviews of filtering software, consider these companies’ products and also Cyber Snoop as the most popular and user-friendly software packages. Other products and services that are often mentioned in the reviews are Web Chaperone, PlanetWeb and Cyber Sentinel.

The following features were taken into consideration:

· most of the software products are often only experimental, very technically-oriented, are of different kinds (self-rating systems) or represent only a very small part of the present content filtering software market;

· most of the software products are made in the US and target American users;

· the very few existing European software products are almost unknown, still experimental and fairly unfriendly (for linguistic reasons);

· most of the relevant filtering software products for the purposes of this work (the field test and a final report) are only those actually used by Internet users and intended for parents and teachers for preventing children and pupils from finding harmful content  when surfing the Web, browsing news-groups or chatting on the IRC;

· these field tests will concern the third party filtering software;

· the tool can be used and customised by parents and teachers and a version for PC is available

7) products are significantly available on the market.

We therefore selected Cyber Patrol (The Learning Company), Cyber Sitter (Solid Oak), Cyber Snoop (Pearl Software), Net Nanny and Surf Watch (Spyglass) for our survey in order to compare only the software products that are widely available and easy to use for standard users. 

· Cyber Patrol

· CYBERsitter

· Cyber Snoop

· Net Nanny

· Surf Watch

Other interesting tools considered are:

· Web Chaperone: it uses iCRT (intelligent Content Recognition Technology) to check all Web pages before they are displayed. Unlike most tools, it is therefore not based on lists  but uses phrase pattern recognition and neural networks. The classification is based on age suitability and protection levels. Although the user can choose these levels, the criteria do not seem sufficiently objective and transparent;

· Planet Web is a browser for non-PC devices that access the Internet (video game systems, TV, screen phones, etc.). It incorporates a Parental Control filtering system that makes it possible to choose between mere age-based suitability and customised filtering using 15 criteria (sexual material, cartoon violence, gambling, etc.). At present, a product designed for Internet appliances seems interesting but not immediately useful on a large scale.

After our choice, we contacted the producers to request information about the categories used for filtering content, the way black and white lists are compiled and also the availability of a “European” version of their product, that is to say a translation into a European language other than English. The information concerning the first two questions is reported in the paragraphs below. 

The Learning Company has developed French and Dutch versions of its Cyber Patrol and, as far as we know, it is the only product translated into a non-English European language so far. The user interface has been translated while the black lists of sites and words include both English and non-English content. The English version of Cyber Sitter is distributed in some European countries (including Germany, Sweden and the UK) and it has been translated only into Japanese, but the company states it is willing to translate its product into other languages if there is demand.

Moreover, Spyglass (Surf Watch) and Pearl Software (Cyber Snoop) have offices in Europe and, even if they did not answer our enquiries, they may be working on adapting their products to the European environment. 

A more in-depth analysis of the five software packages was then performed by preliminary testing. 

The test process consisted of a series of checks:

· the time required for the downloading and installation process;

· configuration of the applications to be monitored/blocked;

· choice of words and sites to be blocked or to be allowed;

· configuration of multiple users and shift from one to the other;

· definition of a maximum connection duration;

· updating of lists;

· monitoring user operation.

The effectiveness of the packages was evaluated in the following steps:

· access to potentially blocked sites (English, French, German and Italian);

· sending messages including personal data or words blocked by parents;

· reading messages including forbidden words;

· access to newsgroups relating to forbidden words;

· access to IRC and chatting  concerning sex, violence and other such subjects.

Cyber Patrol

Name Cyber Patrol
Web site http://www.cyberpatrol.com

Company The Learning Company
Country United States

3.4.1.1 General Features

Type of action
Monitor, Block, Suggest

Monitored/blocked applications
WWW, FTP, E-mail, Newsgroup, Chat, Other

Block access to images
No

Rating filters
Proprietary, PICS Compliant

Choice of banned categories
Yes

Viewing/editing lists
Only adding/removing words or links

Update
One key update

Save monitoring file
No

Definition of a maximum duration of connection
Yes

Block different languages
Yes

Price
$29.95 including a 3-month subscription to CyberNOT list

Special price for educational users
Yes

Technological Features

Platform
PC Windows 9x, Client server NT, Mac, ISP

Evaluation version for downloading
Yes

File size for downloading
1 MB

Product demo on Web site
http://www.cyberpatrol.com/cp_demo/default.htm

Configuration of multiple users with different security levels
Yes

The program is easy to download and install and its evaluation period lasts 7 days.

First-time users can set the administrator password, called the Headquarters password, and a Deputy password. The former is needed to start the program – which however starts automatically at the beginning of each PC session – and to close it. Moreover, it is necessary to change Cyber Patrol settings that by default filter all content and define time limits for Internet access. The deputy password, specifically designed for elder children, allows the bypassing of controls but not the changing of security settings.

Cyber Patrol can block separately:

· Web and FTP sites;

· Chat Lines;

· Newsgroups;

· E-mail messages;

· Games and applications.

Other applications can be added by browsing through executable files. For each category, parents can decide to block access completely, to allow open access or to allow filtered access. Filtering is provided by CyberNOT and CyberYES lists including sites which should not be accessed and sites recommended to children respectively. The sites on the Cyber NOT Block List are reviewed by a team of Internet professionals, including parents and teachers. 

They use a set of criteria that categorises Internet sites and resources according to the level of possibly objectionable content:

· Violence/Profanity;

· Partial Nudity;

· Full Nudity;

· Sexual Acts;

· Gross Depictions;

· Intolerance;

· Satanic/Cult;

· Drugs/Drug Culture;

· Militant/Extremist;

· Sex Education;

· Questionable/Illegal & Gambling;

· Alcohol & Tobacco.

Lists can be customised by parents adding other items and can be easily updated through a function in the menu. Moreover, the company claims Cyber Patrol’s lists are updated automatically every 10 days by the company, although we were unable to check this. The administrator can also disconnect from the Internet. Moreover, Cyber Patrol can support the PICS standard, including the SafeSurf & RSACi rating systems.

Multiple profiles can be defined and it is possible to shift from one to the other by means of passwords. Only the default user profile can be accessed with no restrictions; however this profile is characterised by filtered access to Internet content and a maximum connection of 4 hours a day. When a user tries to change settings, a dialogue window appears asking for the administrator password. 

A time management facility is provided in order to set the time length a user can be connected daily and weekly. This feature also makes it possible to set the times at which the Internet can be accessed. In addition, Cyber Patrol monitors the total amount of time each user spends online and when a restriction is bypassed through the administrator/deputy password.

Several attempts to circumvent the controls failed. Web sites in various languages (English, French, German and Italian) were blocked as well as e-mail messages including personal information. When a search engine is used to find words which are not appropriate for children, the results of the search and therefore the URLs of the sites are not shown. A user cannot close the program unless he knows the administrator password and, even if the program is shut down pressing the Ctrl, Alt and Del keys, it remains active in the background.

Moreover, the function “Chat Gard” prevents children from sending information such as name and phone number online and this feature was also tested. The access to newsgroups including certain words in their address is also blocked by the program.

Our evaluation test was based on an evaluation version downloaded from Cyber Patrol’s site at the end of January 1999 and was carried out over a 5-day period in February.

Cyber Sitter

Name Cyber Sitter
Web site http://www.cybersitter.com

Company Solid Oak Software
Country United States

3.4.1.2 General Features

Type of action
Monitor, Block, Suggest

Monitored/blocked applications
WWW, FTP, E-mail, Newsgroup, Chat, Other (advanced blocking options not available in an evaluation version)

Block access to images
No

Rating filters
PICS Compliant

Choice of banned categories
Yes

Viewing/editing lists
Only adding/removing words or links

Update
One key update and automatic update

Save monitoring file
Yes

Definition of a maximum duration of connection
No

Block different languages
Yes

Price
$39.95

Special price for educational users
Yes

3.4.1.3 Technological Features

Platform
PC Windows 9x

Evaluation version for downloading
Yes

File size for downloading
747 KB

Product demo on Web site
http://www.solidoak.com/CybTutorial/tutor.html

Configuration of multiple users with different security levels
Yes

The software is available on the company’s Web site and it is possible to download a 10-day free trial version of Cybersitter99 for Windows 9x and for Windows NT. The size of the auto expanding and self-installing file is about 750 KB, and it is quick to download. Installation is quite easy and requires the computer to be restarted.

It is recommended that the Internet cache should be cleared before using Cybersitter. Once installed, the application runs and filters Internet access. This software works in the background until Internet access to WWW pages or News Groups. 

Moreover, it is very difficult to detect. Cybersitter does not appear as a running software even when the Ctrl, Alt and Del keys are pressed.

The main forbidden categories (excluding Sports and Leisure and WWW Advertising) are enabled by default at the first software installation. Even FTP, IRC, News Groups access is completely forbidden by default when Cybersitter is installed. The filtering system does not work on E-mail and personal data detection unless the administrator inserts the E-mail address and personal data in the corresponding sections.

Cybersitter can block all access to certain Internet services such as:

· FTP sites;

· IRC - Chat Lines;

· News Groups;

· E-mail and attachments;

For each of the listed categories, the administrator can decide to block access completely, to allow open access or to allow filtered access. Filtering is provided by proprietary lists including PICS standard compliant lists for some categories and built-in blocking lists. Lists are prepared by teams of experts and use a pattern-matching and context-sensitive filtering engine.

The administrator chooses a “Maintenance Password” to access the program’s security settings and modify/disable all configuration options. Other users instead can only update the filter files, access the online guide and request technical support.

Blocking lists can be customised by parents, other forbidden words can be added and updating is easy; it is possible to insert personal data in this section although a personal data section is lacking.

For all the other Internet services mentioned and for Web Internet access, the Cybersitter administrator can choose the categories to which is forbidden. The filter list includes items such as: 

· Adult/sexually oriented;

· Gay/Lesbian activities;

· Cults/Occult;

· Advocating illegal/radical activities;

· Advocating hate/intolerance;

· WWW Chat Rooms;

· WWW Advertising;

· Sports and leisure activities;

· PICS ratings adult/topics.

CYBERsitter software developers recommend that these lists should be updated monthly. The updating process is quite easy. The update key is located on the main window of the software and the date and time of the last update is displayed at the bottom of the same window. Cybersitter can also automatically update as a background operation every week but this feature is not available in the evaluation version of the software.

No time management facility is provided for setting Internet connection time limits on a daily and/or weekly basis.

Our testing involved trying to enter sites that are potentially harmful for children. Web sites in different languages (English, French, German and Italian) were blocked as well as e-mail messages including personal information or forbidden words and phrases. When a forbidden word was detected in web pages or in a search engine box, the software automatically redirected the browser to appropriate sites such as www.cyberkids.com or www.family-go.com or the National Geographic’s Web site. 

It is possible to set access to News Groups as not allowed at all, and in this case the software prevents the launching of News Group Reader software. Alternatively, access to News Groups can be filtered in the same way as WWW navigation with the detection and refusal of forbidden words. In the latter case, Cybersitter allows News Groups headings to be listed and browsed but it is not possible to download messages containing forbidden words.

Access to IRC Chat Lines can be forbidden. Here, Cybersitter blocks the IRC software. 

It is possible to allow access to IRC Chat Lines and to filter chats by blocking words specified by the administrator or the web sites included in the default software list.

Our evaluation test was based on an evaluation version downloaded from the Solid Oak Software site at the end of January 1999 and was carried out over a 5-day period in February.

Net Nanny

Name Net Nanny
Web site http://www.netnanny.com

Company Net Nanny
Country Canada

3.4.1.4 General Features

Type of action
Monitor, Block, Suggest

Monitored/blocked applications
WWW (users have to type the application names to monitor FTP, E-mail, Newsgroup, Chat, Other)

Block access to omages
No

Rating filters
Proprietary, PICS Compliant

Choice of banned categories
Yes

Viewing/editing lists
Viewing and adding/removing words or links

Update
Update by downloading lists from the Web site

Save monitoring file
No

Definition of a maximum duration of connection
No

Block different languages
Yes

Price
$26.95

Special price for educational users
Yes (Net Nanny PRO version)

3.4.1.5 Technological Features

Platform
PC Windows 9x

Evaluation version for downloading
Yes

File size for downloading
1.42 MB

Product demo on Web site
No

Configuration of multiple users with different security levels
Yes

The process of installing and starting the program is rapid and transparent. The administrator is asked to choose a user name and a password, which is required to open and close the program. However, Net Nanny is active in the background when Windows is started and cannot be shut down by pressing the Ctrl, Alt and Del keys.

It monitors and blocks access to: 

· Web sites;

· Newsgroups.

Other applications can also be monitored if the user enters them (i.e. a user cannot browse to find applications) in the list of “Other programs to monitor”. Net Nanny also checks for outbound and inbound mail and changes “forbidden words” into strings of characters provided that the mail program has been included in the list. In order to filter personal data, parents must include them in a list of words deemed inappropriate for children. Net Nanny also enables parents to hide drives and configuration functions for Windows.

Particular attention should be devoted to system requirements. If a user is running Internet Explorer 4.0 or higher he must change the name of the program to be monitored in the options menu. This feature is probably not immediately perceived by users.

Net Nanny provides parents with fully editable lists of sites, newsgroups and words to be blocked. These “CAN’T GO” lists are customisable and can be downloaded from Net Nanny’s site. “CAN GO” lists are also available in order to allow access only to certain sites. Lists are prepared by Net Nanny’s staff in co-operation with children’s advocacy groups.

Moreover, the administrator can choose the action to be taken by Net Nanny for each item list. Net Nanny can mask words on the screen, monitor activity, give a warning message and  shut down the program. 

The program can be used to create several user profiles with different options. According to the settings chosen by the administrator, when a violation occurs the user can either override a shutdown in progress or restart an application already closed by entering his/her password. The guide to Net Nanny explains that a user can log into the program using the password but in the trial version it is not clear how this is done. 

As far as monitoring capabilities are concerned, parents are enabled to screen the activity that takes place on the PC. Net Nanny has a log window that registers the operations of start-up and shutdown of applications, reports the addresses of sites visited and also the violations of the criteria defined by parents. One of the drawbacks of this program is the absence of a time limit on Internet connections. 

Several attempts were made to enter forbidden sites. Net Nanny does not allow connection and shows a warning message. When a user searches for inappropriate words using an engine, the URL of the page is covered with nonsense characters, but the results can be viewed and the site is sometimes not blocked. A warning message appears to draw attention to unauthorised access to certain words or phrases. Moreover, words in languages other than English are usually not recognised by Net Nanny unless they are added to Block lists by parents. 

When words in the Block list are written in E-mail messages, a warning message appears and the words are covered. When the user’s E-mail account is included in the Block list, it is not possible to view the address but the message can be sent anyway. Moreover, Net Nanny covers words and URLs in the Block lists included in inbound messages. When taking part in chats, users can read forbidden words even if they cannot send them.

As far as newsgroups are concerned, users have to add the program used to take part in newsgroups in the list of programs to be monitored. However this procedure is not user-friendly and the precise name of an application is sometimes not transparent enough to the final user. 

The test was performed on a demo version of the package downloaded by Net Nanny’s site at the end of January 1999 and tested from 8 to 12 February. 

Cyber Snoop

Name Cyber Snoop
Web site http://www.pearlsw.com

Company Pearl Software
Country United States

3.4.1.6 General Features

Type of action
Monitor, Block, Suggest

Monitored/blocked applications
WWW, FTP, E-mail, Newsgroup, Chat

Block access to images
No

Rating filters
PICS Compliant

Choice of banned categories
Yes

Viewing/editing lists
Viewing and adding/removing words or links

Update
N.a. (No lists are provided by Pearl Software)

Save monitoring file
Yes

Definition of a maximum duration of connection
No

Block different languages
Yes

Price
$49.95

Special price for educational users
No

3.4.1.7 Technological Features

Platform
PC Windows 9x

Evaluation version for downloading
Yes

File dimension for downloading
8 MB

Product demo on Web site
No

Configuration of multiple users with different security levels
Yes

Cyber Snoop is a software tool requiring 8MB of hard disk to be stored. It is easily installed using an administrator password that is also necessary for opening and closing the program. Cyber Snoop is basically a monitoring tool with significant configuration flexibility and that covers different content areas:

· Web and FTP sites;

· Chats;

· Newsgroups;

· E-mail messages.

When Windows is started, Cyber Snoop is loaded and monitors the activity of the PC, blocking sites and resources on the basis of the last setting chosen. The program can monitor activity on the PC, block all sites, block sites included in a Block list, allow all sites, allow all sites included in the Allow list, allow all sites except those including words in a “bad list”. Cyber Snoop does not provide proprietary lists of forbidden and suggested sites and other resources. For controlling access, it provides Block and Allow lists broken down into Web sites, FTP resources, E-mail addresses, newsgroups and chat groups. Parents must therefore fill in the addresses they do not want accessed and can also add specific words for filtering purposes. Otherwise parents can resort to the criteria set by RSAC, SafeSurf and Weburbia, customising the level of accepted violence, sex, etc. in the filtered content. 

Cyber Snoop is equipped with a log window that keeps track of the sites accessed by each user and can be sorted by words or other criteria, for instance to separate violations from other operations. 

The PRO Version (priced $10 higher than the standard version) of the program allows the configuration of multiple users. The administrator level provides full control of Cyber Snoop PRO and the user level login can perform limited administrative tasks as well as reset the system in case of an attempted security breach. For instance, users other than the administrator can view the log window but cannot change the security settings. 

In order to test the effectiveness of the software the two available options were tried:

· Allow and Block lists customised by the administrator.

· content ratings by RSAC, SafeSurf and Weburbia;

Trying to access Web sites included in the Block list proved to be impossible. Cyber Snoop prevented the page from being downloaded completely or blocked it before entry. Moreover, when a search was performed for forbidden words, the results were not displayed. Words were chosen in different languages and they were blocked as long as they were included in the word Block list. 

The Allow lists were also tested too and a good performance was observed. E-mail messages were filtered as long as they include words in the Block list and even the sender’s address could not be viewed. In contrast, sending E-mail messages to blocked addresses proved possible by using Internet Explorer instead of the default mail program. 

Access to newsgroups and chat lines was also tested. The software only blocked words entered in the default list by the administrator.

When content ratings services are used (e.g. RSAC), the results are not straightforward. Some Web sites are blocked but others can be accessed. However, this is not a drawback of the tool but of self-filtering systems, since not all the pages are likely to have been evaluated by content providers. 

The evaluation test was based on a demo version downloaded from Pearl Software’s site at the end of January 1999 and was carried out over a 5-day period in February.

Surf Watch

Name Surf Watch
Web site http://www.spyglass.com

Company Spyglass
Country United States

3.4.1.8 General Features

Type of action
Block, Suggest

Monitored/blocked applications
WWW, FTP, Newsgroup, Chat

Block access to images
No

Rating filters
Proprietary

Choice of banned Ccategories
Yes

Viewing/editing lists
Only adding/removing words or links

Update
One key update

Save monitoring file
N.a. 

Definition of a maximum duration of connection
No

Block different languages
Yes

Price
$49.95

Special price for educational users
Yes

3.4.1.9 Technological Features

Platform
PC Windows 9x, Mac, ISP

Evaluation version for downloading
Yes

File size for downloading
2.45 MB

Product demo on Web site
No

Configuration of multiple users with different security levels
Yes

The product can be easily downloaded from the company’s Web site and installed, even if installation takes a while. A password is required to install and uninstall the program. 

Surf Watch blocks:

· Web sites;

· FTP resources;

· Newsgroups;

· Chats.

A manager menu is available for choosing among the following options:

· Filtering content through Surf Watch, with choice of the content categories (sex, violence, drugs/alcohol, gambling) that parents wish to block. The “drugs/alcohol” category consists only of sites encouraging the use of substances that are harmful or illegal to minors, while it allows access to sites providing general information;

· the Yahooligans! site is suggested to children; in this case, Surf Watch blocks the entire Internet and only allows access to sites on the Yahooligans! list plus any sites the user may choose to allow in his custom filters;

· Entire Internet, to block all sites but those in custom filters as allowed. Custom filters are defined by users and include both allowed and blocked sites, FTP resources and words. It is possible to import lists in the text format and to save to files customised lists.

Lists are updated periodically in various ways: 

· update on a regular basis: when filters are out of date, the program prompts the user to update them; 

· update on demand: a user can update lists choosing the update function from the menu bar;

· update through a Proxy Server: the user enters the proxy host settings in order to perform an update.

It is important to note that once a user updates any kind of filter or list, Windows has to be restarted to make the changes effective. 

Sites and pages are blocked when their content matches the following criteria (reviewed on a monthly basis):

· Sexually explicit (sexually-oriented or full/partial nudity, adult products and services, descriptions of sexual acts...);

· Drugs/Alcohol (manufacturers’ commercial sites, sites that encourage or instruct the use of alcohol, tobacco, illegal drugs...);

· Gambling (on-line gambling or lottery Web sites, sites that provide phone numbers, on-line contacts to place wagers...);

· Violence (sites describing physical assault against humans, animals or institutions, sites advocating suicide or self-mutilation, sites that make available weapons or poisonous substances...);

· Hate Speech (sites advocating degradation or attack of specified populations or institutions based on religion, race, nationality, gender, etc., holocaust revision, recruitment for membership in a gang or a cult).

During our tests, Surf Watch blocked sites and searches with English, German, French and Italian ‘forbidden’ words without even showing their results. Moreover, searches with words such as ‘drugs’ or ‘bomb’ resulted in links to educational or institutional sites related to these subjects, while other resources dealing for instance with bomb-making were blocked. 

As far as Newsgroups are concerned, the program blocks access when certain words are included, while Chat lines are not monitored. E-mail messages are not monitored and even English words can go unchecked. 

The evaluation test was based on a demo version downloaded from Spyglass Software’s site at the end of January 1999 and was carried out over a 5-day period in February.

3.5 Usability and relevance of existing products in the European context

The products chosen for preliminary testing, as mentioned in the introduction, are considered by IDC and specialised press as the most relevant in the market. They are all produced by US and Canadian companies and their managing language is English. 

Moreover, since built-in lists of words and phrases to be blocked are mainly in English, programs do not detect necessarily adult/forbidden sites in other languages. This holds for both Internet sites and Newsgroups. The products tested are mainly sold to the North American market and therefore the ‘bad’ lists are focused on content written in English. Some of these applications block non-English sites; this is probably due to the frequency of list updating and the accuracy of database compiler teams. For example, Cyber Patrol detects some Italian adult sites in which no English words are used.

As a result, some problems for European users can be anticipated:

· the user interface might not be user friendly for non English speaking people;

· some non-English sites might not be blocked;

· parents might need to add forbidden words and sites to built-in lists (but the most common words are blocked even if they are not in English).

More generally, preliminary testing gave some interesting results:

· it is easy to find filtering products on the Web and to download them for testing (except for Cyber Snoop, which is large at 8 MB);

· installing the tools does not take much time and effort;

· all the products tested are already set to block Web access and Internet applications effectively, except for Cyber Snoop which requires an additional effort in order to work;

· the software applications do not slow down computer operation,

· the list of blocked sites is usually not transparent to the user;

· E-mail messages are not effectively blocked; messages are sent even if personal data is monitored;

· no product blocks pictures unless the file name is explicitly forbidden;

· uninstalling is performed by a built-in application that helps users to remove all the software components easily (except for Net Nanny under Windows 98);

· different filtering applications cannot run on the same PC since they modify the system configuration.

3.5.1 Strengths and Weaknesses

Product
Strengths
Weaknesses

Cyber Patrol
List of suggested sites (Cyber YES list)
Does not keep track of visited sites


Flexibility and ease of configuration
Does not detect forbidden words in the whole page but only in the URL


Monitoring time online and setting time limits (Internet and customised PC applications)


Net Nanny
Viewing lists (words, sites, etc.)
Difficulties with Win 98 (configuration and uninstalling)


List of suggested sites (CAN GO list)
Not clear how to change user profile



Does not filter forbidden words in inbound chat messages

Cyber Snoop
Highly customisable
Needs customisation in order to block content



Very large

Surf Watch
Version designed for Win 98
Installation is long


List of suggested sites
Need to restart Windows when changes to settings are made



Limited coverage of applications (browser)



Does not monitor E-mail messages and chats

Cyber Sitter
Redirects to educational sites on attempts of violation
No multiple user profiles


Detects multilingual bad words



Wide range of categories (including entertainment, sports and advertising)


Recommended products for testing

Our preliminary testing led us to weighing a series of advantages and disadvantages of each filtering tool. Provided that there are no large differences as far as effectiveness in blocking Web pages is concerned, it is essential to take the application coverage into consideration. From this point of view, both Surf Watch and Net Nanny are flawed; notably, Net Nanny promises to monitor all the activity of the computer but requires users to include the correct file name of the program to be monitored without even the possibility of browsing the files. 

In particular, E-mail and other kinds of interaction can be potentially dangerous for children. Cyber Patrol provides users with the so-called “Chat Guard” function that prevents children from sending specified information by E-mail or unveiling it during Chats or in Newsgroups. 

In addition to coverage, user friendliness is a major issue. Customised products have the advantage of responding to a variety of customer needs, but they can be quite complicated to configure. For instance, Cyber Snoop seems an attractive product if flexibility is taken into account, since it comes with no built-in lists and places the choice in the hands of the users. However, its complexity might discourage users. 

On the basis of these two criteria, Cyber Patrol and Cyber Sitter outperform the other filtering tools. Cyber Patrol is characterised by a good equilibrium in the trade-off between flexibility and user-friendliness and has the advantages of an automatic update of lists and, above all, of monitoring on-line activity and setting time limits. Multiple user profiles are also available.

Cyber Sitter is particularly user-friendly and easy to run. It effectively blocks different applications (Browser, E-mail, chats, newsgroups) and redirects users to educational sites, thus performing a suggesting function besides blocking.
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� See (http://www.echo.lu/iap)


� Tobacco advertising is or will be banned in Europe but remains allowed in other countries. Advertising for toys (targeting children) is forbidden in Sweden. However, a Swedish Court decided that is allowed on the web if advertising does not explicitly target Swedish children


� See (http://www.echo.lu/iap)


� COM(96) 487 final - Illegal and harmful content on the Internet, Communication from the European Commission Green Paper on the Protection of Minors and Human Dignity in Audiovisual and Information Services


� In the Netherlands, the policy is to limit repressive action to a strict minimum while in Germany the approach is radically different. For example, the German courts ordered all national access providers to prevent their subscribers from connecting to the Dutch site of the far-left newspaper Radikal, whose distribution is banned in Germany as a publication justifying terrorism. This measure was counter-productive because more than forty mirror-sites appeared in Europe, Canada, Japan and the United States within a few days. In terms of the law, the US has adopted a 'maximalist' position concerning the freedom of expression.


� IDATE, Bossard Consulting Group: "Electronic standardisation and public interest", European Commission, DG III, 1998


� (see http://www.echo.lu/best_use/legal.html)


� (see http://www.echo.lu/iap)


� 'Approach to content on the Internet', OECD, Directorate for Science, Technology and Industry, Committee for Information, Computer and Communications Policy, October 1998.


� In Australia, the New South Wales Governement proposed new legislation to criminalise all forms of Internet communication – including private one-to-one communications- with « objectionable » content. See http://www.ozemail.com.au/~~firstpr/contreg/


� For more background on the development of ICRA, see the news releases on the IWF web site (http://www.iwf.org.uk/press/pr_index.html) dated 8 July 1997 and 1 October 1997, 3 March 1998 and 7 October 1998.


� The Recreational Software Advisory Council is an independent, non-profit organisation based in Washington, DC that offers one of the most popular content rating systems in the USA.


� (see http://www.internetwatch.org.uk/)


� (see http://www.incore.org).


� Although the study is focused on PC, differences between filtering at the ISP level or at the PC level can have different consequences resulting from each method. When ISPs control filtering, they may become liable for illegal or unwanted content that gets through while the user is not fully empowered and must rely on others to make the decisions about content. If filtering is performed at PC level, then the user has personal control over the content filtered and liability for content remains with the content provider. Some of the advantages rely on the latest filtering and blocking mechanisms, including flexibility and the opportunity to carry out custom controls and audit trails.





� The imprecise boundaries of ISP liability can affect online service providers even though the relevant legislation attempts to establish the liability of various parties. Despite the language of the German Information and Communications Act, the former head of the Computer Serve subsidiary in Germany was arrested and convicted for complicity in spreading third party pornographic material via the Internet using CompuServe’s services.


� (see http://www.gilc.org)


� US Supreme Court decision, Reno V. ACLU (June 26, 1997)


� More specifically, plaintiffs include the following:


*Main organisations involved against COPA:


- American Civil Liberties Union (ACLU) is a nation-wide, non-partisan organisation with nearly 300,000 members dedicated to defending the principles of liberty and equality embodied in the Bill of Rights. The ACLU has many members who fear prosecution under the COPA, including the author Patricia Nell Warren, the poet Lawrence Ferlinghetti, and ACLU President Nadine Strossen.


- Different Light Bookstores operates bookstores in three major cities, and maintains a comprehensive Web site with information about books and music of interest to the gay and lesbian community.


- American Booksellers Foundation for Free Expression (AFBBE) has over 300 member bookstores, over 75 of which use the Web to communicate information to readers and potential book purchasers about books on a wide range of subjects, including subjects covered by the COPA.


- ArtNet Worldwide Corporation (ArtNet.com) is the leading online service for the art world. It provides, among other resources, reviews of artworks, information about museums, galleries, and exhibitions, and reproductions of works by certain artists or works exhibited at certain galleries. 


- BlackStripe is a Web-based resource for gay and lesbian individuals of African descent.


- Condomania is the nation's first condom store and is a leading online seller of condoms and distributor of safer-sex related materials. 


- Electronic Frontier Foundation (EFF) is a nation-wide, non-profit organisation committed to defending civil liberties in the world of computer communications. EFF has members who fear prosecution under the COPA, including Rufus Griscom, publisher of the online magazine "Nerve," and Open Enterprises, which maintains the "Good Vibrations" site on the Web.


- Electronic Privacy Information Center (EPIC) is a non-profit research organisation that uses the Web to collect and distribute information concerning civil liberties and privacy issues arising in the new communications media.


- Free Speech Media, LLC promotes extensive independent audio and video content on the Web.


- Internet Content Coalition (ICC) is a non-profit professional association that includes many well-known and high-profile providers of original content for the Web, including The New York Times, Time, Inc., Sony Online, MSNBC, CNET, and ZDNet.


- OBGYN.net is a comprehensive international online resource centre for professionals in obstetrics and gynaecology, the medical industry, and the women they serve.


- Riotgirl is a popular "Webzine" that advocates positive empowerment and support for women.


- Salon Internet, Inc. (Salon Magazine) is a leading online magazine featuring articles on current events, the arts, politics, the media, and relationships, as well as regular columns by well-known writers.


- West Stock, Inc. maintains a Web site that displays and sells licenses for stock photographs.


� (see http://www.ala.org/washoff/mccain.html)


� (see http://www.americalinksup.org)


� (see http://www.enough.org/netguard.htm)


� The label aims at providing a description of the content of an Internet site rather than at making a judgement about the appropriateness of content for any given audience or purpose. In some ways, descriptive labels can be seen as similar to the label on foodstuffs which provide information about product ingredients without commenting on suitability for consumption.


� A rating service is a company or organisation; a rating system is a set of categories and values created by an organisation.


� (see http://www2.echo.lu/oii/en/lables.html ) “OII Guide to Labelling, Rating and Filtering”, info 2000,  Commission Européenne


� (see http://www2.echo.lu/oii/en/lables.html ) “OII Guide to Labelling, Rating and Filtering”, info 2000,  Commission Européenne


� UK, France, Austria, the Netherlands, Germany, Belgium, Ireland, Finland and Spain. The Italian Association is a partner in the consortium and has been involved in the choice of the software packages tested.


� Cyber-Rights and Cyber-Liberties UK and Childnet International.
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