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E.C.H.R., I. v Finland, 17 July 2008, §§ 37 &f. :

« The Court observes that it has not been contended before it that
there was any deliberate unauthorised disclosure of the applicant’s
medical data such as to constitute an interference with her right to
respect for her private life. Nor has the applicant challenged the fact of
compilation and storage of her medical data. She complains rather
that there was a failure on the;/Jart of the hospital to
guarantee the security of her data against unauthorised
access, or, in Convention terms, a breach of the State’s
positive obligation to secure respect for her private life by
means of a system of data protection rules and safeguards.
The Court will examine the case on that basis, having regard in
particular to the fact that in the domestic proceedings the onus was on
the applicant to prove the truth of her assertion. »
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« The protection of personal data, in particular medical
data, is of fundamental importance to a person’s
enjoyment of his or her right to respect for private and
family life as guaranteed by Article 8 of the Convention.
Respecting the confidentiality of health data is a vital
principle in the legal systems of all the Contracting Parties
to the Convention. 1t is crucial not only to respect the sense of
privacy of a patient but also to preserve his or her confidence in
the medical profession and in the health services in general. The
above considerations are especially valid as regards protection of
the confidentiality of information about a person’s HIV infection,
given the sensitive issues surrounding this disease. The domestic
law must afford appropriate safeguards to prevent any such
communication or disclosure of personal health data as may be
inconsistent with the guarantees in Article 8 of the Convention (see
Z V. Finland, judgment of 25 February 1997, Reports of Judgments
and Decisions 1997-1, §§ 95-96). »
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« The Court notes that at the beginning of the 1990s there were
general provisions in Finnish legislation aiming at protecting
sensitive personal data. The Court attaches particular relevance to
the existence and scope of the Personal Files Act of 1987 (see
paragraph 19 above). It notes that the data controller had to
ensure under section 26 that personal data were
appropriately secured against, among other things,
unlawful access. The data controller also had to make sure
that only the personnel treating a patient had access to his
or her patient record. »
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« Undoubtedly, the aim of the provisions was to secure personal
data against the risk of unauthorised access. As noted in Z v.
Finland, the need for sufficient guarantees is particularly important
when processing highly intimate and sensitive data, as in the
instant case, where, in addition, the applicant worked in the same
hospital where she was treated. The strict application of the
law would therefore have constituted a substantial
safeguard for the applicant’s right secured by Article 8 of
the Convention, making it possible, in particular, to police
strictly access to an disclosure of health records. »

Prague, 18 February 2009
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« However, the County Administrative Board found that, as regards
the hospital in issue, the impugned health records system was such
that it was not possible to retroactively clarify the use of patient
records as it revealed only the five most recent consultations and
that this information was deleted once the file had been returned
to the archives. Therefore, the County Administrative Board could
not determine whether information contained in the patient records
of the applicant and her family had been given to or accessed by
an unauthorised third person (see paragraph 10 above). This
finding was later upheld by the Court of Appeal following the
applicant’s civil action. The Court for its part would also note
that it is not in dispute that at the material time the
prevailing regime in the hospital allowed for the records to
be read also by staff not directly involved in the applicant’s
treatment. »
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« It is to be observed that the hospital took ad hoc measures to
protect the applicant against unauthorised disclosure of her
sensitive health information by amending the patient register in
summer 1992 so that only the treating personnel had access to her
patient record and the applicant was registered in the system
under a false name and social security number (see paragraph 7
above). However, these mechanisms came too late for the
applicant. »
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« The Court of Appeal found that the applicant’s testimony about
the events, such as her colleagues’ hints and remarks beginning in
1992 about her HIV infection, was reliable and credible. However,
it did not find firm evidence that her patient record had been
unlawfully consulted (see paragraph 15 above). »

Prague, 18 February 2009 8
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« The Court notes that the applicant lost her civil action because
she was unable to prove on the facts a causal connection between
the deficiencies in the access security rules and the dissemination
of information about her medical condition. However, to place
such a burden of proof on the applicant is to overlook the
acknowledged deficiencies in the hospital’s record keeping
at the material time. »

Prague, 18 February 2009 9
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« It is plain that had the hospital provided a greater control over
access to health records by restricting access to health
professionals directly involved in the applicant’s treatment or by
maintaining a log of all persons who had accessed the applicant’s
medical file, the applicant would have been placed in a

less disadvantaged position before the domestic courts. For the
Court, what is decisive is that the records system in place
in the hospital was clearly not in accordance with the legal
requirements contained in section 26 of the Personal Files

Act a fact that was not given due weight by the domestic courts.
»
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« The Government have not explained why the guarantees
provided by the domestic law were not observed in the
instant hospital. The Court notes that it was only in 1992,
following the applicant’s suspicions about an information leak, that
only the treating clinic’s personnel had access to her medical
records. The Court also observes that it was only after the
applicant’s complaint to the County Administrative Board that a
retrospective control of data access was established (see
paragraph 11 above). »
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« Consequently, the applicant’s argument that her medical data
were not adequately secured against unauthorised access at the
material time must be upheld. »

Prague, 18 February 2009
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« The Court notes that the mere fact that the domestic legislation
provided the applicant with an opportunity to claim compensation
for damages caused by an alleged unlawful disclosure of personal
data was not sufficient to protect her private life. What is
required in this connection is practical and effective
protection to exclude any possibility of unauthorised
access occurring in the first place. Such protection was not
given here. »
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« The Court cannot but conclude that at the relevant time the
State failed in its positive obligation under Article 8 § 1 of the
Convention to ensure respect for the applicant’s private life. »

« There has therefore been a violation of Article 8 of the
Convention. »

Prague, 18 February 2009 14
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IN SHORT
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Thank you for your attention !

jean.herveg@fundp.ac.be
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