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About this document

The intention of this document is to propose a robust, complete and consistent global
view of an EU eHealth Interoperability Roadmap, describing possible “highways” and
presenting a coherent factual basis for decision making. It builds on the stakeholder
requirements and consensus (vs expert view only) around a complete view of the
working model needed to serve the common aim: Sustainable Healthcare: Sharing
Information and knowledge for better health. It does so by bringing together visions,
concepts, principles and emerging findings from collaborative European cross—border
initiatives.

The intention of this second® iterative round of development of the Roadmap is to
provide a composite, high-level description of the main elements that need to be
addressed in order to fulfil this vision and present an initial set of recommendations.

The level of analysis should be sufficient to support planning of work and relevant
decisions of the European eHealth Governance Initiative (eHGI) at strategic level.
However, this document is not a political document nor ‘the’ solution for everything in
(e)Health; it is not a cook book, neither a binding document nor the ‘credo’ for
interoperability.

It is expected that the Roadmap will provide the needed factual basis to support the
planning of the operational activities of the eHGI in taking forward priorities set by the
High Level Governance Group (HLGG) of Secretaries of State. After consideration by
this Group, the Roadmap recommendations should form the point of departure for the
third iteration in the road mapping process. This will be updated and further
elaborated in greater detail within the eHealth Governance Initiative process.

The document is structured in 5 chapters. Chapter 1 starts by providing an introduction
to the objectives and process of development of the EU eHealth Interoperability
Roadmap while placing it within the EU policy environment which is briefly presented.
Chapter 2 provides the context of health policy needs that should drive the
considerations of the Roadmap and sketches how eHealth acts as an enabler to
support the necessary changes needed to fulfil an all-encompassing vision. While
global, this vision relates to the individual EU citizen in all his/her potential roles
whether as a patient, a healthcare professional, a decision maker, or an eHealth
entrepreneur.

Interoperability is both a pre-requisite and a facilitator for eHealth deployment as it
requires crossing boundaries — professional, cultural, organizational and technical. As
a result, it stimulates profound changes in the way we understand partnerships for

1 The first issue of the EU eHealth Interoperability Roadmap was delivered in March 2010 at the
Secretary of State meeting in Barcelona.
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making the global shared vision happen. Chapter 3 focuses on specific challenges,
objectives and outstanding issues for each of the four “pillars” of eHealth
interoperability: Electronic identification; Technical interoperability; Semantic
interoperability and Legal and Regulatory interoperability.

These interoperability areas must be organized and coordinated at both national and
EU levels and which spans over the operational, strategy and political levels in chapter
4. All considerations are brought together in a high level description of routes to
achieving the vision. A possible route is presented at the granularity of “main
highways” linking the various “major destinations” together. The example also shows
how the European and national/regional activities may be articulated to accelerate
interoperable eHealth deployment.

The outlook is then that this document should now provide the basis for the
Mainstreaming Activity of the eHealth Governance Initiative and - through this -
provide concrete input to decision making in support of the eHealth high level
governance process. The Roadmap and its process will continue within the eHealth
Governance Initiative.

In this way, a full iterative cycle of the Roadmapping process has been now completed.
This cycle started with a CALLIOPE consolidated proposal on the specification of the
Roadmap as a decision support instrument; was followed by a mainstreaming activity
leading to a discussion document tabled in the Secretaries of State meeting in
Barcelona in March 2010; and has concluded with the production of this document
according to the positively received specification proposal.
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CONSENSUS STATEMENT

This document has been produced by the CALLIOPE Network. CALLIOPE is a co-
operative multi-stakeholder platform, sustaining a trusted, open, equitable, informed
and transparent dialogue, synthesizing perspectives and opinions and producing policy
proposals representing a balanced view and a consensus amongst its Members.

The Roadmap incorporates the results of several CALLIOPE workshops performed in
collaboration with epSOS (six CALLepSO workshops); a workshop with EU collaborative
projects focused on elD Management; a Convergence workshop with FP7 IP projects
dealing with semantic interoperability and two standardization workshops organized in
connection with major Standardisation events. It also incorporates input from five
CALLIOPE Open Sessions organized in the period between June 2008 and November
2010. All information and relevant reports are available on the CALLIOPE website.

The discussions on the intent, focus, structure, and content of the Roadmap took place
within the relevant CALLIOPE Priority Area of activities and have been chaired by
Michéle Thonnet, Ministry of Health, FR.

The authoring of the document has been carried out by a small team consisting of Zoi
Kolitsi, CALLIOPE co-ordinator; Veli Stroetmann, Empirica, DE and Michéle Thonnet,
Roadmap Chair.

The authoring team has been supported by an editorial team consisting of Jeremy
Thorp, CALLIOPE Standardization Liaison, NHS, UK; Paul De Raeve, EFN; Marc Lange,
Diane Whitehouse, Stephan Schug, EHTEL; Michael Wilks, CPME; Petra Wilson,
Continua Alliance; Jacob Hygen, KITH, NO; Torfi Magnusson, UNIVICE, IS; and Niels
Rossing, MedCom, DK. The Personal Statements which represent views on needs and
priorities of the different stakeholders have been edited by respective representatives:
Liuska Sana, EPF; Michael Wilks, CPME; Paul De Raeve, EFN; Mario Romao, Continua
Alliance; Pascal Garel, HOPE; Marc Lange, EHTEL; and Jacob Hygen, KITH.

The first version of this document was discussed in the Athens plenary CALLIOPE
meeting (September 2" 2010); A revised discussion document was reviewed in the
Brussels Plenary meeting (November 16", 2010). The final draft was approved by the
Network Steering Committee in December, 2010 to be released for consultation within
the CALLIOPE Members constituencies and the CALLIOPE Forum.
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FOREWORD

This roadmap describes a journey to a future in Europe when the immense number of
ICT systems that are used in healthcare by providers and citizens will be able to
capture, store, retrieve and transmit over a network in which security, authentication
and non-repudiation can be assured. In this future, in spite of differences in coding
and classifications, semantics and languages, the relevant data will be received by the
authorized and authenticated human recipient as the same up-to-date, undistorted
and meaningful information as intended by the similarly authenticated sender. Also,
such transactions will be lawful, comply with all rules for data privacy and contribute
positively to the quality of care, in general, and patient safety in particular. When all
these demands are fulfilled we will have true eHealth interoperability.

The roadmap contributes to the work of European healthcare decision makers.
European Member States — as the rest of the Western World — have realized that
eHealth is an essential tool, much needed for changes in healthcare provision.

The potential of eHealth can however only be fully exploited if eHealth tools and
solutions are interoperable. Since 2004 the EU Commission and Parliament, together
with member states in a long series of communications and reports have highlighted
this aspect and in 2009 the EPSCO Council mandated the formal establishment of the
High Level eHealth Governance Group.

While it is possible to summarise why and how eHealth interoperability should be
promoted and who the actors are, it is more difficult to suggest a common pace of
change. This is because of differences between Member States in a great number of
relevant aspects.

The healthcare delivery landscape is expected to change significantly in the future to
cope with the dynamic change of society, such as ageing and demographic shift, as
well as the rise in new healthcare opportunities. It is no longer enough to add new
patches to what is already a patchwork of legacy and traditions. This is due to changes
in both the demand and the supply side, some of which are outlined below. The future
of healthcare will be patient-centric and with an increased focus on health promotion
and health maintenance. Appropriate use of interoperable eHealth has already
demonstrated its ability to underpin a strategy for modernizing the system. However,
the more complex and the more fragmented the healthcare provision and the
insurance systems are the more complex and fragmented will the eHealth services be.
Both positive as negative lessons learned from the past must influence future
decisions.

On the demand side,

V" Citizens want to be empowered by being well informed and in a less
asymmetrical position vis a vis the professionals when it comes to knowledge
and decision-making about their health situation.

v’ Life expectancy is rising and so is the prevalence of chronic conditions. At the
moment as much as 80 per cent of national healthcare budgets are spent on
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chronic disease management. To address these costs, patients should be de-
institutionalized and cared either at home, with their families or in the local
community.

4 Diagnostic procedures, medical treatment and technologies are increasingly
complex and costly, and should be automated and digitized to the extent
possible.

4 Society and patients expect that therapy and care are optimized to the highest
level of quality and cost. Adequate, ICT enabled benchmarking of quality and
performance will be needed with secondary use of individual data.

4 Society and patients expect a continuum of care, what is also called seamless
care. This implies that care should be delivered on a well-informed basis
unhampered by traditional boundaries between professional specialities and
organisational sectors. Information silos are out; shared information is in.

v Citizens are increasingly mobile and do not expect that geographical borders,
be they between regions or nations, will block their access to adequate care
when moving around either for leisure or for work. Therefore, care providers
must be empowered to familiarize themselves with hitherto unknown patients’
health stories irrespective of time and location.

4 Research, professional training as well as early epidemiological surveillance,
warning and alert systems will make secondary use of aggregated health data
of individuals.

On the supply side,

V" Asthe demographic shift begins to impact there will inevitably be a shortage of
skilled healthcare labour resources and medical expertise. Also, the costs of
human resources will continue to represent a very high proportion of the total
spending in the sector. These facts will be a driver to smarter ways of using the
personnel

v Empowered and up-to-date informed patients and informal carers must
become active and co-responsible participants in their own treatment

v" With the increased complexity of healthcare delivery and the need for shared
information new working procedures and workflows have to be established.
Repetitive collection of the same data by different care providers asking in the
same period for the same examinations or asking patients or their informal
carers the same questions can no longer be afforded and is anyway bad service

European Member States should make use of the initiatives taken by various services
of the EU Commission in terms of support to standardization, R&TD programmes and
projects as well as an extensive series of reports and communications. Especially, the
Large Scale Pilot Project on cross border eHealth interoperability, epSOS, working in
collaboration with the thematic network of CALLIOPE should be a beacon. The use
cases of ePrescription and Patient Summaries are kernel domains. Common ground
will also be found with projects on other and more generic aspects of eGovernment as
discussed later in this document. Cross-border solutions for eHealth interoperability
may turn out to be also the solutions for regional or national interoperability.
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Major developments of interoperable healthcare solutions and innovations will need
public-private partnerships whether that is at the local or the European level.

The European eHealth industry should keep abreast with the global eHealth market
because it has a huge economic potential but is also an area of immense competition.
That is equally true for large and smaller IT systems, grid and cloud technologies,
communication technologies with imbedded services, and the rapidly developing
sector of smart telephony.

Interoperability requires standards and standardisation. The European Commission’s
efforts to promote standardisation should be strongly supported and exploited by
Member States.

The financial investment and the operational costs of interoperable eHealth is an
opportunity cost competing with other costs in the sector, so the economic aspect is
essential for the eHealth strategy at local as well as at European level.

Niels Rossing

November 2010
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Authentication (of a person): The provision of assurance of the claimed identity of a person.
The identity is claimed by using a user identifier or a token and the level of verification
assurance achieved is determined by validation of one or more of the following elements:

o A PIN (Personal Identification Number) or a Password known only by the valid
claimant

o A set of biometric data related to the valid claimant
o A private key under the sole control of the valid claimant

o Verification by an appropriate relying party of the validity of the certificate to
which the secret key is related (CWA 15264-1:2005)

Collaborative Governance comprises the rules, processes and behaviour that affect
the integrity, capability and shared ownership of processes that extent over several
professional, sectoral and jurisdictional domains, particularly as regards openness,
participation, accountability, effectiveness and coherence [adapted from CALLIOPE
governance definition].

eHealth Governance Initiative is the Member State lead mechanism for EU co-
operation at political, strategic and operational level, mandated by the EPSCO Council
in December 2009.

eHealth Interoperability is a characteristic of an ICT enabled system or service in the
healthcare domain that allows its users to exchange, understand and act on
citizens/patients and other health-related information and knowledge in a commonly
interpreted useable way. In other words it is a means of crossing linguistic, cultural,
professional, jurisdictional and geographical border in eHealth. In CALLIOPE,
interoperability is addressed within the conceptual framework of the EC
Recommendation on cross-border interoperability of electronic health record
systems®.

eHealth Interoperability of electronic health record systems is defined as the ability of
two or more electronic health record systems to exchange both computer
interpretable data and human interpretable information and knowledge. [EC
Recommendation on cross-border interoperability of electronic health record
systems’]

EU Governance refers to the rules, processes and behaviour that affect the way in
which powers are exercised at European level [European Governance: a White Paper]3.

e*Services are all electronic services together comprise integrated ICT supported
health services to citizens. Examples of such services are electronic identification,
authentication and authorisation services, telemonitoring, access to electronic health
records, ePrescribing, e-dispensation and e-reimbursement.

High Level Governance Group is the political level of the eHealth Governance
initiative; its membership is Secretaries of State or individuals with an equivalent role

? Commission Recommendation on cross-border interoperability of electronic health record systems,
Brussels, COM(2008)3282,
http://ec.europa.eu/information_society/activities/health/docs/policy /20080702 -interop_recom.pdf

* Commission of the European Communities. European Governance: a White Paper. Brussels, 25 July
2001 (COM(2001) 428 final)
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in national governments with the responsibility for planning and deploying national
eHealth solutions.

Identification is the process of obtaining information about who the requester claims
to be without considering the trustworthiness of this information. (CWA 15264-
1:2005)*

Identity (of a person) is the common sense notion of personal identity; a person’s
name, personality, physical body and history, including such personal attributes as
address etc, of an individual person. (CWA 15264-1:2005)

Incentivisation is the practise of building incentives into an arrangement or system in
order to motivate the actors within it [Wikipedia]

Information Governance is a framework of policies and procedures for handling
personal health information in a confidential, secure and accurate manner to
appropriate professional, ethical and quality standards in a modern health service and
concerns keeping, obtaining, recording, using and sharing such information.

Infostructure is the layout of information in a manner such that exchanged
information is understandable by humans and by other relevant systems and
applications in or by which the data were not originally captured.

Interoperability is a characteristic of an ICT enabled system or service in the healthcare
domain that allows its user to exchange, understand and act on citizens/patients and
other health-related information and knowledge in a commonly interpreted way.
Interoperability is a multi-level issue, including not only the technical level, but also the
legal, organisational and semantic ones.

Technical Interoperability describes a state which exists between two application
entities, with regard to a specific task, when one application entity can accept data
from the other and perform that task in an appropriate and satisfactory manner
without the need for extra operator intervention. In the context of health informatics,
this implies full end-to-end interaction of health records from origin to point of use.
[adapted from CEN TR 14300:2002]

Use case is a description of sequences of events that, taken together, lead to a system
doing something useful® [Wikipedia]

4 See ftp://ftp.cenorm.be/PUBLIC/CWAs/e-Europe/eAuth/cwal5264-01-2005-Apr.pdf. This CWA has

developed the concept of Interoperable IAS - i.e. a “Set of processes, data and technology agreements
required in a given environment to provide Identification, Authentication and electronic Signature
services” - for accessing eServices

® Kurt Bittner, lan Spence (2002). cited at http://en.wikipedia.org/wiki/Use case
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