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Disclaimer: The information contained in this report has been prepared solely for the purpose of providing information to interested parties on the presentations and discussions that took place during the workshop.

This report has been compiled in good faith by an independent consultant. Opinions expressed here do not necessarily represent the views of the European Commission and of the participants in the workshop.

This document provides an exploration of issues and of guidance for ethics and e-inclusion, resulting from a high-level workshop held under the Slovenian EU Presidency in Bled, Slovenia, on 12 May 2008 and organised by the European Commission DG Information Society ad Media, Unit ICT for Inclusion. This document is part of a full process towards clarifying ethical considerations related to ICT for inclusion and is intended to stimulate public discussions and further work.

PREPARATORY WORK AND FOLLOW-UP
A debate on ethical issues related to independent living was already foreseen in the Commission's Communication Ageing Well in the Information Society of June 2007. The Commission's policy on e-Inclusion, has made it clear that it will be very valuable to widen this debate to ethics, ICT and inclusion in general. The Bled high-level workshop on ethics and e-Inclusion which is reported upon here was prepared through an exploratory meeting, held on 29 October 2007 in Brussels where preliminary discussions among all relevant stakeholders have been initiated. 

The main objectives of the Bled workshop were:

•
Set the major ethical issues in a long term perspective as seen by all stakeholders: industry, research community, civil society, authorities;

•
Identify the roles and responsibilities of the major stakeholders in actions related to improving the handling of ethics and e-Inclusion;

•
Consider the need for a "code of guidance" and discuss essential elements.

The Bled workshop provided a unique opportunity for experts and stakeholders to address the main ethical standards and principles to be respected in the ICT activities for people at risk of exclusion, whether in research, deployment or implementation actions.

The outcomes from the workshop will be presented and discussed during the Ministerial conference on e-Inclusion in Vienna, 30th November – 2nd December 2008, within a session on ethics and e-Inclusion. A round table discussion, "Towards a practical guide on ethics and e-Inclusion" in the second part of this session will help to identify further needs for actions in this area. The Commission services intend to continue work on ethics and e-Inclusion during 2009, in close cooperation with stakeholders. A consolidation of results may be possible by 2009/2010. In this context it is also important to mention the ongoing 7th Framework Programme funded project SENIOR which aims to provide a systematic assessment of the social, ethical and privacy issues involved in ICT and Ageing, to understand what lessons should be learned from current technological trends, and to plan strategies for governing future trends. The main outcome of the project will be a Roadmap (to 2020) that is expected to drive future development and deployment of ICT for ageing in Europe.

SETTING THE SCENE

ICT has always been a powerful change agent. Many have turned to ICT to help resolve the growing concern over social exclusion. Indicative of this is the EU’s i2010 strategy, the European Information Society for Growth and Jobs. It is argued that ICT can facilitate economic, cultural and social cohesion in Europe. ICT can provide new opportunities in the daily lives of citizens, including work, education, travel, entertainment, healthcare, and independent living. However there is a risk that, despite its many benefits, ICT could set people apart, create new barriers, and increase social exclusion. Specific attention needs to be given to those groups in society which are at high risk of being excluded, due to a wide variety of reasons such as age, gender, disability, literacy and culture.

In order to explore the ethical issues underpinning the use of ICT in relation to groups at risk of exclusion the workshop encompassed opening addresses and plenary sessions which outlined general concepts and principles concerning ethical issues. Building upon this foundation, participants then contributed to one of four parallel sessions, attendance reflecting their field of expertise. The four were:

•
Marginalised Young People and Cultural Minorities

•
Elderly People

•
Persons with Disabilities 

•
Online Government Services

To promote a scaffolded framework for discussion each was furnished with a set of seven questions pertinent to the ethical use of ICT. The first five of these were specific to the focus area in each of the four parallel sessions, with the sixth question examining development of services and products and the seventh question highlighting the priorities for the potential way forward. The five specific focus questions appear as context at the start of each parallel session report.

Exclusion risk is minimised through careful ethical analysis which will result in the formulation and justification of policies for the use of ICT, as well as through realising carefully considered, transparent and justified actions leading to ICT service provision and ICT products.  ICT ethics demands we look beyond legal compliance to moral requirements when planning, developing and implementing ICT systems. This is especially true when using ICT to promote inclusion of disadvantaged groups.

It must be recognised that ethical issues related to ICT are much more than privacy (albeit this is very important) and that ICT advances will inevitably raise new ethical issues yet to be identified. Thus ICT ethical issues include: informed consent, right to privacy and protection of personal data, respect for dignity and integrity of the person, non-invasion of the private sphere, equity, ICT intrusiveness, human enhancement, risk and responsibilities for critical technologies, the use of ICT for social and cultural integration of migrants, the social inclusion of elderly and marginalised young people and the use of e-government services. 

A common approach to e-Inclusion and the associated ethical issues is additionally challenging given the diversity across the EU. There are different policies and attitudes towards the use of data in different parts of the EU, including different levels and traditions of security and trust. This will complicate harmonisation. Member states are at different socio-economic and ICT adoption levels. ICT products and services which promote social inclusion must take this into account through adaptability and flexibility.

The effective use of ICT in meeting the needs of the four previously identified groups is far from simple. If persons could be clearly identified as belonging simply to one group the task may be relatively easy, but such is not the case. By definition human needs, and the requirements to meet those needs in both technological and social terms, are complex. A person may be elderly but his/her needs may be greater than those which result simply from age. S/he may suffer a disability or belong to a cultural minority, both of which may produce additional needs that would not be met by a simplistic age-only related solution. In order to visualise the possible complexities of required considerations the matrix shown below is effective, enabling a clear picture to be seen of the heterogeneous requirements of individuals, one size will not fit all. 
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The matrix shows the complex interrelationships between the specific sets of issues. When addressing the needs of particular socially excluded groups it becomes clear that the issues to be addressed are not only those specific to that group but also need to include those of other groups. For example, an elderly person will have particular needs related to age but may also have additional needs because he/she is from a cultural minority and has a disability. Nonetheless, it is clear that accessible and usable ICT will be urgently needed given the numbers of disabled people already in Europe and given the link between disability and age, with a third of people 50-64 disabled and the percentage rising significantly after 65. In addressing social exclusion through the use of ICT the challenge to policy makers and service and product providers is to provide adaptive solutions which satisfy the needs of the individual European citizens rather than producing generalised solutions which fail individuals in one way or another. 

In order to reflect the workshop outcomes the report is broken down into two main sections. The General largely reflects the issues raised in the opening morning sessions whilst the Specific, which follows, deal with each of the four identified parallel streams and the particular issues raised within them. In turn, both sections are further subdivided into Concepts/Principles to highlight policy content and processes, followed by Operational, to consider implementation of services and products. A visual representation of this structure is shown below. 
	
	
	Concepts & Principles

(policy content and processes)
	Operational

(implementation of services and products)

	General

(common core issues & guidance)


	
	avoid stigmatisation 

fit for purpose

design for all

minimal total cost
	user evaluation

user design participation

	Specific

(to inclusion area)
	Young/minorities


	education
	enable self determination

	
	Elderly


	personal identity

informed consent
	aesthetic design

	
	Disability


	informed consent
	usability and access

	
	Online govt services


	avoid coercion

assure data security
	user choice


The matrix is populated with a first set of keywords and key phrases to give an indication of the breadth and depth of the issues which this report covers. In future this should be further elaborated.

The headlines of issues and guidance are:

General concepts and principles

1.
An approach geared towards the protection of human rights would match the different needs of the disadvantaged and provide explicit guidance to evaluate ICT services and products. 

2.
Consultation with all stakeholders, including disadvantaged individuals   who will be using ICT to identify their needs and concerns, industry, service providers, authorities and agencies, should take place regarding ICT services and products. 

3.
The relationship between commercial drivers and public policy should be explicit regarding social inclusion to ensure that solutions are not simply profit-driven while recognising that they need to be economically sustainable despite increasing global competitive pressures.

4.
Choices about ICT must be understandable and transparent and reflect the comprehension levels of those expected to use the system. 

5.
A balance should be struck between autonomy, freedom and self determination on one side and responsibility and beneficence and sustainability (including reliability, resilience, security and affordability) on the other.

General implementation issues and guidance

1.
Encourage the widespread use of standards for ICT design which results in embedded ethics within the finished products.

2.
Encourage ICT service and product evaluation processes which explicitly address human rights and ethics.

3.
Encourage (and in the case of publicly funded systems – mandate as appropriate according to national legal framework) systems design that accommodate cultural and regional diversity.

4.
Embed privacy protocols in ICT services and products which engender trust and consequently promote participation of vulnerable people regardless of their status.

5.
Build the capacity of the identified marginalised groups so that they are able to provide proactive, rather than reactive, input for designers and governments.

6.
Develop and maintain a good/bad practice case study library which illustrates the ethical dimension of ICT services and products used to promote social inclusion and improved quality of service to those in most need.

6.
Ethical guidance risks being overly general and hard to object to. Therefore to be taken seriously guidance needs to be applied to specific circumstances, which often involve tradeoffs among conflicting values. It would be useful to concentrate in the future on cases which involved such tradeoffs. This would then lead to some insights on better ways to consider and balance conflicting values and interests. 

Specific concepts and principles

1.
Access to technology suited to their physical and educational abilities should be available to all age groups but particularly young people.

2.
Promoters of young people need to play a key role in encouraging ethical use of the technology.

3.
Mainstream ICT providers should treat the elderly as one of its prime markets particularly with an ageing population, commanding an increasing proportion of disposable wealth, throughout the EU.

4.
Personal identity and dignity, particularly for the elderly, must be preserved in the development and implementation of ICT-enabled services.

5.
Consideration should be given to establishing ways to involve persons with disability in monitoring the quality of access and treatment received.

6.
Particular attention should be paid to autonomy and privacy regarding ICT interfaces used by people with sensory, physical, psychological/mental or cognitive restrictions.

7.
If government services are to be provided online they must be at no more cost to the recipient than the current physical equivalent.

8.
Citizens should always have the choice, rather than be coerced, to use e-government services.

9.
 It is unethical for governments and companies to demand information from citizens that they cannot keep secure and confidential.

Specific implementation issues and guidance

1.
Provide basic affordable and accessible ICT facilities for use at home, including by carers, especially for those for whom physical access may be a problem because of distance and mobility.

2.
Provide training for marginalised young people, parents, grandparents and teachers to ensure all are able to access ICT-based products and services, via the interfaces and channels of their choice.

3.
ICT products for the elderly should be fit for purpose, usable (use friendly), useful, relevant and attractive to those expected to use them.  

4.
Commission ICT innovation so that vulnerable citizens can access tools which enable them to monitor and report the quality of the treatment they receive without fear of retribution.

5.
Ensure the technologies used for online government services are fit to be used by all citizens (use friendly).
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GENERAL CONCEPTS AND PRINCIPLES
1. Fundamental Rights
The mixture of differences in education, personal circumstances and experiences, skills and mental capacity among disadvantaged individuals suggests that a single approach to e-Inclusion is inappropriate and untenable. An approach geared towards the protection of human rights (as stated in the European Charter of Fundamental Rights) would instead match the different needs of the disadvantaged and provide explicit guidance to evaluate ICT services and products. However, individual human rights must also be considered in relation to common good and public interest. ICT solutions need to be mindful of that balance. These human rights are enshrined in the EU Reform Treaty signed in Lisbon in December 2007 which indicates a set of human values stated in the ECFR. The principle aspects of the ECFR to impact on e-Inclusion include the following:

Article 1 - Human dignity

Human dignity is inviolable. It must be respected and protected.

Article 3 - Right to the integrity of the person

1. Everyone has the right to respect for his or her physical and mental integrity.

Article 4 - Prohibition of torture and inhuman or degrading treatment or punishment

No one shall be subjected to torture or to inhuman or degrading treatment or punishment.

Article 6 - Right to liberty and security

Everyone has the right to liberty and security of person.

Article 7 - Respect for private and family life

Everyone has the right to respect for his or her private and family life, home and communications.

Article 8 - Protection of personal data

1. Everyone has the right to the protection of personal data concerning him or her.

Article 15 - Freedom to choose an occupation and right to engage in work

1. Everyone has the right to engage in work and to pursue a freely chosen or accepted occupation.

Article 21 - Non-discrimination

1. Any discrimination based on any ground such as sex, race, colour, ethnic or social origin, genetic features, language, religion or belief, political or any other opinion, membership of a national minority, property, birth, disability, age or sexual orientation shall be prohibited.

Article 26 - Integration of persons with disabilities

The Union recognises and respects the right of persons with disabilities to benefit from measures designed to ensure their independence, social and occupational integration and participation in the life of the community.

Examples of the application of these principles are to be found in the Specific section of this report.

2. Stakeholders
Consultation with all stakeholders should take place regarding ICT services and products. Such structured dialogues should be with disadvantaged individuals   who will be using ICT to identify their needs and concerns, industry, service providers, authorities and agencies. 

It is important that such dialogue empowers these potentially disadvantaged and that industry and service providers do not ignore their voice. It may be that economic rather than social forces become the imperative when industry and providers consider ICT solutions to problems. It is, therefore, incumbent upon governments and those with responsibility for organising public service delivery (including contacts with industry and service providers) to ensure that the end users, particularly those identified as potentially at risk of exclusion, have a voice which is not only heard but also listened to effectively. The needs of end-users have to be taken into a serious consideration and their representatives should always be given a possibility to present their positions.

Such considerations, namely ensuring open, transparent and public deliberation of the interests, needs and perceptions of the socially excluded should inform policy making and frameworks. An e-Inclusion policy which addresses any potentially socially excluded group should ensure that it does not result, either directly or indirectly in stigmatisation. 

3. Commercialisation
There is an ethical imperative to ensure that solutions are not simply profit-driven. For example, to provide Internet facilities to a community living in an isolated mountainous location may not be an attractive commercial proposition to a provider whose infrastructure, when located in a densely populated city, could yield a much higher return. Nonetheless, policy makers must consider the entrenching of exclusion which may result not only from geographical location, but also from lack of access to the Internet. This may, of course, be further compounded, for the young who may be faced with a choice of remaining in isolation or moving from their family roots to try and compete in an urban setting, where arguably, they would then become part of a sub-cultural minority, given their origins. Such persons would therefore, as demonstrated in the matrix shown in the Introduction, belong to more than one potentially socially excluded group.   

From the ethical point of view, trials and pilot phases should be only authorized after considering sustainable access after their successful completion. Thus the relationship between commercial drivers and public policy should be explicit regarding social inclusion. At times social inclusion policy is likely to conclude that cost-benefit analysis should not be used to justify commercial inaction. Governments and industry must work together in partnership to ensure the socially excluded derive real acceptable benefit.

4. Privacy
Privacy is enshrined in Article 8 of the European Convention of Human Rights (1950). Services and products should be designed so that privacy is not compromised. However, it has to be recognised that privacy is a relative and contextual not an absolute right and that, in exceptional circumstances, other rights might override the right to privacy. It is vital that ICT policies on e-Inclusion respect and enforce that balance in order to reduce social exclusion whilst protecting individual rights to privacy. For example, profiling activities may be necessary for using ICT to address inclusion but such profiling can be at odds with an individual’s desire for privacy in sustaining a personal space, free from interference by other people and organisations. 

Adherence to data protection needs to be made explicit with agreed specific explicit purposes. Furthermore, there is a need to distinguish better between privacy and data protection. Only relevant information should be stored or transmitted, with a regular review of information needs to ensure accuracy and allow removal of irrelevant, outdated or inaccurate information. Emphasis should be on individual-centric protection rather than data-centric protection. Sensitive data (information covering: the racial or ethnic origin of the Data Subject; Political opinions; Religious or other beliefs of a similar nature; Membership of trade unions; Physical or mental health or condition; Sexual Life and the commission of any offence or criminal records) should be collected only for justified reasons and with the specific consent of the data subject. 

5. Informed Consent
Informed consent covers not only privacy issues regarding ICT usage but also issues such as choice of access, agreement to the removal of non-ICT alternatives and participation in the testing of new products and services. Choices about ICT must be understandable and transparent regardless of the comprehension levels of the recipient. Such levels may change due to, for example, ageing or disability. Therefore the process of informed consent must reflect this change. This could be achieved through using several versions with language requiring different comprehension levels, using alternative oral or diagrammatic/pictorial forms, and using intermediaries, such as relatives or carers, to help in clarification. 

E-Inclusion provision is sensitive to issues of opt-in or opt-out. Such rights-based approaches require personal ability to fully comprehend the presence of a rights-situation and rights violations. This is further compounded as opt-out may have serious negative consequences for users regarding their health, welfare and personal safety. It is therefore vital that a person fully understands what is on offer and what are the implications of disagreeing rather than agreeing to engage. It is important that an individual demonstrates this understanding particularly if they are deemed to be disadvantaged. In some circumstances regarding e-Inclusion the right not to know (e.g. in the case of hereditary disorders) or to understand (e.g. in the case of reduced cognitive abilities) will also need to be accommodated.

6. General Approach
Both general and specific concepts and principles should be put into context with cases which test and illustrate policy. Coordination of bodies in Europe and beyond should take place to avoid inconsistency and inappropriateness. Legal fragmentation should be avoided as should the tendency towards simple compliance. Shortcomings in legislation should be challenged and addressed. 

GENERAL IMPLEMENTATION ISSUES AND GUIDANCE
1. Embedded Ethics
Develop a standard for ICT design which results in embedded ethics within the finished products.

Ethics cannot be an optional added accessory if the socially excluded are to be involved in main stream provision. Ethical considerations must form the bedrock upon which systems are built, from inception, through design to completion. The development of products which are “fit for purpose” must consider the limitations, real or imagined, of the specific groups and address these, rather than further compound the exclusion by presenting products which underline the existing exclusion. Examples of this are the provision of an ATM at a height which excludes access by individuals in wheelchairs and a software interface which requires the manual dexterity of those with full mobility. Furthermore, designers must ensure fundamental human values are not compromised by their products. For instance, if you use the same electronic bracelet to monitor elderly patients suffering from dementia and criminals on parole, are we giving the implicit message that elderly people are on parole? How could we avoid transmitting such a stigmatizing message?

2. Evaluation
Develop an ICT service and product evaluation process which explicitly addresses human rights and ethics.

Any product/service development and provision is likely to be constantly evolving. It is, therefore, critical that a cyclical process of monitoring, review and evaluation is seen as the norm. The evaluation process will be key in identifying any shortfalls in the design and implementation. For evaluation to be effective it needs to be carried out within an environment where challenge of existing processes and standards is accepted and in which the impact of existing technology on the identified users is meaningfully assessed in terms of its impact on their human rights outlined previously.

3. Diversity
Design to accommodate socio-cultural and regional diversity.

Systems implementation needs to acknowledge and take account of diversity amongst end users. The ideal would be to design products which can be used universally. Designing products targeted at particular groups creates two potential problems:

•
Singling out a particular group, for example, persons with disabilities may underline their exclusion from the mainstream.

•
Individuals often belong to more thane one excluded group. The person with a disability may also be a young or old person and/or belong to a cultural minority. 

The introduction of systems and processes which encourage products to accommodate, through, for example, adaptive interfaces, the requirements of many groups must be the ideal at which to aim.

4. Privacy and the Vulnerable
Embed privacy protocols in ICT services and products which engender trust and consequently promote participation of vulnerable people.

The vulnerable must be protected by systems and practices which offer them safeguards from harm, both physical and emotional. Privacy protocols must engender trust. Vulnerability can aggravate privacy concerns. The technology must respect and promote the security, privacy, dignity, autonomy and self-determination of the individual. The additional challenge in this area of concern is whether or not the user is capable of making the decisions required for a system of either opting in/out or indeed of giving informed consent. A person suffering dementia may find it difficult, if not impossible, to make such a commitment. Providers and manufacturers, therefore, need to consider alternative strategies, perhaps embedding privacy by design into their systems.  

5. Involvement of End Users
Build the capacity of the elderly or identified marginalised groups (and where possible, elder or marginalised individuals) so that they are able to provide proactive, rather than reactive, input for designers and governments.

In an ideal situation all products and services should be the result of a design for all approach. The end user should be consulted to promote constructive and reliable input to both product designers and policy makers. The key to successful e-Inclusion will be the integration of identified groups (and individuals) in contributing to the design and policy making processes.

6. Case Library
Develop and maintain a good/bad practice case study library which illustrates the ethical dimension of ICT services and products used to promote social inclusion.

In order to encourage the use of good practice in this field a case study library may be developed. In this, systems and products could be identified which embrace the ethical applications of ICT in promoting inclusive use of the technology. Practitioners could submit their work as exemplars. The library could be further developed so that accreditation of case studies would endorse practitioner’s ethical approach to issues of social inclusion. This would possibly lead to recognition within the industry so that such accreditation may impact upon cost benefit analysis, brand reputation and profit, so encouraging adoption of a more rounded approach, leading to e-Inclusion.

In addition a pan-European platform on ethics and e-inclusion clustering relevant stakeholders (industry, society, academia, ethicists etc.) could favour dialogue and sharing of good practices. Research to address the ethical, social and legal implications that may derive from this use of technology may also be conceived.

SPECIFIC CONCEPTS AND PRINCIPLES
The stimulus questions used to initiate and guide the discussions are listed prior to reporting on the issues raised in each session, along with the name of the chair of each session. 

1. Marginalised Young People and Cultural Minorities
Context

Session Chair - Prof Margit Sutrop

Stimulus Questions

•
To what extent is stigmatism of disaffected groups a barrier to using ICT to address social inclusion?

•
How can equality of treatment and opportunity in the context of ICT be achieved?

•
In order to promote ICT acceptance and effectiveness, how can respect for cultural diversity be realised in generalised ICT products and services?

•
What are the obligations regarding affordability of ICT and whose obligations are they?

•
What is the balance between sustaining individual privacy and promoting e-inclusion?

There was a general consensus that ICT provides a digital bridge to overcome social exclusion, it offers huge possibilities for this first digital generation but there are also problems. Exclusion is related to poverty and social class issues rather than ethnicity, an idea underlined by Stef Steyaert of the Flemish Foundation of Science and Technology Assessment in Belgium. This was reflected in his research and agreed with by participants from both Portugal and the UK. The need for good quality education in the use of ICT is paramount for children of poor and socially excluded families to enable future integration into society. However, much school work requires access to computer/Internet facilities at home. Unless these issues are addressed ICT becomes a further obstacle to, rather than an opportunity for, better integration.

Maria Jose R Malmierca, Supercomputing Centre of Galicia, Spain, explained how the application of ICT has helped to reduce social exclusion, describing a successful project, in which eight hospitals participated, to reduce the effect of isolation and to help with the rehabilitation of long-term patients through e-learning.

ICT was also seen as a key factor in the Portuguese project outlined by Pedro Calado, Director, High Commission of Immigration and Intercultural Dialogue. This demonstrated how providing free and open access to PCs for children and young people to develop their skills led to a raising of self esteem and a reduction in comparative disadvantages. It was, in line with Stef Steyaert paper, concluded that ethnicity per se is not a risk factor of social exclusion, but becomes such when combined with attendant poverty and perceived social class. 

However, harm can result from the use of this technology, as highlighted in the presentation of Anita Laehde, The Social Pedagogical Foundation, Finland, who pointed out that rather than becoming a learning and empowerment tool it can become an addiction, for example, in online gambling. Such addictive behaviour reinforces social exclusion as participants spend hours on the computer rather than integrating into society. The social consequences of such addictive behaviour, be it gambling, cyber sexual addiction, compulsive engagement in online chat or virtual share dealing, are far reaching. They include telling lies, creating secrets, family breakdown, displacement from study/work and loss of interpersonal relationships.

Conclusions

•
ICT is potentially a powerful tool for promoting inclusion.

•
Access to technology should be available to all, though there are cost implications here.

•
Educators need to play a key role in encouraging ethical use of the technology and being aware of its dangers. 

•
Any e-Inclusion policy which addresses marginalised young people needs to ensure it does not directly or indirectly results in stigmatisation.

•
There was debate about regulation and the continuum between freedom and responsibility. Young people today belong to the first digital generation. Should they be protected from the perceived (real or actual) pitfalls of technology and if so how? Should they be allowed to decide their own parameters of digital behaviour or should society regulate these in the form of codes of practice or guidelines? There was no agreed resolution of this issue, other than further discussion needs to continue – including with young people but.  

2. Elderly People
Context

Session Chair - Prof Simon Rogerson

Stimulus Questions

•
In order to treat people with dignity, how can e-inclusion initiatives cater for changing requirements and preferences as people get older with respect to health and welfare, social interaction, and learning for life?

•
How are self-determination and risk taking by the elderly incompatible with current e-inclusion thinking?

•
In line with equality of access for all, how can mainstream ICT products be made usable for the elderly and should this be the product start-up default?

•
In order to promote equality of access, how can affordable ICT be achieved?

•
What is the balance between sustaining individual privacy and promoting e-inclusion?

Presentations to this session included one from Monique Mai of France Telecom on ethical considerations when developing new ICT products and services for older people. Emilio Mordini, coordinator of the FP7 project SENIOR, in his presentation on social, ethical and privacy needs for the elderly had participants focus on ICT as a means of providing services to enable “ageing well”. Thus ICT was not viewed merely as assistive technology, but as a means of maintaining or extending social networks for older persons to keep in contact with each other, so ensuring inclusion in the wider society. The third presenter, Anne-Sophie Parent, Director of AGE, Belgium, concentrated on what can be done to help older people engage in continued work and to ensure that technology is fit for purpose and accessible to those with age-related problems. In this way the elderly can be supported in their desire to remain within their community, taking care of their health and keeping abreast of developments in the knowledge-based society.

Conclusions

•
Recognition that the vast majority of older persons wish to stay at home or in their own community for as long as possible. Changing family patterns, leading to reduced local contact along with increased longevity bring about new care needs which may be supported by ICT, but such solutions should be embraced by, not imposed upon, the recipient.

•
Personal identity must be preserved in the development/application of ICT enabled services. Personal identity embraces privacy, dignity and autonomy, and the avoidance of stigmatisation. 

•
Informed consent is vital Choices available must be understandable and transparent. They should be adapted to match the comprehension level of the recipient. Consideration needs to be given to the right not to know. Limits to cross use of different data bases created with different purposes need to be carefully considered.

•
There should be involvement of the elderly, and their carers where appropriate, in the development of systems/products.

•
ICT can be a means of prolonging/extending social interaction, for example, through webcams, but should not be seen as a replacement for face to face direct social interaction.

•
Mainstream ICT providers should treat the elderly as one of its prime markets particularly with an ageing population throughout the EU. This shift of emphasis could be encouraged through legislation which allows ICT innovations to be turned into viable products. The use of such products should be promoted through free or low cost accessible training. From the ethical point of view trials and pilot phases should be only authorized after considering sustainable access after their success completion. 

•
Needs change with increasing age, possibly coupled with failing mobility and other health impairments. There is a potential conflict not only between needs and wishes but also between the recipient’s and carer’s and relatives´ perception of these. This conflict was not resolved in the session.

3. People with Disability
Context

Session Chair – Susan Scott-Parker

Stimulus Questions

•
Regarding e-inclusions what is special about informed consent for people with disabilities?

•
What is important about an individual’s autonomy and dignity when planning e-inclusion initiatives?

•
What is the balance between sustaining individual privacy and promoting e-inclusion?

•
How can the design of human interfaces for smart environments ensure people with sensorial, physical or cognitive restrictions are treated with worth and dignity?

•
Is it acceptable that assistive technologies that exceed human abilities are developed and in particular for those people with disabilities?

Presentations to this session included one from Francois Rene Germain from France Telecom which focussed on the relationship between ethics and accessibility to communications for persons with disability, along with one from Prof Jan Engelen, Katholieke Universiteit, Leuven, on ethical aspects of assistive technology design. The presentation of Jacqueline Laing’s, Human Rights and Social Justice Research Institute, London Metropolitan University, highlighted that whilst ICT could prove a tool for improvement of life quality it could also prove a threat to Disability Rights. Advances in ICT permit greater control over the vulnerable in more ways than ever before. Such advances in the context of a modernist eugenics movement could invite the abuse and potential homicide of the disabled, elderly and incapacitated. It is thus vital that such advances be couched in an ethical applications framework. Dan Pescod from the Royal National Institute of Blind People in the UK argued that the greater the penetration of ICT within society, that is the more it is used for all aspects of life, the greater the potential exclusion for those who cannot access it. The business case, he argued, will often exclude accessibility for those with special needs since such services will be more costly. The participants were challenged by the provocative question, “Are we serious about the full inclusion of all citizens or just those who have similar needs to ourselves?” Ethics is clearly at the very heart of this matter.

Conclusions

•
Accessible and usable ICT will be urgently needed given the statistics for numbers of persons with disability already in Europe predicted to rise in line with an aging population.

•
Consideration should be given to establishing ways to involve persons with disability in monitoring the quality of access and treatment received. This should be coupled with a system of reportage designed to document shortcomings for those in a position to address the inadequacies highlighted.

•
Engage the business community so that corporate customers may encourage their suppliers to deliver more accessible and useable products and services for all.

•
There should be explicit acknowledgement that accessibility and usability for everyone in the development of ICT products and services, which are useable by those with disabilities, will result in better products for society as a whole. 

•
There should be an urgent review and where necessary reinforcement of legislation to prevent direct or indirect discrimination against people with disability through inaccessible online services such as recruitment agencies and electronic shopping as well as in accessible technologies such as digital television for blind people.

•
Active participation of those with disability in the design and review of ICT services and products should be facilitated.

•
Particular attention should be paid to autonomy and privacy regarding ICT interfaces used by people with sensory, physical or cognitive restrictions.

•
Neuro-cognitive technologies and surveillance technologies used in the support and care of those with mental impairment should ensure the dignity of the individual. 

•
One controversial, unresolved discussion point was the need to prevent all medical data being held in a comprehensive, central database, given its potential to be misused by those with a eugenics or commercial agenda and the potential violation of the EU directive on privacy.

4. Online Government Services
Context

Session Chair – Philip Virgo

Stimulus Questions

•
How can government on-line services be implemented in a way that respects the EU as a heterogeneous population in terms of culture, economic prosperity and age and treats every EU citizen equally?

•
Is it right to force on-line services on those who prefer off-line interaction with government or who are technophobes?

•
Is it defensible that those people who, for whatever reason, have no or limited access to on-line services are disadvantaged?

•
How can public access points to on-line government be de-stigmatised?

•
To what extent are on-line government services perceived as untrustworthy by disaffected groups?

Two presentations were made, one by Prof Peter Ferdinand, Centre for Studies and Democratisation, UK, in which he argued that people should not be penalised for failing to use online services, if they choose no to, since many have access problems. These would of course include many of the disadvantaged and potentially socially excluded groups identified elsewhere in this report. The state should create opportunities and incentives to acquire e-literacy. Having encouraged the adoption of online services, governments then have a duty not to misuse the e-data, so acquired, against the citizen by losing, sharing or selling it. Participants were made aware that EU harmonisation of e-governance may prove difficult and complicated since different policies and attitudes exist towards data security and trust in member states.  Prof William Dutton of the Oxford Internet Institute also advocated incentives to encourage, rather than force to coerce, participation in e-government. He also argued for a digital citizens’ Bill of Rights which would encompass rights to information, transparency, petition, vote, privacy, access, assembly, freedom of expression and online services.

Conclusions

•
The term e-government requires further clear definition. Does it mean delivering services or simply publishing information on the Internet? E-government is a complex term which needs to be unpacked. This issue was raised but not resolved.

•
If government services are to be provided online they must be at low financial cost to the recipient, certainly at no more cost that the physical equivalent.

•
Citizens should always have the choice, rather than be coerced, to use e-government services. They should not be forced to go online but it is reasonable to reward those who choose to do so with a faster response or to share any savings made through use of the online option.

•
It is unethical for governments to demand information from citizens that they cannot keep secure and confidential. There is a need for research/pilot tests to ensure that, when desired, the citizen has access that is definitely secure and confidential. Hence, the carer/social worker/intermediary/head of household or community leader would not be able to monitor the Internet access of the disabled or otherwise vulnerable citizen.

•
States have to provide guarantees that there is security of collected information and limits to cross use of different data bases created with different purposes. If data is being collected using statutory powers there is a need to meet much higher standards of security to minimise the collected data and to be able to destroy it when it is no longer needed.

•
Governments should use e-participation technologies in order to gather views on the channels people would like to use as well as on the concerns/ priorities for services in addition to collecting feedback on the quality/relevance of services provided.

•
Personal data collected through e-government should not be given or sold to third parties. It should not be used against individual citizens except in criminal investigations covered by existing legislation.

•
The introduction of e-government should not erode the quality of existing citizenship but should, ideally, improve it.

•
There is a need for greatly improved gradations of choice under the control of the individual, rather than simplistic on-off choices or defaults. Considerations may include allowances for changes of time and circumstances as well as with whom information is to be shared and under what conditions. The unresolved issues were the many questions arising from this, such as who authorises or authenticates the choices as well as the costs and practicality of implementation.

SPECIFIC IMPLEMENTATION ISSUES AND GUIDANCE
1. Marginalised Young People and Cultural Minorities
Provide basic affordable ICT facilities for use at home.

Provide training for marginalised young people, parents and teachers to ensure all are ICT literate, understand the potential benefits of ICT, appreciate the potential dangers of ICT and know how to combat potentially dangerous situations.

Promote the positive aspects of ICT which enable self-determination and autonomy whilst at the same time encouraging self-control and citizenship. Consider ICT as a channel to teach ethics to young people.

Encourage cooperative interagency working to ameliorate the negative effects of the technology, for example, family support for those exhibiting addictive behaviour.

2. Elderly People
Involve the elderly and, if appropriate, carers and relatives in the development of ICT services and products.

ICT products should be aesthetic and well as usable and useful. 

ICT products should include alternative interfaces to keyboards and screens which are not elderly-friendly and as such provide equality of access.

ICT services and products should be developed to provide a wide range of social interaction opportunities as elderly people become less mobile and communicative and so sustain independence and self determination for as long as possible. 

3. People with Disability
Commission ICT innovation so that vulnerable citizens can access tools which enable them to monitor the quality of the treatment they receive, to document service shortcomings and to appeal/communicate directly with ombudsman/decision makers and others who can address abuse and/or inadequate support/treatment.

Build accessibility and usability for everyone into the development of all ICT services and products in the knowledge that products which are usable by people with disability will be better products for everyone.  This would be facilitated by thorough European legislation on accessibility of ICT.

4. Online Government Services
Governments have to be strongly encouraged to offer citizens online services via their choice of channel and of intermediary and these means have to be multilingual and secure

There is a need to demonstrate good practice for the secure sharing of data across organisational boundaries, including across national borders.

Governments could create markets for industry to provide technical solutions for e-government services. 

Involve relevant professional/practitioner bodies and trade associations to learn from and build upon their experience of electronic information exchange.

Ensure the technologies used for online government services are fit to be used by all citizens. Given that the majority of those dependent on such services are disabled, this requires a focus on mixing technologies such as audio, text and particularly video-streaming.

FINAL REMARKS
Human rights are the foundation on which to build an inclusive information society. People deserve ICT services and products which will help them fulfill their potential and realise their life goals. Services and products which fall short of this by design or by accident will have done so because ICT planners, developers and providers have failed to take the ethical dimension of their work seriously enough. In today’s society we are quick to focus on rights and justice because it is these on which our laws, such as data protection and computer misuse, are based. Whilst rights and justice are important there can be a tendency for these to lead to mechanistic and convenient legal compliance. This will not promote e-inclusion. It is time to balance a rights and justice perspective with a care and empathy perspective. This balanced ethical view is needed to address the challenges of delivering ICT services and products in the drive towards e-inclusion. Once the vision is clear legislation, funding and action must follow to ensure its realisation

Report prepared by Prof. Simon Rogerson, De Montfort University, UK.
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