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Rapporteur’s introduction

These notes are in two parts. The first is a summary of the key points made by presenters during the workshop. The second is a conclusion, a summary of the key points made during the day that may help us in considering good practice criteria in the 6 April workshop.

Emilio Mordini, CSSC, chairman of the meeting, said e-inclusion is interwoven with ethical considerations. We need to crystalise the work of the last several years, including the projects and studies, and to focus on some strategies for implementation. Four elements form the starting point. First, information technologies cannot be for excluding people. Second, ICT should improve inclusion. Third, any inclusion implies some limitations. If you are in a society, your liberty is limited by your responsibilities as a citizen towards the society. Fourth, e-inclusion is for improving social justice, which can be interpreted in different ways, but generally it should be regarded as fairness towards citizens. These principles need to be embodied in concrete practices, which is the goal of this meeting: to identify good practices and to prepare for future meetings, notably in October which is expected to make some recommendations.
Miguel Gonzalez-Sancho of DGINFSO provided some brief background on the ICT for Inclusion unit. Users are at the centre of the work they do, the projects they fund. Ethics are an important issue for these projects. They ask evaluators to check proposals for ethical issues. User involvement is also a consideration in the rating of project proposals.

Silvia Bojinova, DGINFSO e-Inclusion Unit, provided some additional background and considerations in funding projects, especially their methodologies and how projects deal with ethical and privacy issues. What happens with future technologies is also of importance. The Commission wants to know what stakeholders consider to be important for ICTs and e-inclusion. The Commission is seeking opinions of stakeholders, and that’s why it convened the Bled workshop. What ethical considerations should be taken into account for research projects and for industry in deploying ICTs. The Bled report recommended creation of a library of good practices in e-inclusion and ethics. The Commission wants to have at least 10 such cases involving e-inclusion and ethics to present at the October workshop. E-inclusion embraces senior citizens, those with disabilities, marginalised young people and immigrants. The EC wants to have the involvement of a wide range of stakeholders. It wants to focus on good practices and what should be a guidance for criteria for identifying good practices and then to consider some concrete cases. 

Daniela Intravaia, head of Inter district co-ordination of automatic and computer systems, Ministry of Justice, Italy, proposed a possible model for building a library of good practices. She identified some criteria for discussion by workshop participants, including respect for a proper balance between the risks and benefits, responsibilities, beneficence, use of ICT for e-inclusion for the e-excluded. For special needs of senior citizens, there is a need for prolonging social interaction. The same applies to design of accessible products and services for those with disabilities. Some people can belong to more than one group of e-excluded (e.g., immigrants or young people with disabilities). Co-operation between industry, governments and other stakeholders is essential. She presented a matrix of e-excluded, to factor in policies and processes. She referred to some of the Bled conclusions, which provide a. useful basis for identifying some relevant criteria.  She suggested a way to map and evaluate prospective good practices. She referred to certain fundamental rights as embodied in the European Charter of Fundamental Rights, such as dignity, freedom, equality, citizens’ rights and justice. Another reference for classifying good practice can be found in the Riga Declaration, such as reducing digital divides, improving digital competencies and diversity, e-government, accessibility, employability, fostering pluralism in the digital space, increased quality of life. Funding is important to make e-inclusion happen. She presented a table for classifying cases in e-inclusion, showing beneficiaries, fundamental rights, field of intervention, initiatives and actors, which could help in building a library of cases. 
François-René Germain, Vice president of the Group accessibility department at France Telecom / Orange, presented two major ideas. He said that although companies are profit-driven, ethics make an important opportunity to focus on the needs of customers. He said Orange’s job is to help people to communicate, to help them to overcome disabilities. He provided some background on what Orange is doing in that regard. He focused on CSR (corporate social responsibility) and ethics. He said ethics were imprortant for Orange, it’s a way of management, important for managing stakeholder expectations, compliance, brand identity, group values, corporate culture, regulation. We need to listen to our customers, to factor accessibility in all its products and services. He depicted the link between ethics and accesibility. He said his company has a code of ethics which is distributed worldwide to all employees. Orange moved to a customer-centric approach from a techno-centric culture. It seeks to build an ethical brand image among customers. Design for all is an important concept for reviewing products and services. It’s important to factor in accessibility. He described how his company evaluates progress towards its design-for-all ideology. He presented a grid for analysis of good practice values. Employees are also important for e-inclusion. 
He was questioned about whether Orange offers any special rates for the e-excluded. He was asked whether the Orange model for ethics and accessibility can be adopted by SMEs. He responded that SMEs can ensure accessibility of their websites. They can hire disabled employees. He said Orange belongs to an accessibility club of large French companies (e.g., SNCF). Company culture towards ethics and accessibility is important. 
Silvia Bojinova said the Council will be making a statement or paper on accessibility in the near future.

Anne-Sophie Parent, Director, AGE, Belgium, referred to President Barroso’s proposed anti-discrimination directive, which has an article re insurance companies being able to apply different rates for those with disabilities or for the aged. AGE has some concerns about the data that would be collected and how they might be used.  AGE does not see a system in place for ensuring that such data are not reused for other purposes. There needs to be some safeguards in the draft directive. Another article deals with reasonable accommodation and services available to public, which has a but – i.e., unless it requires a significant change in the product or services.  AGE welcomes EC initiatives and those of other stakeholders, but has concerns about creating new dependencies. Poorer senior citizens will increase because of ageing and the financial crisis. AGE is involved in several research projects funded by the EU. It struggles to convince industry of market potential for accessible products and services and importance of content too on the Internet. Some senior citizens use Internet for a while, but then their usage drops off because they don’t find content they need. Problems will diminish with those baby boomers who have been using the Internet for many years. Problem is the needs of older citizens now who haven’t grown up with the new technologies. People need to know there are solutions. There is a need to avoid stigmatisation arising from products and services. Many amendments have been proposed to the draft directive. 
Orange has a problem with not having any data on those with disabilities. It makes it difficult or impossible to communicate with those market segments. 
A question was put to Anne-Sophie Parent re adequacy of Internet services available to senior citizens. She said that when they interview people a year or so after they were given some training, they find that senior citizens’ usage of the Web drops off. Some continue to be users, but others stop using the Internet. The older the person, the more difficult it is to make content relevant. Often senior citizens are perceived as having only autonomy and health care needs. One participant said there was a need to involve academia and other stakeholders in addressing these sorts of issues, to broaden and deepen use of the Internet by senior citizens. In the UK, there’s a new communications bill that will increase privacy concerns. 
Silvia Bojinova said citizens can use the Charter of Fundamental Rights to challenge any legislation that violates citizens’ rights to privacy. Exchanging practices will help educate stakeholders. Emilio referred to use of the principle of proportionality to balance benefits of users and risks to data protection. This principle need not be used only by security people. 

Anne-Sophie Parent said some older people just don’t feel secure in use of the Internet. They have doubts about what happens their data and how it might be used. Many older people have concerns about being targetted with advertising. She felt impact assessments for some new initiatives would be useful.
There was a question about 60 plus being old. 

Silvia said we don’t say when you are an elderly person. We care about older citizens before and after they retire.

Anne-Sophie Parent observed that some people who are only 40 are excluded from the labour market because some regard them as too old.

Emilio said from a biological perspective, there are no criteria for when a citizen is older. It’s a social construct. The Italian president is 82 and no one has put him in the role of the older person. But what happens to a person’s rights etc when they are put into the role of the older citizen.

Miguel Angel Rodriguez Bedmar, provincial co-ordinator of the Cruz Roja (Red Cross) in Alicante, Spain, presented some remarks re the Red Cross’s mission in Spain. He described some of the projects they are working on involving assistive technologies and services, for example, tele-assistance which has been used to give services to senior citizens for several years. Red Cross works with a strong ethical basis, especially re benefits from autonomy, non-damage, justice. There’s a duty to respect values and personal options, avoiding paternalism, promoting universal design in products and services in assistive technologies. It’s necessary to evaluate risks that may emerge from new technologies and services, avoiding discrimination; people, end-users need to be part of projects. The Cruz Roja asks people for their opinions. How can people be involved:

· consider people’s problems

· their way of communications

· knowing people’s habits

· learning about their habits towards technologies

· how they manage their home security

· if they have some home accessories

· respect their opportunities for communication.
Some Red Cross projects on teleassistance were mentioned. Among their projects are Safe21, Mobcare, Confident, SIMAP, Mobile teleassistance, COMPLEMENTA, PLATAS, mAvanTIC, TELPES.

The Red Cross is also engaged in training senior citizens on how to use mobile phones and computers. It has a best practices webpage. It provides video-assistance and advice via mobile phones. It operates an assistance centre. Red Cross has 100,000 volunteers in Spain, and 900,000 members.
Anne-Sophie Parent said the Red Cross in Spain (and in Bulgaria) are doing some very good work. They look at whoever needs help. Spanish example is good for stimulating participation of volunteers.

Paul Wheeler, senior IT and e-government manager, with the local authority of Milton Keynes in the UK, spoke about the privacy of users in any project. Risks and opportunities need to be evaluated. There is a need for a broader approach to ethics. Social exclusion is a growing concern. In the UK, 2.1 million people 65 years of age and older are have low income. Thirty per cent of those 65+ don’t see friends once or more a week. Their guiding principle for any project is to ask what is best for the individual. There is a need to consult with individuals about what their needs are and to understand their social context. Privacy and ethical issues need to be factored into any project, e.g., how data are collected and used. Data must be anonymised. Re privacy, participants must be treated with respect at all times and their anonymity protected. Pseudonyms or codes must be used to replace any identifiers with personal data. There is a need to be careful with quotations from interviews that may be included in reports and publications arising from the research, which could identify the user. 
Re ethics management, there is a need to comply with any national regulation, to perform a systematic review of national legislation and relevant codes of practice, etc.

Projects must be inclusive by nature. Systems must meet rigorous accessibility requirements and consider dialogue and device adaptations for visually impaired, those with difficulties in motor co-ordination and low strength, hard of hearing and other disturbances to human-computer interaction.

Re informed consent, data protection principles must be factored in; there must be safeguards, consent to how data can be processed. Explicit consent is necessary. 

We may see the benefits of new technologies and services but does that make them ethical? Drivers for the use of new technologies might be lowering support costs, increased self-management of conditions, reduced family concerns, but new technologies might increase isolation. 

Negative effects of new technologies might be mitigated by involving the user in the design stage, involving the family in discussions, arranging facilitated family conferences. Independent arbitration may be necessary if the user is unhappy with how their data are being used. 

Key issues -- trust, creating right balance, safeguards, consent, consultation with users, involving stakeholders, reinforcing the rights of the user in the appeal process.

There was a comment about the utility of a list of ethical principles and issues which one can “tick off” to make sure all issues have been addressed. 
Paul Wheeler was asked if there were a mechanism for knowledge transfer. He said there was. There are documents on good practices. Their acquired knowledge, good practice goes into a “living lab”, EU-sponsored project. They also try to disseminate any good knowledge to as many local authorities as possible.

Giulio Antonini, Friuli Venezia Giulia Region, Italy, spoke on the regional focus on ethics and ICT in Italy. In his region, 22 per cent of people are already over 65. The number of caregivers is dropping. Regional stakeholders include the Central Directorate for Healthcare and Welfare, Regional Healthcare Agency, local health authorities, social services coordinating bodies, personal service providers, nursing homes, CSOs.
Main challenges:

· an ageing population

· growing dependent elderly population

· promotion of the right to participation in community life, to independence and self-sufficiency, an impoverishment of natural health networks, presence of numerous foreign family assistants, organisation of new models of personal care and assistance,

· economic sustainability.

How can technologies contribute to the definition of standards to provide better quality of care? Among the main innovations and experiments carried out in the region were those:
· Upgrading nursing homes and introducing multidimensional evaluation systems, upgrading the network of facilities for the disabled below 65 years of age

· Support for experimentation in new forms of home care. 

· Project Nonos – support to the development of partnerships between the public sector and the non-profit sector.

· The role of the community nurse.
· Encouraging life at home (which means working with local authorities).

· Promoting innovation and experimentation in research projects on technologies and services for home care. 

· Strategic regional projects, especially focused on enabling senior citizens and those with disabilities to stay at home.

The regional authority promotes the “Domus persona fair”, a showcase and laboratory for ideas, knowledge and technology in favour of people and of quality of life at home. 

There is a challenge in integrating healthcare and welfare policies for the development of local communities. There is a challenge in disseminating knowledge, including good practices. 

A question was asked about what are the ethical issues for the regional authority. Response: one is relating to the issue of people living at home. Another is how many of the people in nursing homes want to be there, to die there. What are some viable alternatives to nursing homes? 
Silvia – it’s one of the objectives of the EC – independent living at home, at work and in the community and development and use of technologies to enable such independence.  Technology solutions have to be acceptable to the user. She referred to MonAmi as an example project. 
Enrico Neri, Italy, spoke about the ELDY project (www.eldy.eu) which is a software project. ELDY is software which is usable and offers an intuitive interface to senior citizens. ELDY is not only software but a community of users. ELDY is freeware. It can be used for e-mail, searching, chat and other applications. His company provides some training for senior citizens who are not so computer literate. ELDY today has 170,000 users. It is involved in e-inclusion projects in Italy, France, UK, Mexico, Romania. 

Somebody has to help the senior citizens (they are called ELDY “angels”). There are many such angels from all age groups. Just software is not enough, services are necessary too. We started with software, but then got into related issues, including ethics. The project has become sustainable as other stakeholders joined to support it. We have to be prouder of our young people, who have helped in the diffusion of ELDY. 
Does being ethical pay? Not yet, but maybe it will, maybe not in an economic sense, but in personal satisfaction, yes. An army of volunteers has been the key to ELDY’s success. What is the best practice to be learned from ELDY? Involve (our beautiful European) people!  
Paul de Hert, from VUB, Brussels, explained best practice from a legal point of view.  Paul spoke of the theory of law in e-inclusion. Free is the default. Law puts regulative and constitutive rules on behaviour. Some rules of behaviour cannot be “consented away”. Criminal law provisions are out of the reach of consent: “Thou shall not kill!” Data protection rules also cannot be taken away by individual consent. You have a right of access to your personal data (unless it’s held by the police). An employer cannot ask you to forego your right. Many firms need to learn this. Human rights law is different. Human rights allow for discretion and use of consent (you can consent to share your privacy), but … not to the extent that it erodes human rights. A lawyer works within a hierarchy of laws. Lawyers disagree on matters of law. If there is a disagreement, they go to court. Legal norms are general and vague. They seldom give dos or don’ts. There is a tension between legally protected values. There is a legal duty to secure data, but what is security? Context is important, but arguable. 
Advisory bodies have an important role. DPAs deal with the law in context, e.g., security. They help understand the law, but they do not replace judges. They are friendly towards users but they can also be fierce critics of industries. 
Towards a best practice: Can the citizen trust this application? Is storage of his data transparent, necessary, relevant and effectively verifiable? The lawyer must wear the lenses of the privacy-enhancing technology lawyer. Taking stock: EU law emphasises core principles such as purpose limitation and data minimisation, unlike, e.g., Japan and the US, which do not legally recognise purpose limitation and data minimisation principles. 

A best practice would consider proportionality early in the planning process, limit the amount of personal data being processed to what is truly necessary, limit the processing of data to the original purposes for which they were collected, consider whether there are other means of realising the same end which would result in less processing of personal data (take seriously anonymisation or pseudonymisation). 

Areas of particular concern:

· Data transfer to countries outside the EU

· The processing of sensitive data, including the data of children

· The processing of employee data

· Video surveillance

· The use of biometrics
· The large-scale collection of data over the Internet.

Lawyers should play a bigger role, they should have ideals, to do not just what they are legally obliged to do, but what they are ethically impelled to do. Ideals are important.

Guido Van Steendam, IFB, KU Leuven, Belgium, spoke on ethicists’ practice. Complex issues, like ethics, can be approached in different ways. Ethics is universal, absolute obligation. We can speak of ethics linked to groups, professions, nations, engineering ethics, codes of ethics, ethics is linked to the deepest levels of individuality. Ethics can deal with values, rules, norms, principles, results of our actions, attitudes, virtues, feelings, character, evolutionary basis. Ethics is also reflection. 

Three elements of ethics. First, the ethics of best practice. Practice is a core notion in ethical reflection today. Alasdair MacIntyre (After Virtue, 1984) is a proponent of this. He said best practice is “any coherent and complex form of socially established co-operative human activity… through which goods internal to that form of activity are realised… with the result that …human conceptions of the ends and goods involved, are systematically extended.” 

In operational terms, best practice includes social studies of science, case analysis. We establish an action platform (socio-technological platform). Action anchors are the basis of our actions. Then you have a vision or goal, but a goal is not enough for a practice. Also needed are third parties, money, tools, a team. You need instruments (e.g., computers) and an infrastructure. You also need colleagues and partners, funders and clients, third parties (the not-in-my-backyard people) and principalists (people who may oppose you just as a matter of principle). None of these elements is ethically neutral. Ethical problems can be solved by a definition (e.g., brain dead). 
Criteria for best practice. MacIntyre said “in the course of trying to achieve those standards of excellence which are appropriate to, and particuarly definitive of, that form of activity… with the result that human powers to achieve excellence, and human conceptions of the ends and goods involved, are systematically extended”
Best practice is dynamic, tends to improve itself, its elements, goals, standards. Standards of excellence can change, they are action anchors, they can be tacit (non-verbal, implicit) or explicit. 

Best practice landmarks:

Ethical practice is that one should not do anything that is invidious to human health, animal welfare, nature and the environment. These are not principles necessarily, they are matters of best practice. Ethical practice should also not be against against social life (conformity, equality, autonomy). It should provide meaningful action (results, distance, humanness). We believe life should produce meaningful results. You should not go too far, otherwise you become a fundamentalist (distance). Human dignity is part of good practice. 
Above are nine ethical practice landmarks. They don’t, however, necessarily provide us with guidance. There is no simple textbook answer to ethics. Landmark practices are, in some sense, part of the problem, because they can be vague. On the other hand, we have to have live in a contextualised embodied basis. In this case, they do provide some guidance.

Best practice can mean three different things:

· It’s a real life practice. It’s not a theory, code, statement, description.

· It is a description of structural elements linked to development of best practice, e.g., timely communication, involvement of stakeholders, it offers a checklist to monitor real life practices. 
· It is a pronouncement of role and values. Role: “A code can function as a basis for the public’s expectations and evaluation of professional performance, thus serving as a mechanism for holding the profession and individual professionals accountable” (Max Frankel, AAAS).
Ignacio del Arco, Institute of Innovation for Human Wellbeing, and eVIA (National Platform in Spain on Technologies for Independent Life, Accessibility and Social Cohesion) spoke about ethics for research, development and innovation projects. I2BC is a non-profit organisation. It provides technological and human services, operates globally, has had projects funded by the EC. eVIA is a Spanish Technology Platform for Independent Life, Accessibility and Social Cohesion. It’s like the European Technology Platforms (ETPs). The aim of the platform is to develop a strategic research agenda. They work with national authorities and seek to optimise the balance between the well-being of users and marketing activities. The advisory board has many civil service organisations. Their members include more than 440 people and 300 entities, many of which are private companies. eVIA has different working groups dealing with e-accessibility, e-learning, e-inclusion, etc.
Personal autonomy is seen as a right, not as a social imperative, there is a high risk of technological despotism. 

Partial or sectoral approaches to digital divide: high risk of technological despotism also.

The eVIA model is based on the role of people, end users, in the innovation process. There are different models (top-down, bottom-up, people-led innovation). eVIA proposes a CIPRES approach. CIPRES = citizens, prospective and specifications. Re innovation, one has to ask who is it for? What for? (effectivity), where and when (efficiency), how and why (efficacy). Who is paying for the solution? eVIA has developed a reference for certification, based on European norms, so that the products and services meet the CIPRESS triad. It includes technological effectiveness. It begins with people and ends with people (they validate the innovation). There are several factors for certification. We believe in an approach geared towards the protection of human rights which would match the different needs of the disadvantaged and would provide explicit guidance. 
A balance should be struck between autonomy, freedom and self-determination. Citizen innovation is important, so is consultation with all stakeholders, including disadvantaged individuals who will be using ICT.  Solutions should not simply be profit-driven. Choices about ICT must be understandable and transparent. 
See Ignacio’s 10-point checklist. 

Procedure for deliberation:
a. case report by the responsible team in making the decision.

b. individual/ technical aspects in the case

c. Identification of the ethical implications derived

d. Selection by the responsible team of the specific concerns

e. Identification of values in conflict.

f. Identification of extreme 

Christoph Luykx, Public policy manager, Europe, Intel spoke of good practices in privacy and security.  He spoke of the challenges to privacy and security, components of users trust, etc.

Technology is transforming our lives and the global economy. However, there is an exponential growth in computer-related crime, increased personal privacy concerns. Re building user trust in technology, there are five stepping stones: reliability, safety, maintainability, privacy and integrity. Products should not violate the user’s privacy. 

He spoke of a triangle of trust, comprising government, NGOs and industry, with the user in the centre. It’s useful to codify best practices. NGOs can help codify good practices. Privacy and security is a complex ecosystem, comprising services, applications, operating systems, platforms. Intel is part of the Trusted Computing Group. Intel strives to be one step ahead of an escalating threat model. Increasingly it is building security and privacy into its products (e.g., hardware-based cryptographic methods).

Also important is process: the security development lifecycle and the privacy review process (self-assessment, risk assessment, development and validation). 

See his slide on process alignment, which was driven by Intel’s Global Privacy Officer (David Hoffman).
Triggers for privacy concerns include personal data collection and unique identifiers. 

Engineers don’t much like people coming in and asking what are the privacy implications.

Building trust in technology:

Externally through education (e.g., Data Privacy Day), privacy policy (make it more understandable) and internally (employee training). Intel is doing a lot of internal training of employees to make them sensitive to the issues in this area.

Challenges still exist:

· Policy-maker knowledge gap

· end user awareness, eduation and involvement

· cost and complexity of preventative solutions, including trade-offs for usability and performance

· ongoing “arms race” with hackers 

· Designing for a global market

· Billions of legacy platforms of various capabilities.
There’s a big need to raise end user awareness. Industry has to do better in this area. 
Sometimes technologies are so complex, that it’s difficult to understand their implications. We need to work with policy-makers, to have a dialogue on issues.

PIAs are useful, but it’s doubtful they should be imposed by legislation or regulation.
Kush Wadhwa, GSI, spoke of strategies for collecting good practices. He said we should consider the models for determining good practices in other sectors, e.g., the health context. What are the challenges regarding good practices? Can a good practice in one realm be negative in another realm? We have to monitor for unintended consequences. It’s useful to consider models for e-inclusion, in technology, society, in healthcare. For technologies, standards are the baseline. Good practice in social issues are formalised by legislation, governmental agencies, intergovernmental organisations. UNESCO project MOST (Management of Social Transformations) came up with four criteria for good practices. Kush noted different approaches to collecting and disseminating good practice cases; a platform approach, a network approach (education, learning environment) and a clearinghouse approach. Some relevant metrics for determining whether a practice is a good one or not include the following: 

· effectiveness

· signficance

· transparency

· efficiency

· reliability

· replicability and adaptability

· optimality

· acceptability

· legitimacy

· equity

· learnability

Kush concluded his remarks by emphasising that we need to select a model for good practices, such as the three mentioned in his presentation namely those in the areas of a) health, b) social and c) technology. Within whatever model we adopt, we need to hone in on specific criteria to select the good practices that are relevant.
Emilio Mordini, in summing up, noted that frequently presenters spoke of stakeholder involvement. We need to identify stakeholders, their responsibilities and framework(s) within which they can collaborate. Participants should think about these different models and frameworks. We need to understand in what contexts they operate.

Conclusion, summary of key points 

The goals of the expert meetings are 

· To identify criteria for selecting good practice cases

· To identify about 10 examples of good practices in e-inclusion and ethics, which would be the start of a library of good practices. 

Rationale for good practices

· Exchanging practices will help educate stakeholders.

Basic principles for identifying good practice cases and/or that should be reflected by the good practice cases include the following:

· Good practice cases involve users, listen to them, seek their opinions, consult with individuals about their needs and understand their social context.

· Cases should involve a range of stakeholders, reflecting co-operation between industry, governments and other stakeholders, including academia. 

· Cases should reflect importance of design for all, accessibility, promote universal design in products and services

· Good practice cases should reflect what stakeholders consider to be important for ICTs and e-inclusion

· They should respond to the need to prolong social interaction

· Cases should consider need for safeguards (e.g., protecting users’ data)

· User must have access to his data, to know how data would be collected and used. Is storage of his data transparent, necessary, relevant and effectively verifiable?

· Privacy and ethical issues need to be factored into good practice cases, informing user how data are collected and used. Data must be anonymised.

· There is a need to explain what will happen to any personal data collected, for example, to reassure some older people who just don’t feel secure in use of the Internet. They have doubts about what happens their data and how it might be used

· A best practice would consider proportionality early in the planning process, limit the amount of personal data being processed to what is truly necessary

· There is a need for follow-up, to see, for example, how many senior citizens are using a digital service say a year after introduction. 

· Need to avoid stigmatisation from products and services

· Relevant content

· Impact assessment could be useful 

· There’s a duty to respect values and personal options, avoid paternalism, to evaluate risks that may emerge from new technologies and services, avoid discrimination

· Training users, helping senior citizens (“angels”, volunteers)

· Participants must be treated with respect at all times and their anonymity protected. Pseudonyms or codes must be used to replace any identifiers with personal data. There is a need to be careful with quotations from interviews that may be included in reports and publications arising from the research, which could identify the user. 

· Consent must be truly informed and explicit. Choices about ICT must be understandable and transparent. Sometimes technologies are so complex, that it’s difficult to understand their implications. 

· Involve the user in the design stage, involve the family in discussions

· Independent arbitration may be necessary if the user is unhappy with how their data are being used. 

· Economic sustainability of projects should be considered.

· Cases should promote innovation and experimentation. Re innovation, one has to ask who is it for? What for? (effectivity), where and when (efficiency), how and why (efficacy). Who is paying for the solution?

· Good practice cases should build trust (e.g., through reliability, safety, maintainability, privacy and integrity). Products should not violate the user’s privacy.

· Good practice cases should monitor for unintended consequences. 

Relevant metrics for determining whether a practice is a good one or not include the following: 

· effectiveness

· signficance

· transparency

· efficiency

· reliability

· replicability and adaptability

· optimality

· acceptability

· legitimacy

· equity

· learnability.

Classifying good practice cases

Good practice cases can be classified 

· as reducing digital divides, improving digital competencies and diversity, e-government, accessibility, employability, fostering pluralism in the digital space, increased quality of life.

· as illustrating independent living at home, at work and in the community.

· as involving different groups of e-excluded, e.g., senior citizens, those with disabilities, marginalised young people and immigrants.

Dissemination

We need to consider how good practice cases will be disseminated and to whom (knowledge transfer). Is there a need for good practice prosyletisers? Cases should raise awareness. Different approaches to collecting and disseminating good practice cases; a platform approach, a network approach (education, learning environment) and a clearinghouse approach.

Need to identify stakeholders.
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