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CEF TELECOM – 2017-2 CALLS FOR PROPOSALS 
 

FREQUENTLY ASKED QUESTIONS 
 

Cyber Security – version 29 August 2017 
 

 
All information marked in blue has been added since the previous FAQ version. 
 
Commonly used abbreviations in this FAQ 
 

CERT Computer Emergency Response Team 

CSIRT Computer Security Incident Response Team 

CSP Core Service Platform 

 

 
1. What is the difference between this call and the 2016-3 Cyber Security call?  
 
As noted in section 2 of the call text, this call is intended to support the same activities as those 
funded under the 2016-3 Cyber Security call. As in the previous call, funding will support the 
national/governmental (n/g) CERTs/CSIRTs to create, maintain or expand national capacities to run 

a range of cyber security services, in order to reach a state of preparedness that will allow them to 
participate on an equal footing in the Core Service Platform - cooperation mechanisms established 
through the 2015 Work Programme.   
 
The 2017-2 call is primarily addressed to those Member States which did not receive funding under 
the 2016-3 call. 
 

 
2.  Is this call just for national/governmental CERTs (Computer Emergency Response 
Team) or for all CSIRTs (Computer Security Incident Response Team) as defined by the 
NIS Directive? In my Member State, there will be a CSIRT for the energy sector that is 
neither the national nor the governmental CERT. 

 
A "national/governmental" CSIRT is a designation given by a Member State; there is no legal 
definition of the term provided in the Work Programme. The Work Programme does not exclude a 
"sectoral" CSIRT from being eligible to participate in this call.  
 
As noted in section 6.1 of the call text, proposals may be submitted by a single n/g CERT/CSIRT or 
by a consortium of several n/g CERTs/CSIRTs based in one or more Member States. Exceptionally, 

sectoral CERTs/CSIRTs may also submit proposals or be part of consortia. Each applicant must 
clearly explain in the proposal whether it has been designated as a sectoral CERT/CSIRT. Relevant 
supporting letters should be provided with the application if available.  

 
 
3.  Can a single CERT apply for more than one action?  

 
Yes, a single CERT may apply for more than one action. However, in line with section 4 of the call 
text, there will only be one proposal funded among those entities based in the same Member State 
or EEA country, unless there is budget remaining after all of the proposals above threshold from 
different participating countries have been served.  
 
As noted in Q1 above, proposals may be submitted by a single n/g CERT/CSIRT or by a consortium 

of several n/g CERTs/CSIRTs based in one or more Member States. Exceptionally, sectoral 
CERTs/CSIRTs may submit proposals or be part of consortia. However proposals submitted by 
single/consortia of sectoral CERTs/CSIRTs will have lower priority than those submitted by n/g 
CERTs/CSIRTs.  
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In addition, as indicated in section 6.1 of the call text, each applicant must clearly explain in the 

proposal whether it has been designated as either n/g or sectoral CERT/CSIRT. Relevant supporting 
letters should be provided with the application if available.  
 
 
4. If there is a joint proposal from several CERTs/CSIRTs is the budget threshold still €1 
million per action?  
 

Yes, as indicated in section 4 of the call text, the threshold for a maximum funding is €1 million per 
action. This also applies to consortia/multi-applicant proposals. 
 
 
5. Can ENISA act as a facilitator to help applicants propose a project? 
 

Applicants may approach ENISA for assistance with their proposal, but please note that ENISA is 
under no obligation to provide this type of information, may not be in a position to do so and it will 

apply the principle of equal treatment to all applicants. 
 
 
6. Section 6.1 of the call text indicates that besides explaining in the proposal whether 
the applicant has been designated as either n/g or sectoral CERT/CSIRT, it should 

provide relevant supporting letter(s) with the application if available. Could such a letter 
also be a substitute for application form part A2.3 (Member State approval)? 
 
No. This letter would not take the place of application form part A2.3 (Member State approval). 
Part A2.3 is a separate eligibility requirement in itself, necessary for applicants from a third 
country, a public or private undertaking or body established in a EU Member State/EEA or in a third 
country, an international organisation, Joint Undertaking or EEIG. See section 6.1 of the call text 

for more information. 
  

 
7. Could a CERT being a private body be an applicant in a consortium with a national or 
governmental (n/g) CERT? If yes, could this CERT be the coordinating applicant?  
 

Yes, a CERT being a private body can be part of a consortium with a national or governmental 
CERT. In accordance with section 6.1 of the call text, this CERT must clearly explain in the proposal 
that it has been recognised by the Member State as a national or sectoral CERT/CSIRT. Relevant 
supporting letter(s) should be provided with the application if available.  
 
There are no restrictions on who can serve as the coordinating applicant for the proposal.  
 

 
8.  Are n/g CERT/CSIRTs or sectoral CERTs/CSIRTs the only possible applicants as a part 
of a consortium for this call? I.e. Can other organisations (such as NGOs, private 
companies or other governmental institutions) also participate in a consortium? 

 
Section 6.1 of the call text explicitly provides that each applicant must be a CERT/CSIRT - thus 
there is no possibility for other types of organisations to apply under this call. 

It is however noted that the CERT/CSIRT retained as beneficiaries may award contracts for the 
provision of services or subcontract certain tasks in conformity with Articles II.9 and II.10 of the 
model grant agreement. Depending on its legal status, the CERT/CSIRT submitting the application 
may also designate affiliated entities or implementing bodies to support the implementation of the 
proposed Action. Please see section 5 of the General FAQ for more information about implementing 
bodies/affiliated entities. 

 
9. Our national CERT is a public body which does not deduct VAT. In this case, could we 
consider VAT eligible? 

 
VAT shall be eligible where it is not recoverable under the applicable national VAT legislation and is 
paid by a beneficiary other than a non-taxable person as defined in the first subparagraph of Article 

13(1) of Council Directive 2006/112/EC of 28 November 2006 on the common system of value 
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added tax1. This last article mentions States, regional and local government authorities and other 

bodies governed by public law shall not be regarded as taxable persons in respect of the activities 
or transactions in which they engage as public authorities, even where they collect dues, fees, 
contributions or payments in connection with those activities or transactions. 
 
10. What level of detail are we expected to provide in our proposal for the technical 
items/equipment that we intend to purchase? For example, for a hardware platform 
should we specify all of the necessary equipment such as the servers, switches, etc.?  

 
A summary list of major cost items should be provided in the proposal under the relevant activity 
description in application form part A. See the "Costs" section of the Guide for Applicants for more 
information.  
 
 

11. Could the development of security requirements related to critical infrastructure 
security be considered as an eligible activity under this call? 

 
Yes, provided that the requirements are for cyber security and that the proposal can justify their 
development under the terms of the objectives described in the call text and the Work Programme. 
 
 

12. In view of the fact that CSIRTs/CERTs are to develop their cyber security capacities, 
to what extent is it possible to subcontract activities to be carried out in the proposed 
action?  
 
In line with the priorities and objectives of the call, in the proposed Action, emphasis must be put 
on strengthening in-house capacities of the CSIRT/CERT. In case subcontracting is foreseen for 
certain activities (e.g. provision of IT services) appropriate transfer of knowledge from the 

contractor to the CSIRT/CERT has to be taken into account and described in the proposal.  
 

Depending on the nature of the contractual relation, a contract for the implementation of specific 
activities may be considered as procurement or subcontracting in accordance with Articles II.9 and 
II.10 of the model grant agreement. Please note that proposals involving subcontracting must 
explain (in particular in application form parts A3.1 and A3.2 and application form part D): 

 What tasks will be subcontracted and for what reasons 
 How the potential subcontractor will be selected in accordance with the provisions of the 

grant agreement (transparency, equal treatment and best value for money)  
 The basis on which the estimated cost of subcontracting has been calculated  

 
Having to subcontract implementation of some activities does not in itself affect the evaluation of 
proposal, however the elements listed above will be evaluated under the relevant award criteria. 

See section 13 of the General FAQ and section 4.2 of the Guide for Applicants for more information. 
 
 
13. What kind of information is expected in the proposal to describe long-term 

sustainability of an action proposed under this call? 
 
In section 3 of application form part D, applicants must address the Impact and Sustainability 

award criterion, as well as its sub-criteria. (See section 4.5 of the Guide for Applicants for more 
information).  
 
Since the CEF 2017 Work Programme indicates that funding acts as an incentive for Member States 
to develop their cyber security capacity, applicants must explain how their proposed Action will be 
sustained after its end, e.g. in terms of using the Cyber Security Core Service Platform or a funding 

model in place. They should also consider other points such as: 
 Where applicable, are there details about successive stages of deployment and the 

corresponding target groups? 

                                                           
1 See http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=URISERV%3Al31057 

 

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=URISERV%3Al31057
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 How does the proposed Action create European added-value in the cyber security domain?  

 How will the results be disseminated to key stakeholders in the domain, as relevant? 
 How the proposed Action will be sustained, developed and scaled up without EU funding – 

and through funding sources other than the CEF? 
 
 
14. We would like to install new electrical systems and furnishings in our CSIRT 
premises. Would this be covered under the scope of the call? 

 
No. As indicated in section 2.1 of the call text, any activities relating to the functioning of the 
organisation – such as installing/outfitting data, training and/or meeting rooms with floors, 
electrical systems, air conditioning, office furniture, physical security controls, fire sensors, network 
cables and sockets, etc. - will not be supported under this call. This is in line with the EU Financial 
Regulation and its Rules of Application, which note that the types of activities listed above are more 

relevant to the actual functioning of the entity, rather than the implementation of the proposed 
Action itself.     

 

 
15. Our proposed Action includes a connection with the Core Service Platform. Are there 
any associated requirements for this? 

   
As noted in section 2.1 of the call text, for actions which propose a connection with the Core 
Service Platform - cooperation mechanisms (i.e. objective 2), demonstration of the interaction with 

or use of the Platform will be required.  
 
 
16. We are considering creating a project proposal which includes different tools and 
services. Only some of them will be integrated with the Core Service Platform (CSP). Is 
this scenario possible, or is it mandatory all tools to be integrated with CSP? 
 

According to section 2.1 of the call text, the actions funded under this call will have one or both of 
the following objectives: 
 

 Activities for increasing the preparedness of the n/g CERTs/CSIRTs (e.g. development or 
acquisition of better tools for analysis, identification, and detection of threats, awareness 
campaigns ancillary to capabilities development, maturity assessment and development 
encompassing governance and legal compliance, services to local agents) 

 Establishment of access points from the n/g CERTs/CSIRTs to the CSP - cooperation 
mechanisms (e.g. secure devices and software, interfaces, gateways, translation of local 
tools into common formats). 

 
For the actions which propose a connection with the CSP - cooperation mechanisms (i.e. those that 
correspond to the second objective referred to above), demonstration of the interaction with or use 

of the CSP will be required. 
 

Note that CEF funding is meant to support the n/g CERTs/CSIRTs to create, maintain or expand 
national capacities to run a range of cyber security services, in order to reach a state of 
preparedness that will allow them to participate on an equal footing in the Cyber Security CSP - 
cooperation mechanisms established through the 2015 Work Programme. Therefore, even if 
demonstration of interaction is not asked for in objective 1, the activities for increasing the 

preparedness of the n/g CERTs/CSIRTs should be relevant to the participation in the cooperation 
platform and mechanisms. 
 
 
17. If we use a tool integrated with the Core Service Platform (CSP), can we include in 
the proposal the usage of that tool for a specific and relevant scope but excluding any 
development or maintenance of the tool? 

 
If you are referring to the re-use of open source tools (i.e. MISP, IntelMQ etc.) being provided via 
the CEF CSP project SMART 2015/1089, such tools may need to be customised to the local CSIRT 

environment in a Member State. The systems integration, development and adaption of such tools 
are outside the scope of the CSP, but may be necessary to demonstrate connection to the CSP 

https://ec.europa.eu/inea/sites/inea/files/c_2015_7381_f1_annex_en_v3_p1_828057_cef_telecom.pdf
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cooperation mechanism. Thus these activities would be considered as being within the scope of this 

call. 
 
 
18. Under the objectives in section 2.1 of the call text, it mentions "acquisition and 
operation of national level cyber security IT systems...”. Should the tools we acquire be 
integrated with the Core Service Platform? Should we develop such integration as part of 
the proposed Action? 

 
Please see Q16 above.  
 
 
19. Many of our documents relating to technical areas of information security are 
confidential, e.g. these kinds of documents may not be disseminated to a third party 

without special procedures/approvals first. If our proposal is selected for funding, would 
the checks of documents required for interim payment/balance of payment requests 

and/or technical and financial checks, audits, interim and final evaluations, etc. be 
carried out by INEA in a way that complies with the security procedures and approvals 
that were originally needed for these documents? 
  
In line with the provisions of the model grant agreement, each beneficiary must provide the 

coordinator all of the necessary supporting documents in case of checks and/or audits; the 
coordinator bears the responsibility for supplying these documents to INEA or to other EU bodies 
(please refer to articles II.1.2 and II.1.3 of the model grant agreement). Please note that in line 
with Art II.5 of the model grant agreement, the Agency and the beneficiaries shall preserve the 
confidentiality of any information and documents, in any form, which are disclosed in writing or 
orally in relation to the implementation of the Agreement and which are explicitly indicated in 
writing as confidential. It does not include information that is publicly available. The article also 

states that the Agency and the beneficiaries shall not use confidential information and documents 
for any reason other than fulfilling their obligations under the Agreement, unless otherwise agreed 

with the other party in writing. 
 
In addition, with regard to confidentiality rules applied to supporting documents related to tools 
that are procured, the EU Directive on public procurement2 and relevant transposed national 

legislation apply. 
 
 
20. Where can my CSIRT get information about the CSP co-operation mechanism project 
with a view to connecting to the CSP? 
 
Information about the CSP, now branded as MeliCERTes, is available in the MeliCERTes folder on 

the CSIRT Network portal hosted by ENISA.   
 
 
21. We wish to submit a proposal on behalf of CSIRTs in two or more Member States. If 

the proposal is successful, how is the distribution of funding to be organised?  Can INEA 
provide it separately to the "lead beneficiaries" in each participating Member State or 
must it be sent to one beneficiary who acts as a co-ordinator in distributing the funds to 

all the beneficiaries in the different Member States? 
 
A proposal with more than one applicant is referred to as a "multi-applicant proposal". One of the 
applicants will act as coordinator. See Section II.1.3 of the model grant agreement which outlines 
the general obligations of this role. Point (e) notes that the coordinator "ensures that all the 
appropriate payments are made to the other beneficiaries without unjustified delay…". It is 

                                                           
2 Directive 2014/24/EU of the European Parliament and of the Council of 26 February 2014 on public 

procurement and repealing Directive 2004/18/EC Text with EEA relevance, see http://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=celex:32014L0024 

 

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32014L0024
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32014L0024
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therefore the responsibility of the coordinator to make the appropriate payments to each of the 

beneficiaries after each payment from the Agency to the coordinator. 
 
See also sections 3 and 18 of the General FAQ more information, which contains more information 
on multi-applicant proposals. 
 
 
22. In the context of this call, can a CERT establish warning, advice and relay points with 

third parties for the purpose of enhancing CERT capacities (i.e. increasing the 
preparedness of the CERT)? 
 
Yes, such points can be established in the context of this call for proposals, provided that such 
activities fit within the scope of the call itself. As explained in Q8 above and noted in Section 6.1 of 
the call text, each applicant must be a n/g (or exceptionally, sectoral) CERT/CSIRT - thus there is 

no possibility for other types of organisations to apply under this call. 
 

It is however noted that the CERTs/CSIRTs may award contracts for the provision of services or 
subcontract certain tasks in conformity with Articles II.9 and II.10 of the model grant agreement. 
Depending on its legal status, the CERT/CSIRT submitting the application may also designate 
affiliated entities or implementing bodies to support the implementation of the proposed Action. 
Please see section 5 of the General FAQ for more information about implementing bodies/affiliated 

entities. 
 


