Important notice: in order to be able to send an encrypted message and files to our functional
mailbox, your messaging service must allow you to sign and encrypt electronic messages?!. This
guide describes how to install the public encryption key that is available on the consultation
page. Depending to your email client (e.g. Outlook 2003), the procedure may be different. Please
note we do not provide technical support to respondents who encounter technical problems.

How to install the public encryption key with Outlook 2010

In order to send an encrypted email to our functional mailbox (markt-sr-consultation@ec.europa.eu ), you
need to install the public encryption key of our functional mailbox on your computer.

1. Download the public encryption key (.p7b) on your computer (e.g. on your desktop).

2. Create a “New Contact” for the functional mailbox (markt-sr-consultation@ec.europa.eu). Once created,
click “Save and Close”.

O] T T L e N Contact:  Emmantcl SOKALGH LEI® | T AR SR
File Home Send / Receive Folder View Developer Add-Ins Quick tips ALl ‘ Contact EHEER Siiootes T LR
=== 2 K | - <o =) | (821 (a3 Activities & [ LE
= E g [ i - 2 (N5 =| | &= °° ] 5 =
A g) i Ezas: f( | é’ﬁg y 8= 4 | l( m:j = L.aj _‘g: | 1= 4 Certificates jJ ﬁ 5l
3 = - Save & Dflete Save & Forward OneNote |General| Details __ E-mail Meeting More
New New Contact New Dele E-ma eeting More Mame, First... Address Ca... | By Category | — Close New~  ~ EEl Al Fields -
Contact § Group  Items~ b & Actions Show Communicate
Mew Delete Communicate Current View
< Full Name... | MARKT SR CONSULTATION
Company: EC-MARKT
Job title: |
File as: |MARKT SR CONSULTATION
Internet
(& E-mail... ~ | |MARKT-SR-CONSULTATION @ec.europa.eu
Display as: MARKT SR CONSULTATION

Web page address:
IM address:

nnnnnnnnnnnnn

3. Open the contact. In the “Show” box, click “Certificates”.
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4. Click “lmport” and go to the file with the public encryption key you downloaded (to see the file, you may
have to select “All Files”).

Yy G 8] Locate Certificate ‘
H h @O-\- Desktop »
= (
ALy R Y a Frver
iness Picture = Categorize Follow Private Zol
ard - 2 Up -
Options Tags Zoom

2 Public encryption key.p7b
B Desktop PKCS #7 Certificates
4 Libraries. R 250K8
2 SOKAL Emmanuel (MARKT) —
. 8 Computer RS | [ Microsoft Excel Worksheet
ult o 2 | 205K8
e ) Tsarll
: = sar
Import... l 3 DV Shortcut
S HM at @ 108KB A

9 sokalem i\ H\H2) (H) Webi
9 DATA (\netl. thmarkt) (P:) 1 Shortcut L
&3 _Unit_Shared (\\netlcec.euint\mark\H\H2) (L = [0 1010 bytes -

Filensme: Public encryption keyp7b

5. Install the key (click "Yes"). The public encryption key is now linked with the contact you created. Outlook

should now be ready to send encrypted emails to our functional mailbox (See below “How to send an
encrypted email”).

! 1f you do not have any digital ID’s (certificates) yet, you can apply for them on several specialised websites.



6. Once the certificate imported, you should be able to see the imported certificate in the contact.
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How to send an encrypted email

Remove

1. Open a new email. Make sure the encryption and sign icons are active (= not greyed out) and visible in the
ribbon). If these icons are not visible, please consult Microsoft’'s webpage on how to Encrypt email
messages’.
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2. Compose your email and attach files as usual.

3. Click “Encrypt” button.

4. Click “Send” button.

Troubleshooting
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2 http://office.microsoft.com/en-us/outlook-help/encrypt-email-

may show up.

In such a case, check if the Certificate has been installed in the correct place.
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3. Open “Internet Explorer” (version 6 or higher) and select “Options”
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4. Go to the “Content tab” and click on “Certificates”. Make sure the Root Certificate of the Commission has
been installed in “Trusted Certification Authorities”
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5. In case the Root Certificate has not been installed in the right place, go back to Contacts, open the contact
for the functional mailbox, click “Certificates”, click “Properties”, in the “Certificate Properties, go the tab
“Trust” and indicate you "Explicitly Trust this Certificate”. Click OK and close the contact.
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6. Resend the message.



