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Executive summary

This is the Final Report for the Directorate General Justice Freedom and Security (DG JFS) project:
Study on Risk Governance of European Critical Infrastructures in the ICT and energy sector.

The primary goal of this project was to propose a Risk Governance Framework for European Cls in
the interface between the ICT and energy sector, based on the analysis of actors, regulatory, market
and technical factors, decision processes, problem framing, development of risk scenarios and
application to them of a Risk Governance Framework. In addition we were asked to provide
suggestions on how to implement the results of this study.

A Risk Governance Framework based on the International Risk Governance Council (IRGC) model
has been developed. This report describes how the framework was developed, including significant
involvement of stakeholders, and describes the framework. The framework is presented, in an Annex,
as a stand-alone format that can be used by stakeholders when they are carrying out the risk
governance process. Finally the report draws out conclusions and makes recommendations for the
implementation of the framework.
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1 Introduction
1.1 The Project

The security and economy of the European Union as well as the well-being of its citizens
depends on certain infrastructures and the services they provide. The destruction or
disruption of infrastructures providing key services could entail the loss of lives, the loss of
property, a collapse of public confidence and moral in the EU. Any such disruptions or
manipulations of critical infrastructure should, to the extent possible, be brief, infrequent,
manageable, geographically isolated and minimally detrimental to the welfare of the Member
States, their citizens and the European Union. The recent terrorist attacks in Madrid (2004)
and London (2005) as well as the Estonian cyber attacks (2007) and the German Blackouts
(2006) have highlighted the potential vulnerability of European infrastructure both from
terrorism as well as other operational failures. Furthermore the current banking crisis has
highlighted the need for appropriate national and regional government organisations to be
reassured that organisations operating and regulating key national and regional
infrastructures have adequate risk governance processes in place, not only to protect their
own business continuity, but also to protect the wider communities.

As part of its response, the European Commission has introduced the European Programme
for Critical Infrastructure Protection (EPCIP). As well as general measures, the programme
calls for sector-specific assessments.

The European Commission defines a 06Critical Il nfrast

thereof located in Member States which is essential for the maintenance of vital societal

functions, health, safety, security, economic or social well-being of people, and the disruption

or destruction of which would have a significant impact in a Member State as a result of a
failure to maintain those functionso. OECI &ddi ti
means critical infrastructure located in Member States the disruption or destruction of which

would have a significant impact on at |l east two

Without a European approach to understanding the decision making process for dealing with
risks to European Critical Infrastructures, quantifying the risk of such disruptions is difficult.
Private decision-makers will have neither adequate information nor adequate motivation to
undertake investments that are more than justifiable from the standpoint of the system as a
whole.

In particular EC is concerned about the vulnerability of critical infrastructures in the ICT and
Energy sector in Europe and ensuring the security of energy supplies. This applies to all
critical infrastructures in Europe regardless of whether they can be considered as having EU
or national importance. The scope of the study is therefore to focus on the decision making
process for dealing with ECI risk governance between the ICT and energy sector.

This project was commiss i oned by the European Commi ssion6s
Freedom and Security (DG JLS) to develop a Risk Governance Framework for ECIs in the

interface between the ICT and energy sector, based on the analysis of actors, regulatory,

market and technical factors, decision processes, problem framing, development of risk

scenarios and application to them of a Risk Governance Framework.

The project began with an assessment of the existing approaches to managing risks in the
energy / ICT sector, carried out analysis of the requirements of a Risk Governance
Framework by seeking the opinions of relevant stakeholders, before finally developing a Risk

! COUNCIL DIRECTIVE 2008/114/EC on the identification and designation of European Critical Infrastructure and the assessment of
the need to improve their protection, Brussels, 08.12.2008, COM(2006) 787 final
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Governance Framework based on the model developed by the International Risk Governance
Council and recommending how it is used.

This is the final report of the project which describes the approach, the Risk Governance
Framework and recommendations for its implementation.

1.2 Project Goals

The primary goal of this project was to:

Propose a Risk Governance Framework for ECls in the interface between the ICT
and energy sector, based on the analysis of actors, regulatory, market and technical
factors, decision processes, problem framing, development of risk scenarios and
application to them of a Risk Governance Framework.

Provide suggestions on how to implement the results of this study (e.g., to prepare a
pilot project, awareness raising campaign, workshops, seminars, conferences, etc).

1.3 Report Structure

1. Introduction: The present chapter introduces the report and the aims and
structure of the project.

2. Context: Provides context for the analysis, including a review of the critical
Infrastructure Protection, the European Energy Supply System and the Energy-
ICT interfaces.

Methodology: describes how we carried out this project.

4. Analysis: describes our key findings which were used to develop the Risk
Governance Framework.

5. Risk Governance Framework: sets out the proposed Risk Governance
Framework.

6. Recommendations and Conclusions: lists the main conclusions and
recommendations derived from the project.

7. Glossary: provides a concise explanation of the terms used in the report.

Annexes

The annexes provide further information from the key activities of the project:

AEA

Annex 1: Literature Review: provides a summary of the literature publicly available.

Annex 2: Stakeholder Workshop 1: provides the notes of the first Stakeholder
Workshop held in March 2009.

Annex 3: Risk Governance Questionnaire: is the questionnaire used to obtain
information from stakeholders.

Annex 4: Stakeholder Workshop 2: provides the notes of the second Stakeholder
Workshop held in June 2009.

Annex 5: Risk Governance Framework with Templates: is a stand-alone document
containing the Risk Governance Framework with templates which can be completed
as the tool is used.
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Annex 6: Case Study Application for the Risk Governance Framework: provides
a worked example using the Risk Governance Framework.

Annex 7: ICT / Energy System Interfaces: Identifies the main ICT /Energy
interfaces.

Annex 8: Example Defences: Suggests some of the defences which may be used to
prevent / mitigate against failures at these interfaces.

Annex 9: Policy Brief: contains a stand-alone Policy brief summarising the project
and providing the key conclusions and recommendations.

The Policy Brief is produced as a separate document for wider circulation as considered
appropriate by DG JLS.

1.4 Project Team

The project was carried out by AEA in partnership with Risk Solutions, DIALOGIK and ESR
Technology.

AEA is a leading international energy and environmental company specialising in
consultancy, policy support and programme management for policy implementation. AEA has
an extensive track record with the European Commission, including a recent high-profile
project under EPCIP relating to critical energy infrastructures. We bring a clear

understanding of the Commissionds requirements,

and stakeholder engagement, at EU level in the energy sector.

Risk Solutions origins stem from developing and applying state of the art risk management
methods in the nuclear energy and chemical process industries. Risks Solutions is a team of
strategic thinkers, with a strong analytical grounding across several business sectors,
including rail and road transport, central government, and energy, with proven project
management capabilities, working closely with both clients and key project stakeholders.
They provide controls assurance and risk management consultancy services to a wide range
of clients.

DIALOGIK brings special competence and experience into the proposed project with regard
to the conceptual-analytical design of risk governance issues for security issues. DIALOGIK
has acted as the coordinator of the PrecauPri-project which developed a policy framework for
precautionary and participatory risk regulation in Europe (which was tested using new organic
chemicals as a case study) and as coordinator of that subproject of the Safe Foods project
which was entrusted with the investigation of institutional challenges and solutions to the
implementation of a food safety governance system which is more inclusive and integrative in
these terms: by building on both natural scientific expertise and social scientific expertise as
well as systematic and experiential knowledge, and by involving the four major actors in risk
decision making, i.e. political, business, scientific and civil society players, in the process of
framing the problem, generating options, evaluating options, and coming to a joint conclusion.

ESR Technology (ESRT) was formerly the Engineering, Safety and Risk business of AEA
Technology. ESRT incorporates all the expertise, staff and facilities from that business and
thus brings a heritage of more than 40 years experience of the application of engineering
excellence to demanding projects. ESRT continues to specialise in the provision of
independent technical expertise, products and services to help their Customers: Ensure Asset
Integrity, Improve Machine Reliability, Manage Safety & Risk, and Transfer Best Practice.
ESRT 6 s skilledy Wwdrldrclass consultancy teams have in-depth experience of working
with Customers across many sectors, including: Oil & Gas; Rail; Utilities; Aviation; Space and
Defence.

Figure 1.1 shows the key people who worked on the project. Several of the core team
members, including Peter Sage, Jonathan Perks, Angela Falconer, Neil Ketchell, David
Mansfield and Chris Rees previously worked
Infrastructures at EU | evel i n the Eamspod).y
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Figure 1.1 Project Team
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2 Context

This section of the report provides an overview of the rationale for developing a Risk
Governance Framework for the energy-ICT sector. It does so by firstly introducing the
challenges faced in the energy sector with regard to security of ICT systems and secondly by
reviewing EU activities to date to overcome those challenges. The resultant need for an
overarching framework of risk governance to ensure common standards of risk management
are applied with respect to EU critical infrastructures is then introduced.

2.1 The European Energy Supply System

2.1.1 Dependency and Interconnectedness

As stated in the Green Paper of 20067, the EU is highly dependent on continued access to
sustainable, competitive and secure sources of energy. Any disruption to energy supply can
have considerable impacts on the health, safety, security and economic wellbeing of
European citizens.

It is clear that of all the systems the failure of electrical supply system has the most rapid and
wide-ranging impact. For example, without electricity all forms of transport are quickly affected
as control systems (traffic lights, rail signals) and communications systems cease to operate.
Water and sewage systems stop when pumps and controls are not operating and financial
systems cease to function without modern communications equipment (as when the
Colombian stock exchange ceased trading during a nationwide black-out in April 2007).

This is further illustrated by events in Germany in 2006. Here the electrical black-out halted
the rail system as not only were electric trains without power but signalling and
communication systems also rely on power for operation. The event also demonstrates the
interdependent and interconnected nature of the EU electricity grid whereby a fault in one
country affected 15 million households across Europe including Italy, Spain and Austria.

Several major challenges affect the European energy supply system at present. These
include:

e Increasing demand. There are almost a quarter of a billion electricity customers in
Europe at present, concentrated mostly in Germany, the UK, France and Italy. Total
electricity consumption in the EU-27 amounted to 2843 TWh in 2007°. EU PRIMES
analysis assumes that annual consumption will grow by 1.9 % on average until 2010%,
particularly in southern Europe and central Eastern Europes. Final electricity demand
in the EU is expected to increase by 8-28%° from 2005 to 2030 (depending on price
assumptions), requiring additional generation capacites . The EU&6s natur al gas
consumption is expected to increase from 445 million tonnes of oil equivalents (Mtoe)
in 2005 to 516 Mtoe in 2030. EU-27 oil demand is predicted to increase from 665
Mtoe in 2005 to 708 Mtoe in 2030 under the PRIMES 2007 Baseline scenario’.

e The development of the EU internal energy markets in electricity and gas. Many
national energy markets remain heavily protected and dominated by monopolies,
resulting in high energy prices and lack of investment in infrastructure.

e The management of an increasingly interconnected, complex EU energy system.

2 Green Paper COM/2006/0105 - A European Strategy for Sustainable, Competitive and Secure Energy

% Eurostat, (2009), http://epp.eurostat.ec.europa.eu/portal/page/portal/energy/data/database,[Accessed 12 August 2009]

* European Energy And Transport Trends To 2030 8 Update 2007,
http://www.energy.eu/publications/KOACO07001ENC_002.pdf

® Vattenfall., 2005. Annual Report 2005. [Internet]. Available from:
wwwa3.vattenfall.com/annual_report_2005/filter.asp?filename=page_011.html [Accessed 13 February 2007]

°DG TREN, (2008) , Europeds energy position past and future
" European Energy And Transport Trends To 2030 8 Update 2007,
http://www.energy.eu/publications/KOACO07001ENC 002.pdf
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e Ageing energy infrastructures requiring substantive investment. One implication of
this is that the older equipment may have used old style electromechanical or basic
6stand al o n enfrolldesiwBichlare lgds prone to cyber attack, whereas any
replacement equipment will almost certainly use modern digital control equipment
linked to DCS (Digital Control Systems) and SCADA systems, with all the
characteristics this brings. There is an urgent need for investment. In Europe alone,
to meet expected energy demand and to replace ageing infrastructure, investments of
around one trillion euros will be needed over the next 20 years. ®

e The expansion of the EU energy market into the EU neighbourhood via the Energy
Community.

e Environmental concerns (including climate change, radioactive waste disposal and
other pollution).

e Geopolitical and terrorism risk.
e Management of intermittent distributed generation on the electricity grid.

e Import dependence. Reserves are concentrated in a few countries. Today, roughly
half of the EU6s gas consumption comes from onl
Algeria). All 27 EU Member States, except Denmark, depend to some extent on
imports from neighbouring and non-EU states to meet energy demand. Member
States with highest import dependence (percentage of gross consumption fed by net
imports) in 2008 are Cyprus, Malta (both have an energy dependence rate of 100%),
Luxembourg (99%) and Ireland (91%). In total, 54%°of the EUds ener gy deman
met by imports and this is predicted to increase to 70% in the next 20 to 30 year:s.10
Gas import dependence is predicted to rise from 54% in 2005 to 84% under a
business as usual scenario, with the most likely source being the Middle East. Qil
import dependence is expected to increase from the current level of 80% to above
90% in 2030*.

e Oil and gas prices are rising and have almost doubled in the EU over the past two
years, with electricity prices following. This is difficult for consumers. Increased prices
are driven by increasing global demand for fossil fuels, stretched supply chains and
increasing dependence on imports, high prices for oil and gas.

These challenges summarise the context in which physical energy infrastructures are

developed and managed. Within the EU energy supply system, transfers of energy are largely

conducted through shared infrastructures, except in
the UK and the Nordic states. Gas and oil are distributed through networks of major pipelines

from outside the EU. These networks are illustrated in Figure 2-1 and

Figure 2-2.

The Union for the Co-ordination of Transmission of Electricity (UCTE) (now the European

Network of Transmission System Operators for Electricity (ENTSO-E)) co-ordinates a

complex synchronously interconnected electricity system linking 24 countries across mainland

Europe. Nati onal or operatorsé systems are connecte
frequency. This provides considerable fall back in the event of a system disturbance in one

country but conversely opens the European system up to a domino effect whereby

® Green Paper COM/2006/0105 - A European Strategy for Sustainable, Competitive and Secure Energy

°Euro peds e nvewwegnergyea [Adcessed July 2009]

YEur ost atEnergyh@he BU: First Estimateso . Eurostat News Releasel26/2006. [I' nter
epp.eurostat.ec.europa.eu/pls/portal/docs/PAGE/PGP_PRD_CAT_PREREL/PGE_CAT_PREREL_YEAR_2006/PGE
_CAT_PREREL_YEAR_2006_MONTH_09/8-21092006-EN-AP1.PDF [Accessed 13 February 2007]

" European Parliament ITRE Committee., 2006. The potential and reserves of various energy sources, technologies

furthering self-reliance and the impact of policy decisions. [Internet].

www.europarl.europa.eu/comparl/itre/pe375854 en.pdf [Accessed June 2006]
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disturbance has the potential to migrate into neighbouring countries with a high level of
connection and dependence™.

In addition to energy distribution networks, the EU energy system is dependent on a wealth of
individual infrastructures to extract, generate, process, store and control oil, gas and
electricity. Many of these networks and infrastructures are critical to the continued supply of
energy to meet the needs of the EU.

2 UCTE., 2007. Operation of the System. [Internet]. (Updated 5 Jan 2004).
Available from: www.ucte.org/ourworld/Control-Blocks/e default.asp [Accessed 13 February 2007]
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Figure 2-1: European oil pipeline network
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Figure 2-2: European gas pipeline network

Source: Inogate
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