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Dear President, 
 
The Commission thanks the Senate of the States General for its Opinion on the 
Communication from the European Commission on the global approach to transfers of 
Passenger Name Record (PNR) data to third countries {COM(2010)492 final}, which refers 
also to the Opinion of the European Data Protection Supervisor (EDPS) and the concerns of 
the Meijers Committee. The Commission  appreciates the attention drawn to the notions of 
profiling and risk assessment, the adequacy standards on data protection, the use of sensitive 
data, the automated processing of personal data and the issue of onward transfers of personal 
data to third countries.  
 
The Communication sets out that the purpose of sharing PNR data with third countries is to 
prevent and combat terrorism and serious transnational crime, hence the purpose of future 
PNR agreements is to prevent and combat such crimes and to enhance international security 
whilst respecting the protection of personal data of individuals. The above-mentioned issues 
raised by the Senate should be understood and assessed in this context.  
 
The aim of the Communication is to lay down general principles and list safeguards with 
respect to the transfer of PNR data to third counties based on the various ways in which law 
enforcement authorities around the world, including in a number of EU Member States, 
currently use PNR data.  The Communication is not meant to spell out in detail notions 
commonly applied with regard to the use of PNR data, such as risk indicators or risk 
assessment.  The Commission has taken due note of the comments of the EDPS in this regard 
and has addressed this issue in its reply to the EDPS.   
 
It should be noted that the EU standard with regard to the transfer of personal data to third 
countries, the so-called adequacy standard, does not require a third country to comply with 
EU data protection standards. Thus, there is no obligation under EU data protection law to 
require a third country to apply data protection standards equivalent to those the Member 
States of the European Union apply internally. A third country may, if it wishes, apply 
different standards, including higher standards, as long as such standards are considered 
adequate under EU law, i.e. in the light of all the circumstances surrounding the data 
transfers. In the case of PNR agreements the policy has been developed to meet the adequacy 
standard by including specific data protection guarantees in the agreement itself, thereby 
allowing the third country involved to fulfil the EU adequacy standard. By doing so, the EU 
depends less on any changes in the domestic law of the receiving country and can keep a 
better control over the data sharing since, unlike domestic law, an agreement cannot be 
changed unilaterally. Since PNR agreements are legally binding upon the parties, in this way 
it is ensured that standards on data protection laid down in the agreements will be applied. 
 



The processing of sensitive data is authorized in the European Union under certain 
conditions. In the area of law enforcement, the EU Framework Decision on the protection of 
personal data processed in the framework of police and judicial cooperation in criminal 
matters allows for the processing of such data when strictly necessary and when adequate 
safeguards are provided.1 For this reason the Communication refers to the use of sensitive 
personal information under exceptional circumstances where there is an imminent threat to 
loss of life and provided that the third country provides appropriate safeguards. The 
Commission takes the view that under the afore-mentioned limited circumstances, the use of 
sensitive data may be necessary and therefore justified. 
 
On the issue of automated processing of personal data without human involvement, the 
Communication lays down a principle that such processing of personal data is not permitted.  
PNR data constitute a decision support tool and are not meant to replace decision making by 
human beings. The decision to select a passenger for further examination upon arrival 
following an analysis of the information contained in her or his PNR is taken by a law 
enforcement officer. This is already the practice in those countries receiving PNR data from 
the EU. Such decisions are logged and can be audited. This allows the relevant authority to 
audit its services and make this information available for external audit, for example by an 
independent public authority responsible for data protection. In addition this information can 
be made available to the European Commission within the framework of so-called joint 
reviews that are concerned with monitoring the application of PNR agreements.   
 
Finally, on the issue of onward transfers of personal data to third countries, it must be noted 
that such transfers are permitted provided that certain important safeguards are respected.2 
The sharing of PNR data by means of onward transfers may be allowed if it takes place on a 
case-by-case basis and if the receiving country respects the guarantees laid down in the PNR 
agreement. This ensures the same treatment of the data, even if that country is not a party to 
that agreement, preventing a possible circumvention of the conditions laid down in the 
relevant PNR agreement.   
 
We hope that these clarifications address the questions raised in your Opinion.  
 
Yours faithfully, 
 
 

/-/ Maroš Šefčovič 
 
 

                                                 
1 Art. 6 of Framework Decision 2008/977/JHA. Cf. also Article 8(2), Directive 95/46/EC of the European 
Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the processing 
of personal data and on the free movement of such data. 
2 Cf. 13 of Framework Decision 2008/977/JHA. 


