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Can the Sun black us out?

Space Weather Vulnerabilities and Weaknesses

Stephan Lechner
- Director -

European Commission, 
Joint Research Centre. 

http://ipsc.jrc.ec.europa.eu/
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Fully aware of Space Weather?

Heading for rough 
space weather?

• Primary effects
– Proton emission
– Electromagnetic energy
– Solar wind

• Protective Measures
– Shielding? 
– Infrastructure reconfiguration!
– Infrastructure shutdown (!)

• Secondary effects
– Limitation or unavailability of service: 

Satellite Services, Power Grid, Telco, …
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Unfortunately, there is no simple answer!

A simple question

“How long could our telecommunication networks 
operate without the GPS signal?”
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GPS timing product features

“Email warning if GPS synchronised time is lost.”

“Before an independent run,
24 hours of continuous GPS synchronization is required.”

“Fail-LED shows that the internal timing 
has not been synchronized or that a system error occurred.”

Quotes from various products’ descriptions, partly translated into English

Current systems take the presence of a GPS signal for granted!
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Just a Telco Problem?

• Network Operators
• System Vendors
• Time Source Suppliers

• Service Providers
• Virtual Network Operators

Other sectors that rely on exact timing:

• Aerospace & Defence
• Digital Broadcast
• Financial Services
• Government & Civilian Agencies
• Manufacturing
• Public Safety
• Telecommunications

Customer industries of 
a time reference manufacturer
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The field implementation matters!

Is this a serious problem at all?
– Operators might have other time sources
– Operators might have primary and secondary time sources
– Space Weather might have little impact on the GPS signal 

There are around 200 Telco network operators in Europe!
– Networks were supplied by different vendors
– Networks can be patchwork
– Time synchronisation can be provided by subcontractors
– Interdependencies can occur between networks
– Alternate time sources (DCF) might also be affected by space weather

Reality Check!
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The Reality: Customer Testimonial 

“We (...) were running
into network 
timing problems.”

Problem: 

Result: 
“ …our problem (…) 
has been reduced drastically …”

Fix:
The company tried
a GPS clock …

GPS helped, but created a new dependency!
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JRC Survey

A 2011 quick JRC Survey has triggered surprising interest:

One network operator got back to us immediately: 
“We are fully GPS based. What can we do?”

A US government institution contacted us 
as soon as the survey was issued: 

“Can we have the results?”
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4 Final Remarks

• We are far from understanding all implications

• Overreaction can make the situation worse!

• Transatlantic collaboration makes sense:
JRC will contribute by interference measurements and vulnerability studies

• Space Weather indeed is a problem:
The solar activity peak  around 2025 we find us even more vulnerable

Space Weather implications need more solid scientific research!

http://www.google.de/imgres?imgurl=http://www.dailygalaxy.com/photos/uncategorized/2007/08/22/sun_solar_flares.jpg&imgrefurl=http://www.dailygalaxy.com/my_weblog/2008/08/predicting-spac.html&usg=__JlKMYIS9Rkkbs0vdoE-oFKiaR7U=&h=500&w=380&sz=274&hl=de&start=3&zoom=1&um=1&itbs=1&tbnid=SOJGpSUVFRo_SM:&tbnh=130&tbnw=99&prev=/images%3Fq%3Dsolar%2Bweather%26um%3D1%26hl%3Dde%26tbs%3Disch:1&ei=Ob1bTe7AOcaWOpeurbQL
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