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EU clean-up on ringtone scams. Frequently Asked
Questions

1. THE MOBILE SERVICES SWEEP

What are mobile services?

Mobile phones have become an extremely popular means of communication and a
sector which continues to grow. Linked to this is a growing market for mobile
services i.e. ring-tones, wallpapers for mobile phones, subscriptions to chat services,
phone games, logos, etc. These mobile services are widely advertised and sold on
the Internet, as well as through print media or on TV.

Why did you pick mobile phone content services for this second sweep
action?

The mobile phone service sector was chosen by the Commission and national
enforcement authorities for this Sweep due to the growing number of complaints
received by Member States about providers in this sector. Many of the complaints
referred to misleading practices which targeted children and young people in
particular. To give just two examples:

- A consumer ordered a free screensaver from a trader in November 2007. He
started getting text messages but could not open them. He has been debited
altogether € 76.00 for these messages that he has never ordered. It has
taken him considerable effort to find out where the messages came from.

The service provider denies responsibility but the consumer has had to pay
the fees to the mobile operator so that his regular mobile phone service
would not be blocked.

- A consumer's 9 year old daughter - by mistake - ordered a free ring tone. It
has turned out that the free ring tone has led to some sort of a subscription-
not free at all. The consumer found this unacceptable and requests a refund.
Complaints have been made to both mobile phone operator and the ring tone
seller. The mobile phone operator has agreed to refund the cost messages
received, in total €124,76. All other expenses, which the consumer sought to
recover from the ring tone vendor —in total €272,71 — were retained. It is
worth noting the mobile phone operator's billing has been delayed throughout
the whole autumn which is why the consumer was not even aware of these
messages.



When did this Sweep take place and what did it involve?

In the first phase of the exercise, officials in enforcement authorities across Europe
examined mobile services websites during the week of 2 — 6 June 2008. In total, they
checked over 500 websites to see if they were in compliance with the relevant EU
legislation, or whether there were for instance signs of misleading practices. Among
the practices which were addressed in this sweep were:

- Services advertised as "free" when they were not free. Some services
had costs which the consumer would only discover after the transaction.
Some tied the consumer to a long-term contract without clearly indicating
how the consent to such a contract was given or how it could be terminated;

- Prices and related charges not indicated in a clear way (until invoiced via
the phone bill);

- Unclear disclosure of important information for the consumer: hiding
key contractual or product information, or presenting it in an unintelligible,
ambiguous, or untimely way;

- Targeting children and young people in advertising services: Children
and young people are particularly vulnerable consumers, prone to certain
commercial practices due to their age or credulity and unable to recognise
misleading or false marketing as quickly as an adult would.

How did the authorities choose which sites to check?

The sites in question were targeted either by using general lists of sites with mobile
services content or by collecting information from organisations (consumer NGOs,
ombudsmen, organisations defending the interests of children and young people etc)
which had received complaints about specific sites.

What happened next, as a follow up to the initial findings?

The Sweep investigation phase was followed by appropriate enforcement actions.
This is the Enforcement Phase. Following on from the findings of the initial
investigation, national enforcement authorities followed up by contacting the traders
responsible for the incompliant websites, telling them to correct the irregularities or
face legal sanctions. Flagged sites were scrutinised closely to determine those sites
that required action. This enforcement phase of the exercise included, for cases
identified as having a cross border element, applying the cooperation mechanisms of
the CPC Regulation, namely requesting investigative and enforcement assistance
from other Member States' enforcement Authorities. Cases when the business,
consumer and enforcer authority were all situated in the same country were followed
by the national authority.

Today’s press release and Q&A provide feedback on these enforcement actions
during the enforcement phase since summer 2008.

What are the EU consumer rules that companies need to comply with?

Under EU rules, companies must ensure that consumers who purchase telecom
services on-line:

- can see who the trader is and how to contact him

- can clearly see what the total price is

- are not misled — if a product is advertised as "free", it must be free with no
hidden charges or subscription conditions

- should understand clearly what they are purchasing, whether it is a subscription
or not and what the terms and conditions are.



The following EU Directives provided the legal basis for the sweep:

Unfair Commercial Practices Directive (UCP) 2005/29/EC. The UCP
Directive provides that traders must display all the information that
consumers need to make an informed choice in a clear and intelligible way. It
also bans deceptive or misleading advertising or marketing, and aggressive
sales techniques. Certain groups that may be particularly vulnerable to unfair
commercial practices due to age/credulity (e.g. children) are also protected
under the UCP Directive.

Distance selling Directive 1997/7/EC. This Directive defines some of the
minimum information requirements which online traders must provide,
including the identity of supplier, main characteristics of goods, complete
price (including taxes), period of subscription, duration of the contract etc.
eCommerce Directive 2000/31/EC. This Directive provides for additional
information requirements concerning the details of the service provider,
including his e-mail address.

2. THE RESULTS

Of the 554 sites investigated, during the enforcement phase 301 were
found to be in breach of EU consumer rules. 70% of problems have now
been resolved, 159 have been corrected (52%), and 54 have closed (17%)

The following results are based on available reports from 27 participating Member
States plus Norway and Iceland.

Table 1: Summary

Total Total number | Total number | Total Total
number of websites | of sites | number of [ number of
of that were | confirmed as in | sites where | CPC (cross
websites | initially flagged | breach of | the border)
checked for further | consumer rules | problems cases
investigation are

resolved

(corrected

+ closed)
554 466 301 213 58




Table 2: Results per Country

Country Total Total Total N° | Total N° | Total
number | number of | of sites | of sites | number
of  the | the websites | found in | resolved | of CPC
websites | initially breach of cases
checked | flagged for | consumer

further _ rules
investigation

Belgium 28 27 18 15

Bulgaria 22 21 14 12

Czech 43 30 14 8 0

Republic

Denmark 15 15 11 8 1

Germany 30 20 13 13 4

Estonia 15 13 12 8 1

Ireland 18 17 0 0

Greece 8 7 0

Spain 25 25 10 4

France 27 20 20 16 0

Italy 7 1

Cyprus 5 5 5 5 0

Latvia 14 14 14 10 3

Lithuania 20 20 20 17 0

Luxembourg | 9 2 2 1 2

Hungary 23 23 21 13 3

Malta 2 2 1 0 0

Netherlands | 35 20 16 12 1

Austria 29 27 21 5 16

Poland 11 8 8 8 1

Portugal 9 9 0 0 0

Romania 40 38 21 16 4

Slovenia 11 10 8 8 0

Slovakia 15 0 0

Finland 15 15 0

Sweden 5 5 1 0

United 43 39 12 10 0

Kingdom




Iceland 8 7 7 7 0

Norway 26 22 17 8 14

Particular attention was paid to sites targeting children and young people

As ringtones and wallpapers are particularly popular with children and young people,
authorities paid particular attention to actively searching for and verifying sites
targeting (partially or exclusively) children and young people. Authorities had
evidence that websites sometimes target children taking advantage of their lack of
consumer experience and credulity. Typical criteria used to identify these sites were
cartoons, popular characters from TV shows or the explicit indication on the site that
parental content was required. The sweep's first results reveal a rate of irregularities
(80%) comparable to that of sites oriented towards adults.

Table 3: Websites targeting children and young people

Total number of | Total number of | Total number | Total number
websites checked | websites that needed | confirmed in | of CPC
targeting children and | further investigation breach (cross

young people border) cases
279 237 163 54

Criteria* used to identify sites | Out of the 279 sites targeting children
targeting children and young people and young people

- Images from cartoons were used 61%

- Imges from TV shows for children were | 23%
used

- Request for parental consent was

) 18%
required

* In some websites more than one criterion applied.

What were the main problems found?

The most common problems identified in this first phase of the sweep concerned:
misleading price information so that the real costs were unclear or customers might
be unaware that they were signing up to a subscription; the use of the word "free"” to
lure consumers into long-term contracts; missing information about the trader and/or
missing information about terms of payment, means of delivery or on complaint
handling.




Table 4:Main problems found*

Type of problem Examples of problem | Total number of | Of which
websites in | targeting
which these | children and
problems were | young people
confirmed

Missing or | -the website does not | 124 (41% or 301 | 76

incomplete price | indicate the price | websites)

information including all taxes;

- In case of
subscriptions, the word
'subscription’ is not
clearly mentioned

- the period of
subscription is  not
clearly mentioned,

- Where appropriate,
the website does not
indicate all additional
delivery costs;

Missing or | - Trader's name not | 225 (75% of 301 | 124

incomplete indicated; websites)

![r;ll;otrggggn about | Geographic address

' of the trader is not
provided,;
- Missing  contact
details of the trader;

Misleading - Misleading use of the | 105 (35% of 301 | 56

presentation  of | word 'free’; websites)

information

- use of small prints to
give key information
on the terms of the
contract;

- information on the
contract is available on
the site but difficult to
find

* Some websites contained more than one of the above problems




What conclusions could you draw?

This kind of 'Sweep' investigation is becoming increasingly effective and is now
yielding results in the enforcement of EU consumer rules. Authorities are working
together to produce a greater impact and they are also targeting problematic areas
of the market for consumers with more precision. Furthermore, the increased media
attention is serving to deter bad business practice. But enforcement work alone can
not be expected to reach and resolve all of the problems. Here the role of the
consumer is critical in terms of awareness and prevention. Parents can educate their
children and warn them of the danger that they may face on the internet whether
they buy mobile content services or engage in other commercial activities.

Is enforcement finished? How long does enforcement take?

The length of time needed for enforcement varies. Some companies are ready to
correct mistakes after the first contact by enforcers while others tend to use all the
available tools (including legal ones) to postpone the necessary changes. The length
of the enforcement phase depends on how complicated the individual cases are or
whether they require international coordination. Those involving several sites in
different countries — may even last longer than a year. With regard to this
investigation, 17% of the cases are ongoing and it is expected that the follow up will
be concluded in the course of 2010.

Is the high number of websites found in breach of legislation an indication
of the failure of Member States' enforcement?

On the contrary, Member States did a very good job. When preparing a Sweep
exercise, Member States pre-select a list of websites that have high probability to be
in breach of EU consumer legislation. When enforcers screen the websites during
the 1* phase of the Sweep, websites are flagged for further investigation and if the
breach is confirmed, the Member States fix the problems. This is therefore the result
of good enforcement work.

Did enforcers encounter the problem of sites closing down or
disappearing? Did any re-open under another name, or did any ignore the
enforcement demands?

It is the job of the enforcers to check the market and correct mistakes. They are free
to use all the powers in their possession to cease infringements. Companies can not
just ignore the instructions of the authorities. During the enforcement phase about
17% of the websites disappeared but the operators were not found to have re-
opened their sites elsewhere; action of this kind will not however, be handled in the
framework of the present Sweep. Nevertheless, subsequent enforcement actions
may identify such new sites and authorities may check these sites repeatedly.

Were enforcement authorities able to contact websites that did not have
contact details (which is one of the problems identified with many of these
websites)?

Authorities have the necessary powers and tools to establish the identity of operators
— either those owning the site or at least those operating the server on which it is
based. If the identity of the (legal or private) person operating a problematic web-site
cannot be established and therefore enforcers cannot contact it, the authorities may
request the web server operator to shut it down. In two cases enforcement
authorities have reported that they were unable to contact the trader and in eleven
cases the trader was found to be located in a 3™ Country (US, Switzerland, Israel,
United Arab Emirates and China). Participating authorities have indicated that they
have in some cases contacted the trader but no compulsory follow up is possible in
the framework of the CPC Regulation.



The Commission is currently negotiating an agreement on consumer protection
cooperation with the United States of America on behalf of the European Union

Were the same websites checked by different Member States?

As for the previous Sweep, authorities searched for sites targeting consumers in their
country. For companies operating different sites for different countries, authorities
checked the one concerning their own consumers Sometimes a site operates in a
language which is in use in more than one country. Such sites might have been
checked by more than one authority. However, it did not happen too frequently and
authorities will coordinate their work through the Enforcement Network.

3. BACKGROUND

What is a Sweep?

An "EU Sweep" is a joint EU investigation and enforcement action to check for
compliance with consumer protection laws. It involves carrying out a targeted and
coordinated check on a particular sector with a view to seeing where consumer
rights are being compromised or denied. Member State enforcement authorities then
follow up on these findings, contacting the incompliant companies and demanding
that they come into line with the relevant requirements. Legal action can be taken
against operators who violate EU consumer law.

The first EU Sweep on Airline ticket selling websites was conducted in 2007. It
brought together 15 Member States plus Norway in a first joint action between
enforcement authorities across Europe (see IP/08/722).

This second EU Sweep was on mobile phone content services such as ring-tones,
and wallpapers). It was carried out between 2-6 June 2008, by enforcement
authorities in all 27 Member States as well as Norway and Iceland, and it was
coordinated by the European Commission.

How does a "Sweep" work in practice?
There are two phases:

- 1. The first phase is the co-ordinated sweep action: Participating Member
States systematically check for practices on different websites which breach
consumer protection law. For instance, it is against consumer protection rules
to advertise a product for free and afterwards tying the consumer to a long
term subscription. It is also against consumer protection rules to advertise a
product for free and still require a one-off payment. It is further against
consumer protection rules not to provide the name of the trader and main
characteristics of the product.

- 2. The second phase is the enforcement action: During this phase,
authorities will further investigate websites flagged as "having irregularities”
during the sweep and take appropriate follow up actions to ensure that non
compliant sites are corrected and/or closed. National authorities will
investigate and take enforcement actions for national cases. When it is a
cross -border case (e.g. where the trader operates from another country),
enforcement authorities will request assistance from colleagues in other
countries' authorities. This is done via the Consumer Protection Co-operation
Network of national enforcement authorities from 27 Member States and
Norway & Iceland. During this enforcement phase the companies have a
right of reply and an opportunity to correct practices which are illegal.



Those who fail to do so could face legal action leading to fines or closure of
their Web sites. Such sweep action tells us if EU consumer protection laws
are doing what they were designed to do. This kind of tool also enables us to
test the effectiveness of our enforcement action.

What sanctions can be taken?

EU consumer laws are enforced — and sanctions and penalties are therefore set — at
national level. Possible measures can include a request to a company demanding to
change or cease a prevailing practice, imposing and collecting fines, or as a last
resort, may ultimately lead to the closing down of the web-sites. Enforcement
authorities are obliged to take measures (repeatedly if need be) until the infringement
has ceased.

Which Member States participated in the mobile services Sweep?

27 Member States plus Norway and Iceland participated in this second Sweep. The
full list of participating authorities, and their press contacts, can be found below.

Why does a Sweep require EU co-operation?

Online selling often concerns operators located in countries different from the
consumers' country.

In case of deceptive online selling practices, tackling these rogue traders can be
done more effectively if there is EU wide co-operation. For example, a website
selling to one Member State, e.g. France may well be based in Belgium, and to
challenge the illegal practice, France needs to request the co-operation of the
Belgian authorities.



SECTION 4: PRESS CONTACTS FOR NATIONAL AUTHORITIES
Sweep 2008 Press contacts

Belgium Anne-Cathérine Ceciliot
Directorate general Enforcement and Mediation
+32 2 277 86 93

anne-catherine.ceciliot@economie.fgov.be

Bulgaria Gabriela Rumenova

Commission for consumer protection
+35929330568
g_rumenova@abv.bg

Czech Tomas Bartovsky
Republic Ministry of Industry and Trade
+420 224 853 311

bartovsky@mpo.cz

Denmark Kia Hee Gade
Office of the Danish Consumer Ombudsman
+45 32 66 90 13

Kni@fs.dk

Estonia Hanna Turetski — Toomik

Consumer Protection Board of Estonia
+372 6 201 706
hanna.turetski@consumer.ee

Ireland Mary Sugrue

National Consumer Agency
+353 1 4025561
mary_sugrue@nca.ie

Greece Eleni Alexandridou

Directorate of Consumer Policy-General Secretariat of
Consumer Affairs

+30 210 3801549
alexandridou@efpolis.qr

Spain Domingo Roibas Pardeiro
National Institute for Consumption
+34 91 822 44 80
Domingo.roibas@consumo-inc.es

10



France

Nicole Nespoulous
Jean-Luc Ambroise
DGCCRF

+33 144973449/ 2319

nicole.nespoulous@dgccrf.finances.gouv.fr / jean-
luc.ambroise@dgccrf.finances.gouv.fr

Italy Gianfranco Nitti
Ministry of Economic Development - Development -
Department for Enterprise and Internationalization
General Directorate for Market, Competition, Consumer,
Surveillance and Technical Provisions - Office X
"Administrative Cooperation"
+39 0647052156
gianfranco.nitti@sviluppoeconomico.gov.it
Cyprus Christos Solomonides
Competition and Consumer Protection Service of The
Ministry of Commerce, Industry and Tourism of Cyprus
+357 22 867204
csolomonides@mcit.gov.cy
Latvia Sanita Biksiniece
Consumer Rights Protection Centre of Latvia
+371 67388622
Sanita.Biksiniece@ptac.gov.lv
Lithuania Neringa Ulbaite
State Consumer Rights Protection Authority of the
Republic of Lithuania
+3705212 1595
n.ulbaite@nvtat.lt
Luxembourg | Judith Meyers
Ministry of Economy
+352 24784349
judith.meyers@eco.etat.lu
Hungary Katinka Klima

Hungarian Authority for Consumer Protection
+36 14594838
k.klima@nfh.hu
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Malta

Josephine Borg

Consumer and Competition Division
+35621221020
josephine.a.borg@gov.mt

Netherlands

Saskia Bierling

Netherlands Consumer Authority
+3170 3305971
s.d.bierling@consumentenautoriteit.nl

Austria

Maria Reiffenstein

Federal Ministry of Labour, Social Affairs and Consumer
Protection

+43 1 71100 2500
maria.reiffenstein@bmask.qv.at

Poland

Agnieszka Majchrzak

Office of Competition and Consumer Protection
+48 22 5560314
agnieszka.majchrzak@uokik.gov.pl

Portugal

José Manuel Ribeiro
Consumer Directorate-General
+351 21 356 46 88
jose.ribeiro@dg.consumidor.pt

Romania

Irina Dinu

National Authority for Consumers' Protection
+40 372 131 900

irinadinu@anpc.ro

Slovenia

Andrejka GrliAt
Market Inspectorate of Republic of Slovenia
+38612808700

gp.tirs@gov.si

Slovakia

Branislav Zvara
spokesman of the Ministry of Economy of the SR
+421 2 4854 7073

zvara@economy.gov.sk
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Finland Laura Salmi

Consumer Agency

+358 10 19 4700
laura.salmi@Kkuluttajavirasto.fi

Sweden Mr Hans Lundin

The Swedish Consumer Agency

e-mail hans.lundin@konsumentverket.se
Telephone: +46 54 19 40 20

Germany Nina Banspach

Federal Office of Consumer Protection and Food Safety
+49 301844400210
pressestelle@bvl.bund.de

United Frank Shepherd
kingdom Office of Fair Trading
+442072118133

frank.shepherd@oft.gsi.gov.uk

Iceland Tryggvi Axelsson
Neytendastofa/Consumer agency
+3545101100
tryggvi@neytendastofa.is

Norway Hege Kiristin Ulvin

The Consumer Ombudsman's office
+47 97172560
hku@forbrukerombudet.no

Contact: Helen Kearns: 02 2987638; Emer Traynor: 02 2921548
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