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1. Introduction 

Recent enforcement cases by National Competition Authorities (NCAs) and Data Protection 

Authorities (DPAs) which focus on privacy degradation, particularly in Europe, aim at 

detecting whether or not some platforms have abused their dominance and exploited their 

customers in the form of data harvesting which goes behind what is permitted (”data 

exploitation”). This rises some important questions, including for competition policy: Are the 

theories of harm credible? Should competition policy intervene in these exploitative cases 

given the dominance position of these platforms? What will be the impact of GDPR in 

Europe on the way economic agents interact in data markets and over privacy standards?  

 

A review of the recent enforcement cases that focus on privacy degradation in terms of the 

economic effects they analyse can contribute to take forward the discussion on how to 

answer those questions. In this contribution, I focus on considering whether new exploitative 

theories of harm based on privacy degradation are plausible. This is very important and 

poses for me the first order question in the overall assessment of how digital markets works, 

namely whether the “data for free services” implicit agreement that underpins much of the 

internet is structurally biased towards abuse in the form of data exploitation resulting from 

privacy degradation. There has been of late a surge of enforcement cases in different 

jurisdiction. Most have been triggered by Facebook’s behaviour in respect of its acquisition 

of WhatsApp and, in relation to its sharing of users data with third party (in particular in 

relation to the Cambridge Analitica scandal2, where the users data has been misused to 

manipulate users/voters). In the case of the WhatsApp acquisition, Facebook’s decision to 

merger the data of its customers with that of the users of WhatsApp has triggered many 

investigations by national authorities. This was a specific, voluntary undertaking given by 

Facebook at the time of the merger - i.e. that it would not merger the data of the users of the 

                                                           
1 I am currently Director, Competition Economics, GSMA. However, the views expressed in this paper are 
personal and do not necessarily represent the views of the GSMA and its members. 
2 https://www.theguardian.com/news/series/cambridge-analytica-files  

https://www.theguardian.com/news/series/cambridge-analytica-files


2 
 

two platforms. Some national authorities felt that it infringed not only consumer rights in 

relation to the treatment of their data (their right to privacy) but that it also potentially 

constituted an abuse of dominance through privacy degradation (as is the case for the 

German’s Bundeskartellamt investigation, and the Italian one by the Autorita’ Garante della 

Concorrenza e del Mercato, AGCM).  

 

I have looked at the recent enforcement cases against Facebook, and also the recent 

approval of Microsoft’s acquisition of LinkedIn, where the EC’s Directorate General for 

Competition (DG Comp) put forward in their assessment a theory of harm based on privacy 

degradation3. I present later the key facts for these cases, before providing some 

conclusions at the end on how these cases contribute to address the relationship between 

privacy and competition policy.   

 

Finally, in May 2018 the General Data Protection Regulation (“GDPR”) came into effect in 

the EU4. This establishes a strong consent-based, transparent regime for companies that 

wish to use personal data to improve existing services of provide new ones. The GDPR can 

potentially change a lot in terms of how personal data is collected and used in Europe. Given 

it has only recently came into force, It is too early to be able to evaluate what its effects 

might be. However, we provide at the end a short discussion of what the effects might be, 

particularly in relation to the potential impact on privacy degradation and the functioning of 

the data economy. Future monitoring of its enforcement should also focus on specific 

aspects that are relevant for competition policy and antitrust enforcement.  

 

2. Framework for analysis and theories of harm 

Existing theories of harm based on price effects are not necessarily helpful to evaluate the 

effect on consumer from privacy degradation, especially in the fast moving world of digital 

markets. Platforms employ business practices tailored to exploit consumers by maximising 

the amount of personal data they collect. This is especially true for those platforms whose 

business model is centred on offering free services in exchange for collecting the data of 

users and using it for purposes other than improving the services they offer, typically 

advertising. The lack of a positive monetary price means users behaviour and interaction 

with these platforms is driven by other aspects, such as quality and the degree of privacy 

                                                           
3 This contribution is extracted from a longer article titled “Antitrust and consumer enforcement in data 
markets – Are new theories of harm based on privacy degradation hitting the mark?”, which will soon be 
published on EconStor, a not-for profit publication server for economic literature,  https://www.econstor.eu/  
4 https://www.eugdpr.org/   

https://www.econstor.eu/
https://www.eugdpr.org/
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offered. As these other aspects become dominant to understand behaviour and economic 

welfare in these markets, traditional theories of harm, focused on price effects, cannot alone 

serve as a useful framework for analysis.  

 

Therefore, it might be useful to employ alongside the traditional economic framework some 

criteria that can provide support in evaluating whether or not harm is likely to occur or has 

taken place: i) State of consumer preferences – comprising both the individual level and the 

aggregated, contextual level; ii) Economic welfare considerations – how value is created and 

distributed among the economic agents; and iii) Incentives to exploit users’ personal data, 

including by degrading their privacy - and any evidence or strong likelihood of retaliation 

mechanisms for the platforms’ users (switching, disengagement). 

 

3. Recent enforcement cases and their relevance for theories of harm based on  privacy 

degradation  

The established view of the authorities in Europe and the US has been, until recently, that 

privacy and competition law should not be mixed up, and that the interest of consumers are 

best served by using dedicated privacy enforcement frameworks. This has been explicitly set 

out in merger reviews involving the merger of different internet platforms and service 

providers. For example, in the Google/DoubleClick merger review, the FTC stated at that 

time that “[..] Commission lack[s] legal authority to require conditions to this merger that do 

not relate to antitrust...”5. Similarly, in the Facebook/WhatsApp merger case, the EC stated 

that “Any privacy-related concerns flowing from the increased concentration of data do not 

fall within the scope of EU competition law rules […]”6.  

More recently, however, there have been many cases where authorities have intervened to 

sanction privacy degradation, chiefly by Facebook, including intervention by competition 

authorities. These recent cases fall into three broad categories: 

I. Cases with a theory of harm involving privacy degradation and data exploitation; 

II. Other cases involving National Competition Authorities (NCAs); and 

III. Privacy enforcement cases. 

The cases reviewed and the main facts of each are presented in the following tables.  

 

 

                                                           
5 https://www.ftc.gov/news-events/press-releases/2007/12/federal-trade-commission-closes-
googledoubleclick-investigation  
6 http://ec.europa.eu/competition/mergers/cases/decisions/m7217_20141003_20310_3962132_EN.pdf  

https://www.ftc.gov/news-events/press-releases/2007/12/federal-trade-commission-closes-googledoubleclick-investigation
https://www.ftc.gov/news-events/press-releases/2007/12/federal-trade-commission-closes-googledoubleclick-investigation
http://ec.europa.eu/competition/mergers/cases/decisions/m7217_20141003_20310_3962132_EN.pdf
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Table 1 – Enforcement cases by NCAs against Facebook - 1 

 

Table 1 – Enforcement cases by NCAs against Facebook – 2 

 

Table 3 – Enforcement cases by DPAs 

 

 

NCA Case Key facts

Bundeskartellamt

case against 

Facebook (DE)

Abuse of 

dominance

Facebook’s alleged infringement rests on the loss of control by the user over its privacy rights; the 

loss of control manifest itself in three different moments:

• “Off-platform” data collection: when Facebook collects data from third parties websites; 

• Merging of users’ data from third party with own data: when the data is then merged with the 

users’ data collected on Facebook; Facebook's users are oblivious as to which data from which 

sources are being merged to develop a detailed profile of them and their online activities -

individual data gain a significance the user cannot foresee - users have no way of stopping the 

merging of their data. 

• When signing up for Facebook - Facebook’s framing of the consent is such that it leaves to 

users no choice but to accept all terms and conditions (“confirmation bias”).

Microsoft LinkedIn 

merger (EU)

Merger 

review

“consumer choice could be directly affected by the merger in two ways:

• There would be a monopoly with no choice of alternatives in the market for PSN services; 

and  

• To the extent that these foreclosure effects would lead to the marginalisation of an existing 

competitor which offers a greater degree of protection to users than LinkedIn (or make the 

entry of any such competitor more difficult), the merger would also have restricted consumer 

choice in relation to this important parameter of competition (i.e. privacy) when choosing PSN. 

By way of example, the results of the Commission’s investigation revealed that, today, in 

Germany and Austria, Xing seems to offer a greater degree of privacy protection than LinkedIn. 

In its assessment, the EC provides thee examples of how XING gives users more control over 

their privacy to illustrate its point.“

NCA Case Details

FTC (US) Investigation 

into 

Facebook’s 

compliance 

with 2011 

consent 

decree

• non-public investigation into whether Facebook, by allowing third parties to access users’ data, 

has broken a 2011 consent decree given to the FTC

• 2011 consent decree – follows complaint and find Facebook in breach of its own privacy T&Cs 

(nine counts! Including: making friends list public; third party having access to third parties; and 

giving personal data to advertisers)

• Final consent order included a series of commitments Facebook had to meet, including a third 

party monitoring of its compliance every two years

• Possible fine of $40k per violation (potentially very substantial fine) 

AGCM (ITA) Consumer 

protection

“Alleged unfair commercial practices under the Consumer Code: 

• Facebook has not properly informed its users in relation to the sharing of data with third parties, 

and 

• Users are unfairly conditioned to give consent (in an automated, uninformed way) when they are 

browsing other websites, while also providing unwillingly in most cases, information to 

Facebook.”

Breaches Fine

Belgium 

- Ongoing (court 

case)

Tracking of both users and non-users of Facebook through cookies, social plug-ins and 

pixels w/out meeting the legal requirements regarding consent, fairness, transparency and 

proportionality

-

France i) compilation of all the information it has on account holders to display targeted advertising without 

having a legal bases; ii) unfair tracking of internet users via the “datr,” cookie; iii) collection of 

sensitive information w/out proper consent; iv) Control the web browser settings of users to place 

cookies in their equipment w/out proper consent

€150,000

DE - Hamburg 

DPA - Sept 2016

Facebook was ordered to stop collecting and storing the data of German WhatsApp users and 

to delete all data that had already been forwarded by WhatsApp

-

Italy

- May 2017

WhatsApp had de facto forced its customers to accept the new terms of use, including the 

provision to share their personal data with Facebook

€3 million

The Netherlands 

– ongoing

the company gives users insufficient information about the use of their personal data, it uses 

sensitive personal data from users without their explicit consent

-

Spain 

– Sept 2017

i) the way it collects data on people’s ideologies and religious beliefs, sex and personal tastes 

(sensitive personal data) - from its own services and those of third parties - without clearly 

telling its users what it will do with this information; 

ii) The fact that it did not get properly informed consent from users before exploiting this 

information

iii) It violated laws by not deleting data that was no longer useful for the reasons it was 

collected (incl. “likes“)

€1.2 million
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4. Key insights from the cases and conclusions  

A survey of all these recent cases highlights that there is a new theory of harm based on 

privacy degradation is being put forward. The German’s Bundeskartellamt investigation into 

Facebook provides for the most compelling articulation of this to date. It sets out some 

interesting points in relation to two key aspects, namely Facebook’s dominance in the 

market for social networks, and its behaviour in relation to the treatment of its users’ 

personal data: 

 The harm relates to the practice of collecting data on other sites and platforms (“off-

platform collection”) and the sharing of data with third parties; no harm is alleged 

in respect of data collected on its own platform and used to improve services for its 

own users; 

 Facebook, as dominant company in social networks markets, has the ability to put in 

place harmful behaviour; its dominance is reinforced by the misbehaviour as this 

increased direct and indirect identity-based network effects, and reinforces lock 

in effects for both users and advertisers, to the point where the market tips in its 

favour, making market entry an unlikely strategy for would-be competitors; and 

 Facebook is allegedly at fault also for its framing of the service agreement – users 

are left with the choice between accepting all the terms and conditions, or not 

participating in the platform (“all or nothing framing”). 

In the Microsoft/LinkedIn merger case, the European Commission put forward a theory of 

harm that also had a component based on privacy degradation. In particular, the EC was 

concerned that the merger would reduce choice for consumers, and, in doing so, might end 

up marginalising in particular those competitors that offer better privacy conditions to 

its users. In this specific case, the evidence in support of this was provided by a German 

professional social network platform XING, which offered better privacy settings to its users 

compared to those offered by LinkedIn. 

 

Finally, the enforcement actions taken by information commissioners and privacy watchdogs 

are also relevant. These enquiries add evidence to the theory that some practice are 

acceptable (on-platform data collection and own use), but some others need strong 

boundaries and consent (framing of service agreement, sharing with third parties and off-

platform data collection).     

 

All these cases, cumulatively, provide for a credible theory of harm, at least in theory. This is 

supported also by the evidence showing a lack of privacy compliance culture, a set of 
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economic incentives stacked in favour of data exploitation, and a lack of credible retaliation 

mechanisms and deterrents due also to strong reinforcing network effects and lock in effects 

of different groups of users. So far, Facebook in particular has had some major failures in 

protecting the privacy of its users. In the major occasions that Facebook has made 

wholesale changes to its privacy T&Cs, it has ended up giving itself the right to collect more 

data from the user and, most crucially, making it more widely available publicly even when 

the user might have actively deselected such option. The FTC’s 2011 consent order that 

followed its investigation is, in that respect, quite striking, in that it identifies many different 

circumstances where Facebook lied in respect of its privacy policies. Similarly, the decision 

to merge the data of users from WhatsApp with its own data, going against its own promise 

to the European Commission not to do that, tells us a lot on what drives the platform’s 

behaviour. The potential commercial benefit from merging personal data from different 

sources outweighed any potential drawback, including regulatory intervention by privacy 

regulators. This also points to a serious lack of compliance culture at those times inside the 

organisation when it came to privacy. It appears that changes to key terms and conditions 

for hundreds of millions of users do not seem to have passed a “fit for privacy” test before 

being rolled out, despite being a major project likely to have taken months to prepare and 

involved different people at all levels in the organisation. The problem has been made so far 

worst by the prevailing lack of credible retaliation mechanisms from users that could hurt the 

company financially. Finally, also the fines designed to deter breaches of users’ privacy 

seem to have so far had little power in preventing misbehaviour.  

 

With the GDPR in Europe and other, similar, consent-based privacy regimes based on 

transparency, consumer empowerment and effective enforcement, the overall picture might 

change due to the possible impact of such privacy regimes. 

 

Will GDPR support better outcome for consumers and markets? 

On one side, the GDPR is akin to a supply side shock, with the potential to affect 

significantly the behaviour of consumers in relation to privacy, and as a result the supply of 

data to platforms and service providers. This means, in practice, that such regimes will affect 

the supply of data, for example by making it more difficult to collect and process data, 

especially from third parties. This in itself would mean a major change given the widespread 

practices of collecting users’ data via third parties and by using cookies. To some extent, the 

next 12-18 months might reveal much about how consumers, businesses and regulators 

interact with the GDPR framework, and therefore whether markets and actors adapt in order 
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to keep data flowing to those that make the best use of it and can innovate. There is 

however much room for discretion in the application of general, principle based regime like 

the GDPR, so we are likely to see many different behaviours co-exist, and some un-even 

enforcement action. This might complicate the overall assessment, and require further fine-

tuning in the future should the supply condition for data deteriorate significantly.  

 

Another important potential impact of the GDPR and similar regime could be that, given the 

high burden of compliance it imposes, only the bigger companies are in effect able to comply 

effectively. This would tip digital markets further in favour of large incumbents. Indeed, 

Kasper (2007) observes that tight privacy regimes with high compliance standards could 

also be detrimental for new entry, as consumers are likely to trust existing providers that 

already handle their data and are known to them, rather than new companies seeking 

access to their data.  

   

Maybe the most important likely effect, at least in the short-term, might result from the new 

maximum fines that the GDPR allows to impose (i.e. up to 4 percent of turnover or €20 

million, whichever is the highest). Provided there is a willingness to apply the maximum fines 

in serious cases, this could provide for a far more effective deterrent to misbehaviour, and in 

effect keep the behaviour of collectors of large quantity of personal data in check. Again, the 

coming 12-18 months will shed lights on whether this is going to be the case or not. Without 

such an effective deterrent, the incentives to misbehave, and the payoff from abusing 

privacy, are likely to remain in favour of privacy degradation and data exploitation for the 

time being for those businesses that depend primarily on the collection and analysis of large 

troves of personal data. 
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