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in Mergers  
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I. Data Privacy as a Non-Price Competition Parameter  
It is widely accepted that firms compete by offering consumers lower prices, high-quality products, and a 
wide range of choices. With the increasing commercialization of personal data, there is a growing consensus 
that the level of privacy protection and deployment of Privacy Enhancing Technologies (PETs) could be 
subject to competition. A case in point is the recognition by the European Commission (EC) that data 
privacy constitutes a key parameter of non-price competition. For example, in the Facebook/WhatsApp 
merger, the EC indicated that in markets for consumer communication services, data privacy and data 
security constitute key parameters of non-price competition.2 The EC further affirmed this stance in its 
Microsoft/LinkedIn decision, claiming that data privacy is ‘a significant factor of quality’ in the market for 
Professional Social Networks (PSNs).3 Similarly, in the Google/DoubleClick merger, the US FTC 
acknowledged that mergers can ‘adversely affect non-price attributes of competition, such as consumer 
privacy’.4 Overall, there is some measure of consensus among regulatory authorities and academics that 
privacy could be subject to competition as an element of quality, choice or innovation and a merger can 
reduce the incentives to compete based on these parameters.5  

This development brings competition policy closer to the digital reality by acknowledging that market 
power may be exerted by reducing the level of privacy and foreclosing competition on PETs deployment. 
Despite this, questions on how to operationalise such an approach through concrete theory of harm remain 
largely unchartered.6 For example, it is not clear whether and the extent that framing privacy as a quality, 
choice or innovation can affect its application in practice. There is also much uncertainty on what attributes 
of privacy are relevant for competition and the benefits of incorporating privacy into competition analysis. 
This paper aims to explore how data privacy fits into competition analysis as a non-price parameter.7 To this 
end, first, the paper lays the ground by highlighting the dimensions of privacy that are relevant for 
competition and the role that data privacy law can play in articulating these attributes. Then it outlines two 
theories of harm – namely the privacy-as-a-quality, and the maverick-firm theories – for assessing when a 
merger might reduce the level of privacy and PETs. The application of the former is predicated on a merger 
leading to a significant increase in market power and the analysis focuses on elaborating what constitutes a 
reduction in privacy as a quality parameter and how a merger could degrade privacy as a quality factor. The 
maverick-firm theory of harm focuses on the acquisition or elimination of a firm that plays ‘disruptive role’ 
in a market and applies even when a merger does not lead to a significant increase in market power. By 
drawing lessons from the business literature on ‘disruptive innovation’, the analysis outlines a framework for 
applying the maverick-firm theory to factor in privacy into merger assessment. 

II. Market Definition and the Role of Data Privacy Principles  
Defining the relevant market is an essential first step for competition law enforcement in both the EU and the 
US. The central aim in doing so is to identify competitive constraints imposed on a firm’s ability to increase 
price, reduce output or quality. This is conducted by identifying actual and potential competitors that offer 
goods/services that are perceived by consumers as substitutes in light of their intended uses, prices and 
characteristics.8 When considering data privacy as a non-price competition, the first question is: what are the 
relevant dimensions of privacy competition and how such competition is manifested? The question is 
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important because, absent a clear understanding of the relevant dimensions, the manifestations of the 
competition in privacy could be easily overlooked. The Commission’s decision in Facebook/WhatsApp is 
illustrative of this problem. Despite recognizing data ‘privacy and security’ as key competition parameters, 
the Commission used the differences in privacy policies as a factor that makes WhatsApp and Facebook 
Messenger complementary services rather than competitors. In reaching this conclusion, the Commission 
specifically mentioned the differences relating, among others, to ‘the privacy policy (contrary to WhatsApp, 
Facebook Messenger enables Facebook to collect data regarding its users that it uses for the purposes of its 
advertising activities)’.9 

The Commission’s approach is based on the understanding that firms with identical privacy policies 
compete more fiercely than firms with dissimilar privacy policies.10 However, this approach has flaws.11 To 
begin with, if privacy and data security are competition parameters, one way this competition can be 
manifested is through deploying PETs (e.g. end-to-end encryption) and designing privacy-friendly policies 
(offering better conditions of data collection and use). If so, competition in privacy and privacy policy is 
more sequential than simultaneous and there is some research showing such sequential change in privacy 
policy among competitors.12 Thus, when it comes to privacy and privacy policies, dissimilarity in either the 
technology or policy can be just the beginning of competition that exerts competitive pressure on others, 
rather than make the firms complementary. In the context of the merger, this implies that the Commission 
might have underestimated the competitive constraints that WhatsApp, by opting for a different privacy 
policy and luring users from Facebook, imposes on Facebook to compete on privacy conditions and PETs. 

Furthermore, when a service attempts to draw users from an established network by offering superior 
privacy, the existence of an established network such as Facebook, albeit with a different privacy policy, can 
still discipline the former’s behaviour. Given that WhatsApp was trying to induce users from Facebook by 
offering better privacy and was succeeding,13 its competitive concern, if it were to change its privacy policy, 
would not only be that it would lose its users to services with similar privacy policies, which may not happen 
because of the size of the networks, but also that it might lose its competitive edge over Facebook. Thus, 
despite the dissimilarity, Facebook, as an established network, imposes competitive constraints on 
WhatsApp’s behaviour on privacy policy, which might have been overlooked by the Commission.  

Part of the problem with the Commission’s analysis can be attributed to lack of a framework for 
identifying the relevant dimensions of competition in data privacy and PETs. For example, a look at one of 
the EU data protection principles, i.e. data minimisation, as a relevant dimension of competition could have 
helped to better understand how such competition is manifested. In other words, by not collecting data or 
collecting the minimum necessary, one could view the differences in WhatsApp and Facebook Messenger’s 
privacy policies on data collection as a manifestation of the competition through the data minimisation 
dimension, not something that makes the services complementary. Indeed, the Commission seems to have 
changed its stance in the Microsoft/LinkedIn decision where the differences in XING and LinkedIn’s privacy 
policies was taken as a sign of competition in privacy.14 This is a step in the right direction. Yet a clear 
framework for identifying the relevant dimensions of privacy competition is still needed so that competition 
authorities can easily detect the manifestations of this competition. The following paragraphs discuss one 
such framework based on data protection rules.  

Given that the EU data privacy rules specify the different dimensions of data privacy (and are seen as 
gold standard), they can provide guidance in highlighting the attributes of data privacy relevant for 
competition. At least in the EU where data privacy is a normative concept, seeking such guidance is not only 
justified but may also be necessary.15 This is consistent with the calls from the EDPS to establish a ‘digital 
clearinghouse’ that brings competition, consumer and data protection authorities together and possibly with 
the task of developing guidelines for cooperation that reflect principles of data protection.16 Thus, in light of 
the principles enshrined under the GDPR,17 data privacy as a non-price parameter could include the 
following attributes: 1) what data is collected, both in terms of sensitivity and amount;18 2) what is the data 
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used for, how long is it stored, who is it shared with;19 3) what information is provided (clarity) to the user in 
terms of the data collected and use and how is it provided (modalities);20 4) whether users can easily access, 
modify, delete and port their data;21 5) what choices do users have (eg, ability to decline consent and still use 
the service);22 6) what security measures are in place to protect the data from unauthorized access, or 
accidental loss;23 7) whether the service embeds PETs, eg end-to-end encryption and pseudonymisation;24 8) 
whether the service implements privacy protective features by default.25 These attributes can be looked at 
from two broader categories, i.e., attributes on data collection and conditions of its use, covering 1-5 and 
another on data security and PETs, covering 6-8. Thus, a reference to competition in data privacy and PETs 
covers these two broad categories respectively.  

The objective here is not to provide an exhaustive list of attributes, but to provide some baseline 
framework that could help detect the competition in data privacy and PETs. A look at the privacy policy of 
the Internet search engine DuckDuckGo could be illustrative here. For example, its privacy policy states that 
DuckDuckGo ‘does not collect or share personal data’ and by so doing DuckDuckGo is embedding data 
minimization and purpose limitation principles as relevant competition dimensions. The privacy policy also 
states that DuckDuckGo ‘does not store personal data’ where the relevant competition dimension is the 
storage limitation principle. The search engine also undertakes to highlight policy changes in ‘red text’, 
which manifests a competition through the transparency principle and informed consent. Moreover, when 
conducting search, users’ location is turned-off by default, which manifests privacy by default as a 
competitive dimension. Thus, to the extent DuckDuckGo’s privacy policy differs from Google, such a 
difference would be a sign that DuckDuckGo is trying to compete based on privacy and PETs than making 
these two services complementary.  

III. Benefits of Incorporating Privacy into Competition Analysis  
At least in the EU where there is a comprehensive data privacy framework, another question is: what is the 
(added) value of incorporating privacy into competition analysis? The question is relevant both in terms of 
competence and effective use of regulatory resources, i.e., what shortcoming of privacy regulation justify the 
need for expending resources from competition enforcement. The simple answer is that to the extent that 
consumers value data privacy in services, competition law has to consider such demand regardless of the 
existence of a regulation.26 In the Facebook/WhatsApp merger, the Commission justified the need for 
recognizing data privacy as a competition parameter because privacy and security are ‘becoming 
increasingly valued’ by consumers.27 Thus, to the extent consumers’ value privacy, the question for 
competition law is whether the market satisfies those needs and whether the failure to satisfy these needs can 
be linked to market power. Additionally, in markets where personal data is the key input for providing 
services, eg ad-supported two-sided markets, privacy considerations can be important competitive constraints 
on the behaviour of firms on how data about consumers is used in the advertising market. This implies that 
ignoring the privacy considerations could lead to false positives where the market power in the advertising 
side is taken for granted without considerations of competitive constraints arising from the ‘consumer side’ 
based on privacy concerns.  

Taking account of privacy in competition analysis could also be beneficial from a data privacy 
perspective. This is because, at least in the EU, data privacy rules impose an upper ceiling (maximum 
harmonisation) that flows from their goal of facilitating free flow of data. Thus, recognizing privacy as a 
competition parameter could incentivize firms to aspire to provide even higher levels of privacy than those 
guaranteed under the rules. Such move could also create incentives for firms to internalize some of the 
externalities from accumulating data to other consumers and to society at large that are overlooked under 
current data privacy rules.28  

                                                      
19 Derived from the purpose limitation and storage limitation principles. See GDPR, Art 5(1(b)) and Art 5(1(e)).  
20 Derived from the transparency principle and the rule on information provision. GDPR, Art 5(1(a)) and Art 12-14.  
21 Derived from the right of access, rectification, erasure and the right to data portability. GDPR, Arts 15-20.  
22 Informed by the lawfulness, fairness & transparency principles, esp. consent requirement. GDPR, Art 5(1(a)) and Art 6(1(a)). 
23 Derived from the data security principle. GDPR, Art 5(1(f)). 
24 Derived from the data security and privacy by design principles. GDPR, Art 5(1(e)) and Art 25(1).  
25 Derived from the provision on privacy by default. GDPR, Art 25(2). 
26 This is consistent with the CJEU’s jurisprudence. See C-280/08 P Deutsche Telekom v Commission ECLI:EU:C:2010:603. 
27 Facebook/WhatsApp, para 87. 
28 See Esayas, 'The Idea of ‘Emergent Properties’ in Data Privacy: Towards a Holistic Approach', Int. J. L. & Inf. Tech. (2017). 



4 
 

IV. Merger Control and Theories of Harm Related to Privacy  
This section analyzes two possible theories of harm for incorporating data privacy into merger assessment as 
a non-price parameter, namely the privacy-as-a-quality, and the maverick-firm theories.  

Theory of Harm behind Privacy-as-a-Quality 
Competition policy is as much concerned with quality as it is with price.29 This is justified because, 
sometimes, reductions in quality can even be more harmful, eg in case of consumer goods, to safety of 
consumers than price increases.30 Similarly, considering quality dimensions in competition analysis drives 
innovation and economic growth.31 Thus, at least in principle mergers and other conducts that negatively 
affect quality are equally harmful to consumer welfare as output reduction/price increase. Despite this, 
accounting for quality in competition analysis faces major challenges and it is often pushed to the 
background.32 This is partly because price considerations can also cater to quality aspects (quality-adjusted 
price). However, the reliance on price to factor in quality starts to break down when the product/service is 
offered for ‘free’, as is the case with the most popular digital service, such as Facebook and Google search. 
Thus, when a product is free, quality becomes even more essential.33 Moreover, access to such digital 
services is predicated on providing personal data, which means that consumers are effectively paying for 
these services through their data. The absence of monetary price and the fact that the collection and use of 
personal data is associated with data privacy concerns means that privacy considerations could, in some 
instances, form a dimension of product quality.34 Consequently, privacy is attracting considerable attention 
as a quality parameter and the Microsoft/LinkedIn decision clearly articulates privacy as ‘a significant factor 
of quality’ in the market for PSNs. However, what constitutes reduction in privacy as a quality parameter 
remains largely unchartered.  

The argument in this section is that to the extent that consumers view data privacy as an element of 
quality, reduction in data privacy could be approached in light of the privacy dimensions identified in 
Section II. When it comes to price, firms compete by lowering prices and anticompetitive conducts are 
looked at from their impact on price increases. Whereas firms compete by increasing the level of privacy 
protection, which could include (1) not collecting or reducing the amount of personal data collected (data 
minimisation); (2) not storing personal data or attaching shorter timestamps (storage limitation); (3) 
providing clear, precise and understandable privacy policies (transparency); (4) deploying PETs (data 
security & privacy by design); (5) implementing privacy protective features by default (privacy by default). 
This implies that analysis of privacy as a non-price component needs to focus on the incentives and the 
impact of a conduct to reduce these attributes.35 Accordingly, a merger might be viewed to entail reduction in 
data privacy if it leads to a market power that could be used, inter alia, to (1) increase the amount of personal 
data demanded or the time personal data is stored; (2) reduce the transparency in relation to the collection 
and use of data, (3) reduce the level of control users have over their data; (4) abandon the use of PETs. These 
are just few examples and the concrete theory of harm will depend on the specific dimensions of privacy that 
are relevant for the merging parties.  

For example, in a testimony provided to the FTC in relation to the Google/DoubleClick merger, Peter 
Swire outlined a theory harm based on the amount of personal data.36 Swire argues that quality degradation is 
a standard category of antitrust harm, and privacy harms could constitute reductions in the ‘quality of a good 
or service’.37 According to him, a merger that leads to an increase in the amount of personal data demanded 
to access a service reduces consumer welfare because consumers, particularly those with ‘high privacy 
preferences’, ‘pay more’ for such service.38 Swire further concretises this argument in light of the ‘deep’ and 
‘broad’ information about consumers involved in the merger. Google collects massive amounts of personal 
data through a number of its online services, including e-mail, search, map service, video sharing, and 
browser—leading to ‘deep’ information about individuals. Whereas DoubleClick offers websites a variety of 
tools to display graphic-based ads and monitor their performance. In so doing, it has amassed a ‘broad’ array 
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of information about consumers by tracking their browsing behaviour across millions of websites. Thus, the 
merger, Swire argues, could lead to a search product that becomes conditional on Google being able to 
combine its ‘deep’ and DoubleClick’s ‘broad’ information about individuals, which in turn may constitute ‘a 
significant reduction in the quality of the search product’ for many individuals with ‘high privacy 
preferences’.39 In this regard, the amount of data collected and used to provide a certain service is a relevant 
consideration when assessing the level of privacy and the overall quality of a product. Although the FTC 
decision indicated that it ‘has investigated the possibility that this transaction could adversely affect 
consumers privacy’,40 it offers little help regarding when and how a merger could be considered to reduce the 
level of data privacy.  

Similar decisions from the EC that recognize data privacy as a non-price parameter leave the question 
largely unanswered. In the Facebook/WhatsApp decision, although the Commission identifies privacy as a 
key parameter of competition, it did not specifically assess how the merger might affect this parameter. 
However, the Commission did examine how a reduction in privacy might serve as a constraint on the merged 
entity’s incentive to introduce targeted advertisements in WhatsApp.41 According to the Commission, for 
WhatsApp to introduce targeted ads, it had to change its privacy policy and start collecting more data (age, 
gender, country and message content) from its users.42 This, the Commission held, is unlikely because it will 
prompt WhatsApp users to switch to other texting apps that are ‘less intrusive’ and ad free.43 Although the 
Commission did not explicitly articulate the relationship between more data and reduction in privacy-as-a-
quality, it did highlight that demanding more data to introduce targeted ads could constitute a reduction in 
privacy provided it results from reduced competition.44 Hence, a reduction in data privacy could be 
understood to involve an increase in the amount of personal data demanded or expansion in the usage of 
existing data for purposes other than initially promised.45 Moreover, the Commission stated that the 
introduction of ads in WhatsApp might lead to abandoning the end-end encryption and create dissatisfaction 
among users who value their privacy.46 In this sense, the Commission seems to address, albeit indirectly, two 
possible reductions in data privacy, one based on increase in data collection and another based on 
abandoning end-to-end encryption. These considerations fit well within the two broader categories of 
competition in data privacy identified above, namely competition through the conditions of data collection 
and use and the competition through data security and PETs. 

In light of these discussions, the post-merger changes of WhatsApp’s policy to share WhatsApp users’ 
data with Facebook can be seen as a reduction in the quality of privacy through expanding the usage of 
existing data for purposes other than initially promised. In retrospect, one could also argue that this reduction 
in the level of data privacy results from market power (removal of competitive constraints). This is because 
as a late comer, WhatsApp was trying to solicit consumers from Facebook by offering better data privacy 
based on small annual fee. The fact that 80-90 percent of WhatsApp users were users of Facebook’s social 
network demonstrates that WhatsApp was succeeding in doing so.47 Thus, the existence of Facebook as the 
more established and leading communication service provider has, to some extent, imposed competitive 
constraints on WhatsApp’s privacy policy. In other words, in order to keep Facebook’s social network users 
using WhatsApp’s messaging service, WhatsApp had to offer something that Facebook did not. Because if 
WhatsApp had to start collecting personal data or share its existing data with Facebook, its unique feature 
that attracted users of Facebook’s social network would disappear and its customers might spend less time 
using its services and more time on other services, including Facebook Messenger. This is particularly the 
case given that Facebook Messenger offered a far richer functionality than WhatsApp and was free of 
charge.48 However, post-merger, any loss of consumers from WhatsApp following the policy change could 
be recaptured through an increase in usage of Facebook Messenger or an increase in revenue from more 
targeting possibility on Facebook due to WhatsApp’s data.49 Thus, one possible explanation for WhatsApp’s 
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post-merger behaviour to degrade privacy50 – by changing its privacy policy to share data with Facebook– 
could well be due to the merger lifting the competitive constrain that Facebook, as an established network, 
imposes on WhatsApp.  

The Microsoft/LinkedIn decision is another step forward on how a merger might lead to a market power 
and consequent reduction in privacy as a quality factor. According to the Commission, if Microsoft were to 
pre-install and integrate LinkedIn with Windows OS and Office products, it would reduce consumer choice 
in relation to privacy. This is because the conduct may foreclose PSN providers such as XING that ‘offer a 
greater degree of privacy protection than LinkedIn’.51 Highlighting why XING offers better privacy than 
LinkedIn, the Commission refers to the differences in privacy policies as follows: 

during the registration process, XING asks users to actively accept XING's privacy policy and Terms & Conditions 
by ticking a box, whereas LinkedIn users accept LinkedIn's privacy policy automatically when they press the button 
"join now". Moreover, when XING introduces new services which have an implication on how it collects and/or 
uses its members' data, it explicitly seeks active consent from the members. In addition, regardless of whether 
members give their consent in such specific cases or not, they will be able to continue to use XING as such without 
losing any of the functions to which they previously had access. In contrast, when LinkedIn makes changes to its 
collection, storing, processing or usage of personal data, LinkedIn only informs the members of those changes and 
considers that LinkedIn members agree with those changes, if they continue to use LinkedIn’s services after they 
have been notified of the changes.52 
This theory of harm establishes that the choices users have when providing their data and their ability to 

control its use as key quality attributes of the competition in data privacy. Although the decision makes no 
reference to EU data privacy rules, the theory of harm reflects the different qualities of consent under these 
rules. The fact that ‘XING asks users to actively accept XING’s privacy policy and Terms & Conditions by 
ticking a box’ and ‘explicitly seeks active consent from the members’ when introducing new features 
manifest competition based on the requirement (dimension) that consent must be ‘unambiguous’. 
Unambiguity entails that the consent must be given before the processing activity starts and manifested 
through a positive and definite act – such as ticking a box. In this regard, the Commission views XING’s 
approach as more unambiguous and thus providing users a better quality of privacy than LinkedIn. In 
addition, the possibility that users can ‘continue to use XING without losing any of the functions to which 
they previously had access’ even when withholding consent to new features manifest competition based on 
the requirement (dimension) that consent must be ‘freely given’. This element entails that the user must be 
given the opportunity to make a genuine choice including the ability to withhold/withdraw her consent 
without fearing negative consequences. In this sense, by allowing users to continue to use existing 
functionality while withholding consent for new features, the consent obtained by XING qualifies as more 
‘freely given’ than the one obtained by LinkedIn and thus offering users a better (quality) of privacy than 
LinkedIn. Thus, the foreclosure of XING was considered anticompetitive because it deprives users a better 
quality PSN and if the merger was allowed, users may be left with all but a PSN, i.e. LinkedIn, with inferior 
quality of privacy to join.  

The decision also shows that reductions in the quality of data privacy could result from classic 
anticompetitive conducts, eg. tying, provided competition authorities recognise data privacy as a form of 
non-price competition. Moreover, the decision is important because it shows that it is not always necessary 
to quantify reduction in privacy. In this instance, the Commission reached the conclusion by looking at the 
foreclosing effect of the conduct and without tackling the thorny issue of measuring quality of privacy. 
Overall, the above discussions on the Facebook/WhatsApp and Microsoft/LinkedIn demonstrate that 
reductions in privacy as a quality can result from 1) an increase in the amount of personal data demanded or 
expanding usage of existing data; 2) abandoning end-to-end encryption; 3) a conduct that negatively affects 
users’ ability to control their data and make informed decisions. The application of the theory in the 
Microsoft/LinkedIn merger further shows its maturity and that discussions are no longer restricted to 
academic circus.  

The Maverick-Firm Theory of Harm 
Another variation to incorporating data privacy into competition analysis is via the lens of the maverick-firm 
theory of harm that focuses on the acquisition or elimination of a firm that plays a ‘disruptive role’ in a 
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51 Microsoft /LinkedIn, para 350. 
52 Ibid [emphasis added].  
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market.53 The main point of departure from the quality-based theory is that the maverick theory of harm 
could be used to enjoin a merger without the need to demonstrate that the merger leads to a significant 
increase in market power.54 Another advantage of the maverick-firm theory could be its potential to apply to 
a merger even though the merging companies are not close competitors in a market.55  

Both the EU and the US Guidelines for horizontal mergers underline the importance of a maverick-firm 
in merger assessments.56 According to the EU Guidelines, mergers that fall below HHI level of 1000 are 
unlikely to raise anticompetitive effects unless ‘one of the merging firms is a maverick firm’.57 The 
Guidelines do not provide a clear definition of a maverick firm but emphasise the ‘disruptive’ role of such 
firm in preventing coordination in the market, ‘for example by failing to follow price increases by its 
competitors’ or adopting ‘different strategic choices than its coordinating competitors.’58 The Commission 
then envisages a possibility for intervention regardless of low market shares if the merged entity is likely to 
abandon the maverick’s business strategy.59 The US Guidelines provide a more elaborate guidance of the 
theory where a firm is a maverick if it disrupts the market conditions to the benefit of customers.60 More 
specifically, a firm is a maverick if: 1) it ‘threatens to disrupt market conditions with a new technology or 
business model’; 2) it has an ‘incentive to take the lead in price cutting’; 3) it has ‘the ability and incentive to 
expand production rapidly using available capacity’; or 4) it ‘has often resisted otherwise prevailing industry 
norms to cooperate on price setting or other terms of competition’.61 Under the US Guidelines, the existence 
of a maverick firm provides an evidence that the merger may have a potential anticompetitive effect and such 
evidence is given equal weight as the merging parties’ market share and head-to-head competition.62 

Looking only at the guidelines, the maverick-firm theory of harm seems to have a broader reach in the 
US.63 This expanded reach of the concept has led to an increase in the number of cases relying on the 
maverick theory to challenge mergers. The common thread in all these mergers is that big players try to 
acquire a player with small market share that plays a ‘disruptive role’, eg through its aggressive pricing.64 
Given the small market share of the acquired firms, some of the acquisitions were less likely to raise 
anticompetitive concerns under the traditional merger control that focuses on market power.65 In fact, most 
of the acquisitions were made by the second largest player, and thus efficiency gains were foreseeable as the 
merger could make ‘the second-place firms … more capable of competing against the first-place firms.’66 
Nonetheless, the DoJ relied on the maverick-firm theory of harm to challenge the mergers claiming that the 
smaller firms play a ‘disruptive’ role in the market and that their independence is important for competition 
in their respective markets.67  

Although the EU Guidelines seem to focus on the disruptive role of the maverick-firm on coordinated 
conduct, the practical application of the theory has been broader and more in line with the US approach. 
According to one survey, of the five cases where a maverick was established, only one focused on the 
removal of a maverick firm that ‘increases the risk of tacit collusion’.68 In the majority of cases, the maverick 
concept was used to assess unilateral effects of the merger.69 This extension to unilateral effects may be 
desirable as it allows for factoring in post-merger product repositioning.70 In these decisions, the 
Commission describes the maverick as a firm with small market share, insider to the merger, and perceived 
to be an ‘aggressive competitor.’71 Among the terms used to describe the maverick firm include ‘aggressive 

                                                      
53 Harbour & Koslov (n 12) 795. Stucke & Grunes (n 13) 262. Owings, 'Identifying a Maverick: When Antitrust Law Should Protect 
a Low-Cost Competitor', Vand. L. Rev (2013). Lang, 'The Maverick Theory: Creating Turbulence for Mergers', St Louis ULJ (2014).  
54 See Competition Directorate-General, 'EU Merger Control and Innovation', Competition Policy Brief, (2016) 3. Also Lang (n 53). 
55 See Pepper and Gilbert (n 5) 5. 
56 EU Guidance on Horizontal Mergers OJ C 31/5 [2004]. See also U.S. DoJ & FTC, Horizontal Merger Guidelines (2010). 
57 EU Guidance on Horizontal Mergers, para 20 [emphasis added]. 
58 Ibid para 42. 
59 Ibid para 42. 
60 US Guidance on Horizontal Mergers, 3-4.  
61 Ibid.  
62 Ibid. 
63 Owings (n 53) 332 (noting that 'the 2010 Horizontal Merger Guidelines recommend special protection for maverick firms'). 
64 Owings (n 53) 324. See also Lang (n 53). 
65 See Lang (n 53) 273. 
66 Owings (n 53) 324. 
67 See further ibid 324-325. 
68 Bromfield & Olczak, 'The Role of the Maverick Firm Concept in European Commission Merger Decisions', J. C. L. & E (2018) 
189. 
69 Ibid. 
70 Ibid 190. 
71 Ibid 185. 
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competitor’, ‘aggressive maverick’, ‘low-price competitor’, and ‘pricing maverick’.72 However, neither the 
guidelines (both EU and US) nor the decisions clarify how to distinguish the maverick from any other 
aggressive competitor.73 

In this regard, there are attempts to elaborate the ‘disruptive role’ of the maverick-firm by drawing 
insights from the literature on disruptive innovation.74 According to this literature, disruption occasions in 
two ways: low-end and new-market footholds.75 Low-end disruption arises when ‘a smaller company with 
fewer resources’ is able to successfully challenge incumbents ‘by successfully targeting those overlooked 
segments, gaining a foothold by delivering more-suitable functionality—frequently at a lower price.’76 This 
occurs because incumbents focus on products and services that sustain growth and higher profitability, 
leading to neglect of some customer segments. The maverick then caters to the neglected segment and builds 
its way up to mainstream.77 New-market disruption occurs by creating ‘a market where none existed’ and 
finding ways to turn ‘nonconsumers into consumers.’78 Although both disruption models could be useful for 
privacy, low-end foothold seems more attuned to current business practices. Thus, I will focus on the low-
end disruption.  

Using the above literature, the following three criteria test could be used to identify a low-end 
maverick.79 These are: ‘(1) the firm offers a product or service that is worse in some way than the traditional 
offerings, (2) the poor quality is accompanied by a lower price (or some other innovative benefit), and (3) the 
product or service only works well for a niche segment of consumers who substitute away from the 
traditional competitors’.80 This test not only provides a clearer guideline but also imposes more specific and 
stricter conditions than the one applied by the EC and the US Guidelines. However, establishing that the 
target firm is a maverick does not necessarily mean that the merger would lead to anticompetitive effects.81 
Two additional conditions need to be fulfilled. The first is to show that the merger would lead to elimination 
of the maverick’s business strategy. One way to do this is to show that the independence of the maverick 
firm is important for the disruptive role that the firm plays in the market. The second condition is 
demonstrating the existence of barriers preventing potential competitors from replicating the maverick’s 
business strategy.82 This makes for a total of five conditions needed to apply the maverick-firm theory.  

In light of the above discussions, the question is to what extent this theory can be relied to incorporate 
privacy into mergers. As shown elsewhere,83 the theory could be used to analyse the Facebook/WhatsApp 
merger. However, given the market shares of WhatsApp and Facebook Messenger, the merger could be 
caught by the quality-based theory of harm. The maverick-frim theory is particularly important when big 
players try to acquire a smaller firm that plays ‘disruptive role’ in the market. Thus, here I will focus on a 
scenario where the maverick-firm theory could offer an alternative for incorporating privacy. One such 
scenario is the hypothetical acquisition of the search engine DuckDuckGo by the dominant search engine 
Google.  

Google has more than 90 percent of market share in the market for Internet search and collects large 
amounts of personal data and uses that data for personalizing services and behavioural advertising.84 Bing 
and Yahoo have a market share of less than 3.9 percent each.85 DuckDuckGo’s market share in the US is 
estimated to be less than 0.8 percent and even lesser in the EU.86 Thus, from purely market share perspective, 
DuckDuckGo has insignificant market presence and its acquisition is unlikely to affect the market 
conditions. Despite the low market share, DuckDuckGo could be viewed to play disruptive role through its 

                                                      
72 Ibid 185-186. 
73 See US v. H & R Block, Inc [2011] 2d, 79(Dist. of Col) (criticising the DoJ for failing to ‘set out a clear standard, based on 
functional or economic considerations, to distinguish a maverick from any other aggressive competitor.’) For critics of the 
Commission’s use of the theory see Bromfield and Olczak (n 68). 
74 See Owings (n 53). See also Lang (n 53). 
75 Christensen, Raynor, and McDonald, 'What Is Disruptive Innovation?', Harvard Business Review (2015). 
76 Ibid. 
77 However, lack of success does not undermine a firm’s disruptive role. See ibid. 
78 Ibid. The iPhone is a good example where it disrupted PC market by creating ‘a new market for internet access’.  
79 See Owings (n 53). 
80 Ibid 349. 
81 However, this could create a rebuttable presumption of anticompetitive effects. See Owings (n 53) 350. 
82 Ibid. 
83 See Esayas. ‘Privacy as a Non-Price Competition Parameter: Theories of Harm in Mergers’ Paper presented at the International 
Conference on Competition, Digital Platforms and Big Data (2018) https://ssrn.com/abstract=3232701 
84 Google Search (Shopping), para 276-284. 
85 Ibid para 278. 
86 Ibid para 304. 
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data privacy practices, which is key to its growing user base.87 Its business motto is: the ‘search engine that 
does not track you’. Its privacy policy states that ‘DuckDuckGo does not collect or share personal 
information. That is our privacy policy in a nutshell.’88 The company does not collect search terms, IP 
addresses, and does not store users’ search history. The communication between the user and the company 
servers are encrypted and the company offers users the option to prevent sharing of their search data with 
sites they visit. When changes to privacy policies are made, it undertakes to provide users with a notice 
highlighting the new changes ‘in red’ text. The Company also offers users the possibility to actively turn on 
their location for localised search and an option to turn off ads. The advertisement it offers is solely context 
based. Moreover, the company engages in educating users on privacy issues. According to its CEO, one of 
the company’s key strategies in attracting users involves publishing content on search privacy.89 In this 
regard, the company operates the DontTrack.us and Spreadprivacy.com websites that offer users privacy tips 
including on how Google tracks users’ activities across the web and ‘How to Live Without Google’, and 
‘How to delete Google search History’.  

Due to these distinguishing features, some authors have suggested that the potential acquisition of 
DuckDuckGo ought to be caught by merger control rules as this may harm competition in data privacy. For 
example, a report from the OECD indicates that the acquisition of DuckDuckGo ‘might substantially reduce 
the welfare of consumers with high privacy preferences.’90 Similarly, Stucke and Grunes argue that ‘[i]f 
Google were to acquire DuckDuckGo, it is unlikely that prices for search would increase. Instead, a key 
issue would be the degradation of in privacy protection post-merger’.91 However, none of these authors 
offers a concrete theory of harm on how such acquisition might be captured. The following paragraphs 
examine whether this hypothetical acquisition satisfies the above tests for applying the maverick-firm theory 
of harm.  

The first step in the application of the theory is identifying the maverick. As noted earlier, this involves a 
three-criterion test. The first is to show that ‘the firm offers a product or service that is worse in some way 
than the traditional offerings’. Taking the hypothetical example of Google/DuckDuckGo merger, the relevant 
market would be ‘internet search’ and the EC has identified that in such market, quality, measured in terms 
of relevance and speed, is a key competition parameter. Given its data collection and aggregation practices 
(not only in search but also other services), Google benefits from the data-driven network effects (network 
effects from scale, scope, and speed in data). Such advantages from data-driven network effects means that 
Google is able to offer the most relevant search results more quickly than DuckDuckGo.92 From this angle, 
DuckDuckGo can be considered to offer worse service in terms of the relevance and speed of search results.  

The second test for identifying the maverick is that ‘the poor quality is accompanied by a lower price (or 
some other innovative benefit)’. In the example at hand, DuckDuckGo’s relatively poor-quality search 
results (compared to Google) are compensated by its pro-privacy business strategy. It does not collect and 
store search queries. It provides users with more control on when to reveal their location data, options to 
limit sharing of their data and to turn-off ads, and employs an encrypted communication. It engages in 
aggressive privacy-awareness campaigns including educating users on how to protect their privacy while 
using Google. Thus, when using DuckDuckGo, users trade reduction in relevance of search results for better 
data privacy protection. 

The third requirement for identifying a maverick is that ‘the product or service only works well for a 
niche segment of consumers who substitute away from the traditional competitors.’ This is true for 
DuckDuckGo because the product is not attractive for users that want to spend less time in getting the most 
relevant results. This is because DuckDuckGo lacks the scale and the data needed to provide the most 
relevant results as quickly as Google. Thus, users of DuckDuckGo would have to spend some time trying to 
find the relevant result either by checking more page results than they would have if they were using Google 
or have to try searching different search terms before getting the relevant results. Sometimes all those 
attempts might not yield the relevant result and users have to resort to Google.93 This implies that 

                                                      
87 The number of search queries received by the search engine has increased from less half a million in 2013 to almost six billion a 
year in 2017. Only in 2017, the search engine has seen a growth of 55 percent from the preceding year. See 
https://duckduckgo.com/traffic.html. Commissioner Vestager is one of DuckDuckGo’s users, citing privacy for using it. 
88 DuckDuckGo Privacy Policy available https://duckduckgo.com/privacy 
89 See Adams, 'The Founder of DuckDuckGo Explains Why Challenging Google Isn't Insane', (Forbes, 19 Feb 2016).   
90 See Thiemann and Gonzaga, 'Big Data: Bringing Competition Policy to the Digital Era', (OECD, 2016) 19. 
91 Stucke and Grunes (n 13) 266. 
92 One indication of this is the much higher rate of multi-homing (70 percent) to Google from users that have other search engines as 
their primary engine, as opposed to 12 percent rate of multi-homing the other direction. See Google Search (Shopping), para 304-
310. 
93 See Sentence, 'Going Over to the Duck Side: A Week Using DuckDuckGo' (Search Engine Watch, 01 March 2016). 
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DuckDuckGo works only for users with high privacy preferences that are willing to accept that they might 
need to spend more time to obtain the relevant results. From these three tests, DuckDuckGo could satisfy the 
maverick-firm status.  

The next step in the application of the theory is to assess how the acquisition of the maverick produces 
anticompetitive effects. This assessment is two-fold. The first is to demonstrate that the merger leads to 
elimination of the maverick’s business strategy. The reasoning behind this requirement is that even if a firm 
is a maverick, if the merged entity has incentive to use the ‘disruptive’ business strategy after the merger, 
there is no need for concern. This requirement can be fulfilled by showing that the merged entity has 
incentive to eliminate the product/service offered by the maverick-firm or that organizational independence 
of the maverick is crucial for the firm to play its disruptive role. In the example at hand, one could possibly 
argue that DuckDuckGo’s independence is necessary to continue its disruptive role.  

In this regard, insights from the business literature show that the management cultures in incumbents can 
easily prevent the success of disruptive strategies. For example, the fact that incumbents ‘are accustomed to 
driving growth through higher profit margins … makes the low profit margins necessary for a disruptive 
strategy unattractive.’94 Similarly, the culture at such firms ‘tends to reward big investment opportunities, 
and the niche demand for disruptive innovation is not “large enough to be interesting’’’.95 Accordingly, such 
culture can make incumbents ‘inherently inhospitable to disruptive strategies.’96 Given DuckDuckGo’s focus 
on niche market, the absence of behaviourally targeted advertisement and the consequent low profit 
margins,97 Google’s corporate culture could be seen as inhospitable to DuckDuckGo’s business strategy. 
Moreover, DuckDuckGo needs its organizational independence to continue with its aggressive anti-Google 
campaign on data privacy issues. Google becoming hospitable to DuckDuckGo’s business strategy would be 
like inviting an ‘arson into one’s home’ and doing nothing about it.  

The second test for assessing anticompetitive effects is to show the existence of barriers that could hinder 
other players from replicating the maverick’s business strategy. As many have noted, the search market is 
characterized by ‘high entry barriers’ resulting from economies of scope, traditional and data-driven network 
effects.98 Operating Internet search requires enormous financial investment in data servers, crawling and the 
technology necessary to categorize and rank websites.99 In this regard, DuckDuckGo is one of the few 
companies that have any web index of their own with which to respond to searches.100 The recent 
Commission decision has also recognized such entry barriers including the high financial investment needed 
to operate a search engine, the benefits of scale and scope in search data, the existence of positive feedback 
effects from the user and advertising sides of the market.101 Moreover, the existence of ‘dysfunctional 
equilibrium’ means that new or existing payers are unable to attract sufficient demand by offering more 
protective policies and clearer disclosures.102 Thus, the hypothetical acquisition could fulfil the requirements 
on the importance of independence for the maverick to continue to play its disruptive role and the existence 
of entry barriers that might prevent others from replicating DuckDuckGo’s business strategy.  

In this sense, the maverick-frim theory of harm could provide an alternative for incorporating data 
privacy where a dominant firm tries to acquire a maverick that tries to cater to privacy sensitive users. The 
hypothetical acquisition of DuckDuckGo by Google offers a good example where this theory might be 
relevant and can be tested. However, the theory could also be used as shield where a merger increases the 
effectiveness of the maverick’s business strategies. As a shield, the maverick-frim theory could be used to 
defend a merger between two privacy-friendly services. This is particularly important because according to 
the conventional understanding, a merger is likely to reduce the level of data privacy if privacy is a key 
attribute for both the merging parties. Following this line, it is not the acquisition of WhatsApp by Facebook 
or DuckDuckGo by Google that is likely to reduce privacy competition, rather the merger between two 
privacy-friendly social networks or search engines.103 However, given the importance of network effects and 

                                                      
94 Owings (n 53) 346. 
95 Ibid. 
96 Ibid. 
97 For example, in 2015, DuckDuckGo revenue from search advertising was estimated around one million USD whereas Google’s 
were $74.5 billion. See Adams (n 89).   
98 See Newman, 'Search, Antitrust, and the Economics of the Control of User Data', Yale J. on Reg (2014). Ezrachi and Stucke (n 30). 
99 See European Commission, 'Commission Staff Working Document: Online Platforms SWD(2016) 172', (2016) 29. 
100 Monopolkomission, 'Competitition Policy: The Challenges of Digital Markets', Special Report No 68 (2015), para 272. 
101 Google Search (Shopping), para 285-296. 
102 Dysfunctional equilibrium occurs when users become cynical and fail to read privacy policies. This in turn leads to firms to opt 
for vague or noncommittal policies because they expect few consumers read policies and demand would not shift significantly – 
thereby creating an equilibrium. Farrell, 'Can Privacy be Just Another Good?' J. on Telecomm. & High Tech. L., 10 (2012), 251. 
103 See Tucker (n 5) 6. 
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the dominance of business models that heavily rely on the collection and monetization of personal data, 
mergers between two privacy-friendly services could actually improve privacy by offering users bigger 
networks that satisfy their privacy preferences and reducing the need to multi-home with the established 
networks. The maverick-firm theory could also cater to situations where dominant platforms such as Google 
or Facebook acquire start-ups trying to ‘disrupt’ the status quo by developing innovative data-protection and 
control systems, eg Personal Data Management Systems or Ad Blockers. Overall, the new challenges posed 
by the digital economy require experimenting with new tools and theories and the maverick-firm theory 
could be useful in such experimentation.  

Conclusion and Qualifications 
This paper has examined two theories of harm with their own unique insights for incorporating data privacy 
into merger assessments.104 The quality-based theory of harm fits within the conventional merger control 
criterion as it is anchored on a merger leading to significant increase in market power that could be used to 
reduce the level of data privacy protection. The use of this theory of harm by the Commission in the recent 
Microsoft/LinkedIn decision is a confirmation of the appeal of this theory and would further strengthen its 
utility going forward. Furthermore, despite its limited use thus far under EU competition policy, the 
maverick-firm theory of harm can be useful for incorporating data privacy into merger assessments even 
when there are no concentration concerns. This theory is particularly relevant where dominant platforms 
such as Google or Facebook attempt to acquire start-ups that try to ‘disrupt’ their business models by 
developing technologies and systems that offer greater privacy. The goal is not to advocate that these 
theories of harm are the only ones available but to spur thinking about new ways for factoring in privacy 
considerations in competition analysis as markets and their relationships with consumers go through 
enormous changes.105 

                                                      
104 For a third option, see Esayas ‘Privacy as a Non-Price Competition’ (n 83). 
105 This is not to deny the existence of challenges, among others, relating to subjectivity in consumers’ privacy preferences, difficulty 
to measure reductions in privacy, and the potential trade-off between privacy degradation and quality improvements in the underlying 
services. However, competition authorities have tackled similar challenges in relation to many non-price parameters and there is no 
evidence to suggest that the challenges with data privacy are insurmountable. See further Esayas, 'Privacy-As-A-Quality Parameter: 
Some Reflections on the Scepticism', 12th ASCOLA Conference, https://ssrn.com/abstract=3075239, (2017). 


