Secure e-mail transaction guidelines for external users with
Commission personnel.

This document describes in general the basic requirements to set up secure (encrypted) e-
mail communication between external users and the European Commission with the
S/MIME protocol.

Disclaimer: The content of this document is for information only and it must not be
taken as a Commission recommendation or endorsement of any kind.

The screenshots of the e-mail client software, the products name or entities names are
used as examples only and must just be considered general guidance. The information
given should be applicable to any S/MIME compatible e-mail client, with the suitable
adaptations.

In case you already have a S/MIME secure e-mail infrastructure setup in your
organisation, chapters 2 & 3 are informational only.

1. SSMIME protocol

Secure Email at the Commission uses the S/MIME V3 (Secure Multipurpose Internet
Mail Extensions) protocol standard. To read S/MIME packaged Email messages, your
Email client must understand the S/MIME standard, otherwise secure messages appear as
mails with attachment smime.p7m.

External partners must use:
e S/MIME compatible Email clients;
e.g.: Outlook, Outlook Express, Lotus Notes, Mozilla Thunderbird, Evolution,
KMail or any other S/MIME compatible Email client. Two possible modes are
normally possible; they can be used in native mode or with an add-in. This
document only describes the native mode.

e Non-S/MIME clients (e.g. Eudora or OWA) in combination with an add-in or
applet (not discussed in this document).
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2. Obtain a Certificate

2.1. Choose a Certification Authority
Choose a Certificate Service Provider (CSP) to issue your certificate, e.g. VeriSign

(http://www.verisign.com),

GlobalSign

certificates of some Certification Authorities:

Internet Explorer
Tools - Internet Options
- Content Tab
2 Certificates
2 Trusted root CA
Thunderbird
Tools — Options
= Advanced
=2 Certificates

2 View Certificates
2 Authorities
Netscape
Edit - Preferences
= Privacy & Security
2 Certificates
= Manage Certificates
=2 Authorities
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(http://ww.globalSign.com),
(http://ww.thawte.com), Ascertia (http://ww.ascertia.com) or any other CSP that deliver
certificates to the public. Check the web site to find out what kind of certificates is
available and in particular the level of security you need; frequently free certificates can
be obtained. To generate and install the certificates follow the CSP/CA instructions. A
standard installation of Internet Explorer, Thunderbird and Netscape contains the root

Endedpupcrs: [N ~ |

it Crfton it T ot Crfston et | s s 4

[Expran.. [ Friendy Name | -]

Issund To  tsund By
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2.2 Get your personal digital ID

The Certification procedure depends on the CA you choose and the level of security you
need. This is an example of the procedure you might expect to obtain a demonstration
certificate by means of a Web-CA.

In this case, the same certificate is used for signing and encryption.

(a) Start the certificate request on the CA web site

(b) The procedure verifies if the CA root certificates are present in your browser and
imports them if missing.

(c) Enter requested personal information, incl. a correct Email address and a password

(d) Wait for a message sent to the specified Email address

(e) Open the message when it arrives and go to the URL indicated in the message

(f) Enter the password from the previous step for authentication

(g) Private and public key are now generated locally on your workstation and the public
key is certified by the CA.

(h) Enter a new password that will protect your private key file

(1) The certificate (with private key) is stored on your PC:

() You are informed if the personal certificate has been imported

(k) When the process is terminated, check if your personal certificate has been loaded

Note that the certificates (yours and CA) are only created on the PC where you performed
the certificate generation procedure. If you want to use your digital ID on other systems,
you must export/import your personal and CA certificates manually.
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3 Configure security for Email clients
We will briefly explain the configuration of four Email clients.

3.1. Outlook Express
After importing your personal certificates in Internet Explorer, set up Outlook Express
security:

Advanced Security Settings i[ il

Encrypted messages

ﬁ Wiarn on encrypting messages with less than this strength:

[ Always encrypt to myselfwhen sending encrypted mai

a) Go to: Tools =2 Options = Security 2 o
Digitally Signed mzssages
Advanced R [ Include rmy digital ID when sending signed messages

[~ Encode message before signing (opaque signing)

[¥ Addsenders' cerificates ta rry address book

Revocation Checking
Check for revaked Digital 10s:
¢ Onlywhen anline

® Mewsr

0K I Cancel

b) Encrypted messages section:
e Warn on encrypting messages with less than this strength: select 168 bits!

c) Digitally Signed messages section:
e Select Include my digital ID when sending signed messages
o Select Add sender’s certificates to my address book
o Select Encode message before signing (opaque signing) only if you’re sure that
these recipients use SMIME compatible Email clients. Commission users can
verify opaque signed messages

a) Set default signing and encryption certificate
Go to: Tools = Accounts

Internet Accounts _?Iil

Al Mail | News | Directary Service | Add >
Account | Type | Connection | Femove |
3P Srith mail (default) Ay Available

Set as Default |
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Select the account, click the Properties button and EEEIETET- I

then click the Security tab

Outlook Express looks for signing and encryption
certificates that correspond to your Email address and
sets the first one it finds as default. If you have only
one signing and one encryption certificate, no further
action is required, otherwise, click the Select button
for signing certificate and encryption certificate and
select the correct certificate.

3.2. Outlook

2

Generall Ser‘versl Connection  Security |Advan:ed|

Signing certificate

Selectthe signing certificate below. Thig will determine the digital ID
used when signing messages with this account.

Encrypting preferences

Certificate:

Selectthe encryption cedificate and algorithm. These are included
with your digitally signed messages sa others can send encrypted
mail to you with these seftings.

Algorithm: 3DES hd

OK Cancel Apply

After importing your personal certificates in Internet Explorer, set up Outlook security:

Prefererces | Mai Setup | Mai Format | Speling  Security | other | Delsgates |

2=

Encryp:ed e-mail

a) Go to: Tools > Options > Security 2

™ Encrypt contents and attachments Far outgeing messages

™ Add digital signature to outgoing messages

¥ Send clear text signed message when sending signed messages
I™ Request S{MIME receipt For all SiMIME signed messages

Default Setting; |

BRETT |

Security Zones

9

Security zones allow you to customize whether scripts and active
content can be run in HTML messages.

Zone! G Restricted sites - Zone Settings...

Downlcad Pictures

Changa Aukomatic Download Settings. .. |

Digital ‘Ds (Certificates)

&

Digital IDs or Certificates are documents that allaw you to prove your
identity in electronic kransactions.

Publish to GAL...

ImportfExpart... | Get a Digtal ID... |

o | cneel | e |

b) Click the Settings button.
c¢) Enter any name in the first field or keep default.

d) Outlook looks for signing and encryption
certificates that correspond to your Email address and
sets the first one it finds as default. If you have only
one signing and one encryption certificate, no further
action is required, otherwise, click the Choose button
for signing certificate and encryption certificate and
select the correct certificate.
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Change Security Settings 5[

Security Setting Preferences
Security Settings Mame:
[y SiIME Settings (F. Srith]

Cryptography Format: ISJMIME =
¥ Default Security Setting For this cryptographic message format

¥ Default Security Settine for all cryptographic messages

SeorityLabels... | Mew | pelete | pessecnd |

Certificates and Algarithms

Signing Certificate:

P. Stk Choose. .
SHAL -

Encryption Certificate: [P Smitt Choose...
Encryption Algorithm:  [3pes -

¥ send these certificates with signed messages

Hash Algarithm:




e) Click the OK button to terminate.

options x|

Preferences | Mail sztup | Mai Fomat | Speling Sseuriey | ottrer | Detegates |

Encrypted e-mail
9 _ " Encrypt contents and atachments for outgoing massages
Lﬂ ™ Add digital signature to outgeing messages

W Bend clear text sioned messaqe when sending signed messagest
™ Request S/MIVE receipt for all SMIVE signed messages

Dofault Sotking: |y S/MIMC Settings (F.Smithl <] Dettings...

Security Zones

Security zones allow you to customize whether scripts and active
content can be run in HTML messages.

onel |G Restricted sites - Zore Settings... I

Download Fickures

Lhange Automatic Download settngs. . |

Digital IDs {Certificatss)

=] Digital IDs or Certificates are documents that allow you to prove your
identity in slectronic transaztions.

Publish to GAL... | Import/Export. .. | getaD\gitaIIDu.l

o]

concel | ooty |

f) Create a new message. In the Tools = Customize menu, click the Commands Tab.

E% Untitled - Message (Rich Text) =lolx|
File Edit ‘iew Insert Format Tools  Ackions  Help
gend |l % |8 DB 0 WE Y WS, @ EEE
I\
e |l ar
Ta... I

- Tookars - Commends | gptions

. + + Toadd a command to & toolbar: select § BHY)
Sbft conmand cut of this diakog box to atod

" Categories:

Modify Selection: =

B4 Encrypt Message Cantents and ¢
4 Translate

@ Microsoft Office utlokHelp 5

Rearrangs Commands.. |

Close

g) Select Standard in the Categories box and locate in the Commands box the icons
Digitally Sign Message and Encrypt Message Contents and Attachments. For each button
icon, select it and while pressing the left mouse button, drag the icon to the position in the
toolbar where you want the button to appear.

h) Close the message without sending or saving it

3.3. Thunderbird and Netscape

After importing your personal certificates, you need to set your default signing and
encryption certificate. Most settings are identical for Thunderbird and Netscape.

a) Go to the main page
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Thunderbird Netscape

& Loc v Tt - ~lalx T
B Bdr Vew G0 Mesge Tock b L P B Vew GO s Took Widkow ek
&, 2 i . J i A " . = SR
cotma” Wrte Ad¥emBock " at | O ¢ - (ég | Lt L o + 5 o ==
e i . . o e Gy Cowenm E
B ccoe 1 cviee, B Thunderbird Mail - Local Folders Harms o R R
T o Netscape 7.2 Mail - P. Smith
- " Accounts & oo
x B orafts Emal
B view settings for this account £ Tempiates I
st o
8 Traeh ]  Read messages
& creste a new account I @ Local Foldors
S o vasbmail ¥ Compose anew message
Advanced Features
0 Accounts
% Search messages
B View settings for this account
=) Mansge message fiters i
fa Creahe anew sccont

i3 Urreadi0 | Tou 0

| Advanced Features
B, Search messages

“E Manage message ilters

b) Click View Settings for this account and select Security

Server Settings

-Copies & Folders To send and receive signed or encrypted messages, vou should specify both a
-Composition B Addressing digital signing certificste and an encryption certificate.
Disc Space ~ Digital Signing
-Jurk Settings
-Return Recelpts Use this certificate to digitaly sign messages you send:
Security Select... Clear
= Lacal Folders = -
‘Disc Space ™ Digitally sign messages (by default)
-Jurk Settings
QUlyoir iy Server (SMTF) - Encryption

Use this certificate to encrypt & decrypt messages sent to you:

Select.., Clear

Default encryption setting when sending messages:

& Mever (do not Lse encryption)

¢ Reguired (can'tsend message unless all recipients havs certificates)

¢) Click the Select button in Digital Signing section

Derlanhy of et Coriicate

Bwesd to: Esprameifimsl com s P Save b OU=Ssact & Department Caflf
Seridl Nusmber; XEC S8 FF Q00000 00,5354
vl fro DL 1180 15 o 10000 000 14:25:15
Essued by ON=Ascertia CA 1/00/=Class 1 Certricate Authonty D=Ascema £ =G0
Siored 1| Softears Secisity Devics

o | tees

At the top of this screen you see the certificate's friendly name and serial number between
brackets. The lower part shows the certificate details. Very often, the friendly name is a
long (hexadecimal) code. In that case you should look at the details section for more
information about the certificate.
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Note: If you have multiple certificates, the first one is selected and you can choose
another by clicking the arrow at the right [*

Select Certificate x|

Certificate: I { 130F07 7 3- 100B-440B-8FFC- 1B 7AC24 18972} [28: 20]

d) Click the OK button to select the certificate
x|

( ? You should gso specify a certificate for other peoole to use when they send you encrypted
messages. D2 you want to use the same certificate to encrypt & decrypt messages sent to you?

Cancel |

e) If you want to use the same certificate for encryption click the OK button, otherwise
click the Cancel button and then the Select button in the Encryption session.

IAccount Settings il

‘Server Settings
~Copies & Folders To send and receive signed or encrypted messages, yol shol id specify both a
Composition & Addressing digital signing certiicate and an encryption certifcate.

Disc Space

Jurk Settings Digital Signing

‘Return Recejpts Use this certificate to digitally sign messages you send:

Security 3d393d4e9046 380 Tadaabf0ec 1ff_Sfdecn | Select.. ! Clear

= Local Folders
Disc Space

™ Digitalty sign nessages default;
Junk Settings SR g2 by )

Qutgoing Server (SMTP)

- Encryption

Use this certificate to encrypt & decrypt messages sent to you:
I 3d393d4ea046 3fof58c 7adaabiDec1f_Bfde97: Seleck... Clear

Default encryption seting when sending messages:

@ Mever (do nct use encryption)

" Required (can't send message Lnless all recipients have certificates)

- Certificates

view Certificates | Security Devices

Add Account...

Set as Default

Hemowve ACCoLnT

K Cancal

f) Click the OK button to terminate
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4 Install recipients Certificates

4.1. Introduction

To verify a digital signature, the receiver must trust the sender’s certificate by trusting his
CA. Once the CA is trusted, all certificates issued by this organisation will be trusted
automatically.

To be able to send encrypted messages, the sender must have the recipient’s certificate.

* To trust each other’s certificates, users must exchange their CA certificate(s).
* To encrypt messages, users must exchange their personal certificate.

The easiest way to exchange personal certificates is by sending a signed-only message.

4.2. Import the European Commission root certificate

Before you can use secure e-mail communication with Commission partners, you must
trust the European Commission root CA certificate. This trust is done by importing the
Commission CA root certificate into Internet Explorer, Thunderbird, Netscape, etc.

The root certificate can be downloaded on the Commission Europa website:
http://ec.europa.eu/dgs/personnel administration/commissign/index_en.htm

ortant legal notice

"*.  Personnel and administration

*«,.+* Directorate-General English

European Commission > Personnel and Administration DG > Commis Sign Contact | Search on EUROPA

CommisSign Certification Authority (CA)

The CommisSign web site allows external partners of the European Commission to install the root certificate of I
CommisSign on their PCs and thus validate the certificates issued by that Certification Authority to Commission officials. (IJA

In order to use the root certificate you should first view our Certificate Practice Statement (CPS). B gE==—

¥iho does what
In order to install the CommisSign root certificate please first specify the format you want to use for downloading. Public procurement
Please note that not all fermats are understood from all browsers. Generally, the X.509 formats are more widely used. .
Publications and other sourcas

Contact us

Press releases

PKCS 27

In order to verify certificates issued from SPS you should also download our Certificate Revocation List (CRL), which is regularly updated.

Eplvlic.llpean_Commissim

Click the X509 encoded binary or X509 base64 encoded link. The download of the
certificate file csselfder.cer should start automatically.

The intermediate certificate CommisSign Class A should be obtained from a Commission
user as a .cer file or by requesting a signed e-mail which is needed anyway for encrypted
communication.
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http://ec.europa.eu/dgs/personnel_administration/commissign/index_en.htm

General |Detai\s | Certification Path |

2 T

General | Details | Certification Path |

Certificate Information

Certificate Information

Authorities store.

This CA Root certificate is not trusted. To enable trust, Wi_ndows_ does not have enough information to verify
install this certificate in the Trusted Root Certification this certificate.

Issued to: European Commission Root CA

Issued by: Curopsan Commission Root CA

valid from 21/01/2003 to 31/12/2012

Install Certificate. . I IssUer Statement | Install Certificate. . | Issuer Statement |

Issued to: CommisSign Class A

Issued by: European Commission Root CA

valid from 17/02/2003 to 17/12/2012

o QI

CommisSign Root CA

CommisSign Class A

4.2.1. Systems with Internet Explorer
To import the CA certificates use following procedure:

a) Copy the Root certificate file anywhere on your PC

b) Double click the Root CA file

c) Click the Install Certificate button to enter the Certificate Manager Import Wizard.

d) Always click the Next button and keep the default values.

e) After clicking the Finish
button, confirm that you want
to add and trust the CA4 root
certificate.

Security Warning il

'E Yol are about to instal a certificate from a certification authority (CAY claimng to represent:
ELropean Commission Root CA

windows cannot validate that the certificate is actualy from "European Commission Root CA", You should confirm
its origin by contacting "Eurcpean Commission Root CA", The folowing rumber wil assist you in this process;

Thumbprirt (sha1): BBERC1ES 6893433C 193F522C BFF1E100 E77F7083
Warring:
If wou instal this root certificate, Windows wil automaticaly trust any certificate issued by this CA. Instaling a

certificate with an unconfirmed thumbprintis a security risk. If you click "Yes" you acknowledge this risk.

Do you went to instal this certificate?

w | |

g) Verify in Internet Explorer via Tools = Internet Options = Content = Certificates if
the root certificate has been loaded:
European Commission Root CA > Trusted Root Certification Authorities

-10/17-




4.2.2 Systems with Thunderbird and Netscape
To import the CA use following procedure:

a) Start Certificate Manager

Thunderbird

Tools > Options = Advanced > Certificates = View Certificates
Netscape

Edit > Preferences > Privacy & Security = Certificates > Manage Certificates

& Ccertificate Manager - ol x|
Your Certificates | Other People's | weh Sites  Authorities
: .. You have certificates on file that identify these certificate authorities:
b) Click the Authorities tab
Cerfificate Name | Security Device =
=] Pa
* Autoridad de Certificacion Firmaprof... BLiltin Cbject Token =
= ABAECOM, TNC.
. ~ABA ECOM Root CA Builtin Object Token
C) Click the Import button = AC Camerfirma SA CIF AB2743287
+Chambers of Commerce Root Builtin Cbiject Token
~Global Chambersign Root Builtin Cbiject Token
= AL Time Warner Inc,
AL Time Warner Root Certification... BLiltin Cbject Token
801 Time Warner Root Certification... Buitin Gbject Token
© AddTrust 4B =|
Wieir Ediit Import Celete

. i
d) Select the CommisSign Root CA certificate file
and click the Open button
i s I oo Cimmamici 14 Pl 104 1m0 S e
Fhan ooy [Coremre = P |
x|

Yol have been asked to rust a new Certificate Authority (CA).

e) Select " Trust thlS CA to ldenﬂfy Emall users" Do you want to rust "European Commission Root CA" for the folowing puraoses?
d click the OK button ™ Irust this C# o idennfy web sites.
an .

I¥ i Trust this CA to identify email Lsers.
™ Trust this CA to identify software developers.

Before frusting this CA for any purpose, you should examine its certificate and its policy and
procedures (f avalable),

Wiew Examine CA certificate

Cancel
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f) Repeat this procedure for CommisSign Class A

g) Return to the Authorities certificate store and check if the certificate is present

&€ certificate Manager =]
‘Your Certificates | Other People's | weh Sites  Authorities |
You have certificates on fle that identify these certificate authorities:
Certificate Name | Security Davice B
= -
Token —
= ABAECOM, .
~ABA ECOM Root CA Builtin Cbject Token
= AC Camerfirna SA CIF AB2743287
+Chambers of Commerce Root Builtin Cbiject Token
~Global Chambersign Root Builtin Chiect Token
= ACL Time Warner Inc.
~AOL Time Warner Root Certification... Builtin Gbject Token hdl
Wigw Edit Import Delete

4.3. Import the User certificates

Ask the Commission user to send you a signed-only message.
4.3.1. Outlook Express

Outlook Express will automatically assign a certificate to a contact with the Email
address from the certificate.

a) Go to Tools = Options > Security 2 Advanced and check if the option Add sender
certificates to my address book is set.

b) Open the signed mail from the Commission and close the message again.

c) The recipient will be created in the contacts (if not exists) or updated with the right
certificate when he already exists.

d) Check the contacts: the recipient should now be represented by a red certificate sign.
=olx|

Fle Edit view Tools Help

= i) Py & = @y

Mew Propertes  Delete  Find People  Print Action

[ Shared Contacts Type name or select fron list: |
424 Main Identity's Contacts

Mame ¢ E-Mall Address Busness Ph...
[ Commission User .europa.eu

| RN

5 items

=
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e) Open the contact and select the Digital IDs Tab to verify the certificate.

% @ec.europa.eu Properties

Summaryl Namel Humel Business Persuna\l Other | Netheeting Dicital D=

5l

Add, remove, and view Digitsl 1Ds for this contact,

2

Select an E-Mail addrass:

Digital IDs associated with the sslected E-Mal address:

v ¥@ec.europa.eu (Default)

Properties |
Remove |
Set as Default |

Import.. |
Export... |

]

Cancel |

Note that you can always import a user certificate manually at this point via a file by
clicking the Import button. It is also possible to import more than one certificate for a

contact and define a default one.

4.3.2. Outlook

a) Open the signed message from the Commission

b) Right click the sender (after the From:

¥ signed message - Message (HTML)

Fle Edit view Isert Format Took  Actions  Help

=10l

aReply | SiReply tod] | 3 Forward o Bl Ba | w23 X | & - e - 479 @E@!

field) and select Add to Contacts. This will
add the sender’s address with certificate to
your contacts. If the contact already exists,
it will be updated

From: European Commission Senk:  Wed 18/04/2007 11:42
Properties...
To: P, Smith Send Options...
Lo Add to Contacks
Subject:  Signed message s
Signed By: I
g t Cut R
Copy
-
Signed message fee o
= e Clear,
Select Al

c) To check if the certificate was imported
Certificates Tab.

correctly, open the contact and select the

FE European Commission - Contact

} | save and dose Y | =

! Fle Edt Wiew Insert Formak Tools  Actions  Help

¥ B e o

EBX

eyl |

General Details Activities
certificate file For this contact.

Certificates (Digital IDs):

European Commission (Defaulf)

Certificates

Outlook will use one of these certificates ta send encrypted mail to this contact.
Vou can get  certificate by recaiving digitally signed mail From this contact or by importing a

All Fields
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Note that you can always import a user certificate manually at this point via a (.cer) file
by clicking the Import button. It is also possible to import more than one certificate for a

contact and define a default one.

4.3.3. Thunderbird and Netscape

a) Open the signed message from the Commission

Thunderbird

He Edt Yew Go Messwe Toos Heb

k3 . i‘l| = N
GetMal | Wiite AddessBock | Reply Peply A
- sublects signed message £

(=1

L & x o)

= sgried mismmage - Inbo for pramithdmal.oom -Nelz.q):-j’i"—'
. Bl Bt Vew G0 Mewsp Tok Wikow Hob

Forward | Tag Deete Xrk P -
—

Netscape
— TR

S B@SD e S

ey Cweprmn Ry Ay &) Pormpy Hged hrd Dataiy

pate: 1modzo7 1500 IR =

T TR pre———

To: p=mih@mal com Compoge Mal To
Copy Emal Address
This message is signed Create Fiter from Massage.

This mesaage = sgred

e 3 ELE WO

Frowe: -:;‘:‘!-:kf_:ﬁ“fh{’.'.. J
Bates 100200007 15:10
Tor  poarmt R s bom Compame il Ta
Loow Emal Addroes

Creaw Fiier from b

4

b) Right click the sender (after the From: field) and

select Add to Address Book

¢) Fill in the user information

d) Check if the certificate has been added

Thunderbird
Tools > Options 2> Advanced 2> View
Certificates = Other People's

Netscape
Edit 2 Preferences = Privacy & Security =2

Certificates = Manage Certificates 2 Other
People's

Addto: | Persondl Address Bock =

Contact | address | Ottrer |

Emall | qumoc i s di@ec arcpaa

Seresn Name: |
Prafers to recelve messages formatted &80 | Unknown ¥
L ™ Alow remote inagss in HIML mal
- Phones
Work:

%g.i‘lz

Co ] _ou

Certificate Manager
Your Certificates I Other People's I\Neb Sites IAu\hor\t\es I

*fou have certificates on file that identify these peopls:

‘ Certificate Name
= European Commission
LE IO I

| Purposes E-Mail Address

Wi ][ Edit ]l Irnport ]l Delete ]
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5. Send encrypted messages

You can only send encrypted messages if you have the certificates if your recipients
(obtained via a signed-only e-mail see chapter 4.3.).

5.1. Outlook Express

e — ol
a) Create a new message . : T i - .
3 o (v 98 8 THE
Zad Chach Witach: F'l'l'rt\' Son TEnmypt . Dfine
b) Click the Sign button to digitally sign the =+ X il 32)
message (1 et [ T o et P By
g ( ) L) | Fril —
X [iar bty e = oy recmnk: =
c) Click the Encrypt button to encrypt the e R ey
message (1 ||
. . . . i::::;:-‘—wm ik Dvae-Fanna e J"‘F‘:z':'l":le:?.
The (red) certificate icon indicates the message e i Ao ) Dhe s
will be signed, the (blue) padlock icon indicates — - =
the message will be encrypted (2) P — -
. wewionix | eropories | i | i —I
d) Select your recipients. To encrypt the o e =

message, you need the recipients’ certificate
installed (indicated by the red certificate sign icon in the contacts). (3)

¢) Compose your message as you would do for a normal message

f) Click the Send button.

g) Enter your private key password (if configured)
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5.2. Outlook

a) Create a new message 8 Uil - Messoge (ich Tent) aloix
Be E& P Juet Fpexe Tods  phons. e
igend bl d A Wkt BT Hoges. ai b 5@ F
e |
To, Il
e |l
B |
g |
2
=l

b) Click the EE] button to digitally sign the message

c) Click the .1 button to encrypt the message
d) Compose your message, as you would do for a normal message.
e) Click the Send button to send the message

f) If you want to sign the message, you must enter your private key password (if
configured)

Signing data with your private signature key x|

An application is requesting access ta a Protected item.

CryptadPl Private Key SRR REEES

0k | Concel | Detals. |

Note that you can only encrypt the message if all recipients have a certificate. If the
certificate of a recipient is missing, you’ll see the following message:
x

Witrasoft Offize Outicok had problems ancrypting this messags betause
& Following recipients had missing of inyalid certificates, or conflicing
T\ the Fal ferts had missing or invalid certicat Fici
or nsupported encryption capabiities:

SMITH Anna

Cantinue wil enerypt and send the message but the listed recipients
may not be able to read it.

iendunencryptedl (Continue | Caricel I

If none of the recipients has a certificate, the Continue button is greyed out, if at least one
of the recipients has a certificate, the Continue button can be clicked. In that case, the
message is sent encrypted to all recipients, but only those with a certificate can read it.
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5.3. Thunderbird and Netscape

a) Create a new message

Thunderbird Netscape

Click the Write button b Click the Compose button &

b) Digital signature and encryption can be selected in 2 ways:
Options =2 Security or Click arrow at the right of Security icon

Thunderbird

M Toclk Help @ ﬂ = JL‘ -

Check Speling...  Ctl+kK Aftach  Security  Save
¥ Spell Check A3 You Type
Quote Message

wmail.com:= ® 00 Mot Encrypt This Message
Encrypt This Message

m> - P.Smith

Return Receipt

Cigitalty Sign This Message

Character Encoding r
Format 4
Pricrity »
Send a Copy To 4

M » Do Mot Erierypt Tris Messags

Encrypt This Message

Wew SecLirity Info

Digtaly Sign This Message

Options  Tools  Window  Help (W @ ﬁo

Select Addh = =l
elect Iresses... PO Attach  Security Save

O Meese e wom> | ® Do Not Encrypt This Message
Retum Receipt —F] Attachments: Encryat This Message
Format s Digitally Sign This Message
Priority 4 - e
Send a Copy To 3 [SIP ST M

* Do Not Encrypt This Message
Encrypt This Message

Digitally Sign This Message

- To sign a message, click Digitally Sign This Message
- To encrypt a message, click Encrypt This Message

Note that only one option can be selected at the time

c) Compose your message as you would do for a normal message and click the Send
button.

Password Required x|

'l?/ Flease enter the master password for the Software Security Device.

d) If you sign the message, enter the Software
Security Device password

I oKk

-17/17-





