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ERICA Reponse to the Commission’s Consultation on the
Review of the

“Television Without Frontiers” Directive

Introduction

There has been a move towards more availability of TV channels, many increasingly
digital, through terrestrial, cable and satellite distribution.  Children are able to find
many more channels, some of them geared specifically for them, others which they
can access when not supervised.  These changes in the ecology of consumption by
children mean that vigilance should be maintained to protect them as they develop into
adult consumers of TV.  On average across the EU the number of hours watched by all
citizens is 3 hours per day, with some variation by country and age.

Theme 3 : Advertising, Sponsorship, Teleshopping and Self-
Promotion
Over the last few years, children have become an increasingly important target
for marketers. Children essentially represent 3 markets in one: first they are a
market in themselves for products which they want (toys, games, music, etc);
secondly they are an important influence in their family’s purchasing decisions
(household goods and appliances) and thirdly, they represent a future market for
products and services which they are likely to buy when older: children often
develop brand preferences early in childhood.

There has been a proliferation of new, sophisticated marketing techniques in
recent years. Marketing to children in the digital media is advancing, with new
and more sophisticated practices emerging at a very fast pace

Children are less discerning and more vulnerable than adults when it comes to
marketing and as such need special rules and protection. Since children find it
difficult to differentiate between programming and commercial messaging but get
better at understanding the sophistication of pure advertising and the overlap
between them as they get older, particular care should be taken to give clear
guidelines to avoid confusions to younger children. An example would be
sponsored programming, where brand names are mentioned as part of the
programming naming by presenters or as on screen as text.  This is not
appropriate for children’s channels.  Food and drink sponsorship or programme
association should be avoided.  Interactive services, where technologically
available, should not be used to permit younger viewers to click for information or
for information to be provided to the programme makers or channel operators.

We would like to see the TV without Frontiers Directive include a requirement
that advertisers and other marketers must not cause mental, moral or physical
harm to children, nor should they encourage children to behave in such a way
that could jeopardise their health, safety or general welfare, taking into account
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their age, knowledge and level of maturity.  Member States must be free to adopt
stricter provisions than those contained in the directive in order to safeguard
children’s interests.
Furthermore, the collection of personal data from young children should be prohibited
unless prior verifiable parental consent has been obtained.

Theme 4 : Protection of Minors

Regulation to control inappropriate content availability for children should be strict.
Adult content [the word used to describe porn, both soft and hard] is one area of
concern.  In some markets, like the UK, channel operators, with the support of the
main platform operator provide a ‘sample’ service, as a prompt to subscribe.  Recent
chat and text channels with adult content are available for all viewers to see for more
than the previous allowed 10 minutes maximum, at earlier times in the evening.  The
content can be disturbing for children and can affect their future relationships.

It cannot be assumed that parents should take full responsibility for the viewing of their
children at all times.  Many factual programmes and news services provide content
which, if not discussed fully, can disturb children.  Applying models of appeal to adults
which stress violence and visual action to maintain interest of an audience need to be
avoided during earlier evening viewing. The watershed time should be maintained and
should not be diluted in the new technological environment.

ERICA supports the European Economic and Social Committee which stated in its
Opinion on the proposal for a Community action plan on promoting safer use of the
Internet1`An overall coherent approach on children’s issues is badly needed in Europe.’
We think that a horizontal piece of legislation should be introduced at EU level to
protect children in relation to all forms of marketing practices, whatever the medium,
and covering all products and services.  This should provide the framework for
protection of children at EU level and specific legislation, like the Television without
Frontiers directive, should contain specific provisions which conform with the
framework legislation .

Licensing via member states regulatory bodies for children’s channels should be strict
and an independent children’s ombudsman should be appointed to serve for a term of
office, to oversee decisions for such licensing.  Key parts of the remit would be to
maintain a sufficient range of TV content for children, as well as monitor the responses
of children and their parents on a continuing basis to children’s TV issues and
providing this information to programme makers and channels operators.

We also believe that parents and children should have the opportunity and the
mechanisms readily available to complain about harmful material and have such
material stopped.

Finally, we agree that self regulation is an important tool to allow the development of
new ways to ensure that standards for the protection of minors can be applied to the
changing technological environment. Therefore we agree that self-regulation should be
                                                
1 Opinion of the Economic and Social Committee, COM(2002) 152 final – 2002/0071 (COD).
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promoted. However, self regulation on its own is not sufficient response to the problem.
It need to be backed up by legally enforceable rules to ensure that there is a
framework and a timetable for developing such measures and to ensure that all
parties, and not just a minority, apply them.

Recommendation on the protection of minors and human dignity

The recommendation offers guidelines for the development of national self-regulation
regarding the protection of minors and human dignity. In particular it requests on-line
ISPs to develop codes of good conduct so as to apply better and clarify current
legislation. The Commission states that its 2001 report on the recommendation
showed that application of the Recommendation was already then quite satisfactory.
We would not fully agree with this statement. Whilst a lot has been done by ISPs to
develop codes of conduct and many have introduced individual measures to protect
children on-line, in our experience there is no coordinated and structured approach by
ISPs overall to ensure on-line protection. Again we believe that this is a result of
leaving the industry to develop its own approach on a voluntary basis.  We believe that
there should be a general duty on ISPs to protect children which would provide the
necessary legal background for them to apply the various array of codes and schemes
that exist only on a voluntary basis and have therefore failed to attract a critical mass.

ERICA recently conducted a review of some of Europe’s most popular ISPs’ sites
under the Safeboarders project (part of the Safeboarders  Internet Action Plan) to
assess how well Europe’s major ISPs protect children on-line. This review showed that
ISPs could and should do a lot more to protect children. For example, only 9 out of the
17 ISPs reviewed had links to safety guidelines for parents and children from their sites
(and only 5 of these from their homepages); only 5 ISPs had information about the
potential dangers of chat rooms on chat room pages. Only 6 of the 17 ISPs linked to
information about the EU hotlines where people can report illegal material.  The
summary report of this research is attached. We would point out that this report is the
only one which we have made publicly available. It is not our intention to name and
shame individual ISPs so we have not released information about individual ISPs. We
will be talking individually to the ISPS involved about the issues and problems
regarding their own performance.
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Disabled people

Disabled people, especially those with visual or hearing impairment, have specific
needs regarding broadcasting services. We would like to see the TV without Frontiers
Directive address these needs more specifically, in consultation with expert and
interested organisations. The current consultation should take account of and consider
carefully these needs.

July 2003

The Weybridge Office
28 Queens Road, Weybridge, Surrey, KT13 9UT.

Tel/Fax: 01932 858328
 E-mail: anndavison@net-consumers.org

Company limited by guarantee                  Registered in England
Registered Charity No 281678
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ANNEX

A review of Internet Service Providers
and how they protect children on-line

Introduction

A review of six of Europe's most popular Internet Service Providers' (ISPs) sites was
made between March and April 2003. This review was made as part of the
Saferinternet campaign under the Safeboarders project. This project is part financed by
the EU's Safer Internet Action Plan. Most of the ISPs reviewed have sites in a number
of languages and, if available, the English (UK not US), French, German and Spanish
sites were included2.  These will all be considered as separate ISPs for this review so,
in total, we looked at seventeen sites, not including linked children's sites.

The aim of the review is not to "name and shame", so individual ISPs are not identified.
The aim is to give a snapshot of how ISPs are rising to the challenge of protecting
children on-line and to identify best practice. Certain criteria were used to assess the
ISPs' performance, based on previous EESC recommendations in this area.

Summary of the results

• Only 9 out of the 17 ISPs reviewed had links to safety guidelines for parents and
children from their sites and only 5 of these had links from their homepages. Even
those ISPs which did provide safety information did not always make it easy to find.
However, the guidelines that were provided for children were clearly written and
easy to read

• Only 5 ISPs had information about the potential dangers of chat rooms on chat
room pages. (A further 7 had some form of guidelines but these tended to focus
more on codes of conduct rather than on protecting the user)

• Children can easily enter chat rooms for adults and adults can easily enter chat
rooms signaled for minors. One ISP did however state that children under 12
needed parental consent to use its chat rooms which meant parents setting up a
family account and registering the child. Other ISPs did not provide any reliable way
of preventing children from entering adult chat rooms. Although some ISPs required
the user to provide their date of birth they did not necessarily then prevent the
under age user from entering chatrooms which were indicated for adults.

• 5 ISPs had clear explanations about filtering and rating programmes on their own
sites. Some others linked to information about rating. 3 had a link to parental control
clearly on their home pages. However, no information about filtering and rating
could be found on the sites of 4 ISPs.

                                                
2 It must be noted that whilst these sites were all visited on more than one occasion, web content
changes frequently and therefore the information may change over a period of time.
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• 11 out of the 17 ISPs had help lines for its chat rooms to report suspicious
behaviour.

• Only 6 ISPs linked to information about the EU hotlines where people can report
illegal material.

• All the ISPs indicated that they were not responsible for content but most stated
that they had the right to remove those who use unacceptable practices or provide
unacceptable content according to their own terms. None

• of the ISPs reviewed  indicated that they were obliged under the EU E-commerce
Directive to remove illegal content if they are alerted to its presence.

• On the whole the ISPs we tested did not provide special areas/sites for children.
Only 4 had their own children's sites but none appeared to have its own chat
rooms. Only 2 had links to chat rooms specifically for children.

Methodology

Ultimately, the aim of the review is to produce 'best practice' for protecting children
using the Internet. In order to do this, criteria were used to find out if, and how, these
ISPs ensure that children are protected from the dangers, which are known to exist on
the Internet.  The criteria, as a list of five questions, most with sub-questions, are listed
in the Annex.

It was not the purpose of the review to 'name and shame' particular ISPs and therefore
names are not mentioned.

Some provisos must also be included:

• Every effort was made to find positive answers to the questions but we cannot
guarantee that we found every piece of relevant information and may have missed
links.  In fact we spent many hours trying to find relevant links and information for
this report.  Sometimes it seemed as if the ISP did not want users to find such
information because the links did not indicate clearly what they linked to, and often,
when the information was found, its language was difficult and the documents
lengthy.

• Research on these sites took place at different times over a month long period. It
must be noted that content on the Internet is ephemeral so all comments are based
only on the time of viewing the site.
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1. Guidelines on Internet safety

And are they clearly signposted ?

We found 9 ISPS had links to specific safety guidelines for parents and children from
their sites and only 5 of these actually had links to the safety guidelines from their
homepages although the links were not clear in most cases. 15 of the ISPs in total had
some sort of guidelines on their websites or linked directly to some on another site.
However, not all these guidelines gave advice about staying safe online but instead
were codes of conduct or netiquette.  They were usually presented as a list of do's and
don'ts (some including the occasional bit of safety advice). For example, they told
users to treat others with respect, not to abuse others nor use the service to spam
others.

3 ISPs had a clear link 'parental control' on their homepages but as the pages reached
were concerned only with filtering content they will be mentioned in the appropriate
section.

Chat rooms

All but one of the ISPs had their own chat rooms (and that had a link to one).  We
found that only 5 of the 17 ISPS had guidelines about the potential dangers of chat
rooms on their chat room pages. A further 7 had links to some guidelines, but they
were codes of conduct which contained little about protecting the user. Of these 12
with some form of guidelines, 5 were not linked from the first page of the chat rooms.
Only 2 ISPs had a warning about possible dangers written clearly on the chat page
with links to further information and another had a message to parents written on its
page with link to its safety advice.

The codes of conduct, or netiquette, all included warnings that the ISP reserved the
right to remove users/content that was obscene, pornographic, violent, racist.  But
either in the etiquette or terms of use, these ISPs also stated that they were not
responsible for the content which had been created by its users (see below in section
under "Notice and Take Down Policy").

14 ISPs had links to message boards/forums/groups/clubs but only 2 of these had link
to safety guidelines, with a further 3 linking to 'netiquette' on the appropriate link page.
14 ISPs had links to messenger software which needed to be downloaded.  Of these,
only one had a link directly to advice to parents on safety and 3 had links to rules/code
of conduct. One ISP which did not link to any guidelines clearly stated that users had to
confirm that they were 18 years old and over before they could download the software.

Some of the ISPs also had links to safety guidelines or codes of conduct  when a user
was in a chat room (not all chat rooms were visited) and one ISP, whose chat rooms
we entered, offered a choice of whether the user wanted to accept strong language or
not on the first time they entered a chat room on its site (see also under filtering).

Although ISPs list content which is not acceptable on their sites, most do not make it
clear what you do if you find it.  Whilst we found 11 ISPs which had help lines
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specifically for its chat rooms so that suspicious behaviour could be reported (and of
the 12 visited for this review, 8 had a link inside the chat rooms as well), we found only
6 linked to information about the EU hotlines where people can report illegal material.

Plain language

Guidelines that were signalled for children were very straightforward with bulleted
points which made them easy to read.  Guidelines for parents were not difficult but
tended to be presented in block text which makes it harder for a user to read. The
codes of conduct tended to be lengthy and, in some cases, not easy to understand.

We found only 2 ISPs had well presented straightforward safety guidelines on chat for
all its users and these were linked from a number of areas on the website, although not
from the home page.

Content of guidelines

We found 14 ISPs advised users not to give out personal information to anyone they
meet on the Internet in either their own guidelines or those linked to the site with one of
them displaying this on its chat room page. And 8 advised users that people they meet
on the Internet may not be who they say they are with 1 of them displaying this
message on its chat room page.

2 & 3. Children and chat rooms and areas for children

On the whole the ISPs  we looked at did not provide special areas/sites for children.
We could only find 4 of those reviewed which have their own children's sites and none
of those appeared to have its own chat rooms. Only 2 of them had obvious links to
their children's sites on their home pages.  Another ISP had links to children's sites but
this was as an option on other pages including the chat page.  (And it allowed children
over 12 into its own chat rooms.)

Only 2 ISPs with links to chat rooms specifically for children. One of these said in its
advertisements that it did have them on its site (but as a non-member, this could not be
ascertained). The other had links to other websites which were especially for children.

Apart from 2 ISPs which did not allow children of any age, some of the other ISPs had
teen rooms and ones which they labelled 'adults' or 'over 21s'.  One ISP said that
children under 16 had to get parental consent but did not explain how (does it need
email consent or is it just a child saying that s/he has it?).  Another ISP said that
children under 12 years of age needed parental consent to use its chat rooms which
meant parents setting up a family account and registering the child.

We found 2 ISPs that said their chat rooms were open to all ages and another that said
they were open to people between the ages of 8 and 77.

From the above information, we conclude that most ISPs allow children into at least
some of their chat rooms.  Some ISPs required the user to provide their date of birth
but even if the user was older, or younger, than the signed age limits for a chat room, it
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is not clear if there is some mechanism to stop them from entering3. Another did not
require the user to give their age and allowed anyone into rooms signed for under 18
years old.

We found that 9 ISPs said that chat room users patrolled their chat rooms to, as one
ISP says, 'uphold the code of conduct'. Some ISPs said that this was a special position
and users had to apply for it (albeit they would not be employed by the ISP nor paid for
the work) whereas other ISPs implied that it was up to all users to be watchful in chat
rooms and report any misdemeanour.  From the information which the ISPs gave
about this 'service', we understood that it did not mean that the chat room was
moderated. In fact one ISP which said it did have patrols, explicitly stated in its parents'
advice that its chat rooms were not moderated.

See also in next section use of profanity filter by some ISPs.

4. Filtering and rating of Internet content

We found 5 ISPs had clear explanations about filtering and rating programmes on their
own sites, some with links to commercial software and one to a freeware program.

We found 2 ISPs that offered their own filtering and rating programme: one as part of
its membership and the other as a subscription service.

As mentioned in the section on guidelines, another 3 ISPs had the link 'parental
control' clearly on their home pages.  Two of these links led to an 'in-house' filtering
system which offered parents an explanation about this system and, at no cost, a very
simple to complete form to activate the controls.  Users could choose to disable access
to the ISPs' chat, email, and message boards, filter out violent content, filter out hate
and racist content, filter out content about weapons and/or filter out sexually oriented
content.  The third ISP took the user to a page with an explanation of filtering software
and links to ICRA and to commercial filtering software' websites.

We found 4 ISPs that offered a 'profanity filter' in their chat rooms.  This enabled users
to avoid obscenities in the chat. Two of these ISPs also had other links to information
about filtering and rating (one of these links did not work at time of review).

Finally, 1 ISP did have a link to 'protecting your children online' which led to complete
information about setting up the system to use the ICRA content rating system.  The
only link we found to this information was placed on the first page of a link to an `adult´
area.

We could not find any information about filtering and rating programs linked from or on
the sites of 4 ISPs.

5. Notice and Take Down (NTD) policy

                                                
3 Most ISPs state that it is illegal to impersonate anyone else but this might not stop someone signing up
as a young person.
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Most ISPs state that they have the right to remove those who use unacceptable
practices or content which is unacceptable (according to its terms) in their terms of
use, legal conditions or similar document. They also state that they have no liability for
content of linked sites.

The EU e-commerce directive4requires ISPs to take action to remove or block access
straight away if they are alerted to the presence of illegal material. However they are
not liable if they are not aware of its existence. This policy only applies to illegal
material not 'unacceptable' material. We did not find any mention of these obligations
on the web pages of the ISPs reviewed.

6. Inappropriate content

Although not a specific question, it was impossible to avoid noticing inappropriate
wording and content on some of the ISPs reviewed.

For example, the names of chat rooms can be very specific - 'a lincoln horny room -
sexy fun lincoln' in a general list and 'younger teens 4 older teens' in a teen chat room
list.  Also in this category are the names of links, for example 'Erotica' on a home page
that leads to some highly explicit material.

In the search category section of one ISP, we clicked on a main category  'kids and
teens', then on the sub category 'computers'.  From here we clicked on a further
subcategory 'chats and forums'.  On this page there were links to a number of kids'
chat rooms but at the top of the page 'sponsored links' were listed:
• Chat in your ZIP code - It's free to chat and view webcams of women and men in

your area:
• Chat with Cute Singles - Looking for love or friendship? Free chat, email, and more
• Chat Now - Instant message singles online now who are looking to meet you!

The ISP did state on the page that it did not endorse these links.

Another ISP has special sites for kids - on one of these there is a link to gambling
pages which are for children and adults - you are presented with buttons to click ' I am
over 18' and 'I am under 18' but the user can still reach gambling pages.

June 2003

Contact

Ann Davison, ERICA, at EESC on (02) 546 9011 or on 'ann.davison@esc.eu.int'
Valerie Thompson, ERICA, on 'vthompson@beuc.org'
Chris Andrew, ERICA, on 'chris.andrew123@btinternet.com'

                                                
4 Directive 2000/31/EC of the European Parliament and of the Council
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Criteria used for assessing
how well children are protected on the Internet

1.  Does the ISP have Internet safety guidelines on its web site?

1a. Are they clearly signposted from the home page ?

1b. Are guidelines about the potential dangers of using a chat room displayed
prominently just before entry to a chat room?

1c. Are the guidelines easy to understand? (plain language)

1d. Do they advise users including children:

• not to give out personal information including address, telephone and mobile
numbers etc?

• that people they 'meet' on the Internet might not be who they say they are?

1e.  Does the ISP advise parents and children how to get help if they are
concerned about something they have seen on the Internet?

If yes, what is the advice?

2.  Does the ISP provide on site chat rooms or links to another site (or sites)
which does have them?

If so:
a does it provide signposted chat rooms for children?
b. are there age restrictions for joining a chat room?
c. are the children's chat rooms moderated?
d. does the ISP have a help line specifically for the chat room so that
suspicious behaviour can be reported?

3. Does the ISP signpost areas especially for children? (either on-site or links to
other sites)

4.  Does the ISP promote the use of filtering software?

5.  Does the ISP say on site if it operates a notice and take down policy (NTD),
based on an easily accessible and simple procedure?
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