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Philips response to the EU public consultation: 

Creative Content Online in the Single Market 
 
 

Eindhoven, 29 February 2008 
 
 
Introduction 
Philips welcomes the initiative of the European Commission to foster and promote the 
development of a new On-Line Business market. We have been an active participant in 
previous consultations where the Commission was advised to show restraint and not 
prematurely intervene in a nascent market.  
 
Unfortunately, we currently see Member States starting to act individually within their 
domestic markets with measures and regulations. To continue a policy of restraint will most 
probably result in an ever more fragmented EU-market making interoperability a distant 
dream.  
 
The previous consultation failed to convince consumers to participate in the new market 
opportunities. Philips therefore would like to invite the Commission to take a more active role 
to address consumer concerns.  
 
 
Executive Summary 
Philips fully supports “interoperable DRM systems” at consumer level, meaning that 
consumers can freely transfer their legally acquired content between devices of their choice 
within their personal domain and that their access to content services is not hampered by non-
interoperable DRM technologies.  
 
Market forces alone fail to arrange for a truly interoperable and trusted DRM environment at 
the level of the consumer. Philips therefore suggest for the Commission to bring stakeholders 
together in view of defining and fostering a “Core Interoperable DRM Ecosystem” 
All service providers that wish to offer to consumers content under the Core Interoperable 
DRM Ecosystem shall be obliged to support: 

• A selected set of DRM technologies, including at least one technology based on open 
standards, 

• A DRM interconnection technology that manages interoperability  
• A minimum set of common use cases 

 
Philips also urges to take further measures, specifically aiming to boost consumer confidence 
Commission and Member States shall strongly encourage stakeholders, in particular service 
providers, to adhere to the voluntary Core Interoperable DRM Ecosystem. Through an EU 
Interoperability Label, consumers will be able to identify which services and products adhere 
to the Core Interoperable DRM Ecosystem. This will enable them to make informed decisions 
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when buying products or services.Philips response to the Policy/Regulatory issues for 
consultation: 
 
1a) Do you agree that fostering the adoption of interoperable DRM systems should 

support the development of online creative content services in the Internal Market?  
 
Philips fully supports this statement with a positive response. In this context, we understand 
“interoperable DRM systems” not to be only about DRM technologies, but to cover primarily 
the need to achieve interoperability at consumer level, meaning that consumers can freely 
transfer their legally acquired content between devices of their choice within their personal 
domain and that their access to content services is not hampered by non-interoperability of 
DRM technologies.  
 
With this understanding, we believe that it has to be part of the present consultation to 
identify the key consumer experience issues that are obstacles on the way to reach  the 
important goal of “interoperable DRM systems” and to take action that these obstacles are 
addressed and solved. We believe that the most important key consumer experience issues 
hampering the development of online creative content services in the Internal Market are the 
following: 

1. Content currently offered under DRM is mostly offered in vertical, closed, business 
models, where usage is limited to a single device, or with severe constraints to copy 
or transfer to other devices; 

2. There is a wide variety in the usage rights offered by the different services. In many 
cases this results in unexpected constraints for the consumer, leading to confusion and 
frustration; 

3. Content purchased under DRM is generally very vulnerable to be lost, for example (i) 
in case of a hard disk crash, or (ii) when the provider introduces new system releases, 
or (iii) when a consumer switches provider, or (iv) when his provider stops or 
changes business. 

 
Consumer confidence will get a boost when consumers will be able to freely transfer their 
legally acquired content between devices of their choice within their personal “domain”, 
when they will easily understand the basic usage rights linked to their purchased content and 
when they will know that their usage rights will be preserved over time (e.g. by a “rights 
locker” service). DRM interoperability is an indispensable means of achieving this. 
 
 
1b)  What are the main obstacles to fully interoperable DRM systems? 
 
Current DRM technologies are mostly used in vertical business models and most business 
models are based on deliberate non-interoperability. Various stakeholders have different 
interests and different views on the importance of interoperability. In a situation where there 
is no natural orchestrator of the overall value chain, market forces alone have failed to seize 
the opportunities offered by interoperability. EU policy could play an instrumental role in 
facilitating a concerted approach, and this current EU initiative is therefore highly welcomed 
as a means to initiate effective action. 
 
 
As a result of their early deployment in non-interoperable services, proprietary DRM 
technologies currently dominate the market. This market situation now presents an obstacle 
for the rollout of new business models, including those based on interoperability. We observe 
that the presence of technologies based on open standards has proven to be key to the 
achievement of interoperability in other markets (e.g. Internet, mobile telephony services, 
digital TV services etc.). The lack of incentives towards a large scale rollout of open 
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standards and interoperable services needs to be addressed to achieve the goals of this 
consultation. 
 
The lack of confidence by consumers, addressed above under 1a), is an additional obstacle to 
be considered when defining policy measures to achieve the goal of DRM interoperability. 
 
 
1c)  Which commendable practices do you identify as regards DRM interoperability?  
 
The recommended way to achieve interoperability and to resolve the other obstacles 
mentioned above is to determine a “Core Interoperable DRM Ecosystem”, consisting of a 
carefully selected set of DRM technologies, a mandatory set of common use cases, an 
interconnection technology and guarantees to address consumer confidence, to be adopted by 
all service providers who wish to offer content under the interoperable DRM ecosystem. This 
still offers service providers the freedom to offer content in the DRM technology of their 
choice, provided that they offer the same content also under the Core Interoperable DRM 
Ecosystem, either directly or via business arrangements with other providers. 
 
Given the constraints of proprietary DRM technologies, we consider it a basic requirement 
that the Core Interoperable DRM Ecosystem includes (or consists solely of) a DRM 
technology that is based on open standards. The availability of a DRM technology based on 
open standards provides the best guarantee that interoperable services can be implemented. A 
number of further considerations that should play a role in the selection of this open standard 
based DRM technology is given below: 

• It should include “domain” technology, making it possible for consumers to shift 
content from one device to another without having to download again; 

• It should offer the common set of use cases, but otherwise have maximum flexibility 
to support advanced business models; 

• It should fit very well with the interconnection technology. 
We note that the Marlin DRM technology, which is based on open standards would be an 
excellent candidate to be (part of) the Core Interoperable DRM Ecosystem. 
 
For the interconnection technology, we recommend the Coral Interoperability Framework that 
facilitates the deployment of content purchased in one DRM system to be rendered in another 
system. The Coral interoperability framework allows for services based on the existing 
proprietary DRM systems to become interoperable with all other participating services, 
regardless of the DRM systems used. With Coral as part of the Core Interoperable DRM 
Ecosystem, there is a transition scenario to allow hardware makers, service providers and 
consumers to securely invest in a new DRM technology, and still have support for previously 
acquired content through the Core Interoperable DRM Ecosystem. 
 
Consumer confidence in the services that are participating in the Core Interoperable DRM 
Ecosystem should benefit from its common set of use cases, to be defined in consultation with 
all stakeholders. In addition clear complaint procedures, certification rules and robustness 
criteria should be maintained  in the framework of the Core Interoperable DRM Ecosystem. 
Loss of content usage rights can be avoided with a ‘rights locker’ service, as also anticipated 
in the Coral interoperability framework specification.  
 
 
2)  Do you agree that consumer information with regard to interoperability and 

personal data protection features of DRM systems should be improved? What could 
be, in your opinion, the most appropriate means and procedures to improve 
consumers' information in respect of DRM systems? Which commendable practices 
would you identify as regards labelling of digital products and services? 
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We agree that it is necessary and important to improve consumer information with regard to 
interoperability and personal data protection. We fully agree that such information shall be 
made more transparent and accessible for all that have an interest. 
 
We expect that the Commission and Member States can be very instrumental to make 
voluntary compliance with the Core Interoperable DRM Ecosystem a proposition “hard to 
resist”. 
 
Philips suggests setting up an EU-wide interoperability labelling scheme, based on adherence 
to the “Core Interoperable DRM Ecosystem”, providing a simple and clear choice to the 
customer to buy either: 

• Products and/or content, with the EU Interoperability Label, offering all the 
interoperability advantages mentioned above, yet based on a set of different DRM 
technologies that are all interoperable at service level via the Core Interoperable 
DRM Ecosystem.  

• Products and/or content from non-interoperable or vertical DRM services with 
undefined limitations with regards to the interoperability advantages outlined above.  

 
Such a clear distinction between interoperable and non-interoperable DRM services will 
significantly boost consumer confidence. 
 
 
3)  Do you agree that reducing the complexity and enhancing the legibility of end-user 

licence agreements (EULAs) would support the development of online creative 
content services in the Internal Market? Which recommendable practices do you 
identify as regards EULAs? Do you identify any particular issue related to EULAs 
that needs to be addressed? 

 
We do believe that EULAs are too complex, too long and too different from each other. As a 
result consumers do not even try to read and understand them. 
 
The rights and constraints a consumer acquires with their purchase should be effectively clear 
to them next to the legal necessities stipulated in the EULA. Preferably a set of icons should 
be developed that can easily communicate the conditions set in the EULA. The icons created 
for the Creative Commons licenses may serve as a good example. 
 
In fact the common set of use cases of the Core Interoperable DRM Ecosystem may greatly 
facilitate more uniformity of EULAs and thereby facilitate clear communication to the 
consumers of the rights obtained.  
 
 
4)  Do you agree that alternative dispute resolution mechanisms in relation to the 

application and administration of DRM systems would enhance consumers' 
confidence in new products and services? Which commendable practices do you 
identify in that respect? 

 
Yes, that is why these mechanisms should be an integral part of a Core Interoperable DRM 
Ecosystem. 
 
In situations of new systems and new market propositions it is likely that an extra, and in the 
beginning maybe even disproportional, amount of after sales service and dispute resolution is 
required. It therefore seems advisable to arrange for the sector to jointly invest into active 
consumer arbitration facilities. In the end the results of such arbitration actions may guide 
further offerings, product development and even advice regulators on structural problems or 
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alternative measures to enforce proper implementation by parties working within the Core 
Interoperable DRM Ecosystem 
 
 
5)  Do you agree that ensuring a non-discriminatory access (for instance for SMEs) to 

DRM solutions is needed to preserve and foster competition on the market for 
digital content distribution? 

 
Philips agrees that the non-discriminatory access for SMEs to DRM is of significant 
importance for the development of the European online market. Europe with its many 
different languages and cultures and therefore local small scale offering of works, is 
characterised by a fine granular network of providers that need easy access to an EU-wide 
infrastructure. The proposed Core Interoperable DRM Ecosystem ensures non-discriminatory 
access for SMEs as they can cooperate with others to fulfil the requirements of the Ecosystem 
when opting to provide content in at least one of the participating DRM systems. As 
explained before Philips suggests to promote a DRM technology based on open standards to 
maximise the non-discriminatory access for SMEs. 
 
 
6)  Do you agree that the issue of multi-territory rights licensing must be addressed by 
means of a Recommendation of the European Parliament and the Council? 
 
Yes. It is essential in a fast moving content market to get the trans-European electronic on-
demand rights available with a single and cost effective license. Despite differences in culture 
and languages, the market reality is a single EU online market that is accessed by users 
irrespective of their country of residence. Regulation and measures that aim to maintain and 
protect national markets are bound to fail in the end and can at best only delay and confuse 
the growth of the online market. The European creative community would benefit from a 
large Single Market when competing with the rest of the world.  
 
 
7)  What is in your view the most efficient way of fostering multi-territory rights 

licensing in the area of audiovisual works? Do you agree that a model of online 
licences based on the distinction between a primary and a secondary multi-territory 
market can facilitate EU-wide or multi-territory licensing for the creative content 
you deal with?  

 
We believe that the entire EU-market shall be considered one and the same territory. Right 
owners shall be free to select the licensing organisation of their choice, and all such 
organisations shall be permitted to provide such trans-EU licenses.   
 
 
8)  Do you agree that business models based on the idea of selling less of more, as 

illustrated by the so-called "Long tail" theory, benefit from multi-territory rights 
licences for back-catalogue works (for instance works more than two years old)? 

 
Yes, very much so.  
 
 
9)  How can increased, effective stakeholder cooperation improve respect of copyright 

in the online environment?  
 
The most effective measure against unwanted practices such as illegal sharing of works 
proves to be a flourishing legal market with abundant offerings and choice. The music market 
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demonstrates that consumers generally prefer ease of use and comfort in shopping at a price 
over free downloads with hassle and complications.  
 
Secondly, but rapidly gaining importance, we believe that where consumers are increasingly 
exposed to private copy levies that are abundantly justified by Collecting Societies to 
compensated for increased piracy, it will not be possible to educate and explain consumers 
that despite their payments they must still stop unpaid downloading.  
 
 
10)  Do you consider the Memorandum of Understanding, recently adopted in France, 

as an example to followed?  
 
The French MOU is a positive development as far as it intends to get parties out of entrenched 
positions, but seems to lack balance. This can be observed by the strong consumer rejection.  
 
 
11)  Do you consider that applying filtering measures would be an effective way to 

prevent online copyright infringements?  
 
Watermarking and fingerprinting technologies can significantly help to enhance protection. 
Watermarking for forensic purposes can be used to motivate users to not share works because 
such tagged works may contain traces of the origin. It may trigger a significant change in 
perception compared to the actual situation where complete anonymity is protecting every 
illegal act. With forensic watermarking this no longer is the case. 
 
Filtering by the provider seems a disproportional measure as this suggest that ‘the postman’ 
can check on all of his customers what they interchange while only a fraction of them are 
involved in serious illegal hosting. Also this measure has provoked very serious negative 
reactions with consumer organisation for the above reasons. That seems counter productive to 
the objective to foster and develop the new DRM market. Last, but not least it can be 
expected that when the mailman starts filtering everybody’s mail, encrypted VPN traffic will 
develop for common users. 
 
A better alternative may be to install filtering as an ‘opt-in’ condition in P2P share software. 
This way the consumer can decide if he wants to join P2P sharing, but under condition of a 
filtering requirement. That seems to address the target audience much better and it also 
provides a free choice for consumers. There may be sufficient reason for P2P sharing services 
and software to include such a measure on the basis of global jurisprudence such as the 
Grokster ruling. 
  
 
 


