
 
 
 
 
 
             
 
 
 
 
 
 
 

NBC UNIVERSAL SUBMISSION IN RESPONSE TO 
 

COMMISSION CONSULTATION ON CREATIVE CONTENT ON LINE IN THE  
 
    SINGLE MARKET 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
February 2008 
 
 
 
 
 
 
 
 
 

 1



EXECUTIVE SUMMARY 
 
NBC Universal is one of the world’s leading media and entertainment companies in the 
development, production and marketing of entertainment, news and information to a 
global audience.  NBC Universal owns and operates a valuable portfolio of news and 
entertainment networks, a premier motion picture company, significant television 
production operations, a leading television stations group and world renowned theme 
parks. 
 
NBC Universal is grateful for the opportunity to comment on the Commission’s 
Communication on “Creative Content Online in the Single Market” as published on 3rd 
January 2008.  The present submission provides answers to questions which are 
relevant to NBC Universal business and on which we have experience to share. 
 
DRMs are key enablers of new business models and differentiated usage and pricing.  
NBC Universal’s goal is for the consumer to be able to view high quality, legitimately 
purchased content at any time, in any place, on any device, without compromising 
security.  Interoperable DRMs are a highly desirable way of achieving such objective.  
Although the company has been supporting various fora engaged in finding 
interoperable solutions and is directly involved in their efforts, it is not a device company 
and does not itself develop DRMs; we are however keen to pursue implementation of 
secure interoperable solutions and would be happy to discuss options to promote 
interoperability with the Commission. 
 
We see no legal obstacle to multi territory licensing of audio-visual content in the EU.  
Territoriality of copyright does not impede multi-territorial licensing arrangements.  NBC 
Universal doesn’t see any advantage in a distinction between primary and secondary 
rights.  The negotiation over which rights and for what territories are licensed is and 
should remain a matter for negotiation, respectful of local specificities.  
 
At this stage of market development, in Europe as in the United States, it makes sense 
for ISPs to cooperate in fighting piracy as both a legal and a business matter, and to 
incur reasonable costs in connection therewith.  However, all attempts to achieve such 
cooperation on a voluntary basis in Europe have failed or are patchy in that they do not 
apply across the board or fall well short of what would be needed to truly make a 
difference.  While voluntary measures are by far preferable, Member States are coming 
to the conclusion that regulatory measures may need to accompany voluntary schemes 
because of local data protection regulations.  As a consequence regulatory measures 
are being sought or announced (e.g. .in France, the UK, Sweden) or the courts are 
seeking cooperation (e.g. Belgium, Denmark). All of the above examples of case law or 
debates and developments point out the need as perceived at national level to achieve 
meaningful cooperation among stakeholders in the fight against illegal activities on the 
internet.   
While there is no single, bullet proof solution to the internet piracy problem, national 
authorities are pointing at blocking access to pirate websites, applying graduated 
response systems and filtering as important ways in which ISPs can help prevent or 
reduce mass internet piracy.   
We would respectfully call on the Commission to take stock and account of these 
developments in giving a policy direction to this now inevitable debate so as to help free 
the internet of illegal content and deliver a knowledge society that matches Europe’s 
aspirations and formidably diverse and creative potential.  
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Digital Rights Management 
1) Do you agree that fostering the adoption of interoperable DRM systems should 
support the development of online creative content services in the Internal Market? 
What are the main obstacles to fully interoperable DRM systems? Which commendable 
practices do you identify as regards DRM interoperability? 
 
Digital rights management (DRM) technology allows content owners the ability to offer 
consumers a variety of business models which accommodate various usages with 
differentiated pricing.  Some customers may wish to purchase content for permanent 
use, while other customers may wish to view content for a limited period as video-on-
demand.   
 
NBC Universal’s goal is for the consumer to be able to view high quality, legitimately 
purchased content at any time, in any place, on any device, without compromising 
security.  Interoperable DRMs are a highly desirable way of achieving such objective. 
 
We are eager for interoperability to be enabled among different DRM systems, so 
consumer flexibility and content security are fully compatible.  We have been 
participating in key international fora striving to enhance interoperability among content 
protection technologies and content delivery systems.   
NBC Universal is a promoter-level board member of the Coral Consortium, which is a 
group of content and service providers, consumer electronics manufacturers, and 
information technology companies that was formed in 2004 to seek and develop secure 
interoperable technology solutions.  On 31 October 2007, Coral released complete 
specifications for a secure interoperable architecture, which can now be licensed and 
implemented by companies that wish to achieve interoperability within, and potentially 
among, devices and DRMs.   
NBC Universal is also a member of the Digital Living Network Alliance, which is a group 
comprised primarily of consumer electronics manufacturers and information technology 
companies.  We expect that this group will promote the adoption of interoperability 
solutions in its members companies’ products.   
The European Digital Video Broadcasting project (DVB) has recently released a 
technical specification called DVB-CPCM (Content Protection and Copy Management). 
Such specifications are expected to be standardized by ETSI (European 
Telecommunications Standards Institute).  DVB CPCM is a framework offering 
interoperable solutions across a variety of devices and therefore potentially supports a 
similar variety of business models. 
 
Although NBC Universal has been supporting various fora engaged in finding 
interoperable solutions and is directly involved in their efforts, it is not a device company 
and does not itself develop DRMs; we are however keen to pursue implementation of 
secure interoperable solutions and would be happy to discuss options to promote 
interoperability with the Commission. 
 
5) Do you agree that ensuring a non-discriminatory access (for instance for SMEs) to 
DRM solutions is needed to preserve and foster competition on the market for digital 
content distribution? 
 
In so far as open and standardized technology is concerned, there are in principle no 
issues as regards access.  For example, the Coral Consortium makes available to the 
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entire public specifications that, if implemented, will facilitate DRM interoperability among 
different DRM without compromising security.  In addition, such standardization bodies 
normally operate on the basis of IPR policies by which any IPR implicated by the given 
specifications will be offered on fair, reasonable and non discriminatory terms by and to 
every company that participates.  In situations where DRM solutions are not available for 
licensing by third-parties, the Commission should consider options to require licensing to 
third-parties on fair, reasonable, and non-discriminatory terms. 
 
Multi-territory rights licensing 
6) Do you agree that the issue of multi-territory rights licensing must be addressed by 
means of a Recommendation of the European Parliament and the Council? 
7) What is in your view the most efficient way of fostering multi-territory rights licensing in 
the area of audiovisual works? Do you agree that a model of online licences based on 
the distinction between a primary and a secondary multi-territory market can facilitate 
EU-wide or multi-territory licensing for the creative content you deal with? 
 
We do not see any legal obstacle to multi territory licensing of audio-visual content in the 
EU.  Territoriality of copyright does not impede multi-territorial licensing arrangements.  
Such arrangements are certainly allowed by the current system and they surface on a 
case by case basis taking into account local specificities and regulations (such as 
language, classification rules and windows, both statutory and voluntary), demand from 
local retailers and distributors and consumers preferences in Europe’s culturally diverse 
landscape.  
 
NBC Universal doesn’t see any advantage in a distinction between primary and 
secondary rights.  The negotiation over which rights and for what territories are licensed 
is and should remain a matter for negotiation, respectful of local specificities.  
 
Legal offers and piracy 
9) How can increased, effective stakeholder cooperation improve respect of copyright in 
the online environment? 
 
As markets for broadband services mature, internet piracy increasingly burdens network 
capacity and reduces internet speed.  It becomes not only fair but prudent for ISPs to act 
to reduce piracy, so subscribers who do not download and upload unauthorized content 
are not subsidizing those who do, either financially or through availability and speed of 
service.  Additionally, ISPs are becoming online retailers of content and internet piracy 
detracts significantly from any business opportunities they have in what should be a 
burgeoning area of growth. At this stage of market development, in Europe as in the 
United States, it makes sense for ISPs to cooperate in fighting piracy as both a legal and 
a business matter, and to incur reasonable costs in connection therewith.  Unfortunately, 
various attempts to achieve such cooperation on a voluntary basis in Europe have so far 
failed or are patchy in that they do not apply across the board or fall well short of what 
would be needed to truly make a difference.  The specificities of the current regulatory 
regime in several Member States and the need to find a fair balance between data 
protection and rights and freedom of others including intellectual property, may at times 
require regulatory or other State intervention.  Member States are coming to the same 
conclusion and either regulatory measures are being sought or announced (e.g. .in 
France, the UK, Sweden) alongside or after exhausting attempts at voluntary 
cooperation or the courts are seeking cooperation (e.g. Belgium, Denmark).   
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The EU could and should take stock of the recent experience and developments in 
several of its Member States (Belgium, Denmark, France, Sweden, the UK to mention 
some) and give an EU-wide policy direction to this now inevitable debate.   Below is a 
brief account of some recent developments:   
 
In France: The Olivennes Agreement has provided a leading example on how content 
providers and ISPs can and should work together, supported by an appropriate legal 
framework.  The agreement crucially recognizes the link between fighting copyright 
infringement and fostering legal offers (more details are provided in answer to question 
n. 10).  
 
In Sweden, a study commissioned by the Government to judge Cecilia Renfors (known 
as the Renfors report) acknowledges lack of voluntary cooperation and calls, among 
other things, for the adoption of provisions formalizing ISPs right and obligation to 
terminate subscriptions used for copyright infringement.  
 
In the UK, the Gowers report recommended that Government give the music and film 
industries a year to come to a voluntary agreement with ISPs over how to tackle illegal 
file-sharing, but that timeframe expired at the end of 2007. Since unfortunately no 
meaningful agreement is yet in sight, on 22 February the UK Government published a 
series of commitments for a “Creative Britain”.  Among other things, the Government 
undertakes to consult with interested parties on legislation that would require internet 
service providers and rightholders to cooperate in taking action against illegal file sharing 
on the internet with a view to implementing legislation by April 2009.   
 
Case law has also been developing which supports the approach of filtering, blocking of 
websites and graduated response systems in order to help address copyright 
infringements.  Some examples are provided below: 
 
In Belgium: On 24 June 2004, Belgian authors’ collecting society SABAM brought a case 
against Internet access provider TISCALI (now SCARLET) before the Brussels Tribunal 
of First Instance. The court ordered Scarlet to prevent any form of unauthorized 
transmission or reception of electronic files containing a musical work (through peer-to-
peer software) by its subscribers. It ordered Scarlet to adopt technically feasible 
measures to best prevent the infringements of copyright, i.e. by installing the filtering 
software recommended by the court expert.  The case is under appeal. 
 
In Denmark: On 10 February 2006, the Danish Supreme Court confirmed that Internet 
Service Providers can be obliged to cut off the internet connections of customers who 
infringe copyright. Rightsholders can ask the courts for an injunction against ISPs 
requiring them to stop providing internet services to customers that use those services to 
distribute copyrighted content over peer-to-peer networks.  
On 25th October 2006, the Copenhagen City Court ordered the Internet service provider 
Tele2 to block its subscribers' access to the alleged illegal Russian music service 
AllofMP3.com. 
Most recently, in January 2008 a Danish court has forced Tele2 Denmark to stop 
internet users from accessing the Swedish file sharing site Pirate Bay.  
 
All of the above examples of case law or debates and developments point out the need 
as perceived at national level to achieve meaningful cooperation among stakeholders in 
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the fight against illegal activities on the internet.   Specific cooperation takes the form of 
requirements for filtering, the application of the graduated response and site blocking.     
 
Similarly, in the US additional tools are being discussed and implemented.  In the US, 
NBC Universal expects an increasing number of ISPs to forward infringement notices to 
subscribers on an automated basis in 2008.  One form of notice forwarding and 
graduated response being considered is: 
First Notice: An educational notice informing the subscriber of the allegation of 
infringement, the ISP’s policies with regard to copyright infringement, the applicable 
laws, with links to educational materials and information on legal downloads; 
Second Notice: A browser identification informing the subscriber that this is the second 
infringement complaint received and requiring the subscriber to click on an 
acknowledgment of receipt; 
Third Notice: A notice requiring contact with the ISP before access to the Internet is 
permitted; 
Fourth Notice: Additional restrictions up to termination of subscriber’s account. 
 
There is clear evidence that first notice is almost always sufficient to prevent repeat 
offences with actual instances of termination in the US being totally insignificant in 
number. 
An additional and complementary way to prevent online copyright infringements is for 
ISPs to block access by their customers to pirate websites. NBC Universal is willing to 
work with ISPs in each country to identify the top pirate websites which either host or 
provide links to infringing content so that ISPs can block access to those sites. Such 
cooperation may involve the submission of joint proceedings to court to sanction the site 
blocking, but the aim of both rights owners and ISPs should be to put in place a simple, 
swift and scaleable procedure that cater for the reappearance and re-branding of 
blocked sites and the emergence of new pirate sites. 
    
As for filtering, please see our answer to question n. 11. 
 
10) Do you consider the Memorandum of Understanding, recently adopted in France, as 
an example to be followed? 
 
Yes, in so far as the Memorandum in question crucially includes a broad agreement 
among relevant stakeholders and a commitment by public authorities to take legislative 
and regulatory measures necessary to ensure its practical implementation and facilitate 
joint action. The MOU known as the “Olivennes” agreement recognizes the need for 
ISPs and content owners to work together in the fight against piracy and the 
development of compelling and timely legal offers.  The two additional remedies to fight 
on-line infringements suggested are, once more, the graduated response and filtering, 
two different tools that attempt to deal with the issue in a manner that will give redress to 
rightholders without the need to resort to the courts, in ways that have the potential to be 
both effective and consumer friendly.   
 
EU law already recognizes the need for cooperation and the deployment of technology.  
By way of example, recital 40 of Directive 2000/31 on certain legal aspects of 
information society services in particular electronic commerce, in the internal market 
states, among other things, that: “…the provisions of this Directive relating to liability 
should not preclude the deployment and effective operation by the different interested 
parties of technical systems of protection and identification and of technical surveillance 
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instruments…..”  The Directive also emphasizes how limitations on liability of 
intermediary service providers do not affect the possibility of injunctions of different 
kinds, which can in particular consist of orders by courts or administrative authorities 
requiring the termination or prevention of any infringement, including the removal of 
illegal information or the disabling of access to it.   
 
The above provisions along with other specific references to injunctions irrespective of 
liability contained in Directive 2001/29 and Directive 2004/48 demonstrate how the 
European legislator has long recognized the crucial role that ISPs play in the fight 
against illegal content on the internet within, but crucially also outside, any liability claim 
against them.  It seems to us that ISPs may at times be reluctant to cooperate as they 
believe that by doing so they would implicitly recognize that they are liable thus 
unwittingly waving specific limitations on liability that they believe would otherwise apply 
to them.   That is not the case.  Cooperation in the fight against piracy is not in itself 
relevant to the determination of whether an intermediary is or not liable in a given case; 
additionally, cooperation can be sought via injunctions irrespective of liability where the 
ISP is clearly best placed to assist and provided remedies are technologically feasible, 
economically reasonable and do not put undue strain on networks.  It would seem 
sensible to find ways in which cooperation can be achieved whenever possible outside 
of the courts. 
 
11) Do you consider that applying filtering measures would be an effective way to 
prevent online copyright infringements? 
 
There is no single, bullet proof solution to the internet piracy problem.  However, there is 
no doubt that filtering can play an important role as can the blocking by ISPs of pirate 
internet sites.  Filtering requires ISPs and rights holders to work together to identify and 
block unauthorized transfers of copyrighted content, thereby eliminating the piracy 
problem at its source.  In addition to benefiting rights holders, this benefits ISPs, whose 
bandwidth is freed, and their subscribers, who may experience faster service and will not 
be exposed to sanctions for copyright infringement.  The solution is technologically 
feasible and can serve the dual purpose of reducing piracy and network congestion, to 
the benefit of all.   
 
Content recognition technology works as a cooperative venture between ISPs and rights 
holders.  Rights holders provide digital identification information (“fingerprints”) for their 
copyrighted content to ISPs.  For their part, ISPs electronically scan user uploads 
seeking matches between uploaded content and the identification information supplied 
by rights holders.  When ISPs find a match, the ISP can block upload of the 
unauthorized content.   
Content recognition technology will not place ISPs in the role of “Big Brother,” monitoring 
their subscribers’ internet usage and making choices as to which “objectionable” content 
to block, as some fear.  The technology is fully automated and includes no human 
review of uploads.  In fact, like a sieve, the technology neither understands nor records 
the data streams that it reviews.  It merely scans digital information in user uploads—a 
series of zeros and ones—for unique patterns, or “fingerprints,” that match patterns of 
zeros and ones in ISPs’ databases of copyrighted content identifiers.  In the case of a 
match, the technology blocks further transfers of the matching illegal content.  Although 
this process of recognizing and blocking unauthorized content is sometimes referred to 
as “content filtering,” the label can be misleading.  The process is qualitatively different 
than filtering content based on its subject matter.  A better analogy is the scanning of e-
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mail traffic to recognize and block spam or viruses, which most ISPs do.  Ordering the 
deployment of content recognition technology, the Brussels Tribunal of First Instance 
wrote, “Like anti-virus or anti-spam software, it is a simple technical instrument which as 
such does not perform any activities involving the identification of Internet users.”1 
 
Content recognition technology is gaining acceptance as a key component of internet 
piracy solutions both in Europe and in the United States.  It has been a court-ordered 
remedy to copyright infringement in the United States,2  as in Belgium, and a number of 
user generated content (UGC) websites, as well as a few ISPs, have implemented or 
have undertaken to test and implement content recognition of their own volition.  In 
October 2007, a coalition of content providers (including NBC Universal) and UGC 
websites and website owners issued guidelines for the implementation of content 
recognition technology.  Participating websites and website owners include DailyMotion 
(the French UGC website, which is already filtering user uploads), Microsoft, MySpace, 
and Veoh.  Google has also announced that it is beta testing content recognition 
technology on its UGC website, YouTube.   
 
While technology in general can never be 100% accurate, Content Recognition 
Technologies are constantly improving and are reportedly increasingly effective in 
preventing infringements at source.  
 
Questions may arise at national level in relation to the operation of such technology and 
its compatibility with existing communications and other applicable law as well as on the 
way to deal with possibly wrong content blockage.  We are following these issues and 
believe that equitable solutions can be found that address all legitimate concerns and 
facilitate joint action.   
 
EU wide approaches and guidance would be extremely helpful to stakeholders but 
possibly also to Member States.  Piracy is an international phenomenon and “solutions” 
should at least aspire to be internationally “compatible”. 
 
 
Alessandra Silvestro 
 
On behalf of NBC Universal 
 

 
 
1 Decision by United States District Court for the Central District of California rendered on 16 
October 2007 in the case MGM v. Grokster (granting in part a motion for a permanent injunction 
that will require use of the most effective means available to reduce the infringing capabilities of 
the Morpheus peer-to-peer network, and calling for the appointment of a Special Master to 
recommend specific content recognition technology for this purpose). 


