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Deutsche Telekom welcomes the opportunity to respond to the European Commission’s 
consultation on “Creative Content Online in the Single Market”. Deutsche Telekom has a 
strong economic interest in offering innovative content services in order to satisfy growing 
consumer demand. Hence Deutsche Telekom appreciates this initiative to tackle some very 
important aspects around the distribution and protection of content online. 
 
Access to creative content is a prerequisite to achieving the full potential of content online 
and to strengthen European competitiveness. Deutsche Telekom would thus like to 
contribute to the Content Online Platform to discuss the issues raised in this consultation to 
evaluate sustainable solutions with all stakeholders involved. 
 
Digital Rights Management systems (DRMs) are an efficient method of remunerating rights 
holders and offer a high level of protection against the unauthorized distribution of copyright 
protected content. Deutsche Telekom supports industry led initiatives with the aim to achieve 
greater interoperability between DRM systems. Any solution should take into account 
technical aspects, market developments and changing business models. To enhance 
consumer’s confidence in DRM systems, more transparency is needed. 
 
Deutsche Telekom would like to underline the need to introduce more transparency into the 
current practice of collecting societies regarding cross-border licensing. The current status 
lacks transparency and competition between EU collecting societies and is not flexible 
enough to reflect the needs of the market players, trying to develop new services and 
business models.  Recent developments created additional organisations besides existing 
collecting societies making it more complicated for rights users to obtain rights clearance. 
Deutsche Telekom calls on the European Commission to come up with a true one-stop-shop 
solution that can benefit rights holders and rights users in an equal manner. 
 
Deutsche Telekom is committed to its social responsibilities and cooperates with legal 
authorities in order to fight serious crime in the online environment. Regarding online 
copyright infringements, Deutsche Telekom holds the view that the most effective way to 
prevent online piracy is to make available legitimate attractive offers both in terms of pricing 
and choice instead of sanctioning private users. Further cooperation between stakeholders 
must respect fundamental rights and shall aim at sustainable and proportionate solutions.  
 
In addition to our observations on online piracy, we have added a technical Appendix to give 
an overview about the functioning and effectiveness of blocking and filtering methods at 
stake.   



Deutsche Telekom 
29.02.2008 

2

Digital Rights Management 
 
1) Do you agree that fostering the adoption of interoperable DRM systems should 

support the development of online creative content services in the Internal 
Market? What are the main obstacles to fully interoperable DRM systems? 
Which commendable practices do you identify as regards DRM 
interoperability? 

 
Deutsche Telekom welcomes the intention of the European Commission to act as a facilitator 
encouraging solutions based on stakeholders’ demands and market requirements. Deutsche 
Telekom operates DRM systems within its online distribution platforms. Today robust and 
accepted DRM systems are a precondition to receive high value content from content 
industry partners. Without a secure and appropriate level of copyright protection, right 
holders would not grant the necessary rights or licences for online distribution. However 
creating fully interoperable DRM systems may not be addressing all trends of the market as 
seen recently with e.g. music industry’s deliberate change towards DRM free environment 
and advertisement based offers.  
 
Since our new online business models are based on the distribution of attractive and creative 
content online, Deutsche Telekom supports initiatives facilitating the introduction of 
interoperable DRM systems where needed. Interoperable DRM systems would raise 
consumer’s interest in accessing films, music or games online through different networks and 
electronic devices.  

 
The lack of interoperability resulting from incompatibilities between standards is not a matter 
for public policy intervention. Any attempt to mandate a particular technical standard risks 
impeding investment and innovation, not reflecting fast moving technical progress and 
market requirements. Market developments or business models are difficult to predict. We 
should also recognise that other business models without DRM systems are currently tested 
with success: Major market players in the music sector have decided to distribute content 
without any copyright-restriction mechanisms. Some online shops do sell DRM protected 
next to non protected content, sometimes at different prices. In addition to new emerging 
markets, such as DVB-H, stakeholders are searching for more specific security solutions 
outside of the DRM sphere. 
 
Hence, it is important to give industry the freedom to develop new markets and business 
models and to leave the definition of adequate standards up to the usual standardisation 
process.  
 
Against this background Deutsche Telekom is engaged in a multitude of market driven 
standardization bodies and initiatives addressing questions of interoperability like the Open 
IPTV Forum or ETSI. More transparency and interaction amongst these bodies could help to 
bring forward common solutions within a realistic timeframe. 
 
At present, the main obstacle to fully interoperable DRM systems is a missing basic 
interoperability definition, based on a clear and comprehensive scope of requirements. An 
important part in this respect is the awareness of the amount of content protection 
requirements that need to be fulfilled. Without this, it will be impossible to develop an 
interoperable model of usage rights / restrictions. Compiling the requirements for content 
distribution should be the first step. This would allow the specification of common interfaces 
and consistent and secure usage rights that can be understood and recognized by 
consumers. 
 
2) Do you agree that consumer information with regard to interoperability and 

personal data protection features of DRM systems should be improved? What 
could be, in your opinion, the most appropriate means and procedures to 
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improve consumers’ information in respect of DRM systems? Which 
commendable practices would you identify as regards labelling of digital 
products and services? 

 
Consumers should be empowered to understand the service and its interoperability with 
other services including personal data protection features. Consumers need to be properly 
informed of any usage restrictions placed on downloaded content. 
 
However, the format and extent of information to be defined needs to reflect user demand 
and must be developed by the respective business stakeholders. It could be worthwhile for 
market players to reflect on a labelling system with a defined set of information allowing 
consumers to make an informed choice (for example via a branded logo). Additionally 
international usability studies should be tackled e.g. either as part of an industry led project 
or together with relevant standardisation bodies and usability labs. 
 
 
3) Do you agree that reducing the complexity and enhancing the legibility of end-

user licence agreements (EULAs) would support the development of online 
creative content services in the Internal Market? Which recommendable 
practices would you identify as regards EULAs? Do you identify any particular 
issue related to EULAs that needs to be addressed? 

 
As already stated above, it is important to establish more transparency in DRM systems. The 
consumer is certainly entitled via the EULAs or other means to make informed choices (e.g. 
to know about the number of copies he is allowed to make, whether format shifting is 
possible or about the amount of time the content is available for consumption). However, to 
only reduce the complexity of EULAs will not sufficiently support the development of content 
services in the market, since consumers in many cases do in fact not study such 
agreements. More consistent requirements between content right owners and service 
operators licensing their content would be more helpful. 
 
 
4) Do you agree that alternative dispute resolution mechanisms in relation to the 

application and administration of DRM systems would enhance consumers’ 
confidence in new products and services? Which commendable practice do 
you identify in that respect? 

 
The consumers’ distrust in new products and services dealing with DRM systems seems 
rather to occur because of technical reasons (e.g. incompatibility with the consumer’s 
hardware or formats), than because of legal consequences. The distinction between ordinary 
jurisdiction and alternative dispute resolution will barely influence the consumers’ decisions 
on using new products and services. Even if, for example, arbitral procedures might mitigate 
the legal background of DRM systems, such alternative dispute resolution mechanisms also 
reveal practical problems like absorption of costs or enforcement.  
 
 
5)  Do you agree that ensuring a non-discriminatory access (for instance for SMEs) 

to DRM solutions is needed to preserve and foster competition on the market 
for digital content distribution? 

 
DRM systems must not be allowed to transfer complete control to single market players 
regarding the way digital content is used or distributed. Intervention, however, is only 
appropriate where abuse of a dominant position can be demonstrated.  
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Multi-territory rights licensing 
 
6) Do you agree that the issue of multi-territory rights licensing must be 

addressed by means of a Recommendation of the European Parliament and the 
Council? 

 
For Deutsche Telekom and other providers of content platforms on the internet, major 
problems in the rights clearing process arise with regard to music works (compositions and 
lyrics) embodied in music recordings and films offered via on-demand-platforms (such as 
Deutsche Telekom’s music-on-demand platform “musicload”). Although Deutsche Telekom 
believes that there is a need for multi-territory licensing in this area, it is even more important 
for on-demand-platforms to have the possibility to acquire global- (or multi-)  repertoire 
licenses on a one-stop- and blanket license basis as provided by the collecting societies. In 
other words: If Deutsche Telekom would have to choose between a license model that 
provides  multi-territory licenses for a great number of repertoires from a great number of 
different right owners on the one hand and the existing license model  that provides global-
repertoire licenses on a territorial basis through copyright societies, Deutsche Telekom would 
choose the latter.  
 
The ideal license model for on-demand-platforms and other mass users of music (such as 
e.g. broadcasters) combines both global-repertoire and multi-territory licenses. The approach 
taken by the European Commission so far (so called Option 3 of its Recommendation on 
collective cross-border management of copyright and related rights for legitimate online 
music services, 2005/737/EC) did neither lead to more competition on the user side nor does 
it solve the problems caused by complex, time consuming and expensive rights clearance 
procedures.  
 
Although we appreciate the European Commission’s objective to liberalize the monopolistic 
system of collecting societies as it was before, the actual approach taken by the European 
Commission has caused recent developments in the area of collective music rights 
management which increasingly endanger a global-repertoire- and “one-stop-blanket-
license”-model provided by collecting societies:    
  
As a consequence of the European Commission’s Recommendation (2005/737/EC) several 
music publishers have withdrawn (or started to withdraw) certain copyrights from the 
traditional collecting societies system by transferring them to one selected company for pan-
European (i.e. multi-territory) rights licensing. One example for such withdrawal initiatives is 
EMI Publishing (“EMI”). EMI claims to have withdrawn its mechanical rights in its “Anglo-
American Repertoire” for online uses from the collecting societies and to have transferred 
them to CELAS1. Although CELAS claims to be in a position to grant a pan-European license 
in its Anglo-American EMI repertoire, Deutsche Telekom’s experience is that the withdrawal 
initiatives will not facilitate the acquisition/clearance of rights in the online market at all. To 
the contrary the withdrawal initiatives lead to a fragmentation of repertoire and rights which 
make it much more difficult for the respective platform providers to clear the necessary rights 
in the music repertoire and audiovisual works offered on their platforms. As a result there is 
increasing uncertainty as to who controls which rights.  

 
The situation is complicated for Deutsche Telekom and other content platform providers by 
the fact that the German Supervisory Authority on collecting societies (Deutsches Patent- 
und Markenamt, “DPMA”) seems to consider CELAS not to be a collecting society in the 
sense of the respective German law on collective management (UrhWG, 
Urheberrechtswahrnehmungsgesetz). As a consequence CELAS, unlike collecting societies 
regulated under and subject to the UrhWG, may refuse to grant licenses to content platform 

                                                 
1 CELAS is jointly owned by GEMA (Gesellschaft für musikalische Aufführungs- und mechanische Vervielfältigungsrechte, 
Germany) and MCPS-PRS (Mechanical Copyright Protection Society – Performing Rights Society, UK) 
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providers. Furthermore, even if CELAS grants a license, CELAS is not obligated to grant it on 
non-discriminatory and reasonable terms as required under Article 7 of the UrhWG. CELAS 
is also not obliged to give the necessary information on its repertoire to the requesting users, 
i.e. about the rights it controls in which works, as required under Article 10 UrhWG. 

 
In this context it should also be noted that CELAS has not acquired the performing rights 
(right of making available) for online uses from EMI as those rights cannot be withdrawn from 
collecting societies and thus are still controlled by them. As a consequence CELAS grants 
the performing rights as GEMA’s and the MCPS/PRS alliance’s legal representative whereas 
the mechanical rights for online uses are granted by CELAS as EMI’s exclusive licensee.  

 
Another problem that further complicates the CELAS-license model is the fact that that there 
is currently no practical solution to deal with so called split-copyright works (i.e. works where 
different publishers are involved, holding different shares of the copyright). CELAS can solely 
grant the right in the relation to EMI’s split of the rights in its Anglo-American Repertoire; 
additional licences must be obtained from the other split-copyright owners (which might also 
have withdrawn their rights from the collecting societies and transferred them to another third 
party rights manager). It is obvious that the complex rights clearing model introduced by 
CELAS and encouraged by the Commissions recommendation is not at all suitable for 
facilitating the rights clearance process in the online area.  
 
The aforementioned example of CELAS shows that Deutsche Telekom finds itself in a 
situation which is in no way an improvement compared to the former situation where 
Deutsche Telekom had the possibility to acquire a blanket license for a global repertoire (for 
Germany) from GEMA on the basis of published tariffs which are subject to the requirements 
of Article 7 UrhWG mentioned above. In the same way Deutsche Telekom’s national 
companies in other territories acquired global repertoire licenses for their platforms from the 
local collecting societies. 
  
By withdrawing certain rights for certain music works from the global world repertoire 
(previously provided by the collecting societies as a one-stop-shop and in the form of a 
blanket license) music publishers create additional rights negotiation processes. Although 
Deutsche Telekom is generally interested in multi-territory licenses there is no advantage for 
Deutsche Telekom if such multi-territory licenses must be acquired from a number of right 
owners with regard to certain works and/or music repertoires. The efforts to find out the 
numerous right owners (co-lyricists, co-composers, co-publishers) for each music work 
contained in broad music repertoire offers is higher than the effort for the acquisition of global 
repertoire licenses from a limited number of collecting societies.  

 
In conclusion Deutsche Telekom agrees that the issue of multi-territory rights licensing 
should be at least addressed by means of an EU Recommendation, however, the issue 
should not be addressed in the way proposed by the current Recommendation. Deutsche 
Telekom strongly believes that the European Commission has chosen an approach to the 
disadvantage of both the right owners and the users, and that there is no alternative to the 
system of collective management of music copyrights on the basis of the existing collection 
societies and the reciprocal agreements between them which allow them to grant blanket 
licences for the global world repertoire.  
 
Any European Initiative should focus on the improvement of the existing reciprocal 
agreements between the collecting societies in a way which allows each collecting society to 
grant multi-territory licenses. Any concerns that this might lead to a “race to the bottom” with 
regard to tariffs, could be encountered by a licensing model by which the collecting societies 
apply the “country of destination” principle, i.e. the applicable tariffs of the local collecting 
societies of each country where the music is used (e.g. if GEMA would grant a pan-European 
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license to a content platform provider it could nevertheless apply the SACEM2-tariff if a song 
is downloaded by consumer in France or the SIAE3-tariff if a song is downloaded by a 
consumer in Italy).  
 
7) What is in your view the most efficient way of fostering multi-territory rights 

licensing in the area of audiovisual works? Do you agree that a model of online 
licenses based on the distinction between a primary and a secondary multi-
territory market can facilitate EU-wide or multi-territory licensing for the 
creative content you deal with? 
 

As already addressed in our answer to question 6) major problems in the rights clearing 
process basically arise with regard to music works embodied in music recordings and films. 
Deutsche Telekom acquires the rights in films for its on-demand-exploitations from the 
studios, film producers or distributors. In some of the license agreements the licensors do not 
grant licenses in the music works embodied in the films and thus request Deutsche Telekom 
to acquire these music rights form the competent right owners (e.g. collecting societies). This 
process of music rights acquisition in the area of Video on Demand exploitation faces the 
same difficulties as described in the answer to question 6 so that we refer to the above 
answer. In our view the most efficient way of fostering multi-territory music rights licensing in 
the area of audiovisual works would be the grant of pan-European licences by the collecting 
societies on the basis of improved reciprocal agreements between the collecting societies. 
 
 
8) Do you agree that business models based on the idea of selling less of more, 

as illustrated by the so-called “Long tail” theory, benefit from multi-territory 
rights licences for back-catalogue works (for instance works more than two 
years old)? 

 
The idea of “selling less of more” implies the idea of selling “less of more in more territories”. 
If content platform providers can easily extend their back-catalogue-offers to other territories 
through (easy to clear) multi-territory rights licences then business models based on the 
“Long tail” theory would certainly benefit from such multi-territory rights licenses. 
 
 

Legal offers and piracy 
 
9)  How can increased, effective stakeholder cooperation improve respect of 

copyright in the online environment? 
 
Deutsche Telekom welcomes any reasonable effort to ban illegal distribution of online 
content, since we have a strong economic interest to reach a critical mass with our new 
business models based on T-Home entertain4 products and services. The creation of a 
secure digital environment is a precondition for Deutsche Telekom to receive valuable 
content from our content partners and to offer this content to our customers in the future. 

 
We believe that the best way to counteract piracy is to further increase the offer of broadly 
and easily available secure and price-worthy legitimate content meeting today’s’ consumer 
demand. Advertising campaigns or sponsoring events provide helpful tools to promote the 
distribution of legal content online. This could also include awareness campaigns about the 
importance of intellectual property as object of cultural value and economic good. For 
example, Deutsche Telekom supported a respective awareness campaign as Member of 
BITKOM: “Standpunkte zum Geistigen Eigentum/Die Wissensindustrie auf dem Weg durch 

                                                 
2 Société des Auteurs, Compositeurs et Editeurs de Musique 
3 Socièta Italiana degli Autori ed Editori 
4 http://www.t-home.de/search/entertain/main 



Deutsche Telekom 
29.02.2008 

7

das 21. Jahrhundert5. Deutsche Telekom is offering a very successful platform for legal 
online music in Germany (“musicload”), for legal video on demand (“videoload”) and for legal 
download of software (“softwareload”) or of PC-games (“gamesload”). By sponsoring e.g. 
German music awards (Echo Preisverleihung) musicload is actively promoting the 
distribution of legal online content.  
 
Another prerequisite to increase the legal offer of content in the European Union would be 
the harmonisation of rules, for example dealing with private copyright exemption, 
compensation for private copying or, as already mentioned above, on a practicable licensing 
regime. These should be the major aspects to be discussed at European level.  
 
As already identified in the European Commission’s Communication on Creative Content, the 
enforcement of intellectual property rights is another important aspect in the fight against 
online piracy. Deutsche Telekom believes that the protection of intellectual property rights 
could already be enhanced if the existing legal framework would be applied properly by 
Member States, stakeholders and the respective authorities. Moreover, the European IPR 
Enforcement Directive6 provides additional tools for right holders to better enforce intellectual 
property rights in the online environment. This directive is currently implemented into national 
law.  It is therefore too early to draw any conclusions regarding the effect of this legislation 
and eventual shortcomings of its implementation. 
 
In this context it has to be stated that two comprehensive debates on this matter have 
already been carried out at the EU level.  The consensus reached at the conclusion of these 
debates is reflected in the provisions of the E-Commerce Directive7 and the IPR Enforcement 
Directive8 mentioned above. These provisions acknowledge that the interests of rights 
holders need to be balanced against other public interest: e.g., the rights of law-abiding 
telecoms users, and the unrestrained access of our citizens to the World Wide Web.   

 
However, Deutsche Telekom continues to support any voluntary stakeholder cooperation 
that could lead to a sustainable and balanced solution. The extent of cooperation must be 
mirrored against the current regulatory framework and in particular against public interest 
and can not be determined via the commercial interests of one stakeholder alone. 
Nevertheless, any solution can only gain acceptance in case it is reasonable and 
proportional to the objective sought. The aim can not be to criminalise every single 
consumer. It is thus important to respect and protect existing fundamental rights, namely the 
right to respect privacy and other fundamental civil rights on the one hand and the right to 
protection of property and to an effective legal remedy on the other hand.  
 
 
10)  Do you consider the Memorandum of Understanding, recently adopted in 

France, as an example to followed? 
 
It is difficult to draw any conclusion from the political agreement in France, as it has neither 
been implemented into French legislation nor do we have any practical experience at the 
time being.  
 
The Memorandum of Understanding (MoU) provides for a setting up of a warning and 
sanction mechanism aimed at deterring infringements of intellectual property rights on digital 
networks, to be driven by a specialised public authority, placed under the control of a judge. 
Access providers will have to send warning letters to their customers and to implement 
sanction decisions in the name of the authority. Furthermore, they will have to cooperate with 

                                                 
5  http://www.bitkom.de/files/documents/BITKOM_bro_21032007final.pdf 
6 Directive 2004/48/ EC of the European Parliament and of the Council of 29 April 2004 
7 Directive 2000/31/EC of the European Parliament and the Council of 8 June 2000 
8 See 6) 
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right holders to test filtering technologies to be applied if the results prove to be technically 
and financially realistic.  
 
It remains to be seen, how the French legislator will implement this agreement into law and 
how legal concerns and a series of questions will be solved. These questions can be outlined 
as follows:   

 
- Who is going to collect and evaluate evidence? 

 
- Apart from data protection law aspects, how reliable will the evidence be, e.g. would it be 
sufficient to solely match an IP address with the ISP’s customer data in order to identify the 
alleged infringer?  

 
- How can an individual subscriber defend himself in the suggested process?  

 
- Is there any assessment about practical and legal implications/consequences in case of 
terminating a customers’ contract?  

  
- Will it be possible to implement such a graduated response procedure and the envisaged 
filtering technologies as laid down in the MoU without violating fundamental civil rights or 
European law (i.e. the Ecommerce directive or secondary legislation in terms of data 
protection or data retention)? 

 
- Will there be any differentiation between those who are infringing copyright on a large and 
significant scale or commercial scale  and those who do this only an a small scale ?  
 
- What kind of filtering techniques are envisaged and have these been evaluated on a legal 
and technical basis?  

 
- Do filtering techniques provide for effective protection of copyright at all? Who decides 
about the filtering technique to be applied? Who is paying for the implementation of filtering 
techniques and the ongoing filtering process?  

 
To sum up, more details are needed on practical aspects until these questions can be 
answered in a satisfactory manner. However, Deutsche Telekom would like to make a few 
general remarks and to raise preliminary legal and technical observations on the different 
aspects of the MoU. 

 
A) General remarks 

 
We understand that the French agreement is based on article 335-12 of France’s Intellectual 
Property Law (code de la propriété intellectuelle). The article stipulates that the Internet 
access subscriber has an obligation to ensure that its Internet access is not used to 
reproduce or play illegal content. If a third party uses the access without the owner’s 
permission in a way violating copyright law, then the subscriber himself also infringes 
copyright law, due to a negligent breach of his obligation to supervise the use of his internet 
access and thus bears unlimited liability towards the rights holders. This legal obligation in 
itself is seen as justification for further sanctions against the subscriber. 
 
Such a legal obligation is not standard practice in other Member States. In Germany for 
example, the access subscriber generally does not violate copyright law if a third party uses 
his access without his permission in a way that infringes copyright law. It is most debatable 
whether the access owner, a civil offender in this case, should be obliged to prevent such 
future violations and how this can practically be implemented. 
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B) Legal and technical observations regarding the graduated response mechanism 
 
The MoU intends to establish a graduated response mechanism under the control of a 
specialised public authority. On the basis of a complaint from rights holders or law 
enforcement authorities the authority will send an electronic warning message via the ISP to 
his subscriber. In case of repeated alleged infringement the authority or a judge can decide 
to sanction the subscriber by the suspension of his Internet access or the termination of his 
contract with the ISP. 
 
In case the ISP himself shall apply the sanction of contract termination the ISP would act as 
a quasi law enforcement authority. This role should be left to courts. 
 
A lot of the legal and technical uncertainties have already been tabled by Prof. Jean Cédras 
in his report to the French Minister of Culture issued in April 20079. He advocates against any 
form of graduated response mechanism as proposed in the MoU inter alia due to data 
protection concerns and the fact that it is very difficult to provide evidence on the identity 
of a copyright infringer. 
 
In order to be able to send a complaint to the public authority the right holder needs to collect 
IP Data of individual subscribers who allegedly infringe copyright online.   

 
This first step of the procedure is already legally questionable, since such a collection and 
use of IP addresses by rights holders might not be compliant with privacy law in many 
Member States, such as Germany or Spain.  

 
According to an opinion of the Article 29 Data Protection Working Party10 IP addresses are 
personal data especially in those cases where the processing of IP addresses is carried out 
with the purpose of identifying the user of a computer. The collection of personal data is only 
allowed in specific, legally authorised cases. German privacy law and privacy laws in other 
Member States of the European Union do not permit the collection of personal data such as 
IP addresses to enforce copyright infringements, neither by third parties nor by a public 
authority. 
 
Moreover, the obligation of ISPs to match IP addresses with the customer data base is 
not lawful in some Member States. In order to be able to assign the collected IP address to a 
natural person, the ISP needs to match the IP address with his customer data base, thus 
using/processing personal data. This matching of IP Data with the customer database needs 
a legal basis according to Art. 15 I of Directive 2002/58. Such a legal basis is not provided in 
many Member States of the EU; it is very often only allowed if it is necessary for the technical 
provision of the service or is in line with the purpose of the contract. 

 
It needs to be mentioned that the European Court of Justice has just confirmed in his recent 
Promusicae case11 that European copyright protection directives12 do not constitute any 
obligation for Member States to communicate personal data (such as IP addresses) in the 
context of civil proceedings. As a result Member States as e.g. Spain and Germany continue 
to limit the communication of IP addresses to specific cases, which do not include the one 
foreseen in the MoU.  

 

                                                 
9 Le téléchargement illicite d’œuvres protégées par le droit d’auteur  de Jean Cédras (Avocat général de la cour de Cassation ; 
Professeur de Droit pénal et procédure pénale) ; Avril 2007 
10 Opinion on the concept of personal data adopted 20.06.07 by the Working Party established by Article 29 of Directive 
95/46/EC. 
11 Judgement of the Court of Justice in Case C.2756/06 issued 29.01.08 
12 2000/31/EG, 2001/29/EG, 2004/48/EG 
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Besides, access to data for the purposes of the MoU might not be justifiable according to 
the Data Retention Directive13. The purpose of the MoU can only be achieved via the 
access to data retained by the ISP and must therefore comply with the European data 
retention directive,14 currently being implemented into national law. Once the Data Retention 
Directive is implemented, personal data, including IP addresses and the name and address 
of the subscriber to whom this IP address has been allocated have indeed to be stored. 
However, recital 21 of the directive stipulates that personal data shall only be retained for the 
purpose of the investigation, detection and prosecution of serious crime as defined by each 
Member State. The infringement of copyright, even if conducted on a commercial basis can 
certainly not be considered as a serious crime.  

 
Moreover, the MoU does not mention the fact that additional lists or databases will have to 
be established – either by access providers, public authorities or rights holders themselves – 
listing individual users who have already received warnings and thus qualify for the next 
sanction level (i.e. blocking). These databases are also critical in terms of compliance with 
data protection law (as mentioned above). 
 
Furthermore the purpose of the database containing the data of users whose access have 
been terminated is unclear. If this database is compiled for statistical reasons only, then 
legally it may only contain anonymous data. If the database is compiled in such a way that 
would enable all French access providers to match prospective access customers personal 
data with the personal data contained in the database to cross-check whether the 
prospective access customer is barred from receiving internet access, then this would 
reinforce the reservations relating to privacy and could constitute a breach of fundamental 
rights to freedom of information.  
 
Finally, an IP address alone does not provide clear evidence with respect to the identity 
of an alleged copyright infringer as the IP address does not necessarily link to the real 
subscriber of the Internet Session. Prof. Jean Cédras argues in his report mentioned above15 
that it is not possible to base any legal liability solely on IP address data.  
 
The Internet Protocol (IP) address is a network address, assigned to a device, connected to 
a network. A common way of connecting a home network of customers to the internet is the 
usage of a so called "SOHO Router". 

 
The public IP address, assigned from the ISP is used by this SOHO router. Every device 
connected to this router will use the same IP address when connected to the internet. As a 
result it is not necessarily the customer himself who uses the assigned IP address, but 
actually the SOHO router of the customer. Outside his private network it is not possible to 
determine, which device behind the customers router connected to an internet service. The 
router could be used by children, friends or any other person (even without the customers 
consent) that is able to connect to the private network of a customer. 

 
Since most SOHO routers have Wireless LAN (WLAN - http://en.wikipedia.org/wiki/WLAN) 
functionality and many customers are not experienced with configuring the SOHO router in a 
secure way, every person in a radius of some hundreds of meters could be the user of the 
internet connection, identified by the IP address, assigned to a customers SOHO router. 

 

                                                 
13 Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006 
14 Directive 2006/24/EC  of  15 March 2006 on the retention of data generated or processed in connection with the provision of 
publicly available electronic communication services or of public communication networks amending Directive 2002/58/EC 
15 See 9) 
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Moreover, many other cases are possible, where the IP account data of a customer could be 
used fraudulently by third parties e.g. through techniques as "IP spoofing"   
(http://en.wikipedia.org/wiki/Ip_spoofing) to hide the real identity of the infringer.16 
 
As a result it is more than questionable, whether the real infringer can be identified without 
any doubts. This raises the issue of how and when the person identified is going to be able to 
contradict the accusation and whether it is justifiable to extend subscribers liability to third 
party infringements. The MoU does not include any information on how and when the 
suspected infringer can defend himself. A further issue is the question of burden of proof for 
the alleged infringement.  

 
 
C) Filtering measures as proposed in the MoU 
 
Besides the question whether filtering is a technically effective and feasible option to combat 
piracy, the implementation of filtering techniques raises a number of legal and economic 
issues (see answer to question 11 below).  

 
A filtering obligation imposed by a Member State would be in conflict with Art. 15 I of the E-
commerce Directive17 regulating that Member States shall not impose a general obligation on 
providers to monitor the information which they transmit or store, or a general obligation to 
actively seek facts or circumstances indicating illegal activity. Art.15 applies to access and 
host providers. 

 
Moreover, in case there is no legal authorisation, the proposed surveillance of Internet traffic 
would be in breach of Article 5 of the EU ePrivacy Directive18, stipulating the confidentiality of 
the communications. 

 
Furthermore, the use of filtering techniques might entail that the limited liability of access 
providers according to Art.12 of the E-commerce Directive is no longer applicable. This 
would imply that an ISP is responsible for the functioning of the filter and would loose its 
mere conduit status. 

 
Finally, the MoU does not address the issue of who should bear the cost of implementing 
filtering techniques. As the ISPs are certainly not infringing copyright, the costs should be 
paid by those who are demanding filtering techniques and who believe to profit from such 
a measure. It is not acceptable that the cost of law enforcement is shifted from the 
claimant to a third party. 

 
11) Do you consider that applying filtering measures would be an effective way to 

prevent online copyright infringements? 
 
General requests by right holders to block incriminated web sites or to filter traffic are neither 
reasonable nor proportional and in no way effective. 
 
There is no doubt that the European and most of the Member States’ liability provisions 
justify blocking measures in case of serious crime (i.e. child pornography) in individual cases 
based on respective court or -debatably- on administrative orders. However, a general 
implementation of such blocking or filtering methods due to civil claims would in most cases 
violate civil, personal rights and would establish a severe limitation to the fundamental rights 
of freedom of speech and expression as well as the right to access of information. In addition 

                                                 
16 Further possibilities are mentioned in the Cédras report under Paragraph 20-22 
17 See 7) 
18 Directive 2002/58/EC of the European Parliament and of the Council of July 2002 
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deutsche Telekom would like to reiterate the legal observations regarding the E-commerce 
Directive mentioned under 10 C. 
 
Furthermore, access providers bear the risk of being obliged to pay damages to the holder of 
the incriminated web site in case of voluntary filtering/blocking of a web site that would in the 
end be qualified as not illegal domestically or in a foreign country. 

 
Apparently, current discussions on filtering or blocking lack a common understanding of 
technical aspects involved. Deutsche Telekom would welcome an open and transparent 
debate on technical aspects and the far reaching consequences involved when implementing 
filtering techniques. All stakeholders and decision makers should be able to realistically 
assess the weight of such interference by an ISP, who merely provides access to the 
Internet.  

 
The technical Appendix to our comments aims at giving at least an overview about blocking 
and filtering methods currently discussed, about their functioning and there effectiveness. It 
can be concluded, that all filtering or blocking techniques currently debated and presented 
below can be circumvented. Via the usage of encryption, almost all blocking and filtering 
techniques can easily be bypassed, even without being a technical expert. All blocking and 
filtering techniques are more or less complex to implement and cost extensive for ISPs. On 
top of that they have undesired side effects, which decrease service quality, availability and 
stability of service. The limited benefit for right holders would be, if any, short-lived, as users 
will change to encrypted protocols or will zip their files and protect them with a password. It 
should also be considered that this would make it impossible for law enforcement authorities, 
to identify and prosecute offenders. As long as copyright pirates feel save, they don’t use 
encryption and anonymization services. If the use of encryption becomes common it will 
become almost impossible to identify copyright pirates and the used infrastructure. This will 
start a vicious circle for all stakeholders on the techniques in the fight against copyright 
pirates. 
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Appendix: 
 

There are different technical methods to control network traffic based on different protocols:  
 
DNS blocking 
 
One of the main tasks of a Domain Name Service (DNS) server is to translate Full 
Qualified Domain Names (FQDN)19 to Internet Protocol (IP) addresses. DNS servers of an 
ISP are usually used by their customers accessing the Internet. It is therefore possible to 
deny the translation of particular FQDNs the user asks for into an IP address.   
 
However, a customer not necessarily uses the DNS servers of his ISP. He could also use an 
alternative DNS server or could run his own DNS server. No specialized technical knowledge 
is needed to circumvent the ISPs DNS blocking20. Moreover, customers do not need to use 
an FQDN to connect to a server. Every internet server is directly accessible by its IP address 
(es) without using an FQDN21. 
 
This method implies undesirable side effects to many other protocols than only HTTP or file 
sharing protocols. Since DNS is used for almost every protocol, DNS blocking can constrain 
the reliability of transmitting and receiving emails or the function of SPAM filters as well as 
the functioning of DNS itself, since DNS interaction between DNS servers is also affected by 
blocking FQDNs. 
 
Furthermore, DNS blocking can not be applied to deny access to a specific destination. Only 
the whole domain, no other parts of an URL22 can be blocked. For instance, DNS blocking 
would not only effect the desired blocking of: 
 
http://homepages.example.com/evil_enemy/ 
 
DNS blocking would also effect: 
 
http://homepages.example.com/good_guy/ 
 
Since the DNS server does not know anything about the HTTP protocol, it is only possible to 
block resolving the FQDN, without taking care of the other parts of an URL like the path, file 
and parameters. Moreover, the incriminated website still exists and is still accessible via 
other ISPs infrastructure.   
 
This method requests the implementation of a DNS blacklist, including the incriminated web 
sites to be blocked by the ISP. Apart from the unsolved question who would be responsible 
for compiling and updating such a list, it is more or less complex (to avoid problems in terms 
of performance, etc.) and costly for the ISP to install such a list on an automated basis. This 
mainly depends on the DNS software used which varies from ISP to ISP.    
 
 
 
 
                                                 
19 for example www.telekom.de 
20 http://www.zensur.freerk.com/#4.2 
21 To use http://208.77.188.166/ instead of http://www.example.com/ 
22 URL: Uniform Resource Locator, consists of the following parts:  
     http://www.example.org:80/homepages/myhomepage.html 

http is the used protocol 
www.example.org is the Full Qualified Domain Name (FQDN) of the server (this part is translated to its IP address via 
a DNS (Domain Name System) server. 
:80 is the used destination port. For HTTP, port 80 is common. 
/homepages/myhomepage.html is the path and document name. 
There my follow further parameters like User ID, Session ID etc. 
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Deployment of Proxy Servers 
 
A proxy server understands and is able to decode a particular protocol. It is possible, to use 
a proxy server for blocking or changing content, routed through a proxy server. It is thus a 
preferred method conducted in controlled environments like internal company networks (so 
called Intranets) or totalitarian governments like in China. 
 
Although, in case encryption is used by the content provider, the proxy server is no longer 
able to control, which content or type of content is delivered within the connection between 
the customer and the content provider. The only data a proxy server can read, when 
encryption is used is: 
– The source IP address and, if used in the given protocol, the source port of one point of the 
connection; 
– The destination IP address and, if used in the given protocol, the destination port of the 
other point of the connection. 
 
If the customer is using an anonymization service combined with encryption, the proxy server 
can not even identify the data mentioned above. In this case, the proxy server can only 
recognise that there is a connection between a customer and the given anonymization 
service. The encrypted data and requests can only be decrypted by the customers’ and the 
content providers’ systems. Since strong encryption is widely available and a common way 
for secure communication in the internet environment, and since strong encryption is easy to 
use for everyone, the use of proxy servers for content blocking is not effective at all. 
 
To use proxy servers to control traffic an ISP as Deutsche Telekom would have to install 
additional hardware in all areas of its customers in its whole peripheral infrastructure to cover 
the incredible amount of broadband traffic. This would be extremely expensive, technically 
very complex, error-prone and would increase the latency of users request. 
 
The benefit for copyright holders would be very limited, since (besides the usage of 
encryption) proxy servers could only deal with a small part of used protocols. All other 
protocols, not covered by proxy servers could be used to tunnel every other protocol to every 
desired destination.  
 
Blocking of IP Addresses 
 
The blocking of IP addresses means, that an ISP will no longer route traffic from its 
customers to the respective IP address. In this case, it makes not difference whether the 
ISPs customer uses the IP address of the content provider’s server or the FQDN. 
 
This option can easily be circumvented by the content provider who could change the IP 
address (es) of his service without any negative impact to his clients by changing the DNS 
Resource Records for his FQDNs.  
 
On the other side, a customer, who wants to use the blocked service, has many options to 
bypass this blocking method without being an technical expert. For instance by the use of: 
 
- An anonymization service; 
- A public proxy server outside his ISPs network; 
- A so called tunnel23. 
 
In most cases, content is mirrored on a multitude of systems all over the world. Blocking one 
or a few of these systems is not a real problem for a customer who wants to access the 
respective content.  

                                                 
23 http://en.wikipedia.org/wiki/Tunneling protocol 



Deutsche Telekom 
29.02.2008 

15

 
To implement IP address blocking would require high investments in hard- and software if 
the ISPs infrastructure, depending on the size and dimension of the ISPS’ backbone. Such a 
high invest would not be justifiable. On top of that, the record keeping of large blacklists 
would have a big impact on performance and service quality.  
 
Deep Packet Inspection 
 
Deep Packet Inspection24 means a technique which reads and decodes the whole traffic of 
all customers putting them under general suspicion. 
 
Deep Packet Inspection is very similar to the deployments of Proxy Servers. The main 
difference is that Deep Packet Inspection is more independent by the used protocol but thus 
much more complex.  Every IP frame must be decoded; many IP frames of a connection 
must be cached, consolidated and inspected to consider which type of protocol is used in an 
IP connection. The used protocol in the IP connection must be decoded, cached, 
consolidated and inspected as well, to find out, which type of data is transmitted in the 
connection. Since protocol tunnels are a common use, it is possible, that the type of data is 
just another protocol, which must be decoded, cached, consolidated and inspected and so 
on. 
 
Once the used protocol is identified, a software is needed, which understands the protocol to 
interpret the transmitted data. If the connection itself or the transmitted data is encrypted with 
strong encryption methods, it is not possible to decrypt the transmitted data and to find out, 
which data or type of data is transmitted. Just using HTTPS (mostly known from home 
banking or web mail) makes it impossible for Deep Packet Inspection, to find out, which URL 
is used (just the FQDN is known), which type of data is transmitted or which content was 
requested. 
 
It is very complex and expensive to implement a Deep Packet Inspection system that is able 
to deal with the high amount of broadband connections that Deutsche Telekom deals with.  
The effort would be very similar to the installation of hundreds of Proxy Servers but even 
more extensive. 

 
Apart from this technical and financial impact, such a general monitoring of the whole traffic 
of all of our customers regardless of whether a suspicion exists or not can not realistically be 
an option for right holders to fight piracy. 
 
Blocking of Peer To Peer systems 
 
Peer To Peer networks, also known as file sharing means a user to user connection to 
transmit files or parts of files, catalogued and managed by a central instance. Contrary to 
public opinion, peer to peer (P2P) technologies are not per se illegal or evil. 
 
There are many desired, reasonable and advantageous applications for P2P networks, such 
as software distributions of GPLed25, free Software that explicitly allows free distribution. 
Also, many software companies use P2P networks to distribute their software26. Besides, 
there are many private and legal applications for P2P networks, for instance to share private 
photos, videos or other comparable content.  
 
Illegal sharing of copyright protected content is possible by using almost all protocols. It is 
possible to use P2P networks, web servers, email, Usenet, Internet Relay Chat (IRC). Every 
protocol is designed to transmit data and to share content (illegal or not). P2P traffic and the 
                                                 
24 http://en.wikipedia.org/wiki/Deep packet inspection 
25 http://www.gnu.org/licenses/licenses.html#GPL 
26 http://zerowing.idsoftware.com:6969/ 
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used protocols are commonplace in the Internet and as legal as eMail or web surfing. To 
block the exchange of copyright infringing content of p2p networks, an ISP has to use Deep 
Packet Inspection or other comparable techniques.  In any case, the complete traffic of our 
customers must be inspected and decoded to identify the used p2p protocol and the 
transmitted content. Nevertheless, in case encryption is used, these tools would be 
completely ineffective.  
 
Watermarking and Fingerprinting 
 
Digital watermarking is used to embed a message into digital content, generally not visible 
for the user and which is usually based on a cryptographic method. Such messages allow 
backtracking the source or origin of the respective content. 
 
However, the source of the respective content is not implicitly the originator of a copyright 
infringement, since for example in many Member States private copying is legal. It is thus 
impossible to identify the infringer of copyright by merely tracing back to the source. 
 
The automated detection of copyright protected and watermarked content can easily be 
circumvented. The content provider only needs to zip27 the respective content and to protect 
it with a password, which could be announced on his website, from which the user might 
want to download the file. If watermarking technology is used, Deep Packet Inspection is also 
needed in order to monitor and identify the transmitted data. The watermark in the 
exchanged content must be decoded to identify and read the stored data embedded in the 
given content. 
 
The difference between fingerprinting and watermarking is that fingerprinting can identify a 
specific content. Watermarking additionally allows identifying the source of a given content or 
the customer who bought content (in case of using personalized watermarks). 
 
Fingerprinting is a technique, which defines explicit characteristics of a given content and 
permits to clearly identify the content at any place. The fingerprints of such protected content 
must be stored and be compared with the distributed or exchanged content. 

 
To recognize a given content which a customer is sending or receiving, a technique like 
Deep Packet Inspection is needed to decode the transmitted data and identify, which type of 
data is transmitted. Designated types of data (MP3 files or video files) must be cached and, 
in case of fingerprinting, compared with the fingerprints stored in the respective database. 
 
In case the respective data is transmitted within an encrypted connection (HTTPS or other 
protocols), it is impossible to identify the transmitted data, due to the end to end use of 
encryption. Both techniques give no evidence whether the respective content is illegally 
transmitted or used. Only the content itself can be identified.   
 
 
 

                                                 
27 http://en.wikipedia.org/wiki/ZIP %28file format%29 
 


