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Advestigo, a French technology company, has 
been a partner of the Content industry for the 
past 5 years. It has developed core technologies, 
then industrial solutions and services to help the 
Music and Motion Picture industries protect their 
legitimate owners’ rights in a digital online world. 
In 2006, Advestigo has been distinguished by 
receiving the ‘IST Grand Prize’ sponsored by the 
European Commission for its P2P monitoring 
service, AdvestiSEARCH™. 
Advestigo customers include SACEM, SCPP, 
SDRM, SPPF, Universal Music, ALPA, France 
Television, the French Ministry of Defence or 
MovieLabs. 
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1. Introduction 

Advestigo is a technology company providing solutions and automated services to the Content 
industry in an online world. Available products and services include ‘Peer-to-Peer or web Copyright 
Infringement Detection and Graduated Response services’ (AdvestiSEARCH) and ‘web 2.0 
Identification/Filtering service or software solution’ (AdvestiGATE). Currently in joint development, 
and sustained by a meaningful proof-of-concept, is a network-level traffic filtering solution. 

We will limit our contribution to responding to the Chapter 4/Questions 9 to 11. 

 

2. Questions and Answers 
 

Q9- How can increased, effective stakeholder cooperation improve respect of copyright in the 
online environment? 

 
It is a fair statement to say that the cooperation among stakeholders over the past 5 years has 
been far from ideal. This has led to unnecessary value destruction that should be avoided by all 
means in the future. 
 
It is therefore of paramount importance that the different players within the ecosystem work out a 
much higher level of cooperation fully respecting each other’s legitimate concerns and objectives. 
In particular: 
 

o No compromise should be conceivable on the respect of the Content owner’s rights. This is 
a specific declination of the Right of Property which is the foundation of free-trade economy 
and democracy. They and only they should retain full control on their choice of an 
appropriate business model and marketing mix, 

o Consumers should be offered a variety of digital Content formats, access modes and 
business models hence putting at competitive disadvantage the illegal offering, 

o No new business model should be promoted at the sole expense of another stakeholder 
interests. This has applied in the past to the promotion of broadband Internet subscription, 
mainly based on unlimited access to illegal content and currently applies to the web2.0/3.0 
sites, driving visitor traffic and eyeballs (then advertisement revenue) based on 
copyrighted content availability, 

o Privacy of communications should be ensured by all means. However, highly automated 
state-of-the-art monitoring solutions should be possible when deployed under appropriate 
rules and control procedures, 

o ISP operational constraints and neutrality should be respected. However active cooperation 
should be requested and technology integration not unreasonably withheld when justified. 

 
Although dear Mr Smith’ invisible hand will probably more efficiently work now than in the past (in 
particular, thanks to the urgent need for ISP’s to restore their control upon bandwidth and secure 
their access to prime quality content), it may prove being highly useful to instil a bit of public policy 
while fully respecting free competition to avoid an unacceptable societal (if not civilisation) cost 
such as the total collapse of a creative Content industry be the counterpart of a totally unregulated 
‘trial and error’ mode.  
 
 
Q10- Do you consider the Memorandum of Understanding, recently adopted in France, as an 

example to be followed? 
 
Yes, certainly. The ‘Accords de l’Elysée’, signed on nov. 23rd 2007, after a thorough consultation 
and negotiation process among all involved stakeholders appear to be a major step forward in 
building a consensual approach to the yet unresolved problem of mass piracy on the Internet. 
 
The most important decision seems to us being the shared willingness to put in place as soon as 
practical a Graduated Response scheme. The ‘MAS’ (Mécanisme d’Avertissement et de Sanction) as 
it has been outlined in the memorandum and detailed in further discussions, has a number of 
positive attributes: 



 
 

ADVESTIGO – Contribution to the EC  ‘Content Online’ public consultation - February 2008 
3 

 
o It offers a balanced and moderate intermediate step before filing a lawsuit against an 

infringing individual user, 
o It represents a significant motivation for repeat infringers to quit their misconduct, Internet 

disconnection being with no doubt more seriously considered than venial cash fines, 
o It makes a very clear distinction between (i) the infringement detection and evidence 

collection left to the responsibility (and financial burden) of the Content Industry and (ii) 
the actual management and activation of the different steps of the Graduated Response, 
operated by a dedicated independent agency, having authority to request the ISP 
cooperation based on proper infringement evidence communicated to them. This allows to 
leave to a disinterested party (and even better, a civil service agency) 2 sensitive parts of 
the overall process: (i) the reconciliation of the infringing IP address with the personal user 
information communicated on request by the ISP, (ii) the individual chronological record of 
the infringements, 

o Even applied on a massive scale, the actual number of infringements recorded will only be 
a fraction of the total number taking place daily. This allows to get rid of the criticism of 
putting at work a ‘big brother’ system, compromising privacy of communications. This point 
is further reinforced by the fact that the systems considered can be (and should be) strictly 
limited to detecting copies of previously registered pieces of copyrighted content and 
certainly not capable of analyzing not pre-targeted material hence eliminating the risk of 
private life intrusion, 

o The effectiveness of the overall system relies on the fact that these behaviours are fairly 
addictive and expose frequent illegal users to repeated detections. The combined 
probability for an individual infringer of being identified over a longer period (say one 
month) becomes then quite high, while the daily number of detections remain at a very 
acceptable level, 

o As regards the ‘infringement detection’ piece, which is the most technology-sensitive, the 
necessary solutions are readily available and can be deployed within months if not weeks. 
As an example Advestigo combines in one fully-integrated service named AdvestiSEARCH™ 
the 3 mandatory key technology building blocks: highly efficient and automated P2P 
monitoring software, proven and robust audio recognition (to verify the nature of a traded 
file compared to a reference musical track), proven and robust video recognition (same 
with a movie or TV original material). AdvestiSEARCH has been granted the EC-sponsored 
‘IST Grand Prize’ in 2006 recognizing the innovation level and the importance of the 
problem solved. From this extended solution have been declined lighter services such as 
AdvestiSTAT™ (global statistics collection on P2P) or AdvestiWATCH™ (asset-specific piracy 
assessment but without individual infringement detection) which have been or are being 
used by clients such as SACEM, SCPP, ALPA, Universal Music, MovieLabs or Warner Bros, 

o Il should be noted that the proposed detection solution will be robust to the encryption of 
P2P exchanges since being based on observation from an end-user standpoint, 

o The efficiency of the proposed scheme will very likely make possible (based on the current 
volume assumptions being discussed) to reach a unit cost of an individual infringement  
record (detected, verified, properly documented and remitted to the authority for future 
action according to the Graduated Response) of no more than 0.10€. 

 
The second meaningful decision is to favour the development and maintenance of a database of 
Content fingerprints and to promote the adoption and deployment of fingerprint-based filtering 
solutions within the user-generated content websites.  We think this is highly recommendable, 
considering the poised importance of these new identification technologies. However, it is of crucial 
importance to (i) leave room for technical creativity by not reducing the offering too early to one 
single standard/technology, (ii) fully respect free competition by not artificially limiting the choice 
of the 2.0 websites. We then recommend that the Content Industry favours a ‘quality approval’ 
strategy rather than a more directive ‘solution selection’ one. 
 
Advestigo has introduced in late 2007, AdvestiGATE™, the only audio and video filtering solution, 
available either as an asp service or as a stand-alone software solution. Advestigo has been 
qualified as an ‘approved video fingerprinting vendor’ by Universal Music Group in November 2007. 
 
Finally, the memorandum has expressed a commonly accepted timeline to thoroughly test and if 
proved viable, deploy, network-level filtering mechanism within 2 years. Although this may appear 
as not an aggressive timing, it seems very sensible to leave enough time here to all parties to fully 
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investigate the technical, operational and economical dimensions of this exciting approach (see 
below). 
 
 
Q11-  Do you consider that applying filtering measures would be an effective way to prevent 

online copyright infringements?  

Yes, we do. We strongly believe though that network-level ‘dynamic’ filtering (as opposed to ‘static’ 
filtering operated on websites for example) should be based on content identification only, not on 
protocol nor application traffic interdiction for example. The illicit nature of a transaction can only 
be assessed once you are able to verify the nature of the content itself.  

 

That being said, we do not consider viable to do fingerprint-based content analysis ‘on the fly’ 
without severely downgrading the overall network performances.  

As a reminder, P2P filesharing relies on the use of hashcodes to identify in every P2P protocol a 
digital file. Those hashcodes are absolutely identical for two distributions of the same file by two 
distinct users. Sadly, several hashcodes exist for the same copyrighted content, because users can 
encode the original content in several ways and that the change of a single bit of information 
generates two distinct hascodes. Some original titles, like blockbuster movies, can generate 
hundreds if not thousands of hascodes. Hopefully, verifying hundreds of hashcodes is much easier 
than verifying one fingerprint, and can be done easily in real-time. 

We then recommend to have a ‘two-level’ identification process as follows, based on the nature of 
P2P filesharing:  

(i) accumulate as a ’back-office’ task ‘hashcodes’ corresponding to forbidden content. This 
will be done in ‘non real-time’ by monitoring the P2P networks and putting at work 
fingerprinting technology so that the detected hashcodes can be validated or eliminated. 
No impact whatsoever on the network performance at this stage,  

(ii) by detecting then intercepting transfer of illicit files based on the presence of these 
‘forbidden hashcodes’ which are, by construction, presented in the protocol header. This 
second level, being several orders of magnitude faster than the actual content analysis, 
can be handled by telecom equipments without significant impact on the traffic 
throughput. It takes however to be able to react to very large tables of signatures. It is 
estimated that 700 to 1 000 million different variations of copyrighted illicit copies are in 
circulation at one given point in time.  

 

Advestigo has consistently promoted this approach for the past 3 years. Leveraging its internal 
competence of hashcode detection/qualification/accumulation (actually a subset of the above 
described AdvestiSEARCH), it has crafted technical and industrial cooperation with telecom players 
to develop and prototype the latter part. As an example, a joint solution has been developed with 
one of very major router manufacturer (under nda) and will be independently tested in the next 
few weeks. 

Advestigo has also built a strategic partnership with the highly innovative company ExcelMedia. 
This team has taken the leapfrogging approach of developing a highly-specialized software 
application on a standard hardware as opposed to leveraging an already existing routing 
application on a costly dedicated hardware. 

On February 22nd, a proof-of-concept has been demonstrated on our premises, in presence of 
major French right-owners representatives, illustrating the fact that one could detect 300 000 
different signatures from 5 most popular P2P protocols within a 10 Gbps traffic on a single link 
without affecting the overall traffic performance in any substantial manner.  

Although it is fair to say that this still needs to be fully industrialized and later tested in real-life 
conditions, this shows a breakthrough in terms of traffic handled and number of different files 
intercepted. 

In addition, a simulation of the total costs incurred (on a Total Cost of Ownership basis) estimates 
the average per user cost, once fully deployed on a 20 million subscribers basis e.g. the French 
current situation) at circa 1.0 € per user per year which sounds, if confirmed, totally viable. 
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It should be highlighted that a network-filtering approach has the benefit of not detecting the 
emitter/recipient of the infringing material (no IP address gathering). It is, in that respect, the 
most respectful of internet user privacy. Needless to add that, similar in that to the previously 
described ‘infringement detection’ solution, it will only detect copies of content previously 
referenced as copyrighted and, by no means, be capable of analyzing or categorizing other 
materials traded through private communications. 

 

Finally, it has to be mentioned that, once deployed, the very same infrastructure can be fed with a 
variety of other signatures aiming to solve security of societal problems, such as detection of 
terrorist materials or child pornography photographs. 


