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C.2 Ongoing standards developments

Looking at the lists of robotics standards, we can easily realise that most of them are ISO. Robotic markets are
global and it does not make much sense developing standards at national or regional level. So far, most of the
standardisation efforts have been primarily driven by manufacturers of industrial robots and robotic components.
Their engineering teams are well integrated into the various ISO working groups. European manufacturers, such
as ABB, Kuka and Comau are very active in this field. Also many outstanding European manufacturers of robotic
components are involved in standardisation groups in their areas of expertise.

As an example, the following document presented at the European Robotics Forum shows some of the standardi-
sation groups where ABB, an outstanding European robot manufacturer, is involved: http://www.eu-robotics.net/
cms/upload/euRobotics_Forum/ERF2014_presentations/day_2/Industrial_HRC_-_ERF2014.pdf

European funded R&D project also contribute to standardisation activities but to a lesser extent due to the limited
duration of their activities that uses to be too short for fitting the usually long duration of the standardisation works.
The participation of European projects in standardisation efforts uses to be implemented through beneficiaries that
are robot or robot-component manufacturers (e.g. Piltz in FP7 project X-Act contributing to EN/ISO 10218).

Standards Development

TITLE SHORT DESCRIPTION & weblinks

ISO TC on Robotics: ISO/TC 184/SC 2 - Robots and robotic devices - .

ISO
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_tc_browse.htm?com-
mid=54138
IEEE has standardization and pre-standardization activities in the field of robotics
IEEE and automation, including ontologies and applications for transportation and surgical

applications.
http://standards.ieee.org/develop/msp/robotics.pdf

Other activities related to standardisation

ORGANISATION SHORT DESCRIPTION & weblinks

PPP for the collaboration between European robotic industry, academia and the Euro-

SPARC pean Commission to facilitate the growth and empowerment of the robotics industry
and value chain. It includes a working group on standardisation.
http://www.sparc.eu/;

H2020 It is expected that there will be R&I project funded within topics ICT 5.1, ICT 5.2 y ICT 5.3

from Work Programme 2016-17 that may produce relevant input for standardisation.

D. Proposed new standards actions
D.1 Standards developments
(D.2) Other activities around standardisation

ACTION 1: Foster coordination of standardisation efforts on robotics and autonomous systems in Europe, promot-
ing interaction of all stakeholders taking into account their vision and real needs (i.e., through SPARC PPP)
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3.5.1. Cloud computing

A. Policy Objectives

stablishing a coherent framework and conditions for Cloud Computing was one of the key priorities of the Digital
Agenda for Europe. The Digital Single Market Strategy con-firmed the importance of Cloud computing, which is
driving a paradigm shift in the de-livery of digital technologies thus enhancing innovation, digital single market and
access to content.

B. Legislation and policy documents

B.1 At European level

« COM(2012)529 “Unleashing the Potential of Cloud Computing in Europe”
» COM(2015)192 “A Digital Single Market Strategy for Europe”

B.2 Other

Extract from ‘ICT Strategy of the German Federal Government: Digital Germany 2015’ (http://www.bmwi.de/Eng-
lish/Redaktion/Pdf/ict-strategy-digital-germany-2015,property=pdf,bereich=bmwi2012,sprache=en,rwb=true.pdf).
Measure listed on page 10 for Cloud reads ‘The new Cloud Computing Action Programme comprises four fields of
activity: Haressing innovation and elDAS market potential (research programme for secure Internet services, cloud
computing for small and medium-sized enterprises and the public sector - trusted cloud); Creating a pro-innovative
framework (security and legal framework, standards, certification); Co-shaping international developments; Providing
informational guidance’.

C. Standardisation needs, ongoing activities and progress report

C.1 Commission perspective and progress report

Please refer to the key action 1 of the EU Cloud Strategy COM(2012)529 “Unleashing the Potential of Cloud Com-
puting in Europe”.

In 2012/2013, the Commission tasked ETSI to coordinate with stakeholders the identifi-cation of a detailed map of
the necessary standards (inter alia for security, interoperabil-ity, data portability and reversibility). The final report
of the ETSI Cloud Standards Co-ordination (CSC) Task Force <http://csc.etsi.org> was delivered on 11th December
2013 and is available at http://www.etsi.org/images/files/Events/2013/2013_CSC_Delivery_WS/CSC-Final_report-
013-CSC_Final_report_v1_0_PDF_format-.PDF.

In February 2015, CSC Phase 2 was launched to address issues left open after CSC Phase 1. The Phase 2 focused
its activities on cloud security, on the users’ needs, on the rela-tionship between open source and standards, and it
also produced an update to the Phase 1 report on cloud standards. The four reports consolidating the outcomes of
CSC Phase 2 are available at http://csc.etsi.org/phase2.html.
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C.2 Ongoing standards developments

Standards Developments

ORGANISATION

SHORT DESCRIPTION & weblinks

CEN, CENELEC, ETSI

ETSI

ISO/IEC

CEN/TC225 (AIDC Technologies) is working on the standardization of data carriers for
automatic identification and data capture, of the data element architecture therefore,
of the necessary test specifications and of technical features for the harmonization of
cross-sector applications. TC225 is not directly involved in the development of cloud
computing interoperable infrastructure but TC 225 is about edgeware data capture:
bar code, RFID and RTLS. So, as cloud computing presents an opportunity for data
from different capture points in the same domain to be accessible by stakeholders
within a domain, the data needs to be presented in a manner that is consistent in
structure within a domain, but:

It should support a mixture of mandatory and optional data

It does not need the same ‘message’ structure from the edgeware between domains
and possibly not even within a domain.

There might be a weakness in the chain of command of data being transferred from
the edgeware to the Cloud in terms of data corruption (accidental) and data manipu-
lation (deliberate). There could also be threats to privacy along this pathway.

The work done on privacy and public awareness within TC225 (Mandate M/436) could
be used by stakeholders involved in cloud computing technologies.

Cloud Standards Coordination Phase 2 in progress

ISO/IEC - JTC 1/SC 38: Cloud Computing and Distributed Platforms.
http://www.iso.orgfiso/jtcl_sc38_home

ISO/IEC 17788 | ITU-T Y.3500 “Cloud Computing - Overview and Vocabulary
ISO/IEC 17789 | ITU-T Y.3502 “Cloud Computing - Reference Architecture
ISO/IEC-Standard 17826:2012 Information technology - Cloud DatavManagement
Interface (CDMI)

ISO/IEC 27017 - Code of practice for information security controls based on ISO/IEC
27002 for cloud services

ISO/IEC 27018 - Code of practice for Pl protection in public cloud acting as Pl processors
ISO/IEC 27036-4 - Information security for supplier relationships — Part 4: Guidelines for
security of cloud services

Work In progress:

ISO/IEC 19086-1 Cloud computing - Service Level Agreement (SLA) framework and
terminology — Part 1: Overview and concepts

ISO/IEC 19086-2 Cloud computing - Service Level Agreement (SLA) framework and
terminology — Part 2: Metrics

ISO/IEC 19086-2 Cloud computing - Service Level Agreement (SLA) framework and
terminology — Part 3: Core requirements

ISO/IEC 19086-4, Information technology — Cloud computing — Service Level Agreement
(SLA) framework — Part 4: Security and privacy (Managed by ISO/IEC JTC1 / SC27)
Recently approved Work Items and just commencing:

ISO/IEC 19941 Cloud Computing —- Interoperability and Portability

ISO/IEC 19944 Cloud Computing - Data and their Flow across Devices and Cloud Services
ISO/IEC JTC 1 / SC 27: Security Techniques: Development of standards for the protection
of information and ICT. This includes generic methods, techniques and guidelines to
address both security and privacy aspects. http://www.iso.org/iso/iso_technical_com-
mittee?commid=45306
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ORGANISATION

SHORT DESCRIPTION & weblinks
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ITU-T SG13: Study Group 13 leads ITU’s work on standards for next generation net-
works (NGN) and future networks and is the primary SG working on Cloud Computing.
To this end, it approved nine Recommendations covering different aspects of cloud
computing from terminology and overview till reference architecture, functional re-
quirements for technologies supporting XaaS. This work is complemented by SG11
for cloud computing interoperability and SG17 for cloud computing security. Cloud
computing roadmap, maintained by ITU-T JCA-Cloud SG13, lists and points to cloud
computing standardization efforts deliverables across telco/IT industry.
http://www.itu.int/en/ITU-T/studygroups/2013-2016/13/Pages/default.aspx
http://itu.int/en/ITU-T/jca/Cloud
https://extranet.itu.int/sites/itu-t/Roadmaps/SitePages/JCA-Cloud-Standard.aspx

The IEEE Intercloud Testbed (“Testbed” for short) creates a global lab - to prove and
improve the Intercloud, based on IEEE P2302 Draft Standard for Intercloud Interoper-
ability and Federation. To that end, IEEE is partnering with companies, universities, and
research institutions around the world to create a well-connected standards-based
platform for the Intercloud. The IEEE Cloud Computing Testbed also could be used to
experiment with other IEEE cloud computing products and services such as eLearning
education modules.

http://standards.ieee.org/develop/msp/cloudcomputing.pdf.

The IETF has multiple groups working on standards for virtualization techniques, in-
cluding techniques used in Cloud Computing and Data Centers.

The L2VPN working group produced specifications defining and specifying solutions
for supporting provider-provisioned Layer-2 Virtual Private Networks (L2VPNs). They
are also addressing requirements driven by cloud computing services and data
centers as they apply to Layer-2 VPN services.

The L3VPN working group is responsible for defining, specifying and extending solu-
tions for supporting provider-provisioned Layer-3 (routed) Virtual Private Networks
(L3VPNs). These solutions provide IPv4, IPv6, and MPLS services including multicast.
The Layer Three Virtual Private Network Service Model (L3SM) working group is tasked
to create a YANG data model that describes a L3VPN service (a L3VPN service model)
that can be used for communication between customers and network operators, and
to provide input to automated control and configuration applications.

The NVO3 working group develops a set of protocols and/or protocol extensions that
enable network virtualization within a data center (DC) environment that assumes
an IP-based underlay. An NVO3 solution provides layer 2 and/or layer 3 services for
virtual networks enabling multi-tenancy and workload mobility, addressing the issues
described in the problem statement (including management and security)

The System for Cross-domain Identity Management (SCIM) working group works on
standardizing methods for creating, reading, searching, modifying, and deleting user
identities and identity-related objects across administrative domains, with the goal
of simplifying common tasks related to user identity management in services and
applications.
http://trac.tools.ietf.org/group/iab/trac/wiki/Multi-Stake-Holder-Platform#Cloud.

Open Grid Forum (OGF) is a leading standards development organization operating
in the areas of grid, cloud and related forms of advanced distributed computing. The
OGF community pursues these topics through an open process for development, cre-
ation and promotion of relevant specifications and use cases.

http://www.ogf.org/

Object Management Group (OMG): OMG’s focus is always on modelling, and the first
specific cloud-related specification efforts have only just begun, focusing on model-
ling deployment of applications & services on clouds for portability, interoperability &
reuse. http://www.omg.org/

25/02/16 12:40



ORGANISATION

ROLLING PLAN FOR ICT STANDARDISATION ® 2016

SHORT DESCRIPTION & weblinks

OASIS

OASIS hosts multiple standardisation projects for cloud computing management, interoper-
ability and functionality, including

Cloud Application Management for Platforms (CAMP)
https://Www.0asis-open.org/committees/camp,

Cloud Authorization project, the OASIS Identity in the Cloud project
https://www.oasis-open.org/committees/id-cloud,

OASIS Open Data Protocol (Odata) Protocol https://www.oasis-open.org/committees/odata,
Topology and Orchestration Specification for Cloud Applications (TOSCA)
https://www.oasis-open.org/committees/tosca.
https://www.oasis-open.org/committees/tc_catphp?cat=cloud

Others (including stakeholder groups, technology platforms, research projects)

ORGANISATION

C-SIGS

GICTF

occ

T™ FORUM

HELIX NEBULA

SNIA

SHORT DESCRIPTION & weblinks

Proposal to list deliverables from the Cloud Select Industry Groups as contribution
from Europe to the global Cloud standardisation community..

Global Inter-Cloud Technology Forum (GICTF) is promoting standardization of network
protocols and the interfaces through which cloud systems inter-work with each other,
to promote international inter-working of cloud systems, to enable global provision
of highly reliable, secure and high-quality cloud services, and to contribute to the
development Japan’s ICT industry and to the strengthening of its international com-
petitiveness.

http://www.gictf,jp/index_e.html

The Open Cloud Consortium (OCC) supports the development of standards for cloud
computing and frameworks for interoperating between clouds; develops benchmarks
for cloud computing; and supports reference implementations for cloud computing,
preferably open source reference implementations. The OCC has a particular focus in
large data clouds. It has developed the MalStone Benchmark for large data clouds
and is working on a reference model for large data clouds.
http://opencloudconsortium.org

TM Forum: The primary objective of TM Forum’s Cloud Services Initiative is to help the
industry overcome these barriers and assist in the growth of a vibrant commercial
marketplace for cloud based services. The centrepiece of this initiative is an ecosys-
tem of major buyers and sellers who will collaborate to define a range of common
approaches, processes, metrics and other key service enablers.
http://www.tmforum.org/DigitalServices/13907/home.html

Helix Nebula is an H2020 EU-funded project online platform where scientists and
researchers can choose between various cloud services.
http://www.helix-nebula.eu

Storage Networking Industry Association (SNIA): The Cloud Work Group exists to cre-
ate a common understanding among buyers and suppliers of how enterprises of all
sizes and scales of operation can include Cloud Computing technology in a safe and
secure way in their architectures to realize its significant cost, scalability and agility
benefits. It includes some of the industry’s leading cloud providers and end-user or-
ganizations, collaborating on standard models and frameworks aimed at eliminating
vendor lock-in for enterprises looking to benefit from cloud products and services.
http://www.snia.org/cloud
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C.3. MSP Members’ and Stakeholders’ remarks

Coordination between the ongoing standardization developments is important.

The CSC activity conducted under ETSI’s coordination has delivered great value to the discussion by identifying key
use cases for Cloud and by mapping available standards to the use case scenarios. This provides a good source of
information on available and on-going standards and standardisation activities and will be helpful to prevent dupli-
cation of efforts as well as fragmentation regarding relevant Cloud standards. And it will help towards determining
which standards can be used in the context of open Cloud platforms and architectures taking into account the key
role of open source for Cloud infrastructure design and implementations.

Phase 2 of the CSC has further refined the mapping of available standards and has ana-lysed the standardization
needs in cloud security, has implemented a wide survey to un-derstand the users’ needs, and has analysed the
relationship between open source and standards..

Existing standards should be checked for account to the protection of individuals with regards to the processing of
personal data and the free movement of such data in the light of the proposal for a General Data Protection Reg-
ulation COM(2012) 11 final. Identifica-tion and where needed development of specific Privacy by Design standards
should be done.

Another factor for consideration in relation to cloud computing is work done in open source projects which address
particular aspects of cloud computing (e.g. OpenStack (laaS), Cloud Foundry (PaaS) and Docker (Container technol-
ogy)). Open Source com-munities should be encouraged to collaborate with standardisation and submit their APIs
for standardisation.

D. Proposed new standardisation actions

D.1 Standards developments
ACTION 1: Publish the results of the Cloud Select Interest Groups and promote them as a key
contribution from Europe to the global Cloud community and bring them in into the proper pro-

cesses, e.g. by submitting them to standardisation.

D.2 Other activities around standardisation

ACTION 2: Facilitate an open stakeholder dialogue on open source and Cloud in relation to stan-
dardisation. Encourage Open Source communities in the area of Cloud to submit their APIs for
standardisation.

ACTION 3: Facilitate a dialogue with end users’ to understand and support their standardi-sation
needs and priorities.

ACTION 4: Facilitate a dialogue with stakeholders on standards needs for cloud security, in parti-
cular, in the context of cloud certification.
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3.5.2. Public Sector Information, Open Data and Big Data

A. Policy objectives

With the continuously growing amount of data (often referred to under the notion Big Data) and the increasing
amount of Open Data, interoperability ever more becomes a key issue for leveraging the value of this data.
Standardisation at different levels (such as metadata schemata, data representation formats and licensing con-
ditions of Open Data) is essential to enable broad data integration, data exchange and interoperability with the
overall goal to foster innovation on the basis of data. This refers to all types of (multilingual) data, including both
structured and unstructured data, as well as data from different domains as diverse as geospatial data, statistical
data, weather data, Public Sector Information (PSI) and research data (see also the Rolling Plan contribution on
‘e-Infrastructures for Data and Computing-Intensive Science’), to name just a few.

B. Legislation and policy documents

B.1 At European level
Directive 2013/37/EU. The policy area of Open Data'® relates to Directive 2013/37/EU on re-use of Public
Sector Information (a revision of the PSI Directive'®) which has been published in the Official Journal on 27
June 2013 and requests Member States to provide their data preferably in machine-readable formats. The
following legislative acts are also of application:

» Decision No 922/2009/EC on interoperability solutions for public administrations (ISA)

o Directive 2003/98/EC of the European Parliament and of the Council of 17 November 2003 on the re-use
of public sector information (Public Sector Information Directive)?®

« COM(2011) 882 on Open data

« COM(2010) 245 Digital Agenda

« COM(2015)192 “A Digital Single Market Strategy for Europe”

C. Standardisation needs, ongoing activities and progress report
C.1 Commission perspective and progress report

Overall, the application of standard and shared formats and protocols for gathering and processing data from different
sources in a coherent and interoperable manner across sectors and vertical markets should be encouraged, for example in
R&D& projects and in the EU Open Data Portal and the Pan-European Open Data Portal

Studies conducted on behalf of the European Commission show that businesses and citizens were facing difficulties in find-
ing and re-using public sector information. In its communication on Open Data of December 12 2011, the European Commis-
sion states that the availability of the information in a machine-readable format as well as a thin layer of commonly agreed
metadata could facilitate data cross-reference and interoperability and therefore considerably enhance its value for reuse. 2*

A common standard for the referencing of Open Data in the European Open Data portals would be useful. The candidate
for a common standard in this area is the Data Catalog Vocabulary (DCAT) in collaboration with FIWARE open stack-based
specification and open standards APIs (see section C.2)

The DCAT Application Profile has been developed as a common project from the ISA Programme, the Publications Office
(PO) and DG CONNECT to describe public sector data catalogues and datasets and to promote the specification to be used
by data portals across Europe. By agreeing on a common application profile and promoting this to the MSs, the interoper-
ability amongst data catalogues and the exchange of data between MSs will be substantially improved. The DCAT-AP is
the specification that will be used by the Pan-European Open Data Portal, which is part of the Connecting Europe Facility
in-frastructure.

FIWARE CKAN is an open source solution for the publication, management and con-sumption of Open Data. FIWARE NGSI
is an API that provides a lightweight and simple means to gather, publish, query and subscribe to context information.

18 http://ec.europa.eu/information_society/policy/psi/docs/pdfs/report/final_version_study_psi.docx

19 http://ec.europa.eu/information_society/policy/psi/docs/pdfs/directive_proposal/2012/open_data.pdf
http://ec.europa.eu/digital-agenda/overview-2003-psi-directive

20 http://ec.europa.eufinformation_society/policy/psi/rules/eu/index_enhtm

21 see http://ec.europa.eu/information_society/policy/psi/docs/pdfs/report/final_version_study_psi.docx for an overview and http://ec.europa.eu/
information_society/policy/psi/docs/pdfs/opendata2012/open_data_communication/en.pdf
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The mapping of existing relevant standards for a number of big data areas would be ben-eficial. Moreover, it might be
useful to identify European clusters of industries that are sufficiently homogeneous in their activities to develop data
standards. Especially in the context of Open Data, the subjects of data provenance and licensing (for example the po-ten-
tial of machine-readable licenses) need to be addressed, as encouraged by the revised PSI Directive (see section C2).

The revised PSI Directive (2013/37/EU) encourages the use of standard licences which must be available in digital format
and be processed electronically (Article 8(2)). Fur-thermore, the Directive encourages the use of open licences available
online, which should eventually become common practice across the EU (Recital 26). In addition, to help Member States
in the transposition of the revised provisions, the Commission adopted guidelines?? that, amongst others, recommend the
usage of such standard open licences for the re-use of PSI.

C.2 Ongoing standards development

Stakeholder groups, technology platforms, research projects

TITLE SHORT DESCRIPTION & weblinks

SHARE-PSI 2.0, PRO-

JECT FUNDED BY DG Re-use of public sector information and harmonisation of the implementation of the
CONNECT AND LED BY new PSI Directive (Directive 2013/37/EU) across Europe

GEIE ERCIM (EUROPE-

AN HOST OF W3(C)

EU COMMISSION Smart Open Data project of DG ENV for contributing to standards developments

In 2013, the EU endorsed the G8 Open Data Charter and, with other G8 members,
G8 OPEN DATA committed to implementing a number of Open Data activities in the G8 members’
CHARTER Collective Action Plan (publication of core and high quality datasets held at EU level,
publication of data on the EU Open Data Portal and the sharing of experiences of
Open Data work)

Specifications developed under the Future Internet Public Private Partnership pro-

gramme (FP7):

FIWARE NGSI is an API for context information management that provides a light-
FUTURE INTERNET weight and simple means to gather, publish, query and subscribe to context informa-
PUBLIC PRIVATE tion. FIWARE NGSI can be used for re-al-time Open Data management.
PARTNERSHIP PRO- FIWARE CKAN: Open Data publication Generic Enabler. FIWARE CKAN is an open source
GRAMME solution for the publication, management and consumption of Open Data, usually, but

not only, through static datasets. FIWARE CKAN allows to catalogue, upload and man-
age open datasets and data sources, while it supports searching, browsing, visualizing
or accessing Open Data

22 see http://www.europeandataportal.eu/en/content/edp-and-fiware-launch-new-partnership
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Standards Developments

TITLE

SHORT DESCRIPTION & weblinks

ISA AND ISA

SQUARE PROGRAMME
OF THE EUROPEAN
COMMISSION

ITU-T

W3C

OASIS

The DCAT application profile (DCAT-AP) has been defined. DCAT-AP is a specification
based on DCAT (a RDF vocabulary designed to facilitate interoperability between data
catalogues published on the Web) to enable the interoperability between data portals,
for example to allow for meta-searches in the Pan-European Open Data Portal that
harvests data from national Open Data portals.
https://joinup.ec.europa.eu/asset/dcat_application_profile/asset_release/dcat-applica-
tion-profile-data-portals-europe-draft-1

Under the framework of the Connecting Europe Facility programme tools for the inter-
operability of metadata and data at national and EU level will be developed.

Recommendation Y.3600 provides requirements, capabilities and use cases of cloud
computing based big data as well as its system context. Cloud computing based big
data provides the capabilities to collect, store, analyze, visualize and manage varieties
of large volume datasets, which cannot be rapidly transferred and analysed using
traditional technologies.

http://www.itu.int/ITU-T/workprog/wp_item.aspx?isn=9853

The ITU workshop on “Big Data” (June 2014) discussed standards needs for big data
in the telecommunications sector and adopted an outcome document.
http://itu.int/en/ITU-T/Workshops-and-Seminars/bigdata

SG13 is developing a definition for Big Data and most importantly a roadmap for
big data standardization in ITU-T, including standardization landscape, identification/
prioritization of technical areas and possible standardization activities.

The project Multilingual Web-LT funded by the CSA grant LT-WEB, standardization
work coordinated and managed by W3C Working Group “Multilingual Web-LT ad-
dressed standardisation and promotion of best practices in language processing,
exchange and interoperability of multilingual data, and on muiltilingual Web con-
tent management and was funded by the CSA grant LT-WEB. This group is part
of the Internationalization (118N) Activity of W3C with the main task to implement
an Internationalisation Tag Set (ITS) that provides a standardized set of metadata
for web content and “deep web” content that facilitates its interaction with multilin-
gual technologies and translation/localization processes, ensuring smooth automated
multilingual processing of web content. Version 2.0 of ITS has on 29 October 2013
been published as a W3C Recommendation. In the multilingual open data track of
the Multilingual Web initiative, which is driven by the World Wide Web Consortium
(W3C), there is an ongoing discussion about the standardisation of multilingual URIs
and localisation of URIs. Moreover, a W3C community group on “Best Practices for
Multilingual Linked Open Data” has been created, where this topic is also discussed.
http://www.multilingualweb.eu, http://www.w3.org/International/multilingualweb/lt/

The project addresses the querying and sharing of data across disparate applications
and muiltiple stakeholders for re-use in the enterprise, Cloud, and mobile devices.
Specification development in the OASIS OData TC builds on the core OData Protocol
V4 released in 2014 and addresses ad-ditional requirements identified as extensions
in four directional white papers: data aggregation, temporal data, JSON documents,
and XML documents as streams.
https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=odata
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TITLE SHORT DESCRIPTION & weblinks

ODF is an open, standardized format for reports, office documents and free-form in-
formation, fully integrated with other XML systems, and increasingly used as a stand-
ard format for publicly-released government information. Link:
OASIS https://www.oasis-open.org/committees/office
https://www.oasis-open.org/committees/odata
0ASIS XML Localisation Interchange File Format (XLIFF):
https://www.oasis-open.org/committees/xliff

DCAT vocabulary (done in the Linked Government Data W3C Working Group)
W3C http://www.w3.0org/TR/vocab-dcat/

WG 9 - Big Data. This working group was formed at the November 2014 JTC1 Plena-
ISO/IEC JTC1 ry. They have begun working on requirements, use cases, vocabulary and a reference
architecture for Big Data

C.3 MSP Members’ and stakeholders’ remarks

Existing standards should be checked for account to the protection of individuals with regards to the processing
of personal data and the free movement of such data in the light of Data Protection principles. Identification and
where needed development of specific Privacy by Design standards should be done.

Since early 2014, French companies and public entities have been working in the context of the French Association
for standardization (AFNOR) on a white paper on expectations regarding standards for Big Data.

The white paper is publicly available: http://www.afnor.org/liste-des-actualites/actualites/2015/juin-2015/big-data-
impact-et-attentes-pour-la-normalisation-decouvrez-le-livre-blanc-afnor

Several priorities have been identified:

- Data access including open data and governance of data within companies (Enhanced exploitation, data
quality, security): mix the requirements of Big Data into the existing management standards. The develop-
ment of a standard regarding data management could be considered.

- Data transformation where three elements are identifiedProcesses and methods of reversibility in pseu-
donymisation algorithms, evaluation of system performance (ex: Hadoop), NoSQL query language, or vis-
ualization and manipulation process of Big Data results ;Adapt infrastructures to Big Data, like cloud com-
puting for storage and massively parallel architectures.

- Data quality and data identification
- criteria and methods to characterize sources and information, in terms of perceived quality and
trust in a specific context ;
- indexing of unstructured data coming from social networks and data associated with mobility and
Sensors ;
Big data use cases: the last step covers the need of normalization to develop big data us-es. Highly visible issues of
end users that were presented in the introduction should be addressed: technical interoperability, SLAs, traceability
of treatment, data erasure, regu-latory compliance, data representation, APIs, etc
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D. Proposed new standardisation actions
D.2 Other activities around standardisation

ACTION 1: invitation to the CEN to support and assist DCAT-AP standardisation process. DCAT-AP is based on the
Data Catalogue vocabulary (DCAT). It contains the specifications for metadata records to meet the specific applica-
tion needs of data portals in Europe while providing semantic interoperability with other applications on the basis of
reuse of established controlled vocabularies (e.g. EuroVoc23) and mappings to existing metadata vocabularies (e.g.
SDMYX, INSPIRE metadata, Dublin Core, etc.). DCAT-AP has been developed by a multi-sectorial expert group. Experts
from international standardisation organisations as well as open data portal owners participated in the group to
ensure the interoperability of the resulting specification and to assist in its standardisation process.

ACTION 2: promote standardisation in/via the Open Data infrastructure, especially the Pan-European Open Data
Portal deployed in the period 2015-2020 as one of the Digital Service Infrastructures under the Connecting Europe
Facility programme,

ACTION 3: support of standardisation activities at different levels: H2020 R&D& activities (see examples
in section C above); support internationalisation of standardisation, in particular for the DCAT-AP specifications
developed under the ISA programme (see also action 2 under eGovernment section D), as well for specifications de-
veloped under Future Internet Public Private Partnership, such as FIWARE NGSI and FIWARE CKAN (see section C2).

ACTION 4: involvement of stakeholders in a dialogue about standards for Open Data and Big Data.

ACTION 5: For standardising the DCAT - Application Profile CEN should coordinate with the relevant W3C Groups to
avoid making incompatible changes as well as on the conditions for availability of the standard(s).

23 http://eurovoc.europa.eu/drupal/
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3.5.3. eGovernment

A. Policy objectives

Semantic interoperability is a condition for cross-sector and cross-border interoperability and agreeing on and
re-using common semantic specifications and standards assets across Europe is an important step in facilitating
semantic interoperability.

The EU Digital Agenda identifies the lack of semantic interoperability between public administrations as a major
obstacle to the Digital Single Market and the provision of cross-border digital public services.

In addition to the multilingual challenge, interoperability is compromised by the lack of commonly agreed and
widely used data models, divergent interpretations of the same data and the absence of common reference data
(e.g. code-lists, identifiers, taxonomies, references to organisations, geospatial references, license collections, etc.).
The European Commission, in the context of the ISA programme, is undertaking a number of initiatives to reduce
semantic interoperability conflicts in Europe.

- The ISA programme (Interoperability between European Public Administrations and Public Sector) supports
and facilitates cross-border and cross-sector collaboration of public administrations. It defines, promotes
and supports the implementation of interoperability solutions and frameworks for European public admin-
istrations. It achieves synergies and promotes the reuse of infrastructure, digital services and software
solutions. It translates public administrations’ interoperability requirements into specifications and stand-
ards for digital services.

- The ISA Programme is contributing in this area through three streams of work, further described in the
relevant subsections: DCAT-AP as a data standard to describe open data catalogues and datasets (see
§3.5.3.1); ADMS as metadata description of semantic specifications and standards (§0); and Core Vocabu-
laries as generic, simplified and reference data models of important master data types used across public
administration information systems and applications (§3.5.3.3). In all three, care should be taken to ensure
compatibility between the public sector and what the private sector can achieve, noting existing standards
and specifications.

B. Legislation and policy documents

B.1 At European level
- Decision No 922/2009/EC on interoperability solutions for public administrations (ISA)
- Directive 2003/98/EC of the European Parliament and of the Council of 17 November 2003 on the re-use
of public sector information (Public Service Information Directive)

D. Proposed new standardisation actions
D.2 Other activities around standardisation

The following actions are valid for all the three streams of work described above (DCAT, ADMS and Core Vocabularies):

ACTION 1: organise a workshop on ISA topics. In order to promote standardization in this area the organization of a
workshop via an ESO involving European organizations (e.g. the Publications Office and DG DIGIT/ISA unit), member
states representatives, industry and relevant research institutes and universities to frame the issue is considered
to be a key starting point.

ACTION 2: contribution of specifications developed under ISA programme to international standardisation. In order
to leverage the applicability of technical specifications which are or have been developed under the ISA programme,
it might be advisable to promote them beyond the European context by providing them for becoming international
standards via ISO, IEC or ITU, as applicable. In particular the following options may be considered: ISO/IEC JTC1 SC32
(Data management and interchange); ITU-T Study Group 16 (Multimedia) and Study Group 17 (Security).
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3.5.3.1. DCAT Application profile for data portals in Europe
Please refer to the “PSI, Open Data and Big Data” section §3.5.2 which includes DCAT matters.

3.5.3.2. Exchange of metadata on re-usable interoperability assets
(eGovernment)

A. Policy objectives

- Interoperability between European Public Administrations - Exchange of metadata on re-usable interoper-
ability assets among national and international repositories.
The Asset Description Metadata Schema (ADMS) is a metadata description of semantic specifications and stand-
ards, which has also been extended to cover other type of interoperability solutions.

B. Legislation and policy documents

3.5. Key enablers and security E

Please refer to top section eGovernment
C. Standardisation needs, ongoing activities and progress report
C.1 Commission perspective and progress report

- Public administrations, businesses, standardisation bodies and academia are already producing interop-
erability solutions that, if (re)used, can facilitate interoperability among public administrations’ services.
However, these are not always easy to find. ADMS is a common way to describe interoperability solutions
making it possible for everyone to search and discover them once shared through the forthcoming federa-
tion of repositories containing solutions for promoting interoperability.

- With the intention to facilitate the visibility and re-usability of interoperability solutions across borders and
sectors, the Commission has made available a large set of semantic interoperability solutions described
using ADMS, through a federation of asset repositories of Member States, standardisation bodies and other
relevant stakeholders. Through this federation - reachable through the Joinup?* platform), semantic inter-
operability solutions became retrievable and available via a single point of access.

C.2 Ongoing standards developments

ORGANISATION SHORT DESCRIPTION & weblinks

ADMS specification has been published as a W3C note by the WC3 Linked Government Data Working
Group. Moreover, the ADMS specification has been extended by the ISA Programme to describe tech-
W3C nical, legal and organisational interoperability solutions and thus to facilitate their re-usability. This
extended specification has already been implemented in the Joinup platform.
https://dvcs.w3.org/hg/gld/raw-file/default/adms/index.html

C.3 MSP Members’ and Stakeholders’ remarks

Several MSs already use ADMS to export standards from their national standards catalogues (e.g. Germany).
D. Proposed new standardisation actions

No action specific to ADMS

24 https://joinup.ec.europa.eu/asset/dcat_application_profile/asset_release/dcat-application-profile-data-portals-europe-draft-1
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3.5.3.3. Core Vocabularies to facilitate the development
of interoperable solutions

A. Policy objectives

Interoperability between European Public Administrations - Core Vocabularies to facilitate the development of inter-
operable IT solutions by ensuring a minimum level of interoperability for public administration master data usually
stored in base registries.

B. Legislation and policy documents

Please refer to top section eGovernment

C. Standardisation needs, ongoing activities and progress report

C.1 Commission perspective and progress report
The European Commission, in the context of the ISA programme, is undertaking a number of initiatives to reduce
semantic interoperability conflicts in Europe.
Definitions should first be agreed on fundamental concepts, where divergent and/or conflicting views can be han-
dled. These concepts are simplified data models that capture the minimal, global characteristics/attributes of an
entity in a generic, country- and domain-neutral fashion. Using a different terminology, these specifications are data
models for important master data types used by numerous information systems and applications. These specifica-
tions are called “Core Vocabularies” in the ISA Programme.

« The Commission has made available four core vocabularies with high re-usability possibilities: the Core

Person, the Core Business, the Core Location and the Core Public Service Vocabularies®

C.2 Ongoing standards developments
ORGANISATION SHORT DESCRIPTION & weblinks

The Registered Organization Vocabulary which is based on the Business Core Vocabulary has
W3C been published as a W3C Note by the W3C Linked Government Data Working Group. http:/
Www.w3.0rg/TR/vocab-regorg/

D. Proposed new standardisation actions

D.2 Other activities around standardisation
- ACTION 4: Consider Core Location Vocabulary as important input to W3C (new working group that
is currently discussed in W3C with the participation of the JRC, INSPIRE team).

25  https://joinup.ec.europa.eu/asset/core_public_service/description, and https://joinup.ec.europa.eu/asset/adms/event/efir-work-
shop-2013-take-part-extension-joinups-catalogue-interoperability-assets
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3.5.4. Electronic identification and trust services
including e-signatures

A. Policy objectives

This relates to Regulation (EU) No. 910/2014 of the European Parliament and of the Council of 23 July 2014 on
electronic identification and trust services for electronic transactions in the internal market and repealing Directive
1999/93/EC.

B. Legislation and policy documents

B.1 At European level

« Directive 1999/93/EC of the European Parliament and of the Council of 13.12.1999 on a Community framework
for electronic signatures (e-signature directive).

« Regulation (EU) No. 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic
identification and trust services for electronic transactions in the intermal market and repealing Directive 1999/93/EC.

» Commission Implementing Regulation (EU) 2015/1501 of 8 September 2015 on the interoperability frame-
work

» Commission Implementing Regulation (EU) 2015/1502 of 8 September 2015 on setting out minimum tech-
nical specifications and procedures for assurance levels for electronic identification means

C. Standardisation needs, ongoing activities and progress report
C.1 Commission perspective and progress report

In the context of the e-signatures Directive, in January 2010, the Commission mandated the ESOs to rationalise the
standards related to e-signatures and related trust services into a coherent and up-to-date framework (mandate
M/460). The bulk of the mandate results are expected in 2014 onwards.

However, in June 2012, the Commission proposed the elDAS Regulation to replace the e-signatures Directive and
to expand its scope to address in one comprehensive legislation, electronic identification, electronic signatures,
electronic seals, time stamping, electronic delivery, electronic documents and website certificates as core instru-
ments for electronic transactions. The Regulation was adopted on 23.7.2014. To support the implementation of
the regulation which is highly technical, further standardisation work will be needed in particular with regard to the
planned secondary legislation which extensively refers to the availability of standards as possible means to meet
the regulatory requirements. Existing standards should be checked for account to the protection of individuals with
regards to the processing of personal data and the free movement of such data. Identification and where needed
development of specific Privacy by Design standards should be done. Moreover, accessibility needs of persons with
disabilities should be taken into account

C.2 Ongoing standards developments
Standards Developments

ORGANISATION SHORT DESCRIPTION & weblinks

CEN Under the standardisation mandate M/460 on e-signatures, CEN (TC224) and ETSI
have undertaken activities to update and rationalise their standards on e-signatures
and related trust services (see ETSI SR 001 604). Also, the adoption by citizens/con-
sumers and SMEs as well as accessibility of electronic signatures and other related
electronic identification services shall be carefully taken into account by standardi-
sation. CEN is producing guidelines for that purpose which will be used as reference
documents by a public with no expertise in this area. With the adoption of the new
Regulation, all ongoing standards under development are being re-assessed to com-
ply with the Regulation.

GROW_RollingPlan_2016_ICT_standardisation_BROCHURE_160225.indd 109

2o

3.5. Key enablers and security n

25/02/16 12:40



3.5. Key enablers and security E

@ ROLLING PLAN FOR ICT STANDARDISATION W 2016

CEN, ETSI Five ongoing grant agreements running till end 2015 (will be delayed to match with
the new Regulation), are supporting CEN and ETSI to carry out the above rationalisa-
tion work. In addition, ETSI is working on Trusted Lists (TS 119 612), and enhance-
ments of deliverables related to Trusted Services Providers. Ongoing draft delivera-
bles are being aligned with the terminology and requirements in the new Regulation
as they relate to the scope of the deliverables. In addition, the scopes of the delivera-
bles are changed to include electronic seals which are identified as being, in general,
technically equivalent to electronic signatures.
http://www.etsi.org/deliver/etsi_ts/119600_119699/119612/01.01.01_60/

OASIS Projects for e-identity and e-signature management and functionality, including
standards for Cross-Enterprise Security and Privacy Authorization (XSPA); Digital Sig-
nature Services; the eXtensible Access Control Markup Language (XACML, also ITU-T
Recommendation X.1144); the Key Management Interoperability Protocol (KMIP); the
Security Assertion Markup Language (SAML, also ITU-T Recommendation X.1141);
Web Services Federation (WS-Fed); Web Services Trust (WS-Trust); Web Services Se-
cure Exchange (WS-SX), and the Extensible Resource Identifier (XRI) and XRI Data
Interchange (XDI) standards; OASIS Identity Based Attestation and Open Exchange
Protocol Specification (IBOPS). OASIS also hosts standardisation projects on Biomet-
rics device calls and on e-ID credential Trust Elevation methods.

ITU-T Study Group 17 is responsible for the study of the appropriate core Questions on
Identity Management. In addition, in consultation with other relevant study groups
and in collaboration, where appropriate, with other standards bodies, SG17 has the
responsibility to define and maintain the overall framework and to coordinate, assign
(recognizing the mandates of other study groups) and prioritize the studies to be car-
ried out by the study groups, and to ensure the preparation of consistent, complete
and timely Recommendations.
http://www.itu.int/en/ITU-T/studygroups/com17/Pages/idm.aspx

OIDF Set of standards and related certification profiles addressing identity transactions
over the internet. Active working groups in this area include: OpenID Connect WG,
AccountChooser WG, Native Applications WG, Mobile operator Discovery, Registration
and Authentication WG (MODRNA), Health Related Data Sharing WG (HEART), and
Risk and Incident Sharing and Coordination WG (RISC) http://openid.net/wg/

IETF The OAUTH ( https://tools.ietf.org/wg/oauth/charters) working group developed a pro-
tocol suite that allows a user to grant a third-party Web site or application access to
the user’s protected resources, without necessarily revealing their long-term creden-
tials, or even their identity. It also developed security schemes for presenting author-
ization tokens to access a protected resource.

The ongoing standardization effort within the OAUTH working group is focusing on
enhancing interoperability of OAUTH deployments.

The Public Notary Transparency (TRANS) WG ( https://tools.ietf.org/wg/trans/charters)
develops a standards-track specification of the Certificate Transparency protocol
(RFC6962) that allows detection of the mis-issuance of certificates issued by CAs or
via ad-hoc mapping by maintaining cryptographically verifiable audit logs.

The Automated Certificate Management Environment (ACME) WG ( https://tools.ietf.
org/wg/acme/charters) specifies conventions for automated X.509 certificate man-
agement, including validation of control over an identifier, certificate issuance, cer-
tificate renewal, and certificate revocation. The initial focus of the ACME WG is on
domain name certificates (as used by web servers), but other uses of certificates can
be considered as work progresses.

There is the non-WG Vectors of Trust (VoT) work which may or may not develop into
a WG at some point https://www.ietf.org/mailman/listinfo/vot
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Others (including stakeholder groups, technology platforms, research projects)

ORGANISATION SHORT DESCRIPTION & weblinks

E-SENS e-SENS (Electronic Simple European Networked Services) is a Large Scale Pilot
launched within the ICT Policy Support Programme (ICT PSP), under the Competitive-
ness and Innovation Framework Programme (CIP). The aim of the project is to develop
an infrastructure for interoperable public services in Europe. It builds upon and consol-
idates building blocks such as elD, eDocuments, eDelivery, and eSignature etc. from
previous pilot projects and integrate them into a pan-European digital platform for
cross-sector, interoperable eGovernment services.
http://www.esens.eu/home.html.

STORK EU co-funded project to establish a European elD Interoperability Platform that will
allow citizens to establish new e-relations across borders, just by presenting their
national elD. https://www.eid-stork.eu/.

SSEDIC Scoping the Single European Digital Identity Community —~SSEDIC http://www.eid-
ssedic.eu

FIDIS Future of Identity in the Information Society - FIDIS http://www.fidis.net

PRIME Privacy and Identity Management for Europe - PRIME https://www.prime-project.eu

D. Proposed new standardisation actions
D.1 Standards developments

ACTION 1: Complete and complement the work done under Mandate M/460, e.g. in the following way: addressing
the trust service providers (TSP) providing signature gen-eration services, the TSPs providing signature validation
services, and standards for trust application service providers (current work is limited to an ETSI Special Report (to
be ETSI SR 019 530), which will propose a rationalised and well organized set of standards for Electronic Registered
Delivery Applying Electronic Signatures). .

ACTION 2: The Commission intends to request the ESOs (for instance via standardisation requests) and other rele-
vant bodies to update existing standards and to develop additional ones in order to address the new requirements
and the innovations of the elDAS Regula-tion (EU) N°910/2014 adopted by the European Parliament and Council.
Alternatively or in complement, ESOs may autonomously submit requests for Commission support to carry out
these standardisation activities. Further domains of interest include eldentifica-tion, eDelivery, and Website Authen-
tication certificates. In particular regarding eldentifi-cation, the possible standardisation activities arisen from Com-
mission Implementing Regulation (EU) 2015/1501 of 8 September 2015 on the interoperability framework and of
Commission Implementing Regulation (EU) 2015/1502 of 8 September 2015 on set-ting out minimum technical
specifications and procedures for assurance levels for elec-tronic identification means.

ACTION 3: Standardisation actions should take into account where needed ongoing activi-ties, e.g. in ISO/IEC JTC
1 SC 27 WGS5 (identity management and privacy technolo-gies). Furthermore, in order to promote the strengths
of the European approach to elec-tronic trust services at global level and to favour the mutual recognition of trust
services with third countries, the “internationalisation” and promotion of related European stand-ards should be
favoured.

Finally, e-signatures standards ensure accessibility for people with disabilities (cf man-date 376 on European Ac-
cessibility Requirements for Public Procurement of Products and Services in the ICT Domain).

D.2 Other activities around standardisation

ACTION 4:Support and improve the development of Electronic Signatures interoperable standards by facilitating
the organization of Plugtests (interoperability events) and devel-oping and enhancing conformity testing tools. Such
interoperability events may address CAdES, XAdES, PAdES, ASiC, use of Trusted Lists, signature validation, etc.

ACTION 5: Given the technical complexity of electronic trust services, information should be disseminated to raise
awareness and promote the take-up of EU related standards, in particular to the industry for the development of
new solutions or for the usage of trust services embedded other sector applications.
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3.5.5. Radio Frequency Identification (RFID)

A. Policy objectives
The RFID standardisation mandate M/436 has in the first place the objective to ensure that the deployment of RFID
applications takes place in a way compliant to the data protection directive.

Providing security for low-cost RFID tags is a key challenge for many applications, where expensive RFID tags to
execute advanced cryptographic and other functions cannot be afforded - this concerns in particular privacy
and anti-counterfeiting.

B. Legislation and policy documents

B.1 At European level
The legal origin is the data protection directive EC 95/46 and the RFID recommendation of May 15 2009
{SEC(2009)585}

C. Standardisation needs, ongoing activities and progress report

C.1 Commission perspective and progress report
The RFID standard mandate will deliver a European standard that will uniquely identify the presence of RFID readers and
Tags in compliance of the notification principle of the data protection directive.

In addition there will be specifications for the largest RFID application domains (e.g. retail, ticketing, ...) that will simplify the
process of making the application compliant with the data protection legislation. These standards are also called Privacy
Impact Assessment templates.

The RFID standard mandate covers the important domain of privacy and data protection issues in wireless technologies.

C.2 Ongoing standards developments
Standards developments

ORGANISATION SHORT DESCRIPTION & weblinks

CEN TC225 completed the work on phase 2 of mandate M/436. The following delivera-
bles were published in June / July 2014:
EN 29160, Radio frequency identification for item management - RFID Emblem
EN 16570, Notification of RFID - The information sign and additional information to
be provided by operators
TS 16685, Notification of RFID - The information sign to be displayed in areas where
RFID interrogators are deployed
TR 16684, Notification of RFID - Additional information to be provided by operators
TR 16672, Privacy capability features of current RFID technologies
EN 16571, RFID privacy impact assessment process
TR 16674, Analysis of privacy impact assessment methodologies relevant to RFID
TR 16673, RFID privacy impact assessment analysis for specific sectors
TR 16670, RFID threat and vulnerability analysis
TR 16671, Authorisation of mobile phones when used as RFID interrogators
TR 16669, Device interface to support ISO/IEC 18000-3 Mode 1

ISO/IEC JTC 1 New standards are being developed in ISO/IEC JTC 1 addressing “Security services
for RFID air interfaces” (ISO/IEC 29167 series),
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C.3 MSP Members’ and Stakeholders’ remarks

The work completed under phase 2 of the M/436 mandate helps the RFID operators to be “compliant” with the RFID
Recommendation of May 15 20089. This will allow the establishment of confidence between RFID operators and citi-
zen. Nevertheless, further work has to be done to benefit this potential trust and increase the European RFID market.
Within CEN/TC225, three working groups are dealing with RFID technologies: “Security and data structure”, “Auto-
matic ID applications” and “RFID, RTLS and on board sensors”.

Numerous possible new work items have been discussed in 2014. Among those, the following two NWI could start
in 2016.

TR: Assess the potential of digital signatures in association with AIDC technology

Some RFID technology is at the point of being able to authenticate the RFID tag, but not necessarily the data con-
tent. As data can change, and is sometimes required to change authenticated tags are only the start point. This
TR will assess and identify techniques that might be applicable to particular AIDC technologies and consider the
memory requirements and explore potential application scenarios. It will take into account the development of 1SO/
IEC 20248 from SC31.

TS: Performance test for RFID tags having the reduced range feature

This TS will determine the procedure to evaluate the actual reading and writing range of the reduced range feature.
ISO/IEC 18046-3 and CEN/TR 16670 developed by M436/2 PT-D will serve as the references for the drafting of this TS.

D. Proposed new standardisation actions

No further work is foreseen.
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3.5.6. Internet of Things

A. Policy objectives

loT is a dynamic global network infrastructure with self-configuring capabilities based on communication protocols
where physical and virtual “things” have identities, physical attributes and virtual personalities and use intelligent
interfaces. Technological developments have made it possible to connect these “things” to data networks.

As a consequence a large number of proprietary or semi-closed solutions to address specific problems have
emerged, leading to non-interoperable concepts, based on different architectures and protocols. Consequently, the
deployments of truly loT applications, i.e. where information of connectable “things” can be flexibly aggregated and
scaled have been limited in scale and in scope, actually limiting the loT to a set of “intranets of things - or goods”.
In the emerging loT economy, voluntary global standards can accelerate adoption, drive competition, and
enable cost -effective introduction of new technologies. A certain level of standardization can facilitate the inter-
operability, compatibility, reliability, security and effective operations on a global scale among different technical
solutions,stimulating industry innovation and provide a clearer technology evolution path.

Industry is in the best position to develop the technological standards and solutions to address global loT
ecosystem opportunities and challenges. Therefore, there is a need for a secure solution that is interoperable
and scales across a global IoT ecosystem. In this context, the European Large Scale Pilots (LSPs), which will be
subject of a call of proposals in 2016, in the domain of the Internet of Things (IoT) are a key element. The LSPs will
support the deployment of IoT solutions, by enhancing and testing their acceptability and adoption by users and
citizens alike, and by fostering new market opportunities for suppliers to the EU.

Large-scale pilots should provide the opportunity to demonstrate actual loT solutions in real-life settings and should
make it possible for providers to test business.

B. Legislation and policy documents

B.1 At European Level
« COM(2009)278: “Internet of Things - An action plan for Europe”: Standardisation will play an important
role in the uptake of loT, by lowering entry barriers to newcomers and operational costs for users, by being
a prerequisite for interoperability and economies of scale and by allowing industry to better compete at
international level. loT standardisation should aim at rationalising some existing standards or developing
new ones where needed.

The proposal for a Directive and for a companion regulation reforming data protection to better adapt it to global
ICT developments may also be considered as relevant for loT standardisation.
See: http://ec.europa.eu/justice/data-protection/law/index_en.htm#h2-5

C. Standardisation needs, ongoing activities and progress report
C.1 Commission perspective and progress report

It is the intention to follow an approach to standardisation in loT similar to that followed in the Cloud Computing
Strategy (COM (2012) 529 - Unleashing the Potential of Cloud Computing in Europe). As many relevant standards
exist already for the loT domain, a gap analysis would be the next step, taking into account the most promising
business models and use cases. A workshop on loT co-organised by the European Commission and ETSI was held
in July 2014. Based on the results of this workshop, the Commission considered further requests for action. Infor-
mation on the workshop is available at http://www.etsi.org/news-events/events/771-2014-etsi-ec-dg-connect-iot.

As multiple initiatives in the field already exist, it is indeed needed to correctly position loT standardisation vis-a-vis
existing initiatives such as oneM2M, ITU global standards initiative on loT, or the ETSI led standardisation activities.
loT standards will notably support the emergence of business models unleashing the commercial capabilities of
systems and devices integrations. Beyond standards identification, it is also important to identify implementation
reference models that can be shared by industrial actors. This approach was notably followed under the Future
Internet PPP (FI-PPP).
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C.2 Ongoing standards activities

Standards Developments

ORGANISATION SHORT DESCRIPTION & weblinks

TC 225 is about edgeware data capture: bar code, RFID and RTLS. It is clear that these
technologies will be part of deployment of loT applica-tions. Some of future loT sce-
narios will be intended to manage sensitive data and any information leakage could
seriously compromise users’ pri-vacy.

A dedicated Working Group (WG6) (Internet of Things - Identification, Data Capture
and Edge Technologies) has been set up in 2013 that focus on the interfacing of edge
data capture technologies with the loT. The work to be done will include data struc-
tures and associated resolution, au-thentication, security and privacy issues.
With the background of the work that has been done for Mandate M/436 (Privacy and
public awareness of RFID applications), CEN/TC225 has the expertise and legitimacy
CEN to be involved in the future standard develop-ment regarding IoT edge technologies
and privacy.

3.5. Key enablers and security m

Two work items have been approved at stage O:

One Technical Specification: AIDC technologies — Internet of Things — AIDC Object
identifier Structures

One Technical Report: AIDC Technologies — Internet of Things — Rele-vant CEN ICT
standards

This TR could be done in collaboration with other CEN/TC involved in the development
of loT. This could be also done in collaboration with other ESO.
http://standards.cen.eu/dyn/www/f?p=204:7:0::::FSP_ORG_ID:6206&cs=1E-
12277AECCO01196A7556B8DBCDFOALC

ETSI TCs are active in the developing of radio technologies specific for M2M/Internet of
Things such as DECT ULE, a wireless technology with ultra-low power consumption for
Home Automation and Industry Auto-mation applications. DECT ULE provides audio
and data transmission with reliable radio links, superior indoor range, very low power
consump-tion, strong security features and remote software downloading capabi-
li-ties. Activities are also being carried out in the highly active ETSI ISG (NFV — Network
Function Virtualization) along with ETSI TC NTECH/WG AFI (Autonomic Future Internet)
and TC INT (Core Net-work and Interoperability Testing). A need has been identified to
achieve standardized interoperability testing via a common methodology.

ETSI ETSI, with the support of the Commission, has developed the SAREF standard (ETSI
TS 103 264 V1.1.1), which is a first ontology standard in the Internet of Things (loT)
ecosystem and sets a template and a base for development of similar standards for
the other verticals to unlock the full potential of loT.

The new standard and SAREF allow appliances, of any type, make or manufacturer, to
exchange energy related information, with any energy management system (at home
or in the cloud) for energy management and keeping the user informed.
https://ec.europa.eu/digital-agenda/en/news/new-machine-2-machine-stand-
ard-smart-appliances-introduced-european-telecommunication

The |EEE Standards Association (IEEE-SA) has created a working group to develop its

Standard for an Architectural Framework for the Internet of Things (IoT) (P2413). In

addition, IEEE has a number of existing standards, projects in development, activities,
IEEE and events that are directly related to creating the environment needed for a vibrant

loT, recognizing the value of 10T to industry and the benefits this technology innova-

tion brings to the public

http://standards.ieee.org/develop/msp/iot.pdf.
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ORGANISATION

SHORT DESCRIPTION & weblinks

IETF

ISO/IEC JTC 1

The 6LOWPAN working group developed standards to ensure interoperability between
smart object networks and defining the necessary security and management proto-
cols and constructs for building such networks.

6LO WG focuses on the work that facilitates IPv6 connectivity over constrained node
networks using the BLOWPAN technologies.

The Light-Weight Implementation Guidance (LWIG) Working Group fo-cuses on help-
ing the implementers of the smallest devices. The goal is to be able to build min-
imal yet interoperable IP-capable devices for the most constrained environments.

The ROLL working group is developing standards to support the routing of communi-
cations within low-power and lossy networks. The CORE working group is specifying
protocols that allow applications running in resource-constrained environments to
interoperate with each other and the rest of the Internet.

Security aspects of the loT are being addressed in the following WGs:

The Authentication and Authorization for Constrained Environments (ACE) WG
( https://tools.ietf.org/wg/ace/charters) is working on a standardized solution for au-
thentication and authorization to enable authorized access to resources on a device
in constrained environments. In such environments, typical for the IoT, the network
nodes are limited in CPU, memory and power.

The DTLS In Constrained Environments (DICE) WG ( https://tools.ietf.org/wg/dice/char-
ters) focuses on supporting the use of DTLS Transport-Layer Security in these envi-
ronments. Such constrained environments, including constrained devices (e.g. mem-
ory, algorithm choices) and constrained networks (e.g. PDU sizes, packet loss), are
typical for the loT, Smart grids, etc.

http://trac.tools.ietf.org/group/iab/trac/wiki/Multi-Stake-Holder-Platform#l0T

The Internet of Things Special Working Group (SWG) was terminated with the work
moving into ISO/IEC JTC1/WG10

ISO/IEC JTC 1 WG 10 (Internet of Things): developing ISO/IEC 30141 - Internet of
Things Reference Architecture
http://www.iso.org/iso/iso_technical_committee%3Fcommid%3D45020

JTC1/WG10 has also performed a standards gap analysis, and an loT Vocabulary.
http://www.iso.org/iso/jtcl_home.html
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The ITU-T Study Group 20 on “loT and its applications, including smart cities and commu-
nities” was created in June 2015. It provides a specialized loT standardization platform
for the development of a cohesive set of international standards (ITU-T Recommenda-
tions) on loT. It will concentrate in single technical committee the core loT studies. It will
supersede the work previously done in the loT — Global Standards Initiative (IoT-GSlI).
http://itu.int/go/tsg2

Definition of IoT in Recommendations ITU-T Y.2060 “Overview of the loT”
http://itu.int/itu-t/Y.2060

loT relevant Recommendations have been developed in Study Groups 13 (Future Net-
ITU works), SG16 (Multimedia) and SG11 (Protocol and test specifications).
http://itu.int/ITU-T/studygroups.

To promote international coordination among SDOs a Joint Coordination Activity on
Internet of Things (JCA-loT) has been set up.
http://itu.int/en/ITU-T/jcaliot .

JCA-loT maintains the global online loT standards roadmap
http://itu.int/en/ITU-T/jca/iot/Documents/deliverables/Free-download-loT-roadmap.doc
Study Group “ITU-T Study Group 20: loT and its applications, including smart cities and
communities”.

OASIS runs a Technical Committee on Message Queuing Telemetry Transport (MQTT)
https://www.oasis-open.org/committees/mqtt. It is producing a standard for the Mes-
sage Queuing Telemetry Transport Protocol compatible with MQTT V3.1, together
with requirements for enhancements, documented usage examples, best practices,
and guidance for use of MQTT topics with commonly available registry and discovery
mechanisms. As an M2M/Internet of Things (loT) connectivity protocol, MQTT is de-
signed to support messaging transport from remote locations/devices involving small

OASIS code footprints (e.g., 8-bit, 256KB ram controllers), low power, low bandwidth, high-
cost connections, high latency, variable availability, and negotiated delivery guaran-
tees.

https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=mgqtt

OASIS also runs Advanced Message Queuing Protocol (AMQP) Description: Ubiquitous,
secure, reliable internet protocol for high speed transactional messaging
https://www.oasis-open.org/committees/amap.

3GPP GERAN group is in charge of 2G standardisation and the RAN group, of 3G-4G stand-
ardisation (including the sub-group for connected objects in 4G, called LTE MTC).

OIC works on defining the connectivity requirements for devices including the
(o] [« definition of the specification, certification and branding to deliver reliable interop-

erability; IP protection; provide an open source implementation of the standard.
http://openinterconnect.org/developer-resources/specs/

Others (including stakeholder groups, technology platforms, research projects
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AIOTI

EC

IVA

W3C

UK

Finland

LoRa Alliance

IIC

The Alliance for Intemet of Things Innovation (AIOTI) created under the Commission’s
auspices has the goal to promote interoperability and convergence between standards,
facilitate policy debates and prepare a Commission’s initiative for large scale testing and
experimentation, tabled for 2016. Forging new alliances between loT sectors, stakehold-
ers, large companies, SMEs and start-ups help Europe get a global lead in this field and
will foster a Digital Single Market for loT.

AIOTI Working Group 3 focuses on standardisation.

The Commission published a 51M€ call (H2020 ICT-30). The initiative cuts across several
technological areas (smart systems integration, cyber-physical systems, smart networks,
big data), and targets SME and loT innovators for to create an open loT environment.
Amongst AlOTI's European largest technical and digital companies are:

-Alcatel, Bosch, Cisco, Hildebrand, IBM, Intel, Landis+Gyr, Nokia, ON Semiconductor , Or-
ange , OSRAM, Philips, Samsung, Schneider Electric, Siemens, NXP Semiconductors, STMi-
croelectronics, Telecom Italia, Telefonica, Telit, Vodafone, Volvo, start-ups (SIGFOX)...
-Representatives of different industries: nanoelectronics/semiconductor companies, Tele-
com companies, Network operators, Platform Providers (loT/Cloud), Security, Service pro-
viders, sectors: energy, utilities, automotive, mobility, lighting, buildings, manufacturing,
healthcare, supply chains, cities etc.
https://eceuropa.eu/digital-agenda/en/news/launch-alliance-internet-things-innovation

There are several projects funded by the European Commission, which are integrat-
ed in the Internet of Things Research in Europe Cluster (IERC) that are dealing with
aspects of the standardisation in loT: CALIPSO, GAMBAS, IOT.EST, OPENIOT, UIOT6,
SPRINT and PROBE-IT. In particular, OPENIOT deals with standardisation of open
source solution for creating utility/cloud based environments of internet-connected
objects, SPRINT has an active contribution to W3C (web services), OMG (e.g., on ex-
change formats, APIs) and OASIS (data exchange formats), PROBE-IT validates stand-
ards or pre-standards on European and International Level and perform pre-norma-
tive research work on standardisation requirements. Also, the Future Internet PPP
(FI-PPP) deals with some issues connected to the standardization of the loT.

Intemet of Things (IoT) is a sub-project within ICT for Sweden with the objective of sup-
porting the entire value chain, from business benefits to sensors.
http://www.iva se/lVA-seminarier/Interet-of-Things-loT-—fran-affarsnytta-till-sensorer/

W3C kick off in April 2015, after having organised a workshop on “Web of Things” in
June 2014. http://www.w3.0rg/2014/02/wot/

the KTN (Knowledge Transfer Network) loT interest group
https://connect.innovateuk.org/web/internet-of-things

loT Cluster supporting investments in loT
http://www.investinfinland.fi/industries/rd-and-innovation/internet-of-things-in-fin-
land/124

Specifications intended for wireless battery operated Things in regional, national or
global network. LoRaWAN target key requirements of internet of things such as se-
cure bi- directional communication, mobility and localization services

Work on promoting the uptake of technologies around industrial internet including
building confidence around new and innovative approaches to security; develop use
cases and test beds; influencing global standards development and facilitating open
forums to share and exchange best practices.
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C.3 MSP Members’ and Stakeholders’ remarks

Security, privacy and management of control of the access to and ownership of data are essential for the development
of Smart Grids. Without wide acceptance by commercial users and consumers, the role of Smart Grids would be limited
to specific vertical markets only. There are a number of global activities ongoing in the area of loT standardisation. In
particular there are the oneM2M partnership project to which ETSI contributes; relevant standardisation activities in
IEG a focus group in ISO/IEC JTC 1, the standards project on MQTT (Message Queuing Telemetry Transport) in OASIS.

loT requirements coming, e.g. from retail manufacturing, automotive, aeronautics, pharmaceutical, medical equipment
industry and the medical sector in general should be taken fully into consideration. Security, privacy, management of
control of the access to and ownership of data are essential for the development of loT. Without acceptance by com-
mercial users and consumers, the role of loT would be limited to specific vertical markets. A wide acceptance would
bring the benefits accessible through loT mechanisms, e.g. for manufacturing and for manufactured products, in m/e/
Health applications.

loT requires the interlinking of often disparate standards. These standards are often the product of different
SDOs. There is a need to bring these bodies and their standards together to achieve the often small changes needed
that allow products and services to interoperate.

Existing standards should be checked for account to the protection of individuals with regards to the processing of
personal data and the free movement of such data in the light of the proposal for a General Data Protection Regulation
COM(2012) 11 final. Identification and where needed development of specific Privacy by Design standards should be
done.

In the loT context, understanding the demands of the users towards standardisation is an absolute
need and it would be beneficial to study the accessibility needs of users.

D. Proposed new standardisation actions
D.2 Other activities around standardisation

ACTION 1: |oT standards gap analysis.
In the loT context understanding the demands of the users towards standardisation - including the
accessibility needs of users - is an absolute need. Based on this, understanding how these demands are
met - or not yet met - by the current status of standards; and how coordination within the loT standards landscape
could take place is essential.-Continue activities on standards landscaping and gap analysis as set up in ETSI with
a Specialist Task Force to perform these tasks, targeting to develop a set of deliverables, which are expected to
become supporting reference for the Large Scale Pilots (LSPs):

1. Standards landscape for loT (who does what, what are the next milestones) and identification of potential

interworking frameworks (e.g. oneM2M)
2. Identifying any remaining gaps to be addressed in standards to achieve the loT vision

Holding thematic workshops for specific industries. These workshops will handle the following application domains:
Smart living (including e-health) and Smart cities including an early study of how a connected car scenario is im-
proving services management.

ACTION 2: Establish some cooperation amongst SDOs working on standards landscaping and gap analysis in
order to leverage on the results and reduce duplication of work and efforts.

ACTION 3: Address the semantics of standards for better data interoperability.

ACTION 4: High level events

In parallel, DG CNECT is following up Internet Standardisation and maintains contacts at the high-
est level with key European and international SDOs that could be shaped in organising roundtables or other
high-level events with participation of SDO key figures, policymakers EU and global industry and the Commission.
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3.5.7. Network and Information Security

A. Policy objectives

The European Cyber Security Strategy and the accompanying legislative proposal on Network and Information Se-
curity foresee actions on the promotion of the development and of the take-up of ICT security standards.
A Network and Information Security Public-Private Platform (NIS Platform) has been implemented by the Com-
mission with representation of various stakeholders.

B. Legislation and policy documents

B.1 At European level
 Cybersecurity Strategy of the European Union: An Open, Safe and Secure Cyberspace - JOIN(2013) 1 final - 7/2/2013
» Proposal for a Directive of the European Parliament and of the Council concering measures to ensure a
high common level of network and information security across the Union - COM(2013) 48 final - 7/2/2013
-EN
» COM(2015)192 “A Digital Single Market Strategy for Europe”

C. Standardisation needs, ongoing activities and progress report

C.1 Commission perspective and progress report

- For security and notification requirements for operators of essential services, the fo-cus will be on estab-
lishing a number of reference standards and/or specifications rel-evant to network and information security,
including, where relevant, harmonized standards, to serve as a basis for encouraging the coherent adoption
of standardisation practises across the Union.

- For, security and notification requirements for digital service providers, in line with the objectives of the
Digital Single Market strategy, the Directive aims to establish a harmonised set of requirements so that they
can expect similar rules wherever they operate in the EU.

It is important that all levels of an organization - in particular the strategic level or the management board room -
are aware of the need for standards and frameworks in the field of cyber security. Moreover, between organizations
that are partners in (vital) online chains will have to be made clear agreements on the different standards.

C.2 Ongoing standards developments

ORGANISATION SHORT DESCRIPTION & weblinks

Cyber Security Coordination Group (CSCG). CSCG White Paper “Recommendations for a Strat-

CEN, egy on European Cyber Security Standardisation” was published in April 2014. Also the work
CENELEC, going on in the area of biometrics contributes to the broader standardisation activities around
ETSI Cyber Security. http://www.cscg.focusict.de

PKCS 11 standardisation project for cryptographic tokens controlling authentication informa-
tion (such as personal identity), see https://www.oasis-open.org/committees/pkcs11
Key Management Interoperability Protocol (KMIP) for enterprise encryption key administration
and deployment.
Cyber Threat Intelligence (CTI) TC

OASIS A new committee (2015) defining a set of information representations and protocols to
support automated information sharing for cybersecurity situational awareness, real-time
network defense, and sophisticated threat analysis.
https://www.oasis-open.org/committees/kmip
SAML TC
https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=security
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OIDF

ISO/IEC JTC 1

ITU-T

ETSI

Risk and Incident Sharing and Coordination Working Group [RISC]

RISC (chartered 2015) provides data sharing schemas, privacy recommendations and protocols
to share information about important security events in order to thwart attackers from leveraging
compromised accounts from one Service Providerto gain access to accounts on other Service Pro-
viders.RISCfocusesonpeertopeersharingofinformationrelatedtothestateofindividualaccounts.
http://openid.net/wg/risc/charter/

SC 27 work is ongoing on the following work areas
1. Security requirements capture methodology
2. Management of information and ICT security; in particular information security manage-
ment systems (ISMS), security processes, security controls and services
3. Cryptographic and other security mechanisms, including but not limited to mechanisms for
protecting the accountability, availability, integrity and confidentiality of information
4. Security management support documentation including terminology, guidelines as well as
procedures for the registration of security components
5. Security aspects of identity management, biometrics and privacy
6. Conformance assessment, accreditation and auditing requirements in the area of infor-
mation security
7. Security evaluation criteria and methodology
http://www.iso.org/iso/home/standards_development/list_of_iso_technical_committees/iso_
technical_committee.htm?commid=45306

IS0 29115 entity authentication framework.
http://www.iso.orgfiso/iso_catalogue/catalogue_tc/catalogue_detail htm? csnumber=45138
Ongoing projects and deliverables:

ISO/IEC 27001 - Information security management systems - Requirements

ISO/IEC 29101 - Privacy architecture framework

ISO/IEC 29151 - Code of practice for PII protection

ISO/IEC 29190 - Privacy capability assessment model

SG17: study group on security: standardizes network and information security where numer-
ous ITU-T Recommendations have been developed including the security Recommendations
under the ITU-T X-series

http://itu.int/ITU-T/go/sgl7
http://www.itu.int/en/ITU-T/studygroups/2013-2016/17/Pages/default.aspx
http://www.itu.int/ITU-T/recommendations/index_sg.aspx?sg=17.

SG17 / Q10/17 - Identity management architecture and mechanisms
http://www.itu.int/itu-t/workprog/wp_block.aspx?isn=2048

Standardization activities in the network and information security space and in anti-malware
technologies, including in the encryption, fixed and removable storage, and hard copy devices
areas, as well as applications of these technologies and cyber security in smart grids.
http://standards.ieee.org/develop/msp/nis.pdf.

ETSI TC CYBER has started work in several areas, has currently 11 active documents with two
reports already published which provide guidance on critical security controls and security by
default for products and services. Other areas of work include critical infrastructure protection,
privacy matters, cybersecurity issues related to NFV and Lawful Interception, post quantum
computing, security design requirements, the creation of a structured way to share information
on threats, and a document to keep track of the evolution of global cybersecurity ecosystem.
http://portal.etsi.org/tb.aspx?tbid=824&SubTB=824.

NFV  SEC https://portal.etsi.org/tb.aspx?tbid=799&SubTB=799
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ORGANISATION SHORT DESCRIPTION & weblinks

The Managed Incident Lightweight Exchange (MILE) WG ( https://tools.ietf.org/wg/mile/charters)
develops standards to support computer and network security incident management. The WG
is focused on two areas: IODEF (Incident Object Description Exchange Format, RFC5070), the
data format and extensions to represent incident and indicator data, and RID (Real-time In-
ter-network Defense, RFC6545), the policy and transport for structured data.
The Security Automation and Continuous Monitoring (SACM) WG ( https:/tools.ietf.org/wg/
sacm/charters) is working on standardizing protocols to collect, verify, and update system se-
IETF curity configurations that allow high degree of automation. This facilitates securing informa-
tion and the systems that store, process, and transmit that information. The focus of the WG
is the assessment of network endpoint compliance with security policies so that corrective
measures can be provided before they are exposed to those threats.

The aim of DDoS Open Threat Signaling (DOTS) WG ( https://tools.ietf.org/wg/dots/charters) is
to develop a standards based approach for the realtime signaling of DDoS related telemetry
and threat handling requests and data between elements concerned with DDoS attack detec-
tion, classification, traceback, and mitigation.

SA WG3 is responsible for security and privacy in 3GPP systems, determining the security and

privacy requirements, and specifying the security architectures and protocols. The WG also
3GPPP ensures the availability of cryptographic algorithms which need to be part of the specifica-

tions.

http://www.3gpp.org/specifications-groups/sa-plenary/sa3-security

C.3 MSP Members’ and stakeholders’ remarks

The Dutch government has selected a group of security standards for its comply or explain regime: DNSSEC, DKIM,
SAML, ISO 27001/2, TLS, and is actively using different adoption strategies to get the standards implemented.

In addition to the actions and objectives addressed so far there may be further work on cyber resilience with the
broad scope of topics under discussion, in particular on Real-time availability; Availability architecture; Availability
management; Threat management/intelligence; Data breach notification; Security breach notification; Data centric
security; Code scanning; APT control maturity model of framework.

There are also some overlaps with the Rolling Plan item covering Electronic identification and trust services such
as electronic signatures (M460) which contribute to the building of trust in the European Digital environment. The
output of the CRISP project (Evaluation and certification schemes for security products) will allow further standard-
isation activities in this area.

Stakeholder alliances like CSA (Cloud Security Alliance) and others in addition provide Best Practices in the area of
cyber security.

D Proposed new standardisation actions
D.1 Standards developments

ACTION 1: Work on ensuring privacy and improving existing standards regarding the protection of individuals with
regards to the processing of personal data.
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D.2 Other activities around standardisation

- ACTION 2: Investigate on suggestions for further improvements of standards and specifications in the area
of Network Security. This may include recommendations regarding the further development of DNSSEC
DOTS and I2NSF within IETF. In addition the NIST Cyber Security Framework may provide some background
for further progress on achieving better cyber security.

- ACTION 3: Investigate on work addressing issue of malware on personal computers. ENISA (European
Union Agency for Network and Information security) has concluded that many personal computers contain
malware that is able to monitor (financial) transactions. As we are becoming increasingly dependent on
eBusiness and e-transactions, a European initiative should investigate this topic.

ACTION 4: Investigate options for collaboration to defeat and remedy attacks

No single organization has enough information to create and maintain accurate situational awareness of the threats
facing itself or its users. This limitation is overcome by sharing of relevant cyber threat information among trusted
partners and communities in consistence with the agreed interests of their users.

ACTION 5: Investigate requirements on secure protocols for networks of highly constrained devices and heavily
constrained protocol interaction (low bandwidth/ultra-short session durations (50ms)/low processing capabilities).

ACTION 6: Investigate the impact of cyber security standardisation activities on the Internet of Things (IoT)

ACTION 7: Investigate work on standardisation of cyber security capabilities of ICT vendors in terms of strategy
governance and control; standards and processes; laws and regulations; human resources; research and develop-
ment; verification; third-party supplier management; manufacturing; delivering services securely; issue, defect and
vulnerability resolution; and audit.

ACTION 8: Create awareness about available international and global standards and frameworks on cyber security
and promote their use and implementation.

ACTION 9: Investigate on the availability of standards as regards to the security and inci-dent notification require-
ments for Digital Service Providers as defined in the NIS Di-rective
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3.5.8. ePrivacy

A. Policy objectives

The enforcement of the EU data protection and privacy legal framework is made easier if data processing products
and processes are designed and built from the beginning with legal requirements in mind. This is referred to ‘pri-
vacy by design’. Standards may set forth the basic requirements for privacy by design for products and processes,
minimising the risk of (i) divergent national approaches, with their concomitant risks to freedom of movement of
products and services, and (ii) the development of several, potentially conflicting, private de-facto standards.

This could be combined with the emergence of certification services: economic operators wishing to have their
products and processes audited as being “privacy by design” compliant, would have to fulfil a set of requirements
defined through appropriate EU standards and robust, independent third party certification mechanisms.

Article 17 of the Data Protection Directive requires that data controllers implement appropriate technical and or-
ganization measures to prevent unlawful data processing. Instruments like Privacy by Design and privacy risk
assessment by controllers may help minimise these risks, though the cooperation of processors also is required.

B Legislation and policy documents
B.1 At European level

The following legal instrument should be considered at European level:

« The ePrivacy Directive. Article 14(3) provides that “Where required, measures may be adopted to ensure

that terminal equipment is constructed in a way that is compatible with the right of users to protect and

control the use of their personal data, in accordance with Directive 1999/5/EC and Council Decision 87/95/

EEC of 22 December 1986 on standardisation in the field of information technology and communications)”.

- The Data Protection Directive includes provisions which indirectly, in different situations, suggest the imple-

mentation of privacy by design. In particular, Article 17 requires that data controllers implement appropriate
technical and organization measures to prevent unlawful data processing.

Proposed Data Protection Regulation. Article 23 requires data protection by design and by default.

- The 1999/5 RTTE Directive, and Directive 2014/53/EU on the harmonization of the laws of the Member
States relating to the making available on the market of radio equipment and repealing Directive 1999/5/EC.
Article 3(3)(c) of this Directive requires that radio equipment within certain categories or classes shall be so
constructed that it [...] incorporates safeguards to ensure that the personal data and privacy of the user and
of the subscriber are protected” The Commission is empowered to adopt delegated acts specifying which
categories or classes of radio equipment are concerned by each of the requirements.”.

B.2 Others

The Commission published in June 2015 a Study on “ePrivacy Directive: assessment of transposition, effectiveness
and compatibility with the Proposed Data Protection Regulation, SMART 2013/0071”. It contains in-depth analysis
of national implementation of several key provisions (namely Article 1 and 3 on the scope, Article 5 on confidential-
ity of communications, Article 5(3) on cookies and similar technologies, Article 6 and 9 on traffic and location data
and Article 13 on commercial communications. See the study: http://ec.europa.eu/digital-agenda/en/news/epriva-
cy-directive-assessment-transposition-effectiveness-and-compatibility-proposed-data

The Internet Architecture Board (IAB) provides a list of the national transpositions of Art 5.3 of the ePrivacy Directive,
see http://www.iabeurope.eu/policy/e-privacy.

26 Having regard to the state of the art and the cost of implementation, the controller shall, both at the time of the determination of the means
for processing and at the time of the processing itself, implement appropriate technical and organisational measures and procedures in such
a way that the processing will meet the requirements of this Regulation and ensure the protection of the rights of the data subject.”
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C. Standardisation needs, ongoing activities and progress report

C.1 Commission perspective and progress report

The focus will be on establishing a number of reference standards and/or specifications relevant to privacy in the
electronic communications environment, including, where relevant, harmonised standards, to serve as a basis for
encouraging the coherent adoption of standardisation practises across the Union.

The Commission recently has proposed a mandate to European Standards Organisations seeking to routinely in-
clude privacy management methodologies in both the design and production phases of cybersecurity technologies
generally.

C.2 Ongoing standards development

Various activities are in place, as detailed in the table below. Due account should also be taken of the activities of
the DG GROW Working Group on “Privacy by Design”, which includes standardisation participants as well as other
stakeholders. The European Commission proposed a standardisation request/mandate in support of the implemen-
tation of privacy management in the design and development and in the production and service provision processes
of security technologies, which was approved in October 2014. The aim of M/530, “Standards for privacy & personal
data protection management”, is for manufacturers & providers to manage privacy & personal data protection is-
sues through privacy-by-design. At the beginning of 2015, CEN-CENELEC JWG 8 “Privacy Management in products
and services” was set up to execute M/530. A work programme should be elaborated in the second half of 2015
with work foreseen to start in 2016.”.

ORGANISATION SHORT DESCRIPTION & weblinks

ETSI TC Cyber is starting work on the EU Mandate M/530

CEN/CENELEC CEN-CENELEC JWG 8 is addressing the EU Mandate M/530

IEEE CEN-CENELEC JWG 8 is addressing the EU Mandate M/530

W3C Initiative to develop specifications by which Internet users may express their permis-

sion (or the withholding of their permission) to have their presence and activities on
websites tracked (the “Do Not Track” concept), and to help Internet users to express
their agreement or disagreement to be tracked on the Internet.

http://www.w3.0rg/201 1/tracking-protection/

OASIS Privacy by Design Documentation for Software Engineers standards project (PbD-SE):
https://www.oasis-open.org/committees/pbd-se

OASIS Privacy Management Reference Model (PMRM) project
https://www.oasis-open.org/committees/pmrm,

IETF IETF’s Internet Architecture Board established a Privacy Program to serve as a forum
for synthesizing IETF privacy thinking and privacy design considerations
http://www.iab.org/activities/programs/privacy-program/

IETF Privacy Considerations http://tools.ietf.org/html/draft-iab-privacy-considerations-09

ISO/IEC JTC1 ISO/IEC Joint Technical Committee 1's Subcommittee 27 on IT Security Technologies pub-
lished a Code of Practice for protection of personally identifiable information (PIl) in public
clouds(ISO/IEC 27018:2014), and is developing a draft intemational standard Privacy Capa-
bility Assessment Model (ISO/IEC DIS 29190)
http://www.iso.orgfiso/iso_technical_committee?commid=45306

ITU-T ITU, through a variety of activities, is examining issues related to building confidence and
security in the use of ICTs, including stability and measures to combat spam, malware,
etc, and to protect personal data and privacy (ref. Plenipotentiary Conference, Guadalaja-
ra 2010, Resolution 130). ITU-T has been developing ITU-T standards which address pro-
tection of personally identifiable information such as in Recommendations ITU-T H.233,
H.234, H.235.0, H.235.9, J.93, J.96, J.125, T.807, X.272, X.1081, X.1086, X.1092, X.1142,
X.1144,X.1171, X.1250, X.1252, X.1275, X.1580, Y.2720, and Y.2740
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Others (including stakeholder groups, technology platforms, research projects

ORGANISATION SHORT DESCRIPTION & weblinks

Z

::s: User-Managed Access (UMA)

a UMA is an OAuth-based protocol designed to privacy-enable websites by giv-

.":;:, ing web users a unified control point for authorizing who and what can get ac-

0 cess to their online personal data, content, and services, no matter where hosted.

% http;//kantarainitiative.org/confluence/display/uma/Home

g CONSENT & INFORMATION SHARING WORKGROUP (CIS)

> KANTARA Individuals’ capacity to manage their privacy is increased if they are able to aggregate and

X manage consent & information sharing relationships with consent receipts. Standardized

:’: consent receipts also provide a channel for organisations to advertise trust. The core re-
ceipt specification addresses general, or regulatory, consent requirements. More elaborate
consent receipts can become a vehicle for trust networks, federations, trust marks, privacy
icons, assurances, certifications and self asserted community and industry reputations.
https://kantarainitiative.org/confluence/display/infosharing/Home

C.3 MSP Members’ and stakeholders’ remarks

Management of controls over the access to and ownership of data should be considered essential for an effective
implementation of privacy measurements.

D. Proposed new standardisation activities
D.1 Standards developments

In the light of the accountability and privacy by design principles, ICT standards generally should be created in
order to ensure a high level of protection of individuals with regards to the processing of personal data, and the
free movement of such data, and the application of Privacy by Design methodologies. Privacy and data protection
standards should thus be examined, developed or improved as necessary, so as to provide standardised methods
that support that review and improvement in due respect of EU data protection rules.
Proposed specific areas on which to focus are:

- ACTION 1: Continuing work on standardising browser functionalities and defaults to enable users to easily

control whether they want to be tracked.
- ACTION 2: location data used by mobile applications.

D.2 Other activities around standardisation

- ACTION 3: Promote EU-wide attention to standardization of privacy statements and terms & conditions,
given the existing state of mandatory acceptance of diverse, ambiguous and far-reaching online privacy
conditions taking into account the ongoing reform of the Data Protection Directive. The Kantara CIS work
could be used as a basis for this action.

- ACTION 4: further investigation of technical measures apt to make personal data anonymous or pseu-
donymised (and therefore unintelligible by those who are not authorised to access them) may be warranted.

- ACTION 5: Further investigation of standards based on a user-centric approach to privacy & access
management may be warranted: see http://www.laceproject.eu/blog/give-students-control-data/ and
http://www.lvm fi/julkaisu/4440204/mydata-a-nordic-model-for-human-centered-personal-data-manage-
ment-and-processing.

- ACTION 6: Start processes for investigating on requirements to privacy standardisation deriv-
ing from Internet of Things (loT).

- ACTION 7: preventing unwarranted pervasive monitoring by default when developing standards. This is not
only relevant in the context the internet but also the Internet of Things.

- ACTION 8: Secure coding standards for secure application development: EU-wide attention to
standardization of privacy statements and terms & conditions, given the existing state of mandatory ac-
ceptance of diverse, ambiguous and far-reaching online privacy conditions, taking into account the ongoing
reform of the Data Protection Directive and the emergence of the Internet of Things. (The emergence of the
Internet of Things where (embedded) devices process personal data of the owner of the device and others
provides additional challenges to transparency and informed cons
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3.5.9. E-Infrastructures for Research Data and Comput-
ing-Intensive Science

A. Policy objectives

Research Data and Computing Infrastructures fostering a paradigm shift in Science (Digital Science/eScience).

The emergence of data driven science reflects the increasing value of a range of observational, sensor, simulation,
streaming and experimental data in every field of science. Data e-infrastructures link knowledge territories blurring geo-
graphical and disciplinary boundaries.

The present European and global research data landscape is highly fragmented, by disciplines or by domains (oceanog-
raphy, life sciences, health, agriculture, space, climate, etc.). A variety of institutions, some national, some intemational,
strive to deal with some aspects of data, but no effort exists where some degree of coherence is achieved or even sought.

Some research domains are experiencing exponential growth of data produced with doubling rates that can be as short as
a few months (seven months in the case of second generation sequencing of genes), while others plan new instruments
that will suddenly produce enormous amounts of data.

To create a competitive European Research Area, Europe has already invested a significant amount of resources in mod-
emizing the European landscape of Research Infrastructures and facilities of excellence.

The ESFRI roadmap stretches across a range of scientific disciplines in different European nations and includes recom-
mendations for a suite of ambitious initiatives in areas such as biological and medical sciences, environment, social
sciences and humanities, geophysics and astronomy, physical and engineering.

A large number of data e-infrastructures, mixing competences of scientific communities and technology providers, have
been launched in domains of astronomy, earth and ocean observation, climate, environment and biodiversity, etc. Other
e-infrastructures initiatives were launched cutting-across disciplinary domains providing a participatory network of Open
Access repositories at European scale and filling the gap between user-application and generic e-infrastructure layers for
high-volume storage, data interoperability, high-performance computing and connectivity layers.

All these initiatives have a common aspect: they are the biggest research data factories of the present and the future.
Some are led by large research infrastructures and others by collaborative undertakings of e-infrastructure service pro-
viders (university and national libraries, data-centers, super-computing centers, etc.).

B. Legislation and policy documents

B.1 European legislation and policy documents

e-Infrastructures supporting the European policies

The European Commission adopted in July 2012 a package consisting of a Communication and a Recommendation
on aspects of open access, preservation and e-infrastructures for scientific information. It outlines a framework
to optimize the incentives for scientific discovery and support collaboration across disciplinary and geographical
boundaries, and to further develop the European innovation capacity.

* COM(2012) 401 final: Communication from the Commission to the European Parliament, the Council, the
European Economic and Social Committee and the Committee of the Regions - Towards better access to sci-
entific information: Boosting the benefits of public investments in research.

+ COM(2012) 4890 final: Commission Recommendation on access to and preservation of scientific information.

The policy line has been defined to a great extent. There are some key issues on the policy side related with how funders
will cooperate on the different “flavours” of OS (Green/Gold, etc.). That could include support for Open Access mandates
and monitoring of Member State and Horizon 2020 progress. On the e-Infrastructure side, the time is now to implement
the policies, improving European Capacity in this domain (linking publications and research data) to face the increasing
demand of new services, involving the key stakeholders and ensure global interoperability of repositories.

E-infrastructure core services are being used by many players in the scientific publishing business. These include digital
object and author identifier infrastructure services (e.g. DataCite, ORCID). These are playing an increasingly important
role in improving the usability of the scientific data resources as well as enabling data publication. They include also the
promotion of authorization and authentication infrastructures services (AAA Infrastructures) that are expected to increase
trust in the scientific information services.
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B.2 Others

Member States follow this area through the group of “National Reference Points” (NRPs).

To creating a competitive European Research Area, Europe has already invested a significant amount of resources
in modernizing the European landscape of Research Infrastructures and facilities of excellence. The ESFRI roadmap
stretches across a range of scientific disciplines in different European nations and includes recommendations for a
suite of ambitious initiatives in areas such as biological and medical sciences (ELIXIR, BBMRI), environment (Life-
Watch, ENES, EPOS), social sciences and humanities (CLARIN, CESDA, DARIAH), geophysics and astronomy (SKA,
EISCAT-3D, EPQS), physical and engineering (WLCG and ISIS). A large number of data e-infrastructures, mixing
competences of scientific communities and technology providers, have been launched in domains of astronomy
(Euro-Virtual Observatory), earth and ocean observation (SCIDIP-ES, GeoSEAS, iMarine), climate (METAFOR, ESPAS),
biodiversity (4D4Life, VIBRANT, PESI), etc. Two important e-infrastructures were launched that cut-across discipli-
nary domains: OpenAlIRE, providing a participatory network of Open Access repositories at European scale and the
EUDAT initiative filling the gap between user-application and generic e-infrastructure layers for high-volume stor-
age, data interoperability, high-performance computing and connectivity layers.

All these initiatives have a common aspect: they are the biggest research data factories of the present and the
future. Some are led by large research infrastructures undertakings (ESA, EBI, ESO, CERN, EMBL,...) and others by
collaborative undertakings of e-infrastructure service providers (university and national libraries, data-centers, su-
per-computing centers, etc.).

But it is not only about the volume and complexity of the research data produced. The European strategy addresses
the challenges of access and long term preservation recommending that results should become widely and openly
accessible, preserved and curated in a cost effective way in order for citizens to trust the scientific enterprise as
generator of the future knowledge and wealth. All this requires a combination of actions at European and Member
State to exploit synergies and maximize impact.

Open data e-Infrastructures increase scope, depth and economies of scale of the scientific enterprise; they are
catalysts of new and unexpected solutions to emerge by global and multidisciplinary research. They bridge the gap
between scientists and the citizen and are enablers of trust in the scientific process.

C. Standardisation needs, ongoing activities and progress report
C.1 Commission perspective and progress report

Research/Science funders have a common problem when tackling the area of research data infrastructure. The
landscape is geographically fragmented and different disciplines have different practices. It is difficult to build
critical mass and provide common services to different scientific disciplines and take advantage from economies
of scale. Some scientific communities are pushing the envelope and adopting new technologies and others are
lagging behind. Scientists are, at the end of the day, the generators and users of research data in their experiments,
simulations, visualization of complex data arrays, etc. There is a need to bring together competences from different
scientific fields and also the competences of technology and services providers in order to make use of the oppor-
tunities offered by new information and communication technologies.

Interoperable data infrastructures will allow researchers and practitioners from different disciplines to find access
and process the data they need in a timely manner. They can collaborate across different domains of science and
engineering. The innovative power of industry and enterprise will be leveraged by clear and efficient arrangements
for exchange of data between private and public sectors.

How can RDA contribute to the European “Open Science” agenda?
Considerable developments have taken place in providing open access to research publications, and we
are making progress in providing for open data, open source software, and opening educational resources.

These four vectors of open science — open access, open research data, open source software, and open educational
resources — are not only advancing developments in research and education, they are reducing costs in these areas,
making better use of existing computing power, enriching learing experiences, and providing new opportunities for
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service industries in this knowledge-based economy.

C.2 Ongoing standards developments

The Research Data Alliance (RDA) is not a fora standardisation organisation but is a mechanism to speed-up the
adoption of standards for research data and computing infrastructures. RDA is a strategic and ambitious initiative
(http://rd-alliance.org/) responding to the need of research communities and operators of research infrastructures
to have interoperable global data infrastructure. RDA brings the best worldwide competence together to build the
data infrastructure for data-intensive science.

The European Commission is supporting the efforts on data infrastructure and policy developments centred on
openness and interoperability. They have the potential to structure the global knowledge space, increase scope,
depth and economies of scale of the scientific enterprise. And, not least, they bridge the gap between scientists and
the citizen and are enablers of trust in the scientific process.

E-infrastructures standardisation work needs to have synergies and be aligned with work in other areas. Exchange
of information in both directions should be promoted for activities belonging to the areas of data and cloud com-
puting among others.

ORGANISATION SHORT DESCRIPTION & weblinks

Supports the EC strategy to achieve global scientific data interoperability in a way that real
RESEARCH DATA actors (users and producers of data, service providers, network and computing infrastruc-
ALLIANCE tures, researchers and their organisations) are in the driving seat. It has MoUs with related
standardisation activities/organisations: IETF, W3C, ICSU/CODATA. Synergies with other or-
ganisations/activities will need to be identified in the future.

Regarding the global e-infrastructure, the ITU is using the Digital Object Architecture (DOA),
on which is based the Recommendation ITU-T X.1255 “Framework for discovery of identity
management information

ITU-T
SG13 works on a Recommendation on the basic principles of a trusted environment
http://itu.int/ITU-T/go/sg13

Other activities related to standardisation

Related topics in H2020 WP on Research Infrastructures including e-Infrastructures (proposals selected within these
calls may contribute to standardisation):

TOPIC SHORT DESCRIPTION & weblinks

EINFRA-1-2014 Managing, preserving and computing with big research data
EINFRA-3-2014 Towards global data e-infrastructures — Research Data Alliance
EINFRA-8-2014 Research and Education Networking — GEANT
INFRASUPP-7-2014 e-Infrastructure policy development and international cooperation

C.3 MSP Members’ and Stakeholders’ remarks

RDA will be a good support to tumn the proposed Framework for Action for Data Infrastructures into practice. The
Commission run a public consultation on the key priority areas for H2020 on data Infrastructures which received
an excellent feedback. Stakeholders are motivated and, above all, ready to come together and turn the identified
priorities into real action. Europe will consolidate its role of a global partner and a global leader in research data
infrastructures.
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D. Proposed new standardisation actions
D.1 Standards developments

In 1991 the EC recommended the CERIF data model to member states. CERIF was initially conceived to document
and exchange research information (funding programmes and projects, researchers and research institutions, etc.)
and has been since adopted by many member states and institutions. The data model continues to be developed
and currently work is ongoing within EuroCRIS (CERIF host organisation) and OpenAIRE initiative to expand the
model to include also research outputs.

There will be synergies with the Open Data domain (see also the Rolling Plan contribution on ‘Data’). An example
of initiatives that is being transferred through a multi-stakeholder collaboration from the Open Data domain to
Research data widely understood is Linked Open Data (LOD), a method of publishing data in a structured form so
that it can be interlinked. LOD is based on standards such as RDF (a W3C recommendation). Its applications are
discussed and implemented in the RDA and in OpenAIRE, for example.

In concrete terms the CERIF data model could be the first standard to be explored. It is already widely used in
research related information (grants, researchers, publications, etc.). Its implementation is being considered now
for the EC research information system (CORDA). Next steps will include discussions with Eurocris and also in the
framework of RDA more generally. Related activity could be included in future research infrastructure funding
programmes.

In addition RDA will be approached to identify candidates for standards development in the area of research data.
These might come from already existing initiatives in specific research fields or from established general purpose
initiatives (e.g. RDF).

ACTION 1: Identify standards needs and develop them in the area of research data.

ACTION 2: Explore opportunities for collaboration on the use of the Digital Object Architecture (DOA) as an e-in-
frastructure for enhanced information management. E.g. ITU-T is active in this area.
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3.5.10. Broadband Infrastructure Mapping

A. Policy objectives

The high-speed broadband objectives of the Digital Agenda for Europe seek to ensure that, by 2020, all Euro-
peans have access to much higher internet speeds of above 30 Mbps and 50% or more of European households
subscribe to internet connections above 100 Mbps. In this context, GIS-based information about physical broadband
infrastructures and services available in any given area in Europe should be made available as much as possible in
a standardized way in order to facilitate comparison and benchmarking at all levels (European, national, regional,
local). Such interoperable geographical data may support planning and decision making processes of private and
public operators, as well as inform citizens on the current broadband situation in a fast-moving sector.

B. Legislation and policy documents
B.1 At European level

Directive 2014/61/EU of the European Parliament and of the Council on measures to reduce the cost of
deploying high-speed electronic communications networks

Directive 2007/2/EC of the European Parliament and of the Council establishing an Infrastructure for Spa-
tial Information in the European Community (INSPIRE)

Commission Regulation (EU) No 1253/2013 amending Regulation (EU) No 1089/2010 implementing
Directive 2007/2/EC as regards interoperability of spatial data sets and services

C. Standardisation needs, ongoing activities and progress report
C.1 Commission perspective and progress report

Telecom manufacturers, operators and other stakeholders have an interest in assuring a minimum of interoperabil-
ity of broadband infrastructure mapping in order to facilitate the deployment of next generation networks, simplify
their operation, reduce cost and finally open up a single market dimension.

In order to achieve the EU broadband objectives of the Digital Agenda Europe, reliable and valid data on existing
and planned broadband infrastructures, services offered, demand and investment is fundamental. A standardised
mapping of broadband infrastructures and other related data will help identify gaps of broadband coverage and
take-up in the EU and identify suitable areas of investment. Additionally, it will avoid duplication of financing as
subsidies can be allocated to areas truly affected by market failure.
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C.2 Ongoing standards development

Standards developments

ORGANISATION

SHORT DESCRIPTION & weblinks

ITU-T

SG11 is developing a draft Recommendation Q.in_speed_test “Unified methodology of
Intemet speed quality measurement usable by end-users on the fixed and mobile net-
works”. The best experience on the implementation of the Intemet speed measurement
system shows that it could be easily coupled with GIS-based information and therefore it
can provide reliable data on existing and planned broadband infrastructure. There is on-
going collaboration with OECD aiming to evaluate the ITU framework to measure broad-
band Intemet speed access for possible adoption at national level.
http://www.itw.int/ITU-T/workprog/wp_item.aspx?isn=9972

SG15 works on optical transport network, access network, home network, and power utili-
ty network infrastructures, systems, equipment, optical fibres and cables, and their related
installation, maintenance, management, test, instrumentation and measurement tech-
niques, and control plane technologies to enable the evolution toward intelligent transport
networks, including the support of Smart Grid applications. http://www.itu.int/ITU-T/go/
sgl5

SG12 works on performance, quality of service (QoS) and quality of experience (QoE) cov-
ering broadband. This work spans the full spectrum of terminals, networks and services,
ranging from speech over fixed circuit-switched networks to multimedia applications over
mobile and packet-based networks. http://www.tu.int/ITU-T/go/sg12

Others (Including Stakeholder Groups, Technology Platforms, Research Projects):

ORGANISATION

SHORT DESCRIPTION & weblinks

INSPIRE

SMART 2012/2020

VIRGO

ECC REPORT 195

Thematic Working Group Utility and Government Services from European Com-
mission Joint Research Centre set out on 2013 “Data Specification on Utility and
Government Services — Technical Guidelines”, a “non-paper” document.

A “Broadband and infrastructure mapping study” (SMART 2012/0022) was con-
tracted by the European Commission.
http://www.broadbandmapping.eu.

In the context of standards-based infrastructure mapping, a European project
VIRGO (Virtual Registry of the Ground Infrastructure) was initiated in 2014 fo-
cused on mapping cloud computing. It is coordinated by Infratel Italia which is
active in broadband mapping in Italy.

The ECC drafted out the Report 195 about Minimum Set of Quality of Service
Parameters and Measurement Methods for Retail Internet Access Services.
http://www.erodocdb.dk/Docs/doc98/official/pdf/ECCREP195.PDF

BEREC FEASIBILITY OF BEREC has published a number of documents on several key topics related to

Qos

net neutrality. In this context BEREC is carrying out a study through a Working
Group on “Feasibility of QoS Monitoring in the context of NN” for which the
deliverable is expected Q4/2015.
http://berec.europa.eu/eng/berec_office/search?q=net+neutrality
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ITU-T PROJECTS ITU-T Reference Guide G.1011: ITU-T has an appropriate recommendation for
the QoS of different types of most important services in its reference guide
G.1011 Table 9-1.
https://www.itu.int/rec/T-REC-G.1011/en
ITU-T Interactive Transmission Maps of Backbone Broadband Connections
worldwide: The scope of this ITU project is to research, process and create Maps
of core transmission networks (Optical Fibres, Microwaves, Submarine Cables
and Satellite Links) for the following ITU regions: Arab region, CIS region, EUR
Region, Asia Pacific region, North America region, Latin America and the Carib-
bean region, and the Africa region.
http://www.itu.int/en/ITU-D/Technology/Pages/InteractiveTransmissionMaps.aspx

SMART 2012/0046 TENDER The internet is important basic infrastructure, but public efforts to monitor this
complex system have been somewhat scattered. This study is analyzing exist-
ing internet monitoring tools and methodologies and providing concrete recom-
mendations about the needs and the next steps that Europe should take in this
area. http://internet-monitoring-study.eu/

SMART 2014/0016 EC launched the project SMART 2014/0016 - Mapping of Broadband Services
in Europe on 05/07/2015. This mapping project aims at the development of an
EU integrated monitoring platform that will aggregate and benchmark mapping
measurements of the services provided by broadband networks, notably from
two dimensions: Quality of service (QoS) (data on marketed speeds/quality) and
Quality of Experience (QoE) (actual users experiences data to be pulled from
crowdsourcing applications). The contractor will build a sustainable database
easy to be updated and statistically relevant doing data pulling and collection
from existing sources while designing the qualification process of the self-report-
ing applications and an associated mapping application. This will allow mapping
broadband at EU, national and regional levels using GIS-based state of the art
applications.
https://etendering.ted.europa.eu/cft/cft-display.html?cftid=747

D. Proposed new standardisation activities
D.1 Standards developments

ACTION 1 Develop an inventory of existing standards or standardisation in progress related to the broadband
infrastructure mapping activity (e.g. ITU-T SG 11 draft Recommendation Q.int_speed_test).

ACTION 2 Develop standardised ways and guidelines to map broadband infrastructures, services offered, de-
mand status and (future) investments.

D.2 Other activities around standardisation

GROW_RollingPlan_2016_ICT_standardisation_BROCHURE_160225.indd 133

2o

3.5. Key enablers and security m

25/02/16 12:40



ROLLING PLAN FOR ICT STANDARDISATION W 2016

3.5.11. Preservation of digital cinema~

A. Policy objectives

The 2005 European Parliament and Council Recommendation on film heritage recommended Member States to
ensure preservation of cinematographic works. The 4th application report of this Recommendation, published on
3 October 2014, shows that very few Member States are implementing digital workflows to preserve digital or
digitised cinema. Those that have done it, do it using diverging standards. Some Member States, as Germany, are
planning to adopt national standards in this area.

B. Policy documents
B.1 At European level

« Recommendation of the European Parliament and of the Council of 16 November 2005 on film heritage
and the competitiveness of related industrial activities, 0J L 323 of 9.12.2005, p.57.
http://eurlex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32005H0865:EN:NOT

» Council Conclusions on “European film heritage, including the challenges of the digital era”,
adopted in November 2010
http://www.consilium.europa.eu/uedocs/cms_data/docs/pressdata/en/educ/117799.pdf

» Council conclusions on “European Audio-visual Policy in the Digital Era” adopted on 25 Novem-
ber 2014
http://www.consilium.europa.eu/homepage/highlights/council-addresses-european-audiovisual-poli-
cy-in-the-digital-era?lang=en

o 4% Application report of the Film Heritage Recommendation, from 2.10.2014
https://ec.europa.eu/digital-agenda/en/news/european-commissions-report-film-heritage

B.2 Other

- Archival Policy of the Swedish Film Institute http://www.sfi.se/Global/Filmarkivet/Policy%200f%20the%20
Archival%?20Film%20Collections%200f%20the%20Swedish%20Film%?20Institute%20(2012).pdf

« British Film Institute Strategy “2012-2017" Film forever
http://www.bfi.org.uk/about-bfi/policy-strategy/film-forever

« Results of the EU-funded research project EDCine
ftp://ftp.cordis.europa.eu/publ/ist/docs/kad/au_concertation_1006_edcine_en.pdf
http://ec.europa.eu/avpolicy/docs/reg/cinema/june09/edcine.pdf

- Recommendations from the International Federation of Film Archives (FIAF):

- FIAF Technical Commission Recommendation on the deposit and acquisition of D-Cinema elements for
long term preservation and access http://www.fiafnet.org/commissions/TC%20docs/D-Cinema%%20
deposit%?20specifications%20v1%200%202010-09-02%20final%201 pdf

- FIAF Technical Commission Recommendation on the Principles of Digital Archiving http://www.fiafnet.
org/commissions/TC%20docs/Digital%20Preservation%20Principles%20v1%201.pdf

C. Standardisation needs and ongoing activities
C.1 Commission perspective

The film heritage sector would benefit from European standards describing the most efficient digital workflows and
data formats for preservation of digital films. The resulting standards for digital preservation of films could also be
of interest for digital preservation of other type of documents in public administrations.

27  Proposed by CNECT, not revised by the MSP yet.
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C.2 Ongoing standards related developments
ORGANISATION SHORT DESCRIPTION & weblinks

OAIS (Open Archive Information System) — ISO 14721:2012

OAIS http://www.iso.orgfisof/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?csnum-
ber=57284
GERMANY Germany is starting standardization activities at national level to produce one stand-

ard at national level on preservation of digital films

CST/Fraunhofer started a new “Society of Motion Picture and Television Engineers”

CST/FRAUNHOFER (SMPTE) activity for a mezzanine file format of digitized movies based on IMF (Inter-
operable Master Format) which can be extended to a preservation format of digital
films

D. Proposed new standardisation actions

D.1 Standards developments
Future standardisation efforts are necessary in the areas:

ACTION 1: adopt a European standard and the related guidelines on preservation of digital films, based
on existing standardisation activities at national and international level.

D.2 Other activities around standardization

ACTION 2: promote awareness of and the implementation of the European standard among relevant
stakeholders (e.g. European film heritage institutions).
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4.1. Horizontal technologies for ICT infrastructures

On the basic infrastructure for ICT systems work is done in a number of standards organisations that may be 137
applicable to the various policy areas, i.e. of horizontal relevance. This may refer to work done in global open stand-

ards organisations which develop standardised technology components that are widely deployed or work done in

formally recognised standards organisations including the ESOs. Rather than mapping these standards developed

one-to-one to specific policy areas the standards should be considered as building blocks. Metaphorically, one could

see these technologies such as Lego pieces that can be utilised to build complex architectures.

These technologies and the respective standards are not necessarily considered in the specific policy areas listed in
chapter 3 of this Rolling Plan. To this end, the sections under chapter 3 are consequently incomplete. Therefore, the
relevant aspects will be addressed below in order to draw the attention to these horizontal technologies.

It is quite often the case that technologies standardised and maintained by one of the standards organisations
depend on one another. Therefore, in order to specify a standardised solution for a specific policy requirement one
might need to use, for example, a scripting standard (ECMA) with specific object security (IETF) to be used within a
web service (W3C) that runs on top of a transport layer using specific security architectures (both IETF) which in turn
runs on Ethernet (IEEE) and communicates with other systems over wireless networks (IEEE and ETSI).

Utilising relevant specifications will lower the costs of the implementation and reduce specification overhead, there-
by significantly lowering costs and risks in reaching results for the key policy goals. It is therefore recommended
that. While solutions in these policy areas are being standardised, elements that have been or are being stand-
ardised by the respective standards organisation are being considered for use, and that those who partake in
developing the solutions bring their requirements and/or solutions to those global open standards development
organisations when appropriate.

WEB APPLICATION POLICY AREA
Architecture

Architects and implementers are encouraged to seek applicable building blocks and have them submitted for iden-
tification if they have not been identified yet.

Likewise, CAMSS (Common Assessment Method for Standards and Specifications) created by the ISA Programme,
is a method to assess standards and specifications in the field of ICT based on the best practices of Member States
and aligned with the Regulation on Standardisation (No 1025/2012). The CAMSS method is a sound and standard-
ised instrument ensuring that the assessments and selections of standards and specifications are made in a way
which ensures their consistency for increasing interoperability between EU Member States in the area of eGovern-
ment and therefore creating synergies and economies of scale.

The following drawing illustrates those horizontal technology layers which provide building blocks for ICT infrastruc-
tures and systems:
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4.2. Technology Areas, Major Building Blocks
and Relevant Organisations

The chapter below provides a very high level illustrative outline?® of the relevant horizontal technology areas.
For each area examples of major technology building blocks that are covered are listed. Moreover those stand-
ards development organisations are listed which have major activities ongoing in the respective technolo-
gy area and which can act as a source for further information as well as for providing relevant specifications.
This section serves to illustrate the wealth of commonly available and globally deployed building blocks without the
intention of providing a detailed inventory or roadmap.

Technology area: Physical and Link

SCOPE: COVERS TECHNOLOGIES THAT ALLOW DEVICES TO CONNECT TO OTHER DEVICES,
PHYSICAL AND TRANSMISSION SPECIFICATIONS

TECHNOLOGY BLOCKS COVERED Cabling, USB, BUS specifications, Ethernet, WIFI, GSM, LTE,
Signalling and framing specifications

ORGANISATIONS ACTIVE IN CENELEC ITU-T

THESE AREAS ETSI JEDEC
IEEE TIA
ISO/IEC USB-IF

Technology area: Internet-working technologies

SCOPE: COVERS TECHNOLOGIES THAT ALLOW HOSTS OR APPLICATIONS ON INDEPENDENT NET-
WORKS TO COMMUNICATE TO EACH OTHER.

TECHNOLOGY BLOCKS COVERED IP level technologies. For example, Binding to lower layers,
Mobility solutions, Rendezvous, Locator/Identifier splits, Home
networks, Tunnelling, and DNS, intra and inter domain routing,
virtual networking, multi-cast, congestion control mechanism, TCP
maintenance, and various traffic optimisation mechanisms

ORGANISATIONS ACTIVE IN ETSI
THESE AREAS IETF
ITU-T

Technology Area: Applications

The Applications area covers the session presentation and application layer in the OSI model. The ordering below is
somewhat arbitrary.

Applications: Messaging and Media

SCOPE: COVERS SESSION PROTOCOLS AND ARCHITECTURES, AND PLATFORM TECHNOLOGIES.

TECHNOLOGY BLOCKS COVERED Application layer protocols. For example, various e-mail standards,
HTTP, LDAP Internet based telephony (SIP and RTP), internet messag-
ing (XMPP), emergency services, geolocation, and web platform (HTML,
Cookies, XML, EcmaScript).

ORGANISATIONS ACTIVE IN THIS Ecma |EEE
AREA ETSI W3C
IETF XMS

28 In order to achieve better comprehension, the areas are somewhat aligned with the OSI or Internet Layer model, but the mapping is

not necessarily exact nor is the positioning of technology blocks in the areas.
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Applications; Presentation and Interfacing

SCOPE: COVERS INTERFACING AND HUMAN INTERACTION

TECHNOLOGY BLOCKS COVERED Fonts, Internationalization, Audio and Video Codecs, Accessibility
standards, File formats (jpeg, SVG), APIs, Cascading style sheets

ORGANISATIONS ACTIVE IN THIS ETSI MPEG
AREA IETF Unicode
ITU-T W3C

Applications: Business logic
SCOPE: COVERS AREA SPECIFIC COMMUNICATION ASPECTS THAT ARE SPECIFIC TO APPLICATION AREAS

TECHNOLOGY BLOCKS COVERED XML based document definitions, business semantics, and Modelling
Languages (e.g. invoicing standards)

ORGANISATIONS ACTIVE IN THIS CEN

AREA OASIS
OMG
UN/CEFACT
W3C

Technology Area: Security and Privacy

SCOPE: SECURITY AND PRIVACY IS THE BROADEST OF THE TECHNOLOGY AREAS. IT IS PART OF HORI-
ZONTAL BUT ALSO PART OF THE COMPLETE VERTICAL STACK AND, THEREFORE, MAY BE SEEN AS
“CROSS-AREA”. THE BUILDING BLOCKS HEREIN CAN BE SOLUTIONS BY THEMSELVES OR BE APPLIED
AS PART OF SOLUTIONS.

TECHNOLOGY BLOCKS COVERED Internet Public Key
Internet infrastructure (x.509 based)
web authorization
JavaScript signing and encryption
transport layer security mechanism ( TLS)
Authentication information exchange mechanisms (SAML)
Privacy enhancement mechanisms

ORGANISATIONS ACTIVE IN CEN IEEE

THESE AREAS ETSI IETF
ISO/IEC OASIS
ITU-T W3C
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The Rolling Plan has been produced in a consensual and open way, between the Commission and the MSP. It is a

comprehensive strategy document covering policy making across different Directorates-General of the European 141
Commission and consolidating their input with the advice given by the MSP based on its broad stakeholder rep-

resentation.

The Rolling Plan is not conceived to be a finalised document ever, but a snapshot reflecting the policy needs and
stakeholders’ advice reflecting at a given moment and subject to the information that was available to the authors
at that point in time.

The Rolling Plan provides the opportunity for policy makers on EU and on national level to move towards closer
collaboration and a closer common understanding regarding the objectives of policy making in the various areas.
The Rolling Plan aims at giving a concise overview on available standards and ongoing standardisation activities of
relevance to the respective policy context. This should facilitate effective policy making by providing information on
the global and European standardisation landscape per area. And it shall avoid any duplication of work and at the
same time bring global standards into the focus of policy making.

The Rolling Plan is a work plan of the European Commission, a guideline for the implementation of policies support-
ed by standardisation and a source of information for stakeholders about policy priorities and envisaged actions.
The Rolling Plan also relies on the willingness of standardisation organisations to take up work which is relevant in
specific policy contexts and thus contribute to driving the technologies in the identified policy priorities.

The fast evolution of needs in the ICT field requires an equally fast adaptation of the Rolling Plan, including new
topics and updating or even removing the topics already mentioned in the document. Therefore the Rolling Plan
will regularly be reviewed by the Commission with the collaboration of the ICT Standardisation Multi-Stakeholder
Platform. Updates on factual information may be provided in the form of an Addendum to the Rolling Plan. The full
Rolling Plan will be revised at least once a year.
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6. Annex |
List Of Member States’ Work Plans and Strategies

This Annex provides a list of links to strategy documents, policies and work plans on ICT standardisation that

are available in the Member States, sometimes comprising several links depending on the respective document
structuring in Member States. This list is for reference only. It does not claim completeness and only represents a
current snap shot.

France

French digital strategy:
http://www.redressement-productif.gouv.fr/feuille-de-route-pour-le-numerique;
Framework for interoperability and security:
http://references.modernisation.gouv.fr/rgi-interoperabilite

GERMANY

Digital Agenda for Germany:
http://www.bmwi.de/DE/Themen/Digitale-Welt/digitale-agenda.html
German ICT Strategy:
http://bmwi.de/EN/Topics/Technology/ict-strategy.html

ITALY
Agenda Digitale for Italy:
http://www.agid.gov.it/agenda-digitale

NETHERLANDS:

Dutch Digital Agenda:
http://www.rijksoverheid.nl/onderwerpen/ict/documenten-en-publicaties/kamerstukken/2011/05/17/ digitale-agendanLhtml
Standardisation Forum and Board:

https://zoek.officielebekendmakingen.nl/stcrt-2011-23581.html

Documents related to Open Connection:
https://www.google.nl/url?sa=t&rct=j&q=&esrc=s&frm=1&source=web&cd=1&cad=rja&ved=0C-
C4QFjAA&url=https%3A%2F%2Fwww.ictu.nl%2Farchief%2Fnoiv.nl%2Ffiles%2F2009%2F12%?2FAction_plan_english.
pdf&ei=h9VfUu2cNOag7Qb89YHgAw&usg=AFQjCNFUTFO0XCkDj5jv8RY88gq6mH3UTQ&sig2=c4_dIipOVBnS2ReRDVI-yw
I-Nup:
http://www.rijksoverheid.nl/documenten-en-publicaties/kamerstukken/2011/05/30/aanbiedingsbrief-overheidsbrede-im-
plementatieagenda-voor-dienstverlening-en-e-overheid-i-nup.html

Comply or explain policy for open standards:

https://zoek.officielebekendmakingen.nl/stcrt-2008-837.html

SPAIN:

Digital Agenda for Spain:

http://www.agendadigital.gob.es/digital-agenda/Paginas/digital-agenda-spain.aspx

Spanish National Cybersecurity Strategy:
http://www.lamoncloa.gob.es/documents/20131332estrategiadeciberseguridadx.pdf

Spanish National Interoperability Framework, English version:
http://administracionelectronica.gob.es/pae_Home/dms/pae_Home/documentos/Estrategias/pae_Interoperabilidad_Inicio/pae_
Esquema_Nacional_de_Interoperabilidad/ENI_INTEROPERABILITY_ENGLISH_3.pdf

Original Spanish version: http://www.boe.es/boe/dias/2010/01/29/pdfs/BOE-A-2010-1331.pdf)

Strategy on Technical Interoperability Standards:
http://administracionelectronica.gob.es/pae_Home/pae_Estrategias/pae_Interoperabilidad_Inicio/pae_Normas_tecnicas_de_in-
teroperabilidad.html#.Unl2QIPFnzs

Technical Interoperability Standard for the Catalogue of Standards, English version:
http://administracionelectronica.gob.es/pae_Home/dms/pae_Home/documentos/Estrategias/pae_Interoperabilidad_Inicio/
LEGISLACION_2012_BOE-A-2012-13501_Catalogue_of_standards_ENI_publicacion_oficial_2012/Catalogue%200f%20Stand-
ards%20NIF%20Spain.pdf
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Official Spanish version:
http://www.boe.es/diario_boe/txt.php?id=BOE-A-2012-13501 plus http://www.boe.es/diario_boe/txt.php?id=BOE-A-2013-455

SWEDEN:

Swedish Digital Agenda:
http://www.government.se/sb/d/2025/a/181914
Swedish strategy for eGovernment:
http://www.regeringen.se/sb/d/15700/a/206004

Switzerland:
Strategy of the Federal Council for an Information Society in Switzerland 2012:
http://www.bakom.admin.ch/themen/infosociety/index.html

UNITED KINGDOM:

UK government policy on standardisation;

https://www.gov.uk/innovation-standardisation--4

Strategy on ICT:

https://www.gov.uk/government/publications/information-economy-strategy

Strategy on spectrum:

https://www.gov.uk/government/publications/spectrum-strategy

ICT infrastructure consultation:
https://www.gov.uk/government/consultations/digital-communications-infrastructure-strategy-consultation
Internet of Things development
https://www.gov.uk/government/collections/internet-of-things-review

Plans and progress on theNational Cyber Security Strategy (NCSP)
https://www.gov.uk/government/publications/national-cyber-security-strategy-2-years-on
Government ICT procurement and the use of standards
https://www.gov.uk/government/publications/open-standards-principles/open-standards-principles
http://standards.data.gov.uk/
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7. Annex Il List of Links to Standards Bodies’
Web Sites with Up-to-date information on
ongoing work

This Annex provides a list of links to repositories of standards development organisations where information on
projects and ongoing work relevant to the EU policy priorities can be found. The list does not claim completeness
and may incrementally be increased.

CEN
http://www.cen.eu/cen/Sectors/Sectors/ISSS/Pages/default.aspx

CENELEC
http://www.cenelec.eu/aboutcenelec/whatwedo/technologysectors/Informationandcommunicationtechnology.html

ETSI

ETSI work programme:
http://www.etsi.org/images/files/WorkProgramme/etsi-work-programme-2013-2014.pdf
http://webapp.etsi.org/workprogram/SimpleSearch/QueryForm.asp

IEEE:
IEEE entry to standardisation activities relevant to the Rolling Plan:
http://standards.ieee.org/develop/msp/index.html

IETF:
IETF entry to standardisation activities relevant to the Rolling Plan:
http://trac.tools.ietf.org/group/iab/trac/wiki/Multi-Stake-Holder-Platform

OASIS
Current standards projects: https://www.oasis-open.org/committees/
Standards projects by topical category: https://www.oasis-open.org/committees/tc_cat.php

1 ‘drug identifier means, in this context, the ‘unique identifier to be assigned by the European Commission in the implementation of the article 54a,
item2(a) of the FMD (DIRECTIVE 201 1/62/EU), ‘that enables the authenticity of medicinal products to be verified and individual packs to be identified’

2 This report should be used as input for possible improvements in the recently published ITU-T H.860

3 Taking into account the results of the European Interoperability Framework Study (Deloitte, 2013),

cf. http://ec.europa.eu/digital-agenda/en/news/ehealth-interoperability-framework-study
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